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Abstract – True Random Number Generator(TRNG) circuits are crucial components of cryptographic systems, with
numerous applications ranging from session-key generation to side-channel resistance. Memristor is a new fundamental
circuit element that offers certain unique advantages, including the possibility of hybridization with complementary metal
oxide semiconductor (CMOS) circuits. In this paper, we present a CMOS-memristor based high throughput true random
number generator (HTRNG) and demonstrate its suitability through extensive simulations. The proposed HTRNG circuit
is simple and regular in structure, easy to operate, and has high throughput at low hardware overhead. The circuit
operation is based on process-variation induced delay variations at corresponding nodes in two (ideally identical) ring
oscillators. The output generated from the proposed HTRNG passes the tests in both (NIST and Die-harder) standard
statistical randomness testing software suites. We also implemented the HTRNG structure after removing the memristors
components and observed that HTRNG without memristor fails in some of the NIST and Die-harder tests.

1.

Introduction

During optimization, A Random Number Generator (RNG) is a very important component of any cryptographic
system. There are numerous algorithms and protocols which use random numbers for the construction of encryption and
decryption keys, initialization vectors, one time passwords, padding, nonces, and many more applications [1]. The quality
of randomness of the random number generators often determines the strength of the underlying protocols.
There are two types of random number generators, namely: Pseudo Random Number Generators (PRNGs) and True
Random Number Generators (TRNGs). PRNGs use some mathematical algorithms to generate random bits. They are
deterministic in nature and are often referred to Deterministic Random Number Generators (DRNGs). Even though the
PRNGs are easy to implement, but it has been shown that the random numbers generated using PRNGs are predictable,
using the knowledge of the algorithm used in the PRNGs and also using previous outputs [3]. Meanwhile, TRNGs use
physical phenomena like clock jitter, thermal noise, atmospheric noise, flicker noise, shot noise, etc. to extract
randomness. Along with these noise sources, TRNGs also require a noise extraction and digitization mechanism. Postprocessing is used to improve the quality of the random bit sequence. The widely used high-level architecture of TRNGs
is recommended by AIS-31 standard [4]. A generic architecture [2] based on this recommendation is depicted in Figure 1.
In this paper, we present a structure and operation of a CMOS-memristor based high throughput true random number
generator (HTRNG) circuit, that demonstrates high statistical randomness in simulation results, while having low
hardware and resource footprint. This circuit is particularly suitable for resource-constrained applications such as the
Internet of Things (IoTs), particularly those for which security and energy both are at premium. The circuit compares the
delays at the corresponding nodes of two quasi-identical ring oscillators (ROs) and encodes the result of the comparison in
a single bit. Multiple bit streams can be generated by tapping multiple nodes of the ring oscillators, and these can be
combined to increase the throughput of the circuit. However, there are certain complications in combining the bit streams
which are generated from spatially close nodes (e.g. two consecutive nodes of the ROs are highly correlated), need to be
avoided. Additionally, we have also implemented another structure of TRNG which is similar to the proposed HTRNG.
The main difference is that we have removed the memristors from the previous structure and collected the output by
tapping the nodes in same way. We get multiple bit streams by tapping multiple nodes. But, the limitation of this TRNG
structure is that the multiple bit streams generated from the different nodes are highly correlated, so it would not be
recommended to use these bits together. We compare our proposed HTRNG design with the HTRNG without memristor
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and also with some existing TRNG discussed in [15] and [16] and found that the HTRNG is better in terms of hardware
consumption and throughput.

Figure 1: Generic architecture of a TRNG circuit used as a cryptographic primitive [2]
The rest of the paper is organized as follows. We provide the relevant background knowledge on TRNGs, statistical
randomness testing, memristors and memristor based TRNGs in Section 2. Section 3 provides some glimpses of the work
done in the past in this area. In Section 4, we discuss the structure and operation of the proposed TRNG design. We
provide the simulation results along with the statistical randomness testing results in the Section 5. Section 6 present the
comparison of HTRNG with some other TRNGs. Finally, Section 7 presents the conclusion with future research
directions. design architecture.

2.

Back Ground

In this section, we provide some relevant background information. We discuss about true random number generators,
memristors along with memristor based TRNGs. We also give some information regarding statistical test suite for
randomness like NIST and Die-harder test.
A. True Random Number Generators (TRNGs) and Statistical Randomness Estimation
Random number generators have been studied widely and significant research work has been carried out on this topic
in both academics and industries. Several different types of FPGA based true random number generators have been deeply
studied in [5-8]. Some different kind of TRNGs with improved capabilities like self-repair potential is presented in [9].
Another improved TRNG design which is resistant to side-channel attack is discussed in [10].
In general, it is quite challenging to evaluate the reliability, unpredictability of the generated bit stream of a TRNG.
However, there are some largely accepted methods to evaluate the statistical randomness of bit sequences generated by
TRNGs. One of the most commonly used testing methods is the NIST statistical test suite [11]. It consists of 15 tests
which can be categorized in two sets as Binomial-based tests and the Chi-square based tests. Each test calculates a P-

value, which indicates the probability that a perfect random number generator would produce. If a P-value for a
test is calculated as 1 then the binary sequence is called a perfect random. A P-value of zero indicates that the
sequence is purely non-random. Here we choose a significance level called α. If P-value ≥ α, then the null
hypothesis is accepted; i.e., the sequence appears to be random. If P-value < α, then the null hypothesis is
rejected; i.e., the sequence is considered as non-random. Typically, α is selected from a range [0.001, 0.01]. If
the P-value ≥ 0.001, the binary sequence would be considered as a random sequence with a confidence of
99.9%. If P-value < 0.001, then the sequence would be considered as a non-random with a confidence of 99.9%
[11]. Another widely used testing technique is Die-harder test suite, which consists of 26 different tests. This is an
advancement over the Diehard battery of test introduced in [12].
B. Memristors and Memristor based TRNGs
Memristor is a nano-scale device which possesses some unique capabilities. After its first fabrication [13], it has been
used for various applications like neuromorphic systems, volatile memory and Content-Addressable Memory (CAM) etc.
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Although various different practical implementations of the memristor are proposed by various researchers, but the most
popular model is comprised of highly doped TiO2-x layer with oxygen vacancy which is kept over an almost undoped TiO2
layer without oxygen vacancy. These two layers are placed between a couple of metallic electrodes, as depicted in Figure
2 (a). From a circuit point of view, this device can be modeled as a series combination of two registers as shown in Figure
2 (b) and the equivalent resistance can be represented by:
𝑅𝑒𝑞 (𝑡) =

𝑤(𝑡)
𝐷

∙ 𝑅𝑜𝑛 + (1 −

𝑤(𝑡)
)∙
𝐷

𝑅𝑜𝑓𝑓

(1)

Where Ron is the low resistance, Roff is the high resistance, w(t) is the instantaneous width of the doped region and D is the
total width of the device [14]. Figure 2(c) depicts the switching behavior of memristor between low resistance state and
high resistance state [14].
The main characteristic of memristor which makes it unique is the fact that its instantaneous resistance retained even
after the removal of excitation voltage. The total width of the device D is highly affected by the process variations. This
may be varied by magnitude of several orders, which affects the electrical characteristics including the delay of the
devices. This delay variation in turn can be utilized to generate random bits, as done in this paper.

3.

Related Work

Application of memristors in building hardware security primitives are based on their high integration density, energy
efficiency and the fact that manufacturing process variations for nano-devices such as memristors are more pronounced
than traditional CMOS processes. Recently, some approaches have been proposed by various researchers which use
process-variations induced variation in memristance value of the memristor to design a TRNG with superior randomness
properties. In [15], the authors proposed a hybrid CMOS-memristor TRNG. Their proposed design is a 141 stage ring
oscillator based structure, where each stage is comprised of one memristor and one NMOS (each memristor replaces the
PMOS transistor of each inverter stage). The rest of the TRNG design is taken from [5], where the output of several
hybrid NMOS-memristor ring oscillators are XOR-ed, and the resultant waveform is used to drive the data input of a D
flip-flop, sampled by a reference clock. The output bit stream generated by the D flip-flop is the TRNG output. This
architecture utilizes difference in phase of the ring oscillator waveforms, caused by random jitter, enhanced due to process
variations in the memristor. It has been shown in [15] that, due to higher randomness of the memristor, ring oscillators
composed of memristors possesses high randomness as a contrast to CMOS inverter based ring oscillator. The advantage
of this design is its simplicity and regularity.

Figure 2: Memristor: (a) structure, (b) Equivalent circuit, and (c) switching behavior
The MTRNG presented in [16], is a true random number generator which uses memristor, is compact, fast and
energy-efficient TRNG. It uses the dynamic and static stochastic characteristics of the memristor to switch between its
binary states, for random bitstream generation. This scheme has two kinds of modes, programming mode and reading
mode. Switching between the ON and OFF states of the memristor is carried out by applying a programming pulse on
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memristor during programming mode. The programmed resistance is converted into binary bits in the reading mode. The
sampling rate of bitstream and distributions of zeros and ones can be easily controlled by regulating the amplitude and
width of programming pulse. The orders of magnitude difference between the low and high memristance provide the
stability affirmation in spite of the stochastic behavior. This design was enhanced by XOR-ing two MTRNGs to improve
the entropy of the random bit streams. In [17], the authors proposed a TRNG which is based on a diffusive memristor,
which is dependent on the diffusion dynamics of metal atoms. The device switches itself to a low resistance state after a
random time and comes back to a high resistance state as soon as the applied voltage is removed. This stochasticity was
harvested as a source of randomness to generate random bit streams.

4.

Proposed HTRNG

All the schemes discussed above are true random number generators, some of which uses memristors in their designs.
In this section we propose a simple ring oscillator based high throughput true random number generator (HTRNG) using
the variability of memristors. We also implement the same HTRNG design without memristor. Furthermore, we compare
our design with that of the existing ones.
Figure 3 shows the structure of the proposed CMOS-memristor based HTRNG circuit. The main components of the
HTRNG are two quasi-identical ROs, with memristors between pairs of inverters (the ROs shown have nine inverters
each). The corresponding nodes (e.g. the nodes after the first inverter in each RO) are tapped, and used as the data and
clock inputs of a positive-edge triggered D flip-flop. For example, node U1 is connected to the data input of a D flip-flop,
and the corresponding node U’1 in the other ring oscillator is connected to the clock input of the same D flip-flop.
Because of process variation effects and random phase shifts between the RO oscillation waveforms, the D flip-flops act
as arbiters and the flip-flop outputs change depending on the temporal relationship between the clock signal and the data
signal. The output of each flip-flop is further sampled by a sampling clock to generate a TRNG bitstream through a
parallel-to-serial converter. A bit-interleaver can be employed if necessary to increase the throughput of the generated
bitstream. The main part of the HTRNG circuit can be reset by a global reset signal.
Finally, for post-processing, we use a hardware implementation of the TRIVIUM synchronous stream cipher [18].
TRIVIUM was chosen because of its relative lightweight, simplicity of implementation, and resistance to cryptanalysis
attacks. TRIVIUM uses an 80-bit secret key and an Initialization Vector (IV) to define the initial state of the cipher. With
the secret key and the IV, the TRIVIUM cipher performs 1152 clock cycles of “mixing" to impose randomness on the
output, and then starts generating the cipher text at the rate of 1 bit per clock cycle. Our cipher hardware design is flexible
and can be configured to give 1/8/64 bit output rate per clock cycle. If cryptographic keys of desired lengths (e.g. 128-bit)
are required, the output of this TRIVIUM cipher has to be processed further by a serial-to-parallel-converter.

Figure 3: Proposed HTRNG circuit
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A. HTRNG Structure without Memristor and its Operation
Here, we discuss the TRNG structure similar to HTRNG except that the memristors are removed from the TRNG.
Figure 4 shows the structure of HTRNG without memristor. The main components of this TRNG are two quasi-identical
ROs. Each of the ROs shown consists of nine inverters. The corresponding nodes (e.g. the nodes after the first inverter in
each RO) are tapped, and used as the data and clock inputs of a positive-edge triggered D flip-flop. For example, node U1
is connected to the data input of a D flip-flop, and the corresponding node U’1 in the other ring oscillator is connected to
the clock input of the same D flip-flop. Because of process variation effects of CMOS transistors and random phase shifts
between the RO oscillation waveforms, the D flip-flops act as arbiters and the flip-flop outputs change depending on the
temporal relationship between the clock signal and the data signal. The output of each flip-flop is further sampled by a
sampling clock to generate a TRNG bitstream through a parallel-to-serial converter. A bit-interleaver can be employed if
necessary to increase the throughput of the generated bitstream. The main part of the TRNG circuit can be reset by a
global reset signal. The main difference of this structure with the previous one is that there is no memristor incorporated
between the inverters. This results in a less path delay variability as compared to previous one which in turn reduces the
randomness of generated bit streams.

Figure 4: HTRNG circuit without memristor
B. Bit Correlation Effect
However, consideration must be given to the fact that TRNG bit streams generated from nodes of ROs in close proximity
to each other have a chance of being correlated. The correlation was measured by collecting five hundred thousand bits
generated from each of O1, O2 up to O8, obtained through circuit simulations (details of simulation setup in Section 5),
and then performing bitwise XNOR operation between them. We have computed the bit correlation between output O1
and O2, O1 and O3, O1 and O4, and so on. Figure 5 shows the bit correlation percentage between the bit streams
generated from different combinations of ring oscillator nodes, where higher correlation percentage implying high degree
of similarity between the bit streams. From our simulation results, we found the bit streams generated from nodes which
are sourced from inverters which are at a distance of (n-1)/2, where n is the number of inverters in each RO, are having
50% correlated, and are thus most suitable to be combined in single bit stream. Note that bit streams generated by tapping
output of inverters, which are at a distance of (n-1) are highly correlated, because of the ‘’ring" structure. On the other
hand, bit streams sourced from inverters in the immediate vicinity of each other have a low correlation. Both high
correlation and low correlation are undesirable, and this puts a limit on the obtainable throughput from the TRNG, since
now all the bit streams obtained by tapping the inverter output nodes cannot be simultaneously combined into a single bit
stream. For example, from the above simulation, it seems that outputs of stage-1 and stage-5 can be combined most
satisfactorily to increase throughput because they have 50% correlation.
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Figure 5: Correlation between bits generated from different ring oscillator nodes of the proposed HTRNG
Furthermore, Figure 6 shows the bit correlation percentage between the bit streams generated from different
combinations of ring oscillator nodes for the HTRNG without memristor where higher correlation percentage implying a
high degree of similarity between the bit streams. The correlation was measured by collecting the same number of bits as
previous one generated from each of O1, O2 up to O8, obtained through circuit simulations, and then performing bitwise
XNOR operation between them. We have computed the bit correlation between output O1 and O2, O1 and O3, O1 and
O4, and so on. The simulation result clearly shows that the correlation is very high for all these combinations. So, bits
generated from different nodes cannot be combined in this case, which in turn reduces the throughput of the TRNG.

Figure 6: Correlation between bits generated from different ring oscillator nodes of the HTRNG without memristor

5.

Experimental Results

In this section, we discuss the simulation setup and results for the HTRNG architecture. We also discuss the result of
NIST test and Die-harder test performed for the randomness of the bit streams generated by HTRNGs.
A. Simulation Setup Details
We use two nine-stage ring oscillators in our implementation. Each stage is comprised of nine inverters and nine
memristors connected serially. The simulation of the circuit is performed using Synopsys HSPICE simulator, using a 45
nm Predictive Technology Model (PTM) [19] for the CMOS devices. We have used sampling frequency of 1.8 GHz for
the bit stream generation. After generating the data from HSPICE we export that data to MATLAB for further processing
and digitization. It requires HSPICE TOOL BOX to incorporate in MATLAB to process the .tr files generated by
HSPICE. Then, for post-processing, we used a hardware implementation of the TRIVIUM synchronous stream cipher
[18]. Further, we used NIST test suite available at [11] and Dieharder tests available at [12] to perform the statistical
testing. Two bit streams are merged by the serial-to-parallel converter and bit interleaver. The bit interleaver has a very
simple design. It alternately samples bits from the two bit streams generated from the ring oscillator based circuit (in our
case they were O1 and O5). As a result, it has an effective output bit rate of 1.8 Gbps, which is input to the TRIVIUM
cipher. For the hardware implementation of the TRIVIUM cipher, we used the synthesizable VHDL implementation
obtained from [20]. The IV of the TRIVIUM cipher was set to 0xAC45DE7710A942DB740D, while the initial key was
set to 0xEB9845F29F4CF9A65300 [20].
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Figure 7: Ron, Roff, Vth distribution
B. Statistical Randomness Testing Results
In our experiments, we assumed approximately 10% variations in the basic parameters as Ron, memristor resistance in
on state, Roff, memristor resistance in off state and also over the threshold voltage Vth of the transistors. Figure 7 (a) and 7
(b) show the distributions of resistances Ron and Roff. These variable resistances are the major source of randomness in the
design. The variations in the threshold voltage Vth is shown in Figure 7 (c), which in results also induced the variability in
the delay of the inverters. The variation in the delay of the TRNG with inverter only (without memristor) is shown in
Figure 8 (a), whereas the delay distribution of HTRNG with memristor is depicted in Figure 8 (b). So, these variations in
the different parameters bring the randomness in the path delay variations of the circuit which is the basis of our HTRNG
design.

Figure 8: Delay distribution of (a) TRNG with inverter only, and (b) HTRNG with memristor
We have also observed the effect of temperature variation on our proposed design. First we have simulated our
proposed HTRNG at 25oC and then we increase the temperature to 50oC. We can observe the variation in the delay in
both the cases in Figure 9, where Figure 9 (a) shows the delay variations at 25oC and Figure 9 (b) shows the delay
variations at 50oC. It can be observed that the delay has been increased at 50oC, but in the both the cases the variation
follows a similar distribution.
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Figure 9: Delay variation at (a) 25oC, and (b) at 50oC
To test the statistical randomness, we apply two state-of-the-art statistical testing techniques that are widely used and
accepted, NIST and Die-harder, as described in Section 2.1. The tests of the test suite were executed on 10 million bits
generated from the proposed and simulated HTRNG. Note that the tests were executed on the bit stream before postprocessing by the TRIVIUM cipher. The results for the NIST tests for HTRNG are shown in Table 1, while those for the
Die-harder test suite are compiled in Table 2. Since the P-values obtained in the NIST tests are above 0.001 for all the
tests, the proposed HTRNG can be claimed to offer satisfactory levels of randomness. In addition, we executed the same
tests on a dataset of 10 million bits generated after post-processing by TRIVIUM, which also passed all the tests. The
results for the NIST tests for HTRNG without memristor is also shown in Table 1, which clearly shows that it fails in
some of the tests like Longest RUNS, Universal test, RUNS test, Serial tests, Approximate entropy test, Random
Excursions, and Random Excursions variant test. The results of the Die-harder test suite for HTRNG without memristor
are also compiled in Table 2, which indicates weaker results in RUNS tests and STS RUNS tests etc.
TABLE 1
NIST TEST SUITE RANDOMNESS TESTING RESULTS FOR HTRNG AND HTRNG WITHOUT MEMRISTOR

Statistical Test

Frequency
Block Frequency
Cumulative Sums
Runs
Longest Run
Rank
FFT
Non Overlapping
Template
Overlapping
Template
Universal
Approximate
Entropy
Random Excursions
Random Excursions
Variant
Serial
Linear Complexity

HTRNG
Proportion of passed
test
991/1000
994/1000
988/1000
993/1000
988/1000
992/1000
986/1000

HTRNG without memristor
Proportion of passed
test
P-value
993/1000
0.216385
990/1000
0.618463
989/1000
0.323785
45/1000
0.000214
15/1000
0.000345
988/1000
0.293429
985/1000
0.456386

P-value
0.31908
0.81654
0.38383
0.53415
0.35049
0.30129
0.49439

986/1000

0.55442

985/1000

0.497653

989/1000
985/1000

0.05898
0.26225

986/1000
20/1000

0.056473
0.00023

988/1000
981/1000

0.5221
0.06648

45/1000
11/1000

0.000627
0.000429

987/1000
988/1000
986/1000

0.18658
0.35049
0.05194

15/1000
110/1000
983/1000

0.000826
0.000396
0.345629

C. Entropy Calculation
The entropy shows the amount of uncertainty exhibits by the output of a random number generator. Entropy
measures the uncertainty associated with a random binary sequence. We used the equation (2) to calculate the entropy, where
H is the entropy and P(x) is the probability of the bit (0/1) in a binary sequence. We calculate the entropy using the bit
strings of length 10000 bits generated from our proposed HTRNG. The value of entropy is calculated as 0.9683. The
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entropy value lies between 0 and 1. The entropy value closer to 1 indicates the higher level of uncertainty and closer to 0
is the lower level of uncertainty [21]. We have also calculated the entropy for the TRNG proposed in [15] and it is
calculated to be 0.975. The entropy value estimated for [16] is 0.982. Though it is a little higher than our proposed

HTRNG but the main advantage of our proposed HTRNG is the ability to generate multi-bit output sequence.
𝐻 = (− ∑𝑥∈(0,1) 𝑃(𝑥) ∙ 𝑙𝑜𝑔2 𝑃(𝑥))

(2)

TABLE 2
DIE-HARDER TEST SUITE RANDOMNESS TESTING RESULTS FOR HTRNG AND HTRNG WITHOUT MEMRISTOR

Statistical Test
Diehard Birthdays Test
Diehard OPERM5 Test
Diehard 32x32 Binary Rank Test
Diehard 6x8 Binary Rank Test
Diehard Bit stream Test
Diehard OPSO
Diehard OQSO Test
Diehard DNA Test
Diehard Count the 1s (stream) Test
Diehard Count the 1s Test (byte)
Diehard Parking Lot Test
Diehard Minimum Distance (2d Circle)
Test
Diehard 3d Sphere (Minimum Distance)
Test
Diehard Squeeze Test
Diehard Sums Test
Diehard Runs Test
Diehard Craps Test
Marsaglia and Tsang GCD Test
STS Monobit Test
STS Runs Test
STS Serial Test (Generalized)
RGB Bit Distribution Test
RGB Generalized Minimum Distance
Test
RGB Permutations Test
RGB Lagged Sum Test
RGB Kolmogorov-Smirnov Test

6.

HTRNG
P-value
0.7727074
0.7696719
0.7820848
0.1130403
0.6144447
0.0672284
0.5321724
0.2210095
0.8091273
0.8696231
0.330786

HTRNG without memristor
P-value
0.23454361
0.42618562
0.56728456
0.34621569
0.99572984
0.53694672
0.35368296
0.99526783
0.49827528
0.63728692
0.73267836

0.4051338

0.30728638

0.6257208
0.3378652
0.0160426
0.3762557
0.1722147
0.9718319
0.0234647
0.9804415
0.9219669
0.683487

0.42758493
0.53726481
0.46826724
0.05527648
0.27289382
0.56297294
0.62346465
0.05562879
0.43959286
0.47389362

0.2739668
0.6046303
0.9936754
0.5373786

0.27396682
0.62968379
0.73928664
0.53737858

Comparison with Existing Memristor based TRNGs

We have compared our proposed TRNG design with two other memristor based TRNGs discussed in [15] and [16] and
also with the HTRNG without memristor. This comparison is shown in Table 3. We have taken output bits, entropy
source, post-processing and statistical tests as parameters. Our proposed HTRNG design is able to produce multiple bits
which is the main advantage of our design. The existing TRNGs discussed in [15] and [16] produce one bit in a cycle and
these bits are concatenated to produce a bit sequence. Our proposed design collects data after each stage, so it can generate
multiple bits in a cycle which increases the throughput. The exact number of output bits depends upon the length of

ring oscillators. To extract the 8 bit output we have to use nine inverters and memristors in the ring oscillator.
High through affects the real life application, for instance if we want to generate a 1024-bit key we have to run
1024 iterations of the single bit TRNG. But with high throughput HTRNG, we would be able to generate
multiple bits. For example, if we use 8-bit architecture then with only 128 iterations we would be able to
generate 1024-bit key. So, this reduces the time significantly. Our proposed HTRNG also uses less hardware as
compared to the previous memristor based TRNGs. The TRNG described in [15] uses 141 transistors and same number of
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memristors, whereas TRNG described in [16] uses twelve transistors and two memristors. Our proposed HTRNG
effectively uses four transistors (two inverters) and two memristors to generate one bit of random sequence. We have also
performed the statistical randomness tests for our design whereas the other two works ([15] and [16]) have not shown any
statistical test results. We have performed the bit correlation for the HTRNG without memristor also and found that the
correlation is high between the O1 and O2, O1 and O3, O1 and O4 which is not desirable to extract multiple bits. We
further performed the NIST and Die-harder tests for our proposed HTRNG and the HTRNG without memristor which also
shows that HTRNG without memristor fails in some of the tests like Longest RUNS, Universal test, RUNS test, Serial
tests, Approximate entropy test, Random Excursions and Random Excursions variant test whereas proposed HTRNG
passes all the tests.

TABLE 3
HARDWARE AND THROUGHPUT COMPARISON OF PROPOSED TRNG WITH EXISTING TRNGS

TRNGs schemes
Ring oscillator based [15]
MTRNG [16]

7.

Memristor
Per bit
141

Transistor
Per bit
141

No

Memristor and transistor

2

12

No

4

Yes

4

No

Output bits

Entropy source

Single

Ring oscillator

Single

HTRNG

Multiple

Memristor and ring oscillator

2

HTRNG without memrisor

Multiple

Ring oscillator

0

NIST
Pass

Conclusion

We have presented a CMOS-memristor based high throughput true random number generator (HTRNG), along with
its complete VLSI architecture, including post-processing. We evaluated the randomness of the proposed TRNG using
two well-known and widely used statistical randomness testing suites. The proposed circuit has many advantages like high
throughput and low hardware footprint. Our future work would be targeted at performing circuit analysis and theoretical
analysis of the limits of extractable entropy of the circuit.
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Abstract – In chip-to-chip communication, interference is anything which modifies or disrupts a signal as it travels along
a channel between a transmitter and receiver. This unwanted phenomenon occurs due to the spreading of a driven pulse
beyond its allotted time interval only to interfere the neighboring pulses thereby shaping the original signal extremely
difficult to be recovered. This issue may be solved by a reconstruction approach, where the received signal from the
channel and its delayed form inside the receiver chip are fed into a comparator to renovate the driven signal at its output.
This letter focuses on validating the worth of this data renovation configuration through a mathematical model of the
received signal and its delayed form.

1.

Introduction

As the number of cores in a single chip is getting increased day-by-day, the on-chip interconnect becomes the most
important element of chip multi-processors. Also, the transmission line (TL) based interconnect evolved to be a suitable
candidate to eliminate the problems associated with packet switched network, as TL provides high signaling rate and
speed-of-light propagation velocity such that packet relaying can be avoided altogether. For efficient signaling, the first
attempt of point-to-point interconnect for testing I/O at high frequency was done by A. Madrid et.al. in 1992 [1]. The
speed limitation of it was improvised by Intel in 2008 through the design of Quick path interconnection [2], which still
carried the problem of inter-symbol interference (ISI). This guides the oscillating signals (caused by reflection and
transmission problem of channel) received by the receiver chip to not decay within the specified clock period [3]. So, the
reconstruction of the driven pulse from the distorted oscillatory signal gathered at the receiver chip becomes very much
impossible. Horowitz et.al. [4] showed the back plane performance of CPU and tried to design a system where both
transmitter and receiver equalization were performed to generate a better eye diagram only to achieve a data rate of
around 10 Gbit/sec for 2-4 system of CPU. Therefore eight CPU or beyond is much tougher even though Bhattacharyya
et.al [5] showed that one may be able to send 25 Gbit/sec data with minor modification in the present design. Later, it was
demonstrated by Lucent Technology from England that it is indeed possible to sample 25Gbit/sec data in the present
system of 24 inch line length [6]. Also, it is noted in [7] that the ISI effect observed in EDA tools may not be real, rather a
simulation error which looks even more magnified while doing the peak distortion analysis. It is still found to be
extremely difficult to attain such high data rate in high volume manufacturing environment. The summary of issues
observed in a few well known literature of high speed data recovery is presented in table 1.
Table 1. Summary of prior arts
Designs
Ref [8]
Ref [9]
Ref [10]

Features
A digital circuit with monotonic DCO
TDC less digital design
Offset free design with linear loop dynamics
Reference less digital design
Automatic acquisition of data rate
Data recovery samples at 8 Gb/s
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Demerits
Large Power Dissipation
Data rate is limited to 2.8 Gb/s
Power consumption is more
Achieve data rate is 3.2 Gb/s
Extensively large power dissipation
Design is complex

Ref [11]
Ref [12]
Ref [13]

Reference less digital design
Good input duty cycle error tolerance
Reference less frequency acquisition
11.5 Gb/s of data sampling is observed
Automatic frequency acquisition
Data rate is noted to be 10.5 Gb/s

Power consumption is more
Maximum data rate is 2.5 Gb/s
Extensively large power dissipation
Power consumption is more

The above discussion conveys a clue such that it is indeed tough but possible to design a system capable of
renovating signals from channel (made of PCB, sockets and packages) even if they are sampled at a rate of 25Gbit/sec or
beyond as claimed in [5, 6]. Accordingly, a unique methodology of data reconstruction is devised to feed a comparator by
the received signal from channel and its delayed form inside the receiver end [14, 15]. The main contribution in this work
is to demonstrate the mathematical justification of this system architecture.

2.

System Architecture

Figure 1 demonstrates the process new system design and interconnect between two chips. The objective of this new
process is to input the received signal (V(t)) and its delayed form (V(t-τ)) at the non-inverting and the inverting terminals
of the comparator respectively. The amount of delay ‘τ’ at the receiver end must be equal to the driven pulse width such
that the data rate (bit/sec) corresponds to the reciprocal of ‘τ’. Accordingly, the reconstructed signal at the output of
comparator inside chip -2 should be exactly same to the driven pulse at chip-1. The channel may be treated as very lossy
and noisy due to the presence of components like bond pads, package traces, pins of the package, sockets and PCB. In this
approach, the comparator is configured to switch logic only when the difference of voltages at non-inverting and inverting
terminals of the comparator is greater than threshold voltage (VT), which is a parameter set to compensate for the
maximum swing of received signal after the time of t = τ. Considering the channel being a terminated LC lumped model,
the ideal transient of driven pulse (at Driver Bond pad) and received signal (at Receiver Bond pad) may be seen at figure
2. In this letter, we are not considering the subsequent positive-negative oscillations of the received signal for smooth
mathematical modeling and justification of this methodology.

Figure 1: Process of System Design for High Speed Data Reconstruction [14, 15]
Driven Pulse
Received Signal

Time

Figure 2: Ideal Transient of Driven and Received Signal
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3.

Flowchart of Data Reconstruction

The flow of generating the disrupted received signal from the channel based on the system architecture (refer figure
1) is displayed in figure 3, which demonstrates the steps of working methodology.

Figure 3: The flowchart of data reconstruction

4.

Mathematical Analysis

This approach of data signal reconstruction may be mathematically explained by considering the received signal
(V(t)) inside chip-2 in terms of the following expression:

V (t )  Vo et t ( x )

(1)
Where, Vo is the amplitude of the signal, ‘α’ and ‘β’ are the decaying factor and spreading factor respectively.
Considering the delay section [16] as a series circuit of resistance (R) and capacitance (C), the V(t - τ) is the voltage
across the capacitance as the delay of RC circuit corresponds to τ = RC. If the RC circuit pumps a current of I(t), the
application of KVL may yield:

V (t )  I (t ) R 

1
I (t )dt
C

(2)

After taking differentiation on both sides of equation (2) we get;

dV (t )
dI (t ) 1
R
 I (t )
dt
dt
C

(3)

On performing the derivative of equation (1), we may rearrange equation (3) as;

Vo ( x   )e t t ( x 1)  Voe t t ( x )  R

dI (t ) 1
 I (t )
dt
C

(4)

Taking Laplace transform on both sides of equation (4), we get;

( x    1)!
( x   )!
1
 Vo
 RsI ( s)  I ( s)
( x )
( x   1)
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(s   )
C
1

1
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(s   )
(s   )
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1
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]  I ( s)
( x )
( x   1)
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)
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)
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Vo ( x   )

(5)

As the reciprocal of time constant of a RC circuit is considered as decaying factor, we may assume
equation (5) and may be written as;
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1
  to simplify
CR

VO
1

( x   )![

]  I ( s)
( x   1)
R
(s   )
(s   ) ( x 2)
V
s  
 O ( x   )![
]  I ( s)
R
( s   ) ( x 2 )
V
s
 I ( s)  O ( x   )![
]
R
( s   ) ( x 2)

(6)

Now, the voltage across capacitor is expressed as;

VC (t ) 

1
idt , where VC (t )  V (t   )
C

(7)

By taking Laplace transform in both sides we get;

1
I ( s)
Cs
On substituting I (s) from equation (6), we get;
1 Vo
s
VC ( s) 
( x   )![
]
Cs R
( s   ) ( x 2)
V
1
 VC ( s)  o ( x   )![
]
RC
( s   ) ( x 2)
VC ( s) 

(8)

(9)

On taking inverse Laplace transform in equation (9), we get the delayed signal V(t - τ) VC (t )  V (t   )

VC (t ) 

Vo
t ( x 1)
( x   )!e t [
]
RC
( x    1)!

Vo
t ( x 1)
( x   )!e t [
]
RC
( x    1)( x   )!
Vo
 VC (t ) 
e t t ( x 1)
RC ( x    1)

 VC (t ) 

(10)

Now, to find the time at which V (t ) attains its maximum value, the derivative of equation (1) must be zero. So,

dV (t )
0
dt
 Vo ( x   )e t t ( x 1)  Voe t t ( x )  0
 (x   )

t 

t ( x )
 t ( x )
t

x



 t1 ( Assume)

Similarly, the delayed signal V(t - τ) attains its maximum value when;

dVC (t )
0
dt
Vo

[et t ( x   1)  et ( x    1)t ( x   ) ]  0
RC ( x    1)
 ( x    1)t ( x   )  t  t ( x   )
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(11)

t 

x   1



 t2 ( Assume)

(12)

The values of t1 & t2 are put in equation (1) and (10) respectively to get;

V (t ) max  V (t1 )  Vo e ( x ) (
VC (t ) max  VC (t2 ) 

x



) ( x )

(13)

Vo
x    1 ( x 1)
[e ( x 1) (
)
]
RC ( x    1)


(14)

This is clear from equation (13) and (14) that the peak value of received signal V(t) is higher than that of the delayed
signal V(t - τ). Also, equation (11) and (12) depict that t2 is greater than t1, which corresponds that V(t - τ) reaches to its
peak ( VC (t ) max ) after V(t) reaches its own peak value ( V (t ) max ). From this, we may summarize that the difference of





voltages at non-inverting and inverting terminal of the comparator V (t )  V (t   ) is a positive value and when it is
greater than VT, comparator will switch to Logic 1 at its output thereby reconstructing the driven signal.

5.

Conclusion

A mathematical analysis of a system architecture of pulse reconstruction at Chip-2 of point-to-point interconnect is
tendered in this work. This model derives the delayed received signal (V(t - τ)) to have lesser amplitude than the original
gathered signal V(t) and proves the time needed for V(t - τ) to reach its amplitude to be higher than that of V(t).
Accordingly, the quantity V (t )  V (t   ) becomes positive thereby steering the comparator at receiver chip to





regenerate the signal sent by Chip-1, the driver. As a result, this method of designing system can be considered to be a
potential future candidate for point-to-point interconnect.
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GDSE: An Automated Gravitational Design Space Exploration of Data Path
during Power-Performance Tradeoff in Architectural Synthesis
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Abstract – This paper presents a novel automated gravitational design space exploration (GDSE) framework for powerexecution time tradeoff during architectural synthesis (AS) of data intensive applications and application specific
processor (ASP). The proposed GDSE in this paper is based on the law of gravity and mass interactions that guides in
convergence to a high-quality solution with the higher exploration speed. The major contribution of the paper is a novel
gravitational force based design space exploration algorithm during AS. The proposed approach achieved reduction in
exploration time (more than 89%) without compromising quality of results as compared to recent approaches.

1.

Introduction

Exploration of best solution from a huge solution space encompassing of numerous alternative datapath implementations
is a tedious task. This occurs when DSE is targeted for a special class of applications called ‘data flow graphs’ used in
many real-life domains such as telecommunications, image processing, artificial intelligence, IoT etc.[1]. Therefore, the
problem of DSE becomes a multi-fold optimization problem where besides balancing the orthogonal factors such as
exploration speed and QoR as well as power-execution delay tradeoff. To the best of the author’s knowledge, this is the
first work that proposes a fully automated gravitational search design space exploration algorithm for simultaneous
optimization of datapath for power-performance tradeoff in HLS. The proposed approach based on multi-dimensional
gravitational search algorithm [2] that does not require any manual involvement during the exploration process and able to
search an optimal datapath resource configuration for application specific processor.

2.

Related Work

Design space exploration has been a subject of attention amongst researchers ranging from the domain of embedded
systems to high level synthesis. However, DSE in context of HLS has traditionally been quite different. For example, in
[3,12] authors have proposed the use of particle swarm optimization for exploration process. The main drawback of this
approach is, in PSO based DSE approach, the direction of a particle is calculated using only two best positions, pbest and
gbest. Which reduces convergence speed. Moreover, new solution update is performed without direct considering the cost
of solutions. In [4,5], genetic algorithm (GA) for DSE was proposed by the authors, where the cost function is based on
traditional area-latency tradeoff which does not use total execution time (as a function of latency, initiation interval and
pipelined data) as a design metric. Besides above, authors in [6] used exploration capability of evolutionary approach for
performing DSE. The shortcoming of [6] is that mathematically no exploration drift parameter is been used while
generating new particle position. Also, metrics such as execution time and total power are not considered in fitness
function. Authors in [7], have proposed a discrete particle swarm optimization based design space exploration in high
level synthesis. However, the authors have not considered the concept of local best while exploration. Further, while
updating the particles’ velocity, the authors updated only the direction (step length was kept constant). In another
research, authors proposed bacteria forging optimization based design space algorithm in [15]. Moreover, in [17], authors
have utilized power of firefly optimization to solve DSE problem. The drawback of [15,17] is that new solution update
performed without direct considering the fitness of the solutions during exploration of the new solution. In [16], authors
had proposed composite machine learning and GA based DSE during HLS. The drawback of [16] is authors have used
area and latency during cost computation and missed of inclusion of cycle time during execution time calculation. The
exploration problem has also been addressed in [18] where the algorithm is based on Pareto optimal analysis. In this
approach, the whole design space is mapped into an architectural vector space for variant analysis and parameter
optimization. The major drawback of this approach is that, the approach does not generate optimal results in many cases.
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1
In [19], authors proposed HLS exploration approach which employs a lattice representation of the design space, and a
principal component analysis (PCA) methodology for its quick navigation and lattice creation. This approach also fails to
consider power and cycle time during exploration process. Additionally, some popular high-level synthesis tool have also
been proposed such as LegUp[8], and CatapultC[10], Autopilot[9] and GAUT[11]. Further, in context of HLS exploring
DFG’s, the proposed GDSE is far efficient than the other DSE’s employing heuristics such as simulated annealing,
genetic algorithm [4] [5] etc. in terms of ability to attain an optimal solution and faster convergence. The proposed
approach directly utilizes cost of the solution during exploration process as a updater parameter. Moreover, proposed
approach find tradeoff between execution time, which is the function of latency as well as cycle time, and power during
HLS.

3.

Problem Formulation

Given a CDFG, find a minimal cost solution (𝑆⃗) which satisfies the conflicting user constraints. The formulation is as
follows:
Minimize 𝑓(𝑆⃗) (Hybrid cost of PT and TE)
Subjected to: 𝑃𝑇 ≤ 𝑃𝑐𝑜𝑛𝑠 𝑎𝑛𝑑𝑇𝐸 ≤ 𝑇𝑐𝑜𝑛𝑠
𝑤ℎ𝑒𝑟𝑒, 𝑆⃗ = (𝑅1 , 𝑅2 , ⋯ , 𝑅𝑛 )
𝑅
𝐿𝑖 ≤ 𝑆𝑖 ≤ 𝑈𝑖𝑅 𝑤ℎ𝑒𝑟𝑒 𝑖 = 1 𝑡𝑜 𝑛
where, ‘Rn’ is the number of instances of nth resource type; ‘n’ is the total number of resource types; ‘𝑆⃗’ is an candidate
resource combination, ‘𝐿𝑅𝑖 and ‘𝑈𝑖𝑅 ’ minimum and maximum available ith resource (Ri) type; ‘PT’ and ‘TE’ are the power
and execution time consumed by a candidate solution; ‘Pcons’ and ‘Tcons’ is power and execution time constraint specified
by the user.

4.

Proposed methodology

This section describes the proposed GDSE approach based on gravitational search algorithm. The proposed approach
motivated from the Newton law of gravity, each particle attracts every other particle with a ‘gravitational force’ [14].
The gravitational force between two particles is directly proportional to the product of their masses and inversely
proportional to the square of the distance between them [14]. With this motivation we mapped design space exploration
in architectural synthesis with the gravitation search algorithm. The proposed mapping has shown in figure 1. An
overview of proposed methodology has been shown in the figure 2. The entire process majorly divide into three parts,
first is input section where inputs such as module library, basic control parameters for algorithm, user constraints and
application in the form of data flow graph is given to the algorithm. Second part is exploration block, where GDSE
explore new solution the detail description of this block is describe in algorithm shown in figure 3 (more detail given in
upcoming section). Third block is evaluation block where solution generated by exploration block are analysed and then
send quality of solution to the exploration block for further processing. The detail description of the proposed
methodology is described in upcoming subsections.
A. Evaluation block
This block consist of majorly four sub evaluation as describe below: For evaluation of a particle (or design point), the
following models have been taken from[12].
a. Model for execution time
The execution time for a particle si can be calculated using eqn. 1.
𝐿 + (𝜆 − 1) ⋅ 𝑇𝑐

(1)

where 𝜆 represents the data elements to be processed (during data pipelining), L represents the latency of a scheduling
solution and Tc represents the initiation interval or cycle time of a scheduling solution.
b. Power Model
The total power consumed by a resource combination is denoted by ‘PT’. ‘PT’ is composed of dynamic power (PD) and
static power (PS) given by eqn. (8) below:
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𝑃𝑇 = 𝑃𝐷 + 𝑃𝑆

(2)

For a DFG, the average dynamic power can be described as:

Particle Position
Particle Velocity
Mass
Gravitational Force
Particle Acceleration

Solution set
Exploration Drift
Fitness (cost) value
Attraction factor
Exploration
Speedup

Figure 1 Proposed Mapping

Evaluation Block

Power
Estimation

Exploration Block

Execution Time
Estimation

Cost Calculation

Solution Encoding and Initialization

Determine
force

Evaluation Process

Output: Best solution

Module Library

Determine
Acceleration

Control
parameter G0, α,
T

Determine drift

User constraints
(Pc, Tc)

Mass(Fitness) evaluation
Determine new
solution

Input

GDSE Process

DFG of
Application

Figure 2 Block diagram of proposed approach

𝑃𝐷 =

𝜆⋅(𝐸𝐹𝑈 +𝐸𝑀𝑈𝑋/𝐷𝑀𝑈𝑋 )
𝐿+(𝜆−1)⋅𝑇𝑐

(3)

where, ‘EFU’ represents the total energy consumption of the resources, ‘EMUX/DMUX’ represents the total energy consumed
by multiplexer and demultiplexer. The variables Cfirst, CII, I, UF, α, L, λ and Tc have all been defined earlier.
On the other hand, static power is a function of area of the resources, multiplexer and the leakage power per
transistor. Therefore static power can be defined as:
𝑃𝑆 = [∑𝜈𝑖=1(𝑁𝑅𝑖 ⋅ 𝐾𝑅𝑖 ) + 𝑁𝑀𝑈𝑋/𝐷𝑀𝑈𝑋 ⋅ 𝐾𝑀𝑈𝑋/𝐷𝑀𝑈𝑋 ] ∗ 𝑃𝑐

(4)

where, ‘NRi’ represents the number of instance of resource Ri; ‘KRi’ represents the area occupied by resource Ri, ‘v’ is
the number of resource types, ‘NMUX/DMUX’ is number of the multiplexer or demultiplexer, ‘KMUX/DMUX’ is area occupied by
the multiplexer or demultiplexer and ‘pc’ denotes the power dissipated per area unit (e.g. transistors).
c. Model for fitness function
VLSI Circuits and Systems Letter

3
The mass of a particle i.e. cost function (considering execution time and power consumption of a solution) is defined
as:
𝑋

𝑀𝑓 𝑖 = 𝜑1
𝑋

𝑃𝑇 −𝑃𝑐𝑜𝑛𝑠
𝑃𝑚𝑎𝑥 2

+ 𝜑2

𝑇𝐸 −𝑇𝑐𝑜𝑛𝑠
𝑇𝑚𝑎𝑥

(5)

Where, 𝑀𝑓 𝑖 = Mass of particle Xi; 𝜑1 , 𝜑2 = User defined weights for power and execution time
B. Exploration block
This block is generating new probable solution during exploration process. After taking input this block performs
various operation as describe below:
a. Border constraint check module
After specifying constraints, the proposed framework checks for valid user constraints. If user constraints are not valid
then an error is shown and requests for valid values:
1. Check: Pmin  Pc  Pmax || Tmin  Tc  Tmax
2. If above condition is true then stop and correct constraints.
Else start the initialization process.
In order to check the constraints, maximum and minimum value of power and execution time are determined.
Minimum power (Pmin) and maximum execution time (Tmax) are calculated with minimum resource (single instance of
resource), while, maximum power (Pmax) and minimum execution time (Tmin) is calculated with maximum resource.
After preprocessing step initialization of the particle take place. During initialization process particles position,
velocity and acceleration coefficient are initialized as follows:
A particle position Xi representing a candidate solution for a given DFG, is given as:
Si = (N(R1), (N(R2),..(N(Rd).. (N(RD))
(6)
In proposed methodology, the initialization of particles is such that it comprehensively covers the entire design space as
follows:
S1= (min(R1), min(R2),.. min(RD))
S2 = (max(R1), max(R2),.. max(RD))
S3=(((min(R1)+max(R1))/2..,((min(RD)+max(RD))/2)
(7)

Where,

𝑅𝑖𝑗 (𝑡) Euclidian distance between agent i and j
𝑆𝑖 (𝑡) Ith solution at time t
Kbest
Number of most fit agent will impact to
produce new solution
th
𝑑
𝑠𝑗 ( 𝑡) Resource thconfiguration (position) of i
particle d dimension
random number in the interval [0, 1].
𝑟𝑖
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𝐹𝑖𝑗𝑑 (𝑡) Force between agent i and j
𝐺(𝑡) Gravitational constant
𝑀𝑖 (𝑡) Mass (cost) of ith particle at time t
𝑎𝑖𝑑 (𝑡)
𝑣𝑖𝑑 (𝑡)

Acceleration (velocity drift) of ith particle dth
dimension
velocity of ith particle dth dimension
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Algorithm: Gravitational Design Space Exploration (GDSE)
Initially G=10
Initialization of agents where search agents are described as:
//Determine initial fitness of all agents
Mass determination();
While (stopping criterion) do
//Calculate Euclidian distance between agent i and j
For i=1 to N Do
For j=1 to N Do
𝑖𝑓(𝑖 ≠ 𝑗)

𝑅𝑖𝑗 (𝑡) =∥ 𝑆𝑖 (𝑡), 𝑆𝑗 (𝑡) ∥2

(8)

End if
//Determine new solution
For i=1 to N Do
For d=1 to D Do (Where D number of type of resource)
For j=1 to Kbest Do (To include all particle make Kbest = N)
// only Kbest most fit agent will impact to produce new solution what control exploration and exploitation.
//Determine acting force on agent i from agent j
𝑖𝑓(𝑖 ≠ 𝑗)

𝐹𝑖𝑗𝑑 (𝑡) = G
𝐹𝑖𝑑 ( 𝑡)+=

𝑀𝑖 (𝑡)∗𝑀𝑗 (𝑡)

𝑅𝑖𝑗 (𝑡)+𝜀
𝑟𝑗 ∗ 𝐹𝑖𝑗𝑑 (𝑡)

(𝑠𝑗𝑑 ( 𝑡) − 𝑠𝑖𝑑 ( 𝑡))

(9)
(10)

End if
End Loop J
// Determine acceleration factor for ith agent
𝐹 𝑑 (𝑡)

𝑎𝑖𝑑 (𝑡) = 𝑀𝑖 (𝑡)

(11)

𝑖

𝑣𝑖𝑑 (𝑡 + 1) = 𝑟𝑖 ∗ 𝑣𝑖𝑑 (𝑡) + 𝑎𝑖𝑑 (𝑡)
𝑠𝑖𝑑 (𝑡 + 1) = 𝑠𝑖𝑑 (𝑡) + 𝑣𝑖𝑑 (𝑡 + 1)

(12)
(13)

End Loop d
End Loop i
Mass Determination ();
t++
End While
Best Solution produced as optimal solution Si

Figure 3: Proposed GDSE Algorithm
Rest of the particle positions (S4…Sn) are initialized with random values between minimum and maximum values of
resources [3]. Velocities “vi“ of all particles are initialized to zero and acceleration is initialized using eq. 8, 9, 11 (as
shown in figure 3) based on the initial particle position Si.
GDSE algorithm inspire from gravitational force concept from physics, i.e every particle attracts each other and those
particles who have higher pass attracts more than those particles who have less mass. In the proposed algorithm we map
mass with the fitness of the solution. It means those particles who have less fitness (less mass) are attracted by the particle
who have high fitness value. The movement of the particle in the design space perform exploration operation. Now this
movement of the particle is calculated using eqn. 9, 10, 11, 12 and 13 as follows:
After initialization the main exploration process start as shown in figure 3. During exploration, first we calculate
the Euclidian distance between each solution using eqn. 8. Then, GDSE calculate force between particles using eqn.
9, 10, calculation of the force incorporates mass of the particle (i.e. fitness of the particle) this means high fitness have
high impact. In eqn. 9, gravitational constant (G) is a constant value which boost force of particle. Value of G is decided
before exploration process starts and does not change during the exploration process. For our experiment we fixed value
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Procedure: Mass Determination ()

For i=1 to N Do // N is # of search agents
𝑓𝑖 (𝑡) = 𝐶𝑎𝑙𝑐𝑢𝑙𝑎𝑡𝑒𝐹𝑖𝑡𝑛𝑒𝑠𝑠(𝑆𝑖 (𝑡))
//Determine best fitness and worst fitness
𝑏𝑒𝑠𝑡(𝑡) = 𝑚𝑖𝑛(𝑓1 , 𝑓2 , . . . 𝑓𝑁 )
𝑤𝑜𝑟𝑠𝑡(𝑡) = 𝑚𝑎𝑥( 𝑓1 , 𝑓2 , . . . 𝑓𝑁 )
//Determine masses of all agents
For i=1 to N Do
𝑓(𝑡) −𝑤𝑜𝑟𝑠𝑡(𝑡)

𝑖
𝑚𝑖 (𝑡) = 𝑏𝑒𝑠𝑡(𝑡)−𝑤𝑜𝑟𝑠𝑡(𝑡)

(14)

𝑚𝑖 (𝑡)
𝑗=1 𝑚𝑗 (𝑡)

𝑀𝑖 (𝑡) = ∑𝑁

(15)
Figure 4: Procedure for mass determination

TABLE 1
SENSITIVITY ANALYSIS OF THE GDSE IN TERMS OF NUMBER OF PARTICLE DURING EXPLORATION
Number of particles =3
Benchmark

DCT
MPEG MMV
ARF
IDCT
MESA Horner
JPEG
Downsample
BPF

Number of particles =5

Number of particles =7

RC (ms)

CT (ms)

ET(ms)

RC (ms)

CT (ms)

ET(ms)

RC (ms)

CT (ms)

ET(ms)

4(*),1(+)
4(*),1(+)
4(*),1(+)
3(*),1(+)
3(*),1(+)

106
76
147
186
26

209
183
206
275
64

4(*),1(+)
4(*),1(+)
4(*),1(+)
3(*),1(+)
3(*),1(+)

147
85
161
245
65

250
195
254
346
138

4(*),1(+)
4(*),1(+)
4(*),1(+)
3(*),1(+)
3(*),1(+)

221
194
206
306
91

372
343
364
463
225

2(*),1(+)

41

128

2(*),1(+)

54

132

2(*),1(+)

74

214

55

78

4(*),2(+)

93

165

4(*),2(+)

117

255

4(*),2(+)

RC- Resource Combination

CT- Convergence Time

ET- Exploration time ms- millisecond

G=10 during exploration. Next, based on the force values calculate acceleration of the particle using eqn. 11, which will
decide how fast particle move, so if particle have very less fitness then it will move faster and if particle have higher
fitness then it will move very slow in that iteration. After this, GDSE calculate velocity (i.e. exploration drift) of each
particle using eqn.12, which will tell particle how much particle need to move and which direction. In eqn. 12 ri is a
random number between [0-1] which helps to control impact of previous velocity. This random number helps algorithm
to come out of local minima as well. Finally, GDSE calculate particle position using current position and the velocity of
that particle using eqn.13. This will produce new solution (i.e resource combination) during DSE process.

5.

Result and Analysis

The proposed approach has been implemented in java language and run on Intel core i5-2450M 2.5 GHz processor with
3MB L3 cache memory and 4GB DDR3 primary memory. The proposed algorithm has been tested on the various high
level synthesis Express Benchmarks [13]. The sensitivity analysis of number of particle parameter, which is most crucial
parameter of GDSE algorithm, is given in Table 1. As evident from Table 1 GDSE have minimum exploration and
convergence time with number of particles =3 with compromising quality of solution. Moreover, the comparative results
of proposed approach are given in Table 2. As evident from Table 2, proposed GDSE algorithm able to achieve best result
produced in very less exploration time. As shown in the Table 2 the proposed algorithm able to achieve 28%, 36% better
QoR as compare to [4] and [5] respectively. Moreover, GDSE algorithm produced optimal results in 89%, 99%, and 98%
lesser exploration time as compare to [3],[4], and [5].

6.

Conclusion

This paper presented a novel algorithm for automated DSE for application specific processor using gravitation search
algorithm. The proposed methodology for DSE was accomplished of determining the multiple contradictory objectives in
DSE by simultaneously resolved the orthogonal problems such as improving QoR and dropping the exploration time. To
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TABLE 2
EXPERIMENTAL RESULT OF COMPARISON OF PROPOSED APPROACH WITH [3], [4], and [5]
Resource combination
Benchmark

DCT
DWT
EWF
MPEG MMV
ARF
IDCT
MESA Horner
JPEG
Downsample
BPF
WDF

Proposed
approach

[3]

[4]

2(*),2(+)
2(*),1(+)
1(*),1(+)
3(*),1(+)
2(*),1(+)
1(*),1(+)
2(*),1(+)

Exploration Runtime

[5]

4(*),1(+)
4(*),2(+)
3(*),1(+)
4(*),1(+)
4(*),1(+)
3(*),1(+)
3(*),1(+)

4(*),1(+)
4(*),2(+)
3(*),1(+)
4(*),1(+)
4(*),1(+)
3(*),1(+)
3(*),1(+)

1(*),1(+)
1(*),1(+)
1(*),1(+)
5(*),1(+)
2(*),1(+)
2(*),2(+)
1(*),1(+)

2(*),1(+)

2(*),1(+) 1(*),2(+) 1(*),1(+)

4(*),2(+)
4(*),1(+)

4(*),2(+) 3(*),2(+) 2(*),1(+)
4(*),1(+) 2(*),1(+) 1(*),1(+)

Average decrement in exploration run time
W.R.T [3] = 89.40%
W.R.T. [4]= 99.95%
W.R.T [5]= 98.23%

Proposed
approach
(sec)

QoR

[3]
(sec)

[4]
(Min)

[5]
(sec)

0.209
0.086
0.116
0.183
0.206
0.275
0.064
0.128

2.47
0.447
0.518
2.363
3.173
2.769
0.342

7.57
3.05
13.10
5.44
5.17
14.20
2.02

13.5
4.38
10.4
6.53
7.32
11.39
3.21

0.186 2.36

0.078
0.125

0.815 5.5
0.798 7.40

Proposed
approach

[3]

[4]

[5]

0.44
0.48
0.59
0.32
0.43
0.44
0.46

0.44
0.48
0.59
0.32
0.43
0.44
0.46

0.52
0.56
0.81
0.39
0.49
0.75
0.50

0.80
0.77
0.84
0.35
0.50
0.55
0.75

8.31

0.43

0.43

0.56

0.72

7.4
10.87

0.51
0.48

0.51
0.48

0.63
0.57

0.75
0.85

Average reduction in cost
W.R.T. [4]= 28.8%
W.R.T [5]= 36.5%

the best of authors’ knowledge, this is the first work that utilise gravitational force concept to solve multi-objective DSE
problem for application specific problem. The proposed algorithm able to achieve best QoR in least exploration time.
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EarthCube: C

20-520

Full Proposal:March 12, 2020

Semiconductor Synthetic Biology for
Information Storage and Retrieval
(SemiSynBio-II) C

20-518

Full Proposal:March 16, 2020

Next Generation Software for Data-driven
Models of Space Weather with Quantified
Uncertainties (SWQU) C

20-519

Full Proposal:March 20, 2020

Principles and Practice of Scalable Systems
(PPoSS)

20-534

Full Proposal:March 30, 2020

NSF Innovation Corps Hubs Program (ICorpsTM Hubs) N

20-529

Full Proposal:April 14, 2020

Expeditions in Computing

18-528

Preliminary Proposal:April 22, 2020Full
Proposal:April 23, 2020

Small Business Innovation Research
Program Phase I (SBIR) N

20-527

Full Proposal:June 4, 2020

Small Business Technology Transfer
Program Phase I (STTR) N

20-528

Full Proposal:June 4, 2020

Partnerships for Innovation (PFI) N

19-506

Full Proposal:July 8, 2020

19-600

Full Proposal:July 13, 2020

NSF-wide

NSF-wide

NSF-wide

Crosscutti ng

Crosscutti ng

Crosscutti ng

NSF-wide

NSF-wide

NSF-wide

NSF-wide

Inclusion Across the Nation of Communities
of Learners of Underrepresented
Discoverers in Engineering and Science
(NSF INCLUDES) N
NSF-wide

Faculty Early Career Development Program
(CAREER) N

20-525

Full Proposal:July 27, 2020

Historically Black Colleges and Universities
Undergraduate Program (HBCU-UP)

18-522

Letter of Intent:July 28, 2020

Quantum Leap Challenge Institutes
(QLCI) N

19-559

Letter of Intent:August 3, 2020

Computer and Information Science and
Engineering (CISE) Research Initiation
Initiative (CRII)

19-579

Full Proposal:August 12, 2020

Research Experiences for Undergraduates
(REU) N

19-582

Full Proposal:August 26, 2020

Historically Black Colleges and Universities
Undergraduate Program (HBCU-UP)

18-522

Letter of Intent:September 1, 2020

Quantum Leap Challenge Institutes
(QLCI) N

19-559

Preliminary Proposal:September 1, 2020

Small Business Innovation Research
Program Phase I (SBIR) N

20-527

Full Proposal:September 3, 2020

Small Business Technology Transfer
Program Phase I (STTR) N

20-528

Full Proposal:September 3, 2020

Computer and Information Science and
Engineering (CISE): Core Programs

19-589

Full Proposal:September 14, 2020

NSF-wide

NSF-wide

NSF-wide

NSF-wide

NSF-wide

NSF-wide

Computational and Data-Enabled Science
and Engineering (CDS&E)

Full Proposal:September 15, 2020

Computational and Data-Enabled Science
and Engineering in Mathematical and
Statistical Sciences (CDS&E-MSS)

Full Proposal:September 15, 2020

NSF Dynamic Language Infrastructure NEH Documenting Endangered Languages
(DLI-DEL)

19-606

Full Proposal:September 15, 2020

Computer and Information Science and
Engineering (CISE): Core Programs

19-589

Computational and Data-Enabled Science
and Engineering (CDS&E)

Historically Black Colleges and Universities
Undergraduate Program (HBCU-UP)

Full Proposal:September 30, 2020

18-522

Computational and Data-Enabled Science
and Engineering (CDS&E)

Graduate Research Fellowship Program
(GRFP) N

Full Proposal:September 23, 2020

Full Proposal:October 6, 2020

Full Proposal:October 15, 2020

19-590

NSF-wide

Computational and Data-Enabled Science
and Engineering (CDS&E)

Full Proposal:October 19, 2020Full
Proposal:October 20, 2020Full
Proposal:October 22, 2020Full
Proposal:October 23, 2020

Full Proposal:November 2, 2020

CISE Community Research Infrastructure
(CCRI)

19-512

Letter of Intent:November 11, 2020

Computer and Information Science and
Engineering (CISE): Core Programs

19-589

Full Proposal:November 12, 2020

Computational and Data-Enabled Science
and Engineering (CDS&E)

Historically Black Colleges and Universities
Undergraduate Program (HBCU-UP)

Full Proposal:November 16, 2020

18-522

Computational and Data-Enabled Science
and Engineering (CDS&E)

Full Proposal:November 24, 2020

Full Proposal:December 3, 2020

Small Business Innovation Research
Program Phase I (SBIR) N

20-527

Full Proposal:December 3, 2020

Small Business Technology Transfer
Program Phase I (STTR) N

20-528

Full Proposal:December 3, 2020

NSF-wide

NSF-wide

Cyberinfrastructure Centers of Excellence

Full Proposal:Accepted Anytime

(CI CoE)

Cyberinfrastructure for Emerging Science
and Engineering Research (CESER)

Established Program to Stimulate
Competitive Research: Workshop
Opportunities (EPS-WO) (EPS-WO) N

Full Proposal:Accepted Anytime

19-588

Full Proposal:Accepted Anytime

Facilitating Research at Primarily
Undergraduate Institutions: N

14-579

Full Proposal:Accepted Anytime

Innovation Corps - National Innovation
Network Teams Program (I-CorpsTM
Teams) N

18-515

Full Proposal:Accepted Anytime

NSF/FDA SCHOLAR-IN-RESIDENCE AT
FDA

18-556

Full Proposal:Accepted Anytime

Research Coordination Networks C

17-594

Full Proposal:Accepted Anytime

19-603

Full Proposal:Accepted Anytime

NSF-wide

NSF-wi de

NSF-wide

Crosscutti ng

Secure and Trustworthy Cyberspace (SaTC)

Announcements for Academic, Postdoctoral and PhD Positions
AcademicKeys

http://www.academickeys.com/

HigherEdJobs

https://www.higheredjobs.com/

IEEE Job Site

http://jobs.ieee.org/

IEEE Computer Society | Jobs

https://www.computer.org/web/jobs

Computing Job Announcements – CRA

https://cra.org/ads/

PolytechnicPositions

www.polytechnicpositions.com/

Funding Opportunities
Organization

Title

Program Guidelines

y

Due Dates

y

Research Funding
Towards On-Device AI

Facebook

Weblink

Monday, February 3, 2020 at
11:59 pm PST

Qualcomm Innovation Fellowship
(India)

Qualcomm

Weblink

February 28, 2020

Qualcomm Innovation Fellowship
(Europe)

Qualcomm

Weblink

February 14, 2020

ISPD2020: Wafer-Scale Deep
Learning Accelerator Placement

Cerebras Systems

Weblink

March 20, 2020

PhD/Post-Doc and Residency Programs
Artificial Intelligence (AI) Residency
Program

Facebook

Weblink

Friday, January 31, 2020 at 5:00
p.m. PST

IBM PhD Fellowship

IBM

Weblink

September to November

The Link Foundation PhD fellowship

Link foundation

Weblink

January 15, 2020 (11:59 pm EST)

MSFT AI Residency Program

Microsoft

Weblink

January 31, 2020

MSR Research Fellowship (India)

Microsoft

Weblink

February 21, 2020

Google India PhD Fellowship
program

Google

Weblink

January to April 2020

ACM SIGHPC/Intel Computational &
Data Science Fellowships

ACM / Intel

Weblink

March to April 2020

Funding Opportunities
Title

Organization

Western Digital Scholarship Program
**

Qualcomm

Program Guidelines

Due Dates

y

y

Weblink

April 3, 2020

Internship Opportunities
Organization

Location

Hardware Engineering Intern,
Summer 2020

Google Inc.

USA

Weblink

Research Intern, 2020

Google Inc.

USA

Weblink

Software Engineering Intern, PhD,
Summer 2020

Google Inc.

USA

Weblink

Physical Design and Timing Intern

NVIDIA Inc.

USA

Weblink

Computer Architecture Intern (CPU)

NVIDIA Inc.

USA

Weblink

Power Analysis Intern - Hardware

NVIDIA Inc.

China

Weblink

Deep Learning Security Software
Engineer Intern

NVIDIA Inc.

USA

Weblink

Digital/Mixed Signal Design
Engineering Intern

Texas Instruments

USA

Weblink

Digital Design Engineering Intern MS/PhD

Texas Instruments

USA

Weblink

Title

Program Guidelines

y

Internship Opportunities
Organization

Location

Analog Design Engineering Intern MS/PHD

Texas Instruments

USA

Weblink

AI/ML Research Co-Op/Intern

AMD

USA

Weblink

R&D Intern

KLA Tencor

Singapore

Weblink

Electrical Engineering Intern

KLA Tencor

USA

Weblink

Algorithm Intern

KLA Tencor

India

Weblink

Research Intern - Security of
Machine Learning Systems

Microsoft

USA

Weblink

Research Intern - Image
Understanding

Microsoft

Canada

Weblink

Research Intern - Privacy-Preserving
Machine Learning

Microsoft

USA

Weblink

Garage Intern – Software Engineer

Microsoft

USA

Weblink

High School Internship

Microsoft

USA

Weblink

Security Research Software Engineer
Summer internship- PHD

Microsoft

Israel

Weblink

Data & Applied Scientist Summer
Internship

Microsoft

Israel

Weblink

RAMP Engineering Intern Program –
PhD, MS, BS

Western Digital

USA

Weblink

Title

Program Guidelines

y

Internship Opportunities
Title

Engineering Intern

Organization

Location

Western Digital

Malaysia

Program Guidelines

y

Weblink

Full-time Opportunities
Organization

Location

Audio Hardware Systems Engineer

Google Inc.

USA

Weblink

Hardware Reliability Engineer,
Devices and Services

Google Inc.

USA

Weblink

Software Engineer

Google Inc.

USA

Weblink

Deep Learning Library Performance
Software Engineer - New College
Grad

NVIDIA Inc.

USA

Weblink

Deep Learning Library Software
Engineer, AI - New College Grad

NVIDIA Inc.

USA

Weblink

Software Engineer - Computer Vision
and Deep Learning - New College
Grad

NVIDIA Inc.

USA

Weblink

Systems Software Engineer Robotics (New College Grad)

NVIDIA Inc.

USA

Weblink

Analog, Digital or Verification Design
Engineer

Texas Instruments

USA

Weblink

Software Rotation Program

Texas Instruments

USA

Weblink

Title

Program Guidelines

y

Full-time Opportunities
Organization

Location

Analog Design Engineer

Texas Instruments

Germany

Weblink

Photophysics Research Engineer

KLA Tencor

Singapore

Weblink

AI Engineer (New Grad)

KLA Tencor

USA

Weblink

Full Stack Software Development
Engineer

KLA Tencor

India

Weblink

Algorithm Software Engineer

KLA Tencor

USA

Weblink

Software Engineering, Recent
Graduates

Microsoft

Israel

Weblink

Microsoft AI Development
Acceleration Program (MAIDAP),
Software Engineer

Microsoft

USA

Weblink

Software Engineering

Microsoft

Japan

Weblink

Staff Engineer, Hardware
Development Engineering

Western Digital

India

Weblink

Signal Integrity Engineer

Western Digital

Israel

Weblink

Reliability Engineer, R&D Engineering

Western Digital

USA

Weblink

Title

Program Guidelines

y

 The 33rd International Conference on VLSI Design (VLSID) and the
19th International Conference on Embedded Design, Bengaluru,
India,
January
4-8,
2020;
web:
https://embeddedandvlsidesignconference.org/
 The 25th Asia and South Pacific Design Automation Conference
(ASP-DAC),
Beijing,
China,
January
13-16,
2020;
web:
https://aspdac2020.github.io/aspdac20/
 International Solid-State Circuits Conference (ISSCC), San Francisco,
CA, USA, February 16-20, 2019; web: http://isscc.org/
 The
28th
ACM/SIGDA
International
Symposium
on
Field-Programmable Gate Arrays (FPGA), Seaside, CA, USA,
February 23-25, 2020; web: http://isfpga.org/
 Design, Automation and Test in Europe Conference (DATE),
Grenoble,
France,
March
09-13,
2020;
web:
https://www.date-conference.com/
 The 21st International Symposium on Quality Electronic Design
(ISQED), Santa Clara, CA, USA, March 25-26, 2020; web:
https://www.isqed.org/
 The 14th Annual International Conference on RFID (RFID), Orlando,
FL, USA, April 28-30, 2020; web: http://2020.ieee-rfid.org/
 IEEE Custom Integrated Circuits Conference (CICC), Boston, MA,
USA, March 22-25, 2020; web: http://ieee-cicc.org
 The IEEE International Symposium on Circuits and Systems (ISCAS),
Seville, Spain, May 17-20, 2020; web: https://www.iscas2020.org
 The 25th IEEE European Test Symposium (ETS), Tallinn, Estonia, May
25-29, 2020; web: http://ets2020.taltech.ee/

IEEE Transactions on Computer-Aided Design of Integrated Circuits and Systems
Special Issue on
Hardware Oriented Security and Trust: Threats, Countermeasures and Design Tools

Call for Papers
IEEE Transactions on Computer-Aided Design of Integrated Circuits and Systems
(TCAD) is announcing a special issue on “Hardware Oriented Security and Trust: Threats,
Countermeasures and Design Tools”, which invites top papers accepted to the 2019 Asian
Hardware Oriented Security and Trust Symposium (AsianHOST 2019,
http://asianhost.org/2019/) for extension and also calls for original research papers through
public contributions.
The purpose of this special issue is to provide the targeted readers with the new advances and
challenges in hardware security research and development. Topics of interest include
discoveries of emerging security threats that are encountered by the hardware design and
supply chain, demonstration of the most recent hardware security attacks and mitigations, as
well as new security protection techniques and design methodologies that help to thwart these
threats. Relevant topics include, but are not limited to, the following:
• Architectural and micro-architectural attacks and defenses
• Secure system-on-chip (SoC) architectures
• Side-channel attacks and countermeasures
• Hardware Trojan attacks and detection techniques
• IP core protection for consumer electronics systems and IoT
• Security and trust of machine learning and artificial intelligence
• Automobile, self-drive and autonomous vehicle security
• 5G, physical layer and wireless security
• Hardware-assisted cross-layer security
• Cyber-physical system (CPS) security
• Metrics, policies, and standards related to hardware security
• Security verification at IP, IC, and system levels
• Hardware IP trust (watermarking, fingerprinting, metering, trust verification)
• Reverse engineering and hardware obfuscation
• Supply chain risks mitigation including counterfeit detection & avoidance
• Trusted manufacturing including split manufacturing, 2.5D, and 3D ICs
• Emerging nanoscale technologies in hardware security applications
• Emerging nanoscale technologies in hardware security applications

• Hardware-intrinsic security primitives (Physical unclonable functions, true random number
generator, etc.)
• Trusted platform modules and hardware virtualization
Paper Submission
All submissions must be made through the IEEE TCAD online paper submission system at
https://mc.manuscriptcentral.com/tcad. Detailed submission instructions can be found at
https://ieee-ceda.org/publication/tcad-publication/tcad-paper-submission
Submission Deadline: March 1st, 2020
Important Dates of AsianHOST 2019:
Paper Registration: 06/28/2019
Submission of Paper: 07/05/2019
Notification of Acceptance: 09/15/2019
Camera-ready Version: 10/15/2019
Guest Editors
Chip Hong Chang, School of Electrical & Electronic Engineering, Nanyang Technological
University, Singapore (Email: ECHChang@ntu.edu.sg)
Swarup Bhunia, Department of Electrical & Computer Engineering, University of Florida,
USA (Email: swarup@ece.ufl.edu)
Ryan Kastner, Department of Computer Science and Engineering, University of California
San Diego, USA (Email: kastner@ucsd.edu)
Hai Li, Electrical and Computer Engineering, Duke University, USA (Email:
hai.li@duke.edu)
Anirban Sengupta, Computer Science & Engineering, Indian Institute of Technology
Indore, India (Email: asengupt@iiti.ac.in)
Wei Hu, School of Automation, Northwestern Polytechnical University, China (Email:
weihu@nwpu.edu.cn)
Editor in Chief
Rajesh Gupta, Department of Computer Science and Engineering, University of California
San Diego, USA (Email: gupta@eng.ucsd.edu)
Deputy Editor in Chief
Xin Li, Electrical and Computer Engineering, Duke University, USA (Email:
hai.li@duke.edu) (Email: xinli.ece@duke.edu)

IP Core Protection and Hardware-Assisted Security for Consumer Electronics presents
established and novel solutions for security and protection problems related to IP cores
(especially those based on DSP/multimedia applications) in consumer electronics. The topic
is important to researchers in various areas of specialization, encompassing overlapping
topics such as EDA-CAD, hardware design security, VLSI design, IP core protection,
optimization using evolutionary computing, system-on-chip design and application specific
processor/hardware accelerator design.
The book begins by introducing the concepts of security, privacy and IP protection in
information systems. Later chapters focus specifically on hardware-assisted IP security in
consumer electronics, with coverage including essential topics such as hardware Trojan
security, robust watermarking, fingerprinting, structural and functional obfuscation,
encryption, IoT security, forensic engineering based protection, JPEG obfuscation design,
hardware assisted media protection, PUF and side-channel attack resistance.

IP Core Protection and
Hardware-Assisted Security
for Consumer Electronics

IP Core Protection and Hardware-Assisted
Security for Consumer Electronics

IP Core Protection and
Hardware-Assisted Security
for Consumer Electronics
Anirban Sengupta and Saraju P. Mohanty

About the Authors
Anirban Sengupta is an Associate Professor in the Discipline of Computer Science and
Engineering at Indian Institute of Technology (IIT) Indore. He has authored more than 182
publications and patents. His is recipient of several awards/honors such as IEEE
Distinguished Lecturer, Outstanding Editor Award, IEEE CESoc Best Research Award from
CEM, Best Research paper Award in IEEE ICCE 2019, IEEE Computer Society TCVLSI
Outstanding Editor Award in 2017 and IEEE TCVLSI Best Paper Award in IEEE iNIS 2017. He
holds 12 Editorial positions in Journals. He is the Editor-in-Chief of IEEE VCAL (Computer
Society TCVLSI), and General Chair of 37th IEEE Int’l Conference on Consumer Electronics
(ICCE) 2019, Las Vegas.

Materials, Circuits & Devices
Security
The Institution of Engineering and Technology • www.theiet.org
978-1-78561-799-7

IP Core Protection and Hardware-Assisted Security for Consumer Electronics.indd 1

Sengupta and Mohanty

Saraju P. Mohanty is a tenured full Professor at the University of North Texas (UNT) where he
directs the “Smart Electronic Systems (SESL)”. He has authored 280 research articles, 3
books, and invented 4 US patents. He has received various awards and honors, including
IEEE-CS-TCVLSI Distinguished Leadership Award in 2018, IEEE Distinguished Lecturer by the
Consumer Electronics Society (CESoc) in 2017, PROSE Award for best Textbook in Physical
Sciences & Mathematics in 2016, and 2016-17 UNT Toulouse Scholars award. He is the
Editor-in-Chief of the IEEE Consumer Electronics Magazine (CEM). He serves as the Chair of
Technical Committee on VLSI, IEEE Computer Society. He has received 4 best paper awards
and has delivered multiple keynote talks at various International Conferences.

04/01/2019 11:18

Frontiers in Securing IP Cores

The book begins by introducing forensic detective control and obfuscation mechanisms for
hardware and IP core security. Further chapters cover hardware stenography, digital
signature driven hardware authentication, fault-secured IP cores using digital signaturebased watermarks, multi-level watermarking, cryptosystem-based multi-variable
fingerprinting, multi-phase and hologram-based obfuscation, and security of functionally
obfuscated DSP cores.

About the Author
Anirban Sengupta (PhD, FIET, FBCS) is an Associate Professor in Computer Science and
Engineering at the Indian Institute of Technology (I.I.T) Indore. He has over 205 publications, 3
Books and 11 Patents and is an IEEE Distinguished Visitor of the IEEE Computer Society as well as
an IEEE Distinguished Lecturer at the IEEE Consumer Electronics Society. He is an elected Fellow
of the IET and Fellow of the British Computer Society. He is also the Deputy EiC of IET Computers
and Digital Techniques and Chair, EiC of the IEEE Computer Society Technical Committee on VLSI
as well as holding Editorial positions in more than a dozen IEEE Transactions/Journals/Magazines.
He has held many Chair positions in major IEEE flagship conferences and is recipient of several
IEEE Honors such as IEEE Editor Awards and Best Paper Awards from Journals/Magazines and
Conferences.

The Institution of Engineering and Technology • www.theiet.org
978-1-83953-031-9

Sengupta

Materials, Circuits & Devices
Security

Frontiers in Securing IP Cores

This book presents advanced forensic detective control and obfuscation techniques for
securing hardware IP cores by exploring beyond conventional technologies. The theme is
important to researchers in various areas of specialization, because it encompasses the
overlapping topics of EDA-CAD, hardware design security, VLSI design, IP core protection,
optimization using evolutionary computing, system-on-chip design and finally application
specific processor/hardware accelerator design for consumer electronics applications.

Forensic detective control and
obfuscation techniques

Forensic detective control and obfuscation techniques

Frontiers in Securing
IP Cores
Forensic detective control
and obfuscation techniques
Anirban Sengupta

CONTACT: TCVLSI CHAIR | ASENGUPT@IITI.AC.IN
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Technical Committee on VLSI (TCVLSI), IEEE-CS
http://www.ieee-tcvlsi.org

Join TCVLSI

It’s free to join @
bit.ly/join-tcvlsi

What is TC-VLSI?
A technical committee of IEEE-CS serves as the focal point of
the various technical activities within a technical discipline.
TCVLSI is a constituency of the IEEE-CS that oversees various technical

Technical Scope Various

Key People
TCVLSI Chair
Anirban Sengupta, Indian Institute of Technology Indore
Newsletter EiC –
Anirban Sengupta, Indian Institute of Technology Indore
Vice Chair for Conferences –
Jia Di, University of Arkansas
Treasurer –
Hai (Helen) Li, Duke University
Vice Chair for Membership and Co-Webmaster – –
Dhruva Ghai, Oriental University Indore, India
Vice Chair for Liaison –
Nagi Naganathan, Avago Technologies
Vice Chair Outreach and Webmaster – –
Mike Borowczak, University of Wyoming
Past Chair –
Saraju Mohanty, University of North Texas, USA

TCVLSI Sister Conferences

Sponsored
ARITH: www.arithsymposium.org
ASAP: http://www.asapconference.org/
ASYNC: http://asyncsymposium.org/
iSES: http://www.ieee-ises.org (formerly iNIS)
ISVLSI: http://www.isvlsi.org
IWLS: http://www.iwls.org
MSE: http://www.mseconference.org
SLIP: http://www.sliponline.org
ECMSM: http://ecmsm2017.mondragon.edu/en

Technically Co-Sponsored
ACSD: http://pn2017.unizar.es/
VLSID: http://vlsidesignconference.org

activities related to VLSI.
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IEEE VCAL – TCVLSI Newsletter: Call for Contributions
The VLSI Circuits and Systems Letter aims to provide timely updates on technologies, educations and opportunities
related to VLSI circuits and systems for TCVLSI members. The letter will be published quarterly a year (containing peerreviewed papers) and it contains the following sections:
 Features: Selective short papers within the technical scope of TCVLSI. This section introduces interesting topics
related to TCVLSI, and short review/survey papers on emerging topics in the areas of VLSI circuits and systems.
 Opinions: Discussions and book reviews on recent VLSI/nanoelectronic/emerging circuits and systems for nano
computing, and “Expert Talks” to include the interviews of eminent experts for their concerns and predictions on
cutting-edge technologies.
 Updates: Upcoming conferences/workshops of interest to TCVLSI members, call for papers of conferences and
journals for TCVLSI members, funding opportunities and job openings in academia or industry relevant to TCVLSI
members, and TCVLSI member news.
 Outreach and Community: The “Outreach K20” section highlights integrating VLSI computing concepts with
activities for K-4, 4-8, 9-12 and/or undergraduate students.
We are soliciting contributions to all these four sections. Please directly contact the editors and/or associate editors.

Submission Deadline:
All contributions must be submitted by April 1, 2020 in order to be included in the May issue of the letter.

Editor-in-Chief:


Anirban Sengupta, Indian Institute of Technology Indore, asengupt@iiti.ac.in

Deputy Editor-in-Chief:


Yiyu Shi, University of Notre Dame, USA, yshi4@nd.edu

Associate Editors:
 Features: Nicolas Sklavos, University of Patras, Greece, nsklavos@ieee.org












Features: Hideharu Amano, Keio University, Japan, hunga@am.ics.keio.ac.jp
Features: Shiyan Hu, Michigan Technological University, USA, shiyan@mtu.edu
Features: Saket Srivastava, University of Lincoln, United Kingdom, ssrivastava@lincoln.ac.uk
Features: Qi Zhu, University of California, Riverside, USA, qzhu@ece.ucr.edu
Opinions: Michael Hübner, Ruhr-University of Bochum, Germany, Michael.Huebner@ruhr-uni-bochum.de
Opinions: Yasuhiro Takahashi, Gifu University, Japan, yasut@gifu-u.ac.jp
Opinions: Sergio Saponara, University of Pisa, sergio.saponara@iet.unipi.it
Updates: Helen Li, University of Pittsburg, USA, hal66@pitt.edu (featured member story)
Updates: Jun Tao, Fudan University, China, taojun@fudan.edu.cn (upcoming conferences, symposia, and
workshops, and funding opportunities)
Updates: Himanshu Thapliyal, University of Kentucky, USA, hthapliyal@uky.edu (call for papers and proposals,
job openings and Ph.D. fellowships)
Outreach and Community: Mike Borowczak, University of Wyoming, USA, mike.borowczak@uwyo.edu

Emeritus Editor-in-Chief:


Saraju Mohanty, University of North Texas, USA, saraju.mohanty@unt.edu



Xin Li, Duke University, USA, xinli.ece@duke.edu

ieee-tcvlsi.org

