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From the Editor-in-Chief’s Desk - Editorial 
 

The IEEE VLSI Circuits and Systems Letter (VCAL) is affiliated with the Technical Committee on VLSI (TCVLSI) 

under the IEEE Computer Society. It aims to report recent advances in VLSI technology, education and opportunities 

and, consequently, grow the research and education activities in the area. The letter, published quarterly (from 2018), 

covers the design methodologies for advanced VLSI circuit and systems, including digital circuits and systems, hardware 

security, design for protection, analog and radio-frequency circuits, as well as mixed-signal circuits and systems. The 

emphasis of TCVLSI falls on integrating the design, secured computer-aided design, fabrication, application, and business 

aspects of VLSI while encompassing both hardware and software. 

 

IEEE TCVLSI sponsors a number of premium conferences and workshops, including, but not limited to, ASAP, ASYNC, 

ISVLSI, IWLS, SLIP, and ARITH. Emerging research topics and state-of-the-art advances on VLSI circuits and systems 

are reported at these events on a regular basis. Best paper awards are selected at these conferences to promote the high 

quality research work each year. In addition to these research activities, TCVLSI also supports a variety of educational 

activities related to TCVLSI. Several student travel grants are sponsored by TCVLSI in the following meetings: ASAP, 

ISVLSI, IWLS, iSES (formerly iNIS) and SLIP. Funds are provided to compensate student travels to these meetings as 

well as attract more student participation. The organizing committees of these meetings undertake the task of selecting 

right candidates for these awards. 

 

The current issue of VCAL showcases the state-of-the-art developments covering several important articles: Design of 

Scalable Ultra Low Power Architectures with Symbiotic Security, Operational Transconductance Amplifier with Insisting 

Memristor Technique and Low Power Adiabatic Cipher System for cyber security and IOT applications. The peer-

reviewed articles can be found in the section of “Features Articles”. In the section of “Updates”, upcoming 
conferences/workshops, call for papers and proposals, funding opportunities, job openings, conference report and Ph.D. 

fellowships are summarized. 

 

I would also like to thank all editorial board members (Yiyu Shi, Himanshu Thapliyal, Michael Hübner, Nicolas Sklavos, 

Jun Tao, Sergio Saponara, Shiyan Hu, Hideharu Amano, Mike Borowczak, Helen Li, Saket Srivastava, Yasuhiro 

Takahashi, James Stine and Qi Zhu) for their dedicated effort and strong support in organizing this letter. The complete 

editorial board information is available at: https://tc.computer.org/tcvlsi/vcal-editorial-board/.  

 

We are thankful to our web chair James Stine and IEEE CS staffs, for their professional services to make the letter 
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that you will have an enjoyable moment when reading the letter! The call for contributions for the next issue is available 

at the end of this issue and we encourage you to submit articles, news, etc. to an associate editor covering that scope. 
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Figure 1: 42 Years of Microprocessor Trend Data 
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Efficient System Design of Scalable Ultra Low Power Architectures with 

Symbiotic Security 
Witali Bartsch, PointBlank by Steen Harbach AG, Leverkusen, Germany; Michael Huebner, Brandenburg University of 

Technology (BTU), Cottbus-Senftenberg, Germany 

Abstract – This letter introduces a novel approach to an efficient design of scalable Ultra Low Power embedded systems 

by completely exploiting their limited resources to achieve ultra-security which usually requires considerably more 

computational power and thus explains the mainstream we are looking to present a viable alternative to. We use 

LoRaWAN as an example to analyse its current security stance juxtaposed with the typical MCU employed in this field. 

We postulate that the same constrained architecture can also be leveraged to achieve production-grade protocol-level 

security such as TLS which then paves the way for a state-of-the-art communication with a cloud-based backend thereby 

raising the collective level of architectural security while also negating the respective deficits of the essential building 

blocks such as software, networks or hardware – a concept we refer to as “Symbiotic Security”. On top of the ULP 

methodology through small single core MCUs we propagate strong physical security features following the Industry 4.0 

principle “Security by Design”. Finally, we apply this idea to overcome the security limitations of the LoRaWAN 

standard by utilising all strong features at all levels, e.g. reinforced hardware key management, choice of suitable 

cryptographic schemes, solid processes as well as sophisticated identity & access management. Our results confirm that 

the proposed approach yields higher security than what is commonly expected from resource-constrained embedded 

systems while also keeping the power consumption at a minimum. 

1. Introduction 

According to [1] the ongoing fourth industrial revolution or Industry 4.0 must adopt a global approach to safety and 

security by introducing the core idea of “Security by Design” as an omnipresent specification rather than confining it to 

single functional components. In other words, while embedded systems (or nowadays simply put IoT) need to live up to 

the high standards set by the nearly resource-unlimited cloud computing environments, efficiency dictates that it happens 

without blowing the required resources out of proportion. Thus, if there is a way to get away with an LSI type MCU 

instead of VLSI and above, less power and memory consumption and without the need of a fully-fledged operating 

system, then why not consider it trendsetting?  

Clearly, over four decades of microprocessor 

trend data depicted below show that the typical 

transistor density has increased by several orders of 

magnitude, but as we know today already at this 

level there is no fixed relationship between the  

number of transistors and the resulting performance 

of the SoC given the observation that transistors 

may scale differently depending on the type of 

circuit, clock speed and therefore also design layout. 

Even if Moore’s law and Dennard scaling seem to 

have reached their limit with respect to the packing 

density of transistors as the definitive metrics for 

performance due to adverse effects such as hot spot 

formations for instance, one aspect of efficiency 

remains certain: the less transistors or CMOS logic 

gates, the less power consumption will be observed 

be it in its static state, its transient one or through 



1 

VLSI Circuits and Systems Letter   Volume 4 – Issue 1  February 2018 

the required capacitive load, i.e. in sum dynamic power consumption. These are motivations enough for us to suggest a 

perhaps somewhat counter-intuitive approach judging by today’s mainstream direction: maximum utilisation of minimal 

resources to sustain decent business logic while also making room for protocol-level security to satisfy all essential 

requirements such as strong mutual authentication, data in transit and data at rest protection through strong encryption as 

well as integrity controls. By business logic we simply mean that a distributed computing system according to today’s 
cloud model should leverage the whole power of the cloud including its most advanced features such as Machine 

Learning while at the same time reducing the client-side functionality to a necessary minimum, e.g. device switching for 

actuators or transmission of telemetry for sensors. Instead, the noticeable trend in the field has come a long way from the 

original minimalistic design pattern of an embedded system a.k.a. IoT node to the modern-day hybrid scheme of Edge 

Computing: it allows for a certain level of disconnection and non-synchronicity by implementing more business logic to 

survive the offline state. As this clearly calls for more resources, the path of least resistance now seems to be the striving 

for more complex multi-core architectures with more memory which once more increases the power consumption and 

cost. The 3rd generation of Raspberry Pi among others has become considerably prominent and widely used all the way 

into the IoT realm. It is however based on the BCM2837 SoC equipped with 1 GB RAM and powered by a quad-core 64-

bit ARM Cortex-A53 processor with 512 KB L2 cache. It also has a dedicated dual-core GPU and obviously requires a 

fully-fledged operating system such as Raspbian or Windows 10 IoT. So how is this still a classic embedded system given 

all its strength and capacity? With this in mind, this letter presents a novel view on the direction of today’s embedded 
systems used for IoT, it outlines how efficiency can be dramatically increased by reversing said direction and it also 

presents an actual use case where despite the similarity of hardware platforms from the (V)LSI perspective, i.e. Cortex-

M0, the choice of an architectural concept can be the deciding factor when evaluated from the security standpoint.  

2. Mainstream Approach 

Because we would like to avoid comparing apples with oranges or because (as stated in the introduction) transistors 

scale differently further influenced by factors such as density and clock speed, we decided to focus on a comparable 

architecture in order to minimise hardware discrepancies and instead analyse the efficiency of provided security level. The 

platform in question typically looks as follows and goes by the name LoRaWan. The MCU at its core is STM32L072 or 

STM32L082 which at 192 kB of Flash and 20 kB of RAM is very similar in hardware to the proposed solution referenced 

further below in this letter. Long Range Wide Area 
Network or LoRaWan is also a good example from 

the Ultra-Low Power standpoint given that it is an 

ISO/OSI Layer 2 protocol for low-power 

communication within the ISM bands (868 and 900 

MHz). Although this concept was developed 

specifically with IoT in mind, consistent Security by 

Design was not necessarily among the initial design 

criteria given the observation that several attack 

vectors are applicable to this technology such as 

replay attacks, eavesdropping, forgery at the bit 

level as well as spoofing and Denial of Service.  

A LoRaWAN network essentially consists of 

Nodes, Gateways and Network Servers. While the 

Nodes can be referred to as the actual IoT devices, Gateways are used as concentrators or hubs which on the one hand 

manage the wireless communication to and from the Nodes and bridge it on the other hand onto an Ethernet or TCP/IP 

based channel to and from a Network Server. The latter is usually represented by a web service or web application which 

is available on the Internet to collect raw sensor data and possibly also send back command sequences in return which 

would ultimately control actuators attached to LoRa Nodes. Because LoRa Gateways do not incorporate the bulk of 

security at their level the entire communication needs to be secured between the Nodes and the Network Servers. While 

there are both concise and comprehensive papers such as [2] and [3] that describe LoRaWAN and its security set-up both 

in detail and at the high level respectively, in this article we will be focussing on the critical drawbacks and pitfalls of said 

setup at the high level in order to emphasise the essential design criteria which ideally should have been a substantial part 

of a “Security by Design” approach. The fundamental security assets of a LoRa Node are its 128-bit APPKEY and its 

unique APPEUI and DEVEUI values which specify the device owner and the device itself globally. For the so called 

Over-the-Air-Activation (OTAA) method a challenge-response scheme is employed where the Node forms its join request 

by computing a Message Authentication Code over the parameters alongside a MESSAGE HEADER (MHDR) such that  

Figure 2: Murata LoRaWan / Sigfox Architecture 
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Truncation of MAC functions (in bold) has been subject 

of many scientific debates such as [4] and [5] where the 

former explains how truncating leads to a considerably 

lower number of messages required for a collision and how 

collisions can subsequently lead to an accelerated key 

recovery. While at approximately 281 operations it would still be an exhaustive search by today’s standards, parallelization 

through GPUs for instance ([6-7]) could push the attack into the realm of feasibility. On a side note, this angle of attack 

can also be exacerbated by the observation that depending on the implementation in question LoRa devices may either 

bear unique AppKeys or for the sake of a much simpler key management share the same AppKey across all nodes. 

If there is one common issue that has been exposed by almost all major attacks and vulnerabilities of the recent years 

then it is certainly the finding that architectures and systems reliant on security are rarely compromised through 

cryptographic primitives, e.g. symmetric encryption algorithms like AES. Often, weaknesses are rather induced through 

erroneous implementations, misconceptions or a false sense of comfort. Another considerable contributor to a decrease in 

security is implanted by the standards and specifications themselves: when certain aspects are not sufficiently discussed 

both in theory and in practice the resulting gaps in the understanding of developers will inevitably lead to individual and 

therefore deviating interpretations which not only undermines the intended universal compatibility, but also increases the 

probability of unforced errors and mistakes. An actual negative example in the LoRaWAN context could be the notion of 

multicast messages which are generally allowed. However, the specification does not suggest how the Nodes are supposed 

to generate and exchange the shared key or keys with their Network Servers which would be one of the only two ways to 

support this mode of operation. The other one would entail a pre-generated and pre-installed shared key in all Nodes. This 

certainly leaves a big question mark behind which for some developers and implementers may render multicast messages 

as such unfeasible and insecure. Then again others may feel compelled to fill the gap as they see fit to enable this mode of 

operation after all – an approach with a questionable and potentially fatal outcome. 

Compromised Integrity: Upon a successful verification the Network Server computes and returns a “Join Accept” 
message to the requesting device. While this message also introduces two new session keys APPSKEY and NWKSKEY 

which will be used for message encryption and message authentication codes respectively, it is itself first MAC’ed and 
only then encrypted, both by the same AppKey. This is an important note to make because the so-called MAC-THEN-

ENCRYPT schemes are rather difficult to apply and use correctly in practice which is why the longstanding rule of thumb 

since [8] has been to use ENCRYPT-THEN-MAC instead for the obvious reason that in order to check the integrity of the 

message one first needs to decrypt it to get to the MAC value which in turn has been generated over the plaintext without 

protecting the ciphertext. The less obvious reason is that many cryptographic schemes are malleable which simply means 

that it is possible to alter a ciphertext in such a (clever) way that the decryption produces valid looking results where parts 

of the cleartext have been manipulated, e.g. forging bank transaction sums where the rest of the transaction structure or 

format remains intact. The added requirement is that these Adaptive Chosen Ciphertext attacks happen without the 

knowledge of the key or the exact original plaintext (although it certainly helps to have an inkling of the general format, 

e.g. bank transaction). Given this order of operation and the fact that at least in large environments there is a need to 

separate the Network Server from the Application Server to ensure that there is enough capacity both for the network-

level communication management and the subsequent application-level data processing, we observe that the Network 

Server as the first handling instance initially checks the signature and then if successful passes the actual message on to 

the Application Server. At this point, if an adversary can position himself as a Man-in-the-Middle between the two 

servers, he can try to alter forwarded datagrams in a malicious way to inject false data (if the payload is affected), to 

tamper with the message counter (see below) or to trick the server into believing the message came from another device 

(because the device address has been changed). All these modifications are likely to go undetected because of the 

previously mentioned MAC-then-Encrypt approach as well as the separation of processing instances. 

Compromised Key Management: At this point, LoRaWAN is already working with three distinct keys per Node 

where at least the AppKey needs to be stored persistently on the Network Server as well given the symmetric nature of the 

underlying encryption and message intregrity protection scheme (MIC). While it is certainly possible to attack single 

Nodes aiming for their keys using techniques such as DIFFERENTIAL POWER ANALYSIS which as a member of the 

family of SIDE-CHANNEL ATTACKS measures and evaluates differences in power consumption of an Integrated 

Circuit performing various cryptographic computations throughout the different stages of an algorithm to recover the key 

bit by bit, non-invasive attacks against microcontrollers and specifically their memory units, e.g. software attacks 

targeting communication interfaces, eavesdropping (or side-channel attacks) and most importantly fault generation such 

as enforced power glitches (see [9]) have long been known to be effective for want of sophisticated memory protection 

techniques in moderately priced chips such as the typical contemporary IoT modules. However, a much more attractive 
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single point of attack (and failure) is given through the notion of the Network Server which by contrast to the single Node 

needs to know all of the Node keys inside its “authoritative radius”. Because a Network Server is usually just a typical 

server host where all the keys are in an unencrypted database for the sake of simplicity and cost reduction, it thus 

constitutes the weakest link in the entire processing chain of LoRaWAN. Furthermore, because Network Servers also 

need to communicate with Application Servers they are expected to have Internet-facing network endpoints where 

aggregated attacks can explicitly target them to not only attempt to exploit the vulnerabilities of the underlying operating 

system, but also to exploit the fact that decryption is always done prior to MIC-checking which could support 

(Distributed) Denial of Service-style request surges. On a side note, a special case which could lead an adversary to re-

target Nodes instead of the Network Server is the second enrolment method called Activation by Personalisation or ABP 

whose essential difference to OTAA is that the Nodes are shipped with all keys pre-configured, i.e. including APPSKEY 

and NWKSKEY. If the embedded keys were to be derived (at least in part) from some publicly known characteristics 

such as serial numbers or network addresses, the non-invasive memory attacks could very well be used to extract the 

secret information and subsequently compromise all of the Nodes configured in such a way. 

Denial of Service (DoS) and Spoofing: There are however much more straight-forward ways to disrupt an entire 

network such as the fact that LoRaWAN uses Beacons which are messages sent by Gateways for synchronization with the 

Nodes and also to indicate to Network Servers which Gateway they need to use to reach a certain Node. Since Beacons 

are neither encrypted nor authenticated an adversary can abuse them in many ways, e.g. by injecting wrong routing 

information or false time values leading to a Denial of Service. Even without the Beacons, single Nodes can be 

completely isolated from their network through abuse of their intrinsic counter management system where there is a 

counter for all uplink messages of the Node (FCNTUP) and another one for the downlink traffic (FCNTDOWN) which 

are both either 16 or 32 bits long. An adversary can basically read this information from any communication between a 

device and its node in range because of the shortcoming of the LoRaWAN specification that does not prescribe any 

protection mechanisms for the counters whatsoever. Thus, after recording the full previous session, the attacker either 

needs to wait for a counter overflow (which for certain devices with 16-bit counters could happen every 38 days on 

average) or for ABP Nodes simply reset them, e.g. by cutting the power supply. Resetting such devices as opposed to 

OTAA-activated Nodes works because their keys are static and are not renewed from session to session. This way, after a 

counter reset, the adversary could simply inject a valid message from the previous session with a higher counter value, 

e.g. FCntUp = 1.000 effectively rendering invalid any of the messages with preceding counter values (< 1.000) in this 

session given that the Gateway will not accept a sudden backward counting. This angle of attack could be used both for 

DoS and for Spoofing. There are other attack vectors such as the vulnerability of the underlying symmetric encryption, 

but its analysis is beyond the scope of this letter. 

3. Suggested Approach 

We have demonstrated several fundamental conceptual limitations of LoRaWAN which are ingrained into the current 

standard leaving little room for improvement within its confines. There are certain measures that can be taken to raise the 

bar, e.g. keeping a copy of frame counters on the Network Server to detect and overflow. To go beyond those mitigating 

controls a major specification change would be required to ensure that for instance the session keys would have to be 

renewed when the counter reaches its maximum value – both in OTAA and ABP where specifically the latter by 

definition uses pre-generated static keys. Obviously optimising standards not only takes time and a considerable toll on all 

reliant implementations, it also has its limits with respect to the maximum level of reachable security. In other words, 

once a specification has opted for a fundamental angle such as the sole use of symmetric cryptography in favour of speed 

and resources, solving certain problems becomes an insurmountable task. Consequently, we propose a different approach 

based on asymmetric cryptography thus enabling confidentiality through strong encryption, mutual authentication of 

communication partners and integrity controls: TLS or TRANSPORT LAYER SECURITY. Over two decades TLS has 

risen to become the de facto standard for consistent data in transit protection in all networks, quite specifically on the 

Internet. Through its use of digital identities or X.509 certificates issued by Trusted Third Parties also known as 

Certificate Authorities or CAs which enable bi-lateral authentication of both the server and the client, the subsequent 

symmetric payload encryption does not set in until after at least the server has been successfully identified by the client. 

Thus, Man-in-the-Middle attacks are effectively prevented and even if an adversary manages to intercept and alter TLS 

packets, the built-in cryptographic integrity control based on MAC functions (similar to those utilised by LoRaWAN) will 

terminate the connection when tampering is detected. The issue with TLS is that much like with the asymmetric 

cryptography in general considerable computational resources are required to do the authentication and key exchange. 

Two major options are available at this point to overcome the resource constraint after all: efficient low-level 

implementation of cryptographic algorithms or synthetisation of said cryptographic primitives in hardware. It is of course 
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also possible to combine those options where applicable, e.g. where the hardware engine reaches its natural limitations 

which happens mostly for a more complex logic such as the protocol-level TLS state machine. To demonstrate the 

dramatic differences across platforms and options we have depicted two measurement results (three in fact given that the 

second one also compares the results to those achieved by a pure software implementation on a Cortex-M3) that speak for 

themselves:  

 

 

Cortex-A53 obviously still has considerably more computational power given that it can do six times as many 

asymmetric transactions (i.e. RSA signing operations) than the HW optimised Cortex-M0. However, to put this in 

perspective the following table shows that Cortex-A9 on top of the Armv7-A family for instance has 4.59 more 

 
computational power yet at the expense of core efficiency which is 6.66 times lower than that of a Cortex-M0 

because it draws 19 times more power. The next generation Armv8-A Cortex-A53 at the heart of RPi3 from our tests has 

a 20% higher instruction processing rate at the same operating frequency [10] plus A9 can also be utilised in a single core 

fashion in favour of the A57 numbers. All this clearly explains the six-fold computational advantage measured by us. The 

interesting bit is also the comparison with the Cortex-M3 software implementation: while the M3 dominates on paper with 

its nearly 21% computational advantage (at the expense of 33% higher core dynamic power) according to our tests it falls 

far behind the hardware-accelerated little brother by a factor of 30! This observation once again begs the question whether 

the substantially increased power intake of a multi-core 64-bit Cortex-A53 or even the relatively slight increase of energy 

requirement introduced by a Cortex-M3 is really necessary based on the assumption that it is possible to achieve the same 

protocol-level security (TLS) with very reasonable runtime values that can easily sustain most if not all production-

relevant use cases? Another important variable in this efficiency equation that we chose to neglect for the sake of 

simplicity is the hardware unit price of either one of the aforementioned candidates. However, given a certain minimum 

number of required processors this can become the decisive factor from the economic standpoint even more important in 

fact than power consumption. 

Following that approach and observation at the time when protocol-level security and Public Key Infrastructure 

(PKI) was not deemed feasible effectively dismissing the idea by delegating key management to gateway or edge routers 

[11] we decided to prove the opposite by implementing the core TLS stack from scratch on a STM32F103xB MCU with 

as little as 20 kBytes of SRAM at our disposal as well as less than 128 kBytes of Flash memory for code space while also 

allowing for the requirement that the resulting software library needed to constitute a middleware layer leaving enough 

resources for the actual business logic application to run. While the implementation itself [12] and the intricate 

optimisation techniques such as the dynamic look-ahead memory management are beyond the scope of this letter, suffice 

it to say that utilising those meant pushing the hardware to its limits, but it also enabled us to go from the initial 30 

seconds of TLS session establishment time all the way down to 500 ms today [13] without sacrificing essential 

Figure 3: SW Speed Tests on a Raspberry Pi 3 Model B Rev 1.2 and Results of HW Acceleration (Cortex-M0 based MS500) in 

Contrast to SW Speed Test on Cortex-M3 [18] 
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functionality or violating the standard. By doing so we also noticed that the standard Cortex-M0 MCU requires armouring 

in terms of solid key management as well as memory and firmware protection to fend off direct physical attacks that have 

long been known for their efficacy [9]. We therefore now regard the combination of protocol-level security and 

sophisticated hardware countermeasures as a symbiotic relationship – hence Symbiotic Security. To that end, the resulting 

reference architecture looks as follows: all critical security elements are completely separated from the MCU 

communicating over its own data bus in such a way that all cryptographic operations are performed on behalf of the MCU 

(and therefore the application) instead of directly by it. The adjacent key store is an OTP (One Time Programmable) 

memory block protected by an eFuse element rendering the keys unchangeable once they have been written and eFuse 

burnt. The Encryption Engine would eventually be the only circuit to read this memory unit following the HSM or 

SmartCard principle.  

Solid key management is arguably the most critical of 

all elements deciding the fate of the encompassing security 

architecture. It is therefore no surprise that successful 

implementations and concepts exist which focus on that 

specific LoRaWAN weak spot, e.g. [14]. However, those 

key life-cycle management systems primarily concentrate 

on bridging the gaps in an additional cloud-based 

infrastructure eco system that introduces additional 

components to take care of the key derivation, store and 

deployment for network access and application servers that 

would otherwise do it on their own possibly without putting 

too much thought into the underlying protection 

mechanism. What is still missing in our opinion is the 

viable contribution of the hardware itself following the 

Symbiotic Security approach by reinforcing the existing or 

dormant hardware capabilities (Cortex-M0 platform) of the 

LoRaWAN nodes much like we did with the TLS 

implementation as well as the hardware modifications 

explained above. The result is a novel LoRaWAN module whose architecture is depicted below. 

 

The new approach first of all picks up the efficient TLS implementation owing to the observation that most if not all 

cloud-based environments nowadays protect all entry points for machine-to-machine communication through TLS given 

that it has been the de-facto communication security standard for more than two decades now. Since TLS first and 

foremost makes use of strong mutual authentication with the help of digital X.509v3 certificates to thwart MITM attacks 

Figure 5: Symbiotic Security for LoRaWAN Hardware 

Figure 4: Building Blocks of Hardware Crypto Engine 
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all systems in need of such link with their cloud-based backend face the ultimate problem of acquiring such certificates to 

establish the fundamental trust with the remote peer. We fully describe an efficient solution in [15] that leverages a 

fascinating family of cryptographic schemes known under the name Zero Knowledge Proof of Possession of a Secret [16]. 

Effective implementations of this theoretical concept are better known as PAKE or Password Authentication Key 
Exchange. A prominent PAKE example is the Secure Remote Password protocol or SRP [17]. Because the secret in 

question does not have to be a password, our variation utilises the reinforced hardware key management concept to have 

all nodes generate their own unique cryptographic keys upon activation in an entirely automated fashion ensuring that no 

one else would ever have access to this sensitive information. Paired with the consequence that the cloud based KMS eco 

system does not need to know those secrets in the first place, the whole scheme lives up to the high expectations of Zero 

Knowledge. While [15] introduces this idea to facilitate the initial enrolment of embedded devices or IoT into a PKI or 

Certificate Authority, it can be easily extended in the direction of LoRaWAN to support automated key life-cycle 

management similar to the concept of [14] yet with the hardware-backed Zero Knowledge capability. 

4. Conclusion 

In this letter we present and summarise the essential results of our research and development covering various aspects 

of modern processor architectures which ultimately power today’s embedded systems. We endorse our theoretical work 

through the corresponding implementations of TLS, Zero Knowledge Initial Enrolment and enhanced LoRaWAN KMS to 

show that it is possible to achieve ultra-security with very limited resources, power and bandwidth judged by today’s 
trends and standards as the following results indicate. We therefore strongly advocate the idea of Symbiotic Security 

which in our experience has clearly paved the way for utmost efficiency through the utilisation of all strong features of 

hardware, software, communication and processes. 
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Abstract 

Advanced Encryption Standard or AES is widely used method in today’s data security and IOT 
applications. In AES method S-box is the most important block. This box consumes a considerable 

percentage of power of the whole system. S-box is very prone to DPA attacks.DPA is the most 

threatening types of attacks in cryptographic systems. In this paper, we have implemented one positive 

polarity Reed Muller type S-box is implemented using adiabatic logic. FinFET based ECRL is used to 

implement the S-box has been observed and calculated .The performance of ECRL based S-box is 

compared with conventional CMOS based S-box. All the cryptographic performance parameters are 

analysed. 
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I Introduction 

 

One of the most prominent challenges in today’s circuit design is minimizing the power consumption of 

computation or system processes. Data security in cyber systems is a modern era of research. It is a 

combination of various processes and computing methods that protect the networks or networked systems 

from potential damages. These damages are initiated by cyber hackers. There are various useful and 

standard encryption techniques available in cyber security domain.AES is a widely used symmetric 

encryption method. The main element of AES hardware is S-box. DPA generally makes severe attacks on 

S-boxes [2]. During execution, the power consumption of cryptographic device is not constant. Statistical 

correlations are used by DPA to recover the information. Different measures have already been applied 

and available in literature to overcome high power consumption in DPA. But the most effective and 

secure design technique is to use adiabatic logic or energy recovery logic based S-box architecture. 

Among various devices available FinFET is the most effective device to implement S-box. This can also 

reduce the leakage current. The modern age is the age of Internet of Things (IoT) devices and system on 

chip. So there is an increasing demand for low power high security computing devices. For IoT devices to 

perform smoothly, it requires a battery as power source [3]. So battery life is primary design parameter of 

battery operated computing devices and systems. These computing devices operate at low frequencies. 

Energy recovery circuits have been proven to be operated efficiently at these frequencies.  

 

II Adiabatic Logic 



 The term adiabatic means a reversible thermodynamic process.  This process occurs without loss or gain 

of energy. The traditional power source which is used by conventional CMOS logic circuits is not used by 

adiabatic circuits or energy recovery circuits. These energy recovery circuits use power clocks [5]. The 

use of power clock enables efficient recycling of the charge stored in load capacitor. The process of 

energy recycling limits the dynamic switching based energy loss. The dynamic loss contributes 90% of 

total power consumption. Adiabatic circuits utilize constant current source instead of constant voltage 

source. The charging and discharging processes of adiabatic logic are shown in Fig. 1 

 

 

 

 

 

 

 

 

Fig. 1. Basic adiabatic charging and discharging 

The energy dissipated in an adiabatic driven by a constant current source is given in Eq. 1. 

                                         E=RC/T x CVdd
2
                                                               (1) 

 

The adiabatic losses also show that the speed of operation impacts the energy dissipation. That is given in 

Eq. 2. 

                                          E= RonC/T xCVdd
2
                                                           (2) 

Where Ron is  the on resistance of the device. Equation.3 shows the relationship of non adiabatic losses 

with voltage. The non adiabatic losses of a circuit are independent of operating frequency. The non 

adiabatic loss can be expressed as 

                                              Enon-ad = 1/2 CVth
2
                                                                  (3) 

There is a leakage loss which contributes 5-10% of total losses in adiabatic circuits. This is due to rapid 

minimization or scaling transistors or proper transistor sizing. The leakage loss can be expressed as 

function of power clock frequency. The relation is given as 

                                        Eleakage = Vdd.IL/f                                                               (4) 

Where IL is the leakage current and f is the power supply frequency. 

Adiabatic switching uses charging and discharging of nodes in a slow process. In this method the output 

capacitor is used to load and unload the power. This is done by using dynamic power source. There are 

various types of adiabatic or energy recovery circuits are available in semiconductor industry. These 

circuits are classified in fully adiabatic or semi adiabatic depending on nature of power dissipation. Some 

examples can be given as efficient charge recovery logic (ECRL), positive feedback adiabatic logic 

(PFAL), clocked adiabatic logic (CAL) [5]. There are various parameters to choose a good adiabatic logic 

that can be applied to security applications. The circuit complexity is measured in terms of number of 

devices, structure of power clocks, and system reliability. These are the limitations of the secure adiabatic 

logic families. The ECRL family matches all these parameters, so this is the good choice for data security 

applications based on adiabatic S-box structure. Channel effects (SCEs). The short channel effects occur 

in MOSFET when the channel length is comparable to the depletion layer widths of the source and drain 



junctions. As short channel effect gets reduced FinFET transistors offer lower leakage and higher on-state 

current. As the on state current is high these devices provide faster-switching speed. In these devices 

leakage current is found to be very negligible. There is a multi gate structure [7]. This multi-gate nature 

allows FinFET to be operated in various modes. The modes are independent gate mode, shorted gate 

mode and low-power mode [13]. Basic structure of FINFET is shown in fig2. 

 

 

Fig. 2. Basic FinFET structure 

 

 

III AES and S-Box 

Advanced encryption standard is based on Rijndael algorithm[9] .This is a data encryption standard. The 

primary criteria of a security based algorithm should have good and highest security, better performance, 

and higher efficiency. AES is one of the widely used algorithms in various applications. The applications 

are not limited to wireless sensor networks and internet of things. The efficiency of AES hardware 

depends on its architecture. The AES implementation flow chart is shown in Fig. 3. 

In general, there are two basic methods for S-box circuit implementation. First one is the construction of 

multiplicative inverse and affine transform in an independent manner and connecting them serially. This 

process reduces area. This is by composite field arithmetic. The second method is the construction of a 

single circuit. In this technique, S-box is implemented from truth table or look up table. It is expressed as 

the sum of products, product of sums (PoS), and positive polarity Reed Muller block. Comparing these 

two techniques, the PPRM S-box consumes more power compared to composite field S-box [10]. This is 

because a large number of signal transition probabilities occur in this case. This power consumption 

problem can be overcome. This is done by taking three sub-components of composite field S-box. After 

that the designer has to convert them to PPRM form. The stages can be named as, the pre-inversion, 

inversion and post-inversion sections. Each is implemented with two-level AND gate and XOR arrays 

and reduces the signal transition probability. This design architecture thus leads to efficient utilization of 

power sources. No extra wastage of power takes place in this method. This PPRM is also called as zero 

polarity form (ZPF). This is a XOR sum of products. Here each variable is in un-complemented form. 

 



 

Fig. 3. Block diagram of AES method 

 

IV FINFET BASED IMPLEMENTATION 

The two-input ECRL AND/NAND, XOR/XNOR gates using FinFET is shown in Fig. 7. The front gate of 

the FinFET is used as input. The back gate of P FinFET is connected to power supply or in adiabatic 

circuits, it is termed as power clock denoted by Vpc and N FinFET to ground. This is for low power 

operation. The transition probability of the output depends largely upon the input in conventional gates. 

In-order to reduce this dependency, a control signal ‘S’ is used. Here X and Y are dual inputs and OUT 

and OUTb are the outputs with Vpc as four-phase power clock supply. The four phases are charging, 

evaluation, hold and recover. 

 

 

 

 

 

 

 

 

 

Fig. 4.(a) ECRL based AND/NAND .(b) XOR/XNOR gates 

 



 

The simulated response of ECRL AND/NAND gate is shown in fig 5. The circuit has dual inputs A, B 

and outputs OUT and OUTb. The current trace plot of the circuit shows same peak value of current and 

also exhibits uniform low-power dissipation for different input transitions. The simulated response of 

ECRL XOR/XNOR is shown in fig 6. 

 

V SIMULATION RESULTS 

 

Fig. 5. ECRL based AND/NAND simulation results 

 

Fig. 6. ECRL based XOR/XNOR simulation results 

 

The structure given will ensure a uniform peak current for the input transitions. Thus there is less 

probability for the hacker to predict the input data 

 

Table 1.  Comparison of no. of components and area.  

Transistor/Area CMOS FinFET 

No. of PMOS 1878 798 

No. of NMOS 1878 2010 

Area(µm
2
) 0.0187 0.0029 

   

   



 

Table 1 shows the no. of transistors in CMOS and FinFET implementation. It is clearly found that 

FinFET structure has less number of components that CMOS implementation. The area for CMOS and 

FinFET has also been calculated. This is also easily noticed that FinFET has minimum area than 

equivalent CMOS structures. 

Table 2.  Comparison of S-box performance  

Parameter CMOS FinFET 

Power 

 

Delay                        

12.28µW 

 

2.29ns 

5.91 µW 

 

1.01ns 

   

   

   

   

 

 

Table 2 shows the power dissipation and delay of CMOS and FinFET structure. It can be easily found that 

CMOS has high power that FinFET structure. The delays of both the circuits are nearly same 

Table 3.  Comparison of parameters using various microelectronic technologies at 1MHz.  

Technology MOSFET           FinFET 

250nm 82.11 µW 15.31ns 

180nm 42.01 µW 5.81ns 

90nm 13.12 µW           3.27ns 

22nm 4.61 µW                1.14ns 

   

 

 

In table 3, we have estimated the power dissipation of MOSFET and FinFET in various technologies. It 

can be easily found that in all the technologies, FinFET structure has minimum power dissipation. There 

is a statistical analysis of normalized energy to find out the robustness against DPA attacks. The 

parameters for DPA analysis are normalized energy deviation (NED) and normalized standard deviation 

(NSD). These two parameters determine the ability of the design structure against power analysis attacks 

which depends on input transitions. 

                                                       NED= Emax-Emin/Emax                                                    (5)                                                            



                                                      NSD = €/E1                                                                  (6)                                                              

Emax and Emin are the maximum energy, minimum energy. The parameter NED shows the difference in 

maximum and minimum energy levels irrespective of input transitions. Similarly, NSD determines the 

similarity of various energy level transitions concerning mean energy level. Lowest values of NSD and 

NED indicate the ability of the logic against DPA attacks. 

Table 4.  Simulation results of FinFET based ECRL S-box.  

 

 

 

 

 

 

 

 

 

 

   

   

   

 

VI CONCLUSION 

From all the simulation results and calculated values, it is found that FinFET –ECRL based S-box in very 

robust against the DPA attacks. This circuit has very large values of NED and NSD.These two are the 

prime factors responsible for cyber attacks. These high values of these parameters indicate that the 

FinFET-ECRL based S-box is very efficient security features in IOT and embedded applications. 

Moreover, this implemented S-box has minimum area and good area efficiency. This type of adiabatic 

FinFET structures is very useful and power, area and speed efficient. They can be applied in ultra cyber 

security systems, IOT and wearable applications. 
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Abstract – This paper shows the design of the two-stage operational transconductance amplifier using memristor. 

Designing a novel two-stage OTA, which implies differential input voltage to single-ended current as of the output. The 

aim of the market to design low cost at low supply voltage to get a high-frequency application like radio, micro-wave, 

front-ended amplifier etc. The proposed configuration provides improved analogue parameters like power dissipation, 

transconductance, noise and leakage power. The bias current (Ibias) is used 50µA to adjust transconductance of a proposed 

two-stage OTA circuit. For realizing two-stage OTA all the incremental parameter sensitivities are low. This design uses 

memristor in placed of the resistor in the two-stage OTA circuit at a low power supply of 0.7V. Cadence virtuoso tool 

using for simulation results are performed to confirm the design of proposed two-stage OTA analysis at platforms on 

45nm technology. 

 
Keywords- CMOS Operational transconductance Amplifier (OTA), Memristor, low power, leakage reduction 

 

1. Introduction 
Operational Transconductance Amplifier’s (OTA) three different types of outputs classified into fully differential and 

single-ended. Monolithic IC form in electronic circuit Designed of low cost, low size and low power get high-

performance circuits. Tunability of electronic circuits in an active device or RC filters proved the most essential tool. 

Tunability in electronic circuit parameters indicates advantage. While designing of mixed Analog or analogue circuits, 

RC-filter proves to be the most considerable tool, these circuits. OTA has various high-frequency applications like radio, 

Schmitt trigger, filters, font-end amplifier, Analog to digital converters (ADC and DAC). These circuits were previously 

implemented by using the operational amplifier as a building block. But eventually, the operational amplifier is now a 

day's replaced by OTA as OTA works properly for high-frequency applications. OTA is an amplifier with differential 

input voltages whereas the output is generated as current. The designing of OTA is quite uncomplicated as compared to 

the operational amplifier. 

 I = G  V − V                                                                                   G  = KTqI                                                                                          

Where, 𝐼 = Output Current, 𝐺𝑚= Transconductance, V1 & V2 = Input Voltage, Ibias = biasing current, T = Temperature.  

 

Yodtean et.al. [1] proposed CMOS OTA is implemented CMOS bi-quad filter and it lead low voltage at extensive linear 

input stage is designing using two diode-connected transistors in class AB amplifier lead to accomplishing high output 

signal at low voltage supply. Results and simulation are done standard 0.18µm technology to employ low power 

dissipation are requiring much high-frequency application show that to achieve linear output at low power supply voltage. 

N. Gupta et. al. [2] present design of conventional OTA and Bulk driven OTA drive LV LP analogue circuits. By using 

Bulk driven technique it utilizes to design LP LV circuit and implemented by using conventional OTA at supply voltage 

at 0.9V. In this paper threshold voltage is not be limited by this we achieve more voltage swing at the input terminal and 

to obtain swing at output terminal without any distortion. In signal to noise ratio in the analogue and digital converter is 

more concern as linearity constraint as OTA building block. Here we overcome non-linearity by using source 

degeneration technique. The results are a comparison of conventional and proposed OTA is achieving by this we 

improved transconductance, linearity and gain [3]. A.P. Singh et. al. [4] design proposed CMOS OTA the author describe 

two technique current-divisions and source degeneration to minimum W/L ratio to get transistor in saturation region and 
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linear region to desire high amplifier signal at output stage with low-frequency continuous filters and FD-OTA at work in 

weak inversion region is introduced. It consumes less power dissipation and less area to fabricate. By these two 

techniques, we reduce the transconductance of a Proposed OTA. F.A.P. Baruqui et. al. [5] describe a novel design of OTA 

adjust gm at constant transconductance while this at input side it maintains voltage swing. It compares the previous 

implementation was source degenerated current mirror. By using source degeneration current mirror, it provides without 

effect in voltage swing at the input terminal. Whereas it provides good characteristics of two voltages as preserved at the 

input terminal. By this, we acquire to change to current source we achieve tuning factor linearity is improved. L.H.C. 

Ferreira et. al. [6] present designing of CMOS Miller OTA a low ultra-voltage input-output swing is achieved. It used 

differential two voltages at the input terminal combining bulk-driven technique while transistors work at weak inversion 

region. Proposed CMOS Miller OTA is used a bulk-driven technique combining differential two voltages at input this 

circuit can be used in many applications like as bandgap, physical transducers, process controllers and mainly on small 

battery-operated devices. It requires a smaller area and is much easier to design. It has low internal impedance along with 

longer time constraints due to the parasitic capacitance of the circuit. Geiger, R. L. et. al. [7] present design of OTA due to 

the presence of the parasitic capacitance of the circuit OTA is highly used in the high-frequency application. It is used for 

the designing of amplifiers, filters etc. Designing of Butterworth, Elliptic type and Chebyshev filter can also be done using 

the proposed circuit. D. Grasso et. al. [8] describe the drawback of the OTA circuit is the non-linearity phenomenon at 

higher differential input voltages. This phenomenon occurs due to the non-linear characterization of the input transistor of 

the circuit. This leads to the degradation of the signal to noise ratio of the circuit along with the degradation of the 

dynamic range of the design. W. Huang et. al. [9] increasing of linearization OTA is proposed. In this proposed MOS 

OTA has improved adaptive biasing technique by using FD-OTA passive-resistive source degeneration technique. It 

shows strong variation in the process which implies earlier linearization techniques. Proposed OTA at the high frequency 

it improves linearity and compared at previous technique is used. T. Lin et. al. [10] explains linearity of the circuit 

depends on the transistor sizing, supply voltage reduction and the changing frequency range of the circuit. Hence different 

techniques are being designed for improving the linearity of the design. E. Sanchez-Sinencio et. al. [11] explains in this 

tutorial Linearised and non-linearised, high-frequency desire and dynamic consideration is review. This tutorial deals 

current-mode filter and other application. Three technologies and circuit designs have been discussing (CMOS, bipolar or 

BiCMOS) for desire high-frequency application. A. Veeravalli et. al. [12] present a CMOS OTA been designed a very 

small nano-amperes per volts in moderate version region using different techniques like current division, floating gate and 

bulk driven desire small transconductance and comparing various design and results of performance parameter like power 

dissipation, silicon area and  noise at 2.7 V power supply. T. Jafar et. al. [13] presents Adaptive biasing technique is used 

in the OTA circuit for the improvement in the slew rate factor and also for the reduction in leakage parameters. H. Fabian 

et. al. [14] describe proposed folded cascade OTA which permits lacking the exploit of transmission gate at the signal path 

of the circuit with no signal transconductance we can attain linearity, a higher gain-bandwidth product with low power 

supply. V. M. Dmitry et. al. [15] evaluation of adapted OTA at low harmonic distortion and high current efficiency is 

anticipated this adapted OTA design is used in the high-frequency application. By differential input pair exists transistor 

in saturation region or linear through voltage. With designing the OTA with low power and high-frequency approach 

there is betterment in the low current consumption and good tuning property of the circuit. 

 

2. Operational Transconductance Amplifier (OTA) 
In controlled and high-frequency applications, operational transconductance amplifier has widely acquired an 

important place because it gives high input and output impendence. OTA is also called a voltage-controlled current source 

(VCCS) which implies differential voltage at the input side and single current at the output side. The bias current is used 

as external input which controls transconductance (gm). When desired equal current flow in each transistor current mirror 

is used. Since this current mirror, it improves the differential voltage at the input stage. By constant of transconductance 

which we get infinite input and output as shown in figure 1. 

 
Figure 1: Ideal Block of OTA 
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3. Overview of Memristor 
Memristor stands for "memory-based resistor". A memristor is an associate electrical component that limits or adjust 

the flow of current in the circuit and remember the total charge which formerly flows in a circuit. Memristor is 

indispensable because they are non-volatile in nature implies that when power is off it retain the memory. Thus, in 

keeping with these lines, according to Memristance capacity, memristor resistance gets shifts as results of the impact of 

minor read charges and conjointly for access to a "history" of connected voltage. With the hysteresis effect (the rate for 

the movement of items from one state to the next), the material execution of the memristor impact is being resolved. Thus, 

it is similar to the presence of other nonlinear irregularities in the circuit, that ends up in effects within the coming up with 

of hardware. This memristor is used in OTA circuit by which it has lots of tremendous properties, which make memristor 

more useful in modern or high-frequency application. Memristor has remarkable characteristics i.e. variable resistance 

helps to store many data for a long time. By using memristor we get the following characteristics are listed accordingly 

Non- volatility, Scalable, No Leakage (Leakage power is the main factor in CMOS devices due to recombination of 

charge carriers. This titanium dioxide (TiO2) is responsible for Memristor which does not pose any leakage), Versatility, 

Fast operation, Compatibility, Long data retention.   

 

 
Figure 2: Ideal Block of Memristor 

 

The varying resistance of memristor described as R x = R x + R − x                                                                      x = wD ∈ ,                                                                                          

According to Ohm’s law  
     v t = Rmem x . i t                                                                                      

When the external voltage applied across the terminal, charged dopants experienced drift so the boundary between the two 

regions. Now equation in the form of 

   v t = {R x + R − x }. i t                                                             dx tdt = µ RD i t                                                                                            x t = µ RD q t                                                                                           

Memristance defined as   

     M q = Roff ( − µ 2  . q t )                                                                  

 

4. Conventional Diagram and Working of Two-Stage OTA 
In figure 3 presents a design of two-stage operational transconductance amplifier in which the number of transistor 

eight used. Transistor M1 & M2 is a differential pair at the input terminal. At this terminal voltage is passed down. The 

second stage of p-channel is current-source load transistor is M5 and transistors M3 & M4 are the current mirrors that 

allow a precise copy of the current with no dependence on process and temperature. Biasing current (Ibias) essentially 

provides an external current which controls the transconductance (Gm) by varies of bias current. 
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Figure 3: Conventional Diagram of Two-Stage OTA 

 

 
Figure 4: Proposed Diagram of Two-Stage OTA 

 

Transistor M1 and M2 is differential try that converts the input voltage into a differential current signal. The first 

stage is a differential amplifier (M1, M2, and M7) with a current mirror load (M3, M4). The second stage is a common 

source amplifier with active load (M5, M6). Transistor M8 is for the biasing of M8-M7 and M8-M6 current mirrors. Ibias 

is a constant biasing current. As we know from single-stage operational transconductance amplifier modules, transistors 

M1 and M2, and M3 and M4 are identical. Also, the Miller capacitance Cc is introduced, in order to guarantee the 

stability of the circuit. Transistor M5 is the gain in 2nd stage and it is related to design transistor M3-M4 and M5 also. M7 

is related to M6 because the bias voltage (Vbias) is the same for transsitorM6 and M7. In the proposed diagram of two-

stage OTA, the memristor is used in place of the resistor by which it stores the data when a transistor in OFF region. 

 

5. Parametric Evaluation of Two Stage OTA 

A. Leakage Current 

There are two types of leakage currents in CMOS technology, which are sub-threshold leakage (Isub) and oxide 

tunnelling current. These currents can be expressed in terms of the following equations. 
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I = µ C x WL V e .8 exp (V − VnV ) . ( − exp (−VV )) fi                             

      I = A exp (E K⁄ )                                                                   

Where 𝐴  is given by A = T ⁄ . V ⁄                                                                                

B.  Leakage Power 

It is a result of the unwanted sub-threshold current. When the device starts conducting before the threshold voltage so 

the main current is reduced. Leakage power (Pleakage) is calculated as the product of leakage current (Ileakage) and threshold 

voltage (Vdd) shown in figure 4.3. The unit of leakage power is watt. Leakage power is given by the following equation 

  P = V A A X I A A                                                                         

Drain current of MOSFET 

NMOS:         I =  µ O L V − V                                                                         

 

  PMOS:         I =  µ C X L V − V                                                                        

C.  Noise 

Noise is said to be unwanted electrical or electromagnetic signal mixed with the desired signal. Due to noise, the 

quality of the output signal is degraded shown in figure 4.5. Less Noise is tolerable in any type of system. S v f  =  kTR,       f >                                                                          

Where k = Boltzmann constant, R= noiseless resistor and T=temperature. 

 

D. Voltage Gain 

The voltage may be explained in which gain of the circuit gets improved by the factor of output to input. Quantitative 

relation of voltage measured at the output to the voltage measured at the input. Calculation of the voltage gain is observed 

in logarithmic scale in decibel (dB). 

  Voltage Gain = log VV dB                                                                    

Vout= Output Voltage.  

 Vin = Input Voltage A = vv = i rv = i rv =  G r = g gg + g g + g                          

E. Power Dissipation 

To achieving power dissipation dimension is vital in all CMOS based circuits in CMOS based circuit short channel 

effect is arising to overcome this effect we used FinFET techniques. In some other, word what proportion power is 

consumed by the circuit by which we tend to get the desired output. Power dissipation is measured in kilowatt-hours 

(kWh). 

By ohm's law, 

      V = IR                                                                                  

By using ohm's law find the value of current. 

      I = V                                                                                    

    P = VI                                                                                  

Where, P = Power, V = Voltage, I = Current 

F. Transconductance 

The circuit performance is ascertained by measuring Transconductance. The circuit is good as much as 

transconductance is more. It is defined as the ratio of the change in output current to the change in input voltage terminal. 

It is denoted by gm. 

      g = ΔΔV                                                                        

Where, 

ΔIout = Current at output terminal 
ΔVin = Voltage at input terminal 
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6. Simulation and Results 
In transient response of proposed two-stage OTA is shown in figure 5. Hence we observe that to provide 0.7 V 

supply voltage at the input stage and we get amplified output at the output stage. 

 
Figure 5: Transient Response of Proposed Diagram of Two-Stage OTA 

 
From figure 6 it represents the power dissipation of proposed Two-stage OTA circuit x-axis implies power in (µW) at 

peak value around 41.21µW which is less than a conventional diagram of two-stage OTA circuit is 42.56 µW. 

 
Figure 6: Power dissipation of Proposed Diagram of Two-Stage OTA 

 

TABLE 1 

COMPARISON TABLE FOR TWO-STAGE OTA AND PROPOSED TWO-STAGE OTA 

Sl. No Parameters Conventional Two-Stage OTA Proposed Two-stage OTA 

1 Noise(V2/Hz) 4.32E-11 4.090E-11 

2 Power dissipation (µW) 42.56 41.21 

3 Supply voltage(V) 0.7 0.7 

4 Slew Rate 32.47 30.76 

5 Leakage Power(Pico Watt) 72.61 32.9 

6 Leakage Current(Pico Ampere) 52.54 23.39 

7 Transconductance 6.694E-7 1.579E-9 

8 Voltage Gain (dB) 28.74 28.77 
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Tabular representation of the comparative data is given above table. 1. From the above-mentioned data, the graphical 

comparison is done below. As we can see that all the parameters Calculated have decreased and the performance of the 

device is achieved by using the memristor-based two stages OTA. 

 

 

 
Figure 7: Comparison of Evaluated Parametric Results of Conventional and Proposed Two Stage OTA 

 

7. Conclusion 

In this paper, a diode is connected MOSFET is used which implies drain and gate are connected to each other then it 

called a saturation region with a current mirror. By Diode connected MOSFET transistor M3 is in the saturation region. 

When the input voltage is increased transistor M1 is in triode region to get transistor M1 in saturation region input voltage 

is quite decrease. Design of novel two stages OTA is optimized and the result is simulated in 45nm technology. By 

exploiting, the memristor is used in place of resistor which implies a reduction of parameters like power dissipation, 

leakage power and current, noise and slew rate, etc. The simulation of memristor-based two-stage OTA at low supply 

voltage 0.7 V. The biasing current 50µA is providing externally which control transconductance (gm). By utilization of 

memristor, power dissipation is obtained is 42.56 µW from 41.21 µW etc. In simulation result power dissipation, leakage 

power, leakage current, voltage gain and slew rate employed good result. 
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(ASP-DAC), Beijing, China, January 13-16, 2020; web: 

https://aspdac2020.github.io/aspdac20/ 

 

 International Solid-State Circuits Conference (ISSCC), San Francisco, 

CA, USA, February 16-20, 2019; web: http://isscc.org/ 

 

 28th ACM/SIGDA International Symposium on Field-Programmable 

Gate Arrays (FPGA), Seaside, CA, USA, February 23-25, 2020; web: 

http://isfpga.org/ 

 



 Design, Automation and Test in Europe Conference (DATE), 

Grenoble, France, March 09-13, 2020; web: 

https://www.date-conference.com/  

 

 The 21st International Symposium on Quality Electronic Design 

(ISQED), Santa Clara, CA, USA, March 25-26, 2020; web: 

https://www.isqed.org/  

 

 

 

 



 

1. The 30th IEEE International Conference on Application-specific Systems (ASAP), 

Architectures and Processors, July 15-17, 2019, Cornell Tech, New York, USA: 

 

IEEE ASAP 2019 hosted 3 keynote talks, i.e., (1) “DNA Data Storage and 

Near-Molecule Processing for the Yottabyte Era” given by Luis Ceze from University of 

Washington, (2) “From AI1.0, AI2.0, to XAI3.0” given by Sun-Yuan Kung from 

Princeton University, (3) “Heterogeneous Systems Research - in the Mood for AI in the 

age of Cloud and IoT” given by Jinjun Xiong from IBM T.J. Watson Research Center 

and (4) “Towards High-Level Approaches to Hardware Cyber Security (Slides)” given 
by Ramesh Karri from NYU. It organized 2 invited sessions (i.e., Hardware Acceleration 

and In Memory Computing), 2 lightning Session for Posters, 2 poster session and 6 paper 

sessions, i.e., (1) Applications: Machine Learning, (2) Architecture and Synthesis, (3) 

Applications: Machine Learning, Robotics, and Simulation, (4) Applications: Image 

Processing, Networking, and Floating Point Arithmetic, (5) Emerging Technologies and 

(6) Design Methodologies. 

 

The General Chair of ASAP 2019 was Zhiru Zhang from Cornell University. The 

Program Chairs was Yun (Eric) Liang from Peking University. 

 

2. IEEE Computer Society Annual Symposium on VLSI (ISVLSI), July 15-17, 2019, 

Miami, Florida, USA: 

 

IEEE ISVLSI 2019 hosted 4 keynote talks, i.e., (1) “Challenges and Approaches for 

Future Secure Execution Environment Design” given by Yan Solihin from University of 

Central Florida, (2) “Can you trust your machine learning system?” given by Sandip 

Kundu from University of Massachusetts at Amherst, (3) “VLSI in the era of internet of 

things … and sensors” given by Shekhar Bhansali from Florida International University 

and (4) “Is Moore’s law ending and would it matter if it did?” given by Rob Aitken from 

ARM. It organized a panel discussion (for Hardware Intellectual Property (IP) Protection 

Techniques: Myth or Reality) and 6 regular sessions, i.e., (1) Digital Circuits and FPGA 

based Designs, (2) System Design and Security, (3) Computer-Aided Design and 

Verification, (4) VLSI for Applied and Future Computing Technology, (5) Circuit, 

Reliability and Fault Tolerance and (6) Emerging and Post-CMOS Technologies. It also 

organized 8 special sessions, i.e., (1) FPGA Accelerator Design and Optimization, (2) 

NVM based Architecture and System, (3) Neuromorphic Computing and Emerging 

Technologies, (4) Explorations in Energy-Efficient Computing for IoT Applications, (5) 

Emerging Technologies and Architectures, (6) Energy-Efficient Machine Learning, (7) 

Botnet of Things: Hardware Insecurity in the IoT Era and (5) Secure, Smart, Connected 

Devices for Emergent Applications. 

 

Post-Conference 

Report 

- TCVLSI Technically 

Co-Sponsored 

Conferences 

(Jul. 2019 to Oct. 2019) 



The General Chair of ISVLSI 2019 were Wujie Wen from Florida International 

University, Yiran Chen from Duke University and Saraju P. Mohanty from University of 

North Texas. The Program Chairs were Gang Quan from Florida International 

University, Georgios Keramidas from Think Silicon S.A. Mobile Graphic Solutions, 

Greece and Himanshu Thapliyal from University of Kentucky, USA. 
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What is TC-VLSI? 

A technical committee of IEEE-CS serves as the focal point of 
the various technical activities within a technical discipline. 

TCVLSI is a constituency of the IEEE-CS that oversees various technical 

activities related to VLSI. 

Join TCVLSI  

It’s free to join @  

bit.ly/join-tcvlsi  

 

 

 

 

 

Technical Scope Various 

aspects of  
VLSI design including 

design of system-level, 

logic-level, and circuit-

level, and semiconductor 

processes 
 

 

TCVLSI Offers 
‣  Student travel grants 
‣   Best paper awards 
‣  Timely CFP info 
‣  Free membership 
‣  Venue to contribute to 

VLSI 
‣  Circuits & Systems 

Letter 
‣  News & View to VLSI 

Community 

NEWSLETTER 

It’s free, 4 Issues/Year 

bit.ly/vcal-news 

1 

STARTING A 

CONFERENCE? 

Get in touch &  

Let us know! 

2 

LOOKING FOR 

CO-

SPONSORSHIP? 

We want to hear from you! 

3 

CONTACT: TCVLSI CHAIR | ASENGUPT@IITI.AC.IN 2019 

Technical Committee on VLSI (TCVLSI), IEEE-CS 

http://www.ieee-tcvlsi.org  

Key People 

TCVLSI Chair 

Anirban Sengupta, Indian Institute of Technology Indore 

Newsletter EiC –  

Anirban Sengupta, Indian Institute of Technology Indore 

Vice Chair for Conferences – 

Jia Di, University of Arkansas 

Treasurer –  

Hai (Helen) Li, Duke University 

Vice Chair for Membership and Co-Webmaster – –  

Dhruva Ghai, Oriental University Indore, India 

Vice Chair for Liaison –  

Nagi Naganathan, Avago Technologies 

Vice Chair Outreach and Webmaster – – 

Mike Borowczak, University of Wyoming 

Past Chair –  

Saraju Mohanty, University of North Texas, USA 

 

TCVLSI Sister Conferences  

Sponsored 

ARITH: www.arithsymposium.org 

ASAP: http://www.asapconference.org/ 

ASYNC: http://asyncsymposium.org/ 

iSES: http://www.ieee-ises.org (formerly iNIS) 

ISVLSI: http://www.isvlsi.org 

IWLS: http://www.iwls.org 

MSE: http://www.mseconference.org  

SLIP: http://www.sliponline.org 

ECMSM: http://ecmsm2017.mondragon.edu/en  

 

Technically Co-Sponsored 

ACSD: http://pn2017.unizar.es/ 

VLSID: http://vlsidesignconference.org 



 

 

 IEEE Computer Society Technical Committee on VLSI

(A Quarterly Publication of IEEE-CS TC on VLSI, TCVLSI) 

Editor-in-Chief (EiC): 
Anirban Sengupta, Indian Institute of Technology 
Indore, India, asengupt@iiti.ac.in 

  

Deputy Editor-in-Chief (EiC): 
Yiyu Shi, University of Notre Dame, USA 

  

Associate Editors: 

Features: Hideharu Amano, Keio University, Japan 

Features: Shiyan Hu, Michigan Technological University, 
USA  

Features: Saket Srivastava, University of Lincoln, United 
Kingdom 

Features: Qi Zhu, University of California, Riverside, 
USA 

Opinions: Michael Hübner, Ruhr-University of Bochum, 
Germany 

Opinions: Yasuhiro Takahashi, Gifu University, Japan  

Opinions: Sergio Saponara, University of Pisa, Italy 

Updates: Hai (Helen) Li, Duke University, USA,  

Updates: Jun Tao, Fudan University, China,  

Updates: Nicolas Sklavos, University of Patras, Greece, 

Updates: Himanshu Thapliyal, University of Kentucky, 
USA  

Outreach and Community: James Stine, Oklahoma 
State University, USA 

Outreach and Community: Mike Borowczak, University 
of Wyoming, USA 

 

  

More information at: 
https://www.computer.org/web/tcvlsi/circuit

s-and-systems-letter 
Submission details:  

Please visit the website and use standard 
VCAL template to prepare the manuscript 

 

The IEEE VLSI Circuits and Systems Letter (VCAL) 

is a quarterly publication which aims to provide 

timely updates on technologies, educations and 

opportunities related to VLSI circuits and systems. 

The letter is published four times a year and it 

contains the following sections: 

Features: selective research papers within the 

technical scope of TCVLSI. Goal is to report novel 

interesting topics related to TCVLSI, as well as short 

review/survey papers on emerging topics in the 

areas of VLSI circuits and systems. 

Opinions: Discussions and book reviews on recent 

VLSI/nanoelectronic/emerging circuits and systems 

for nano computing, and “Expert Talks” to include 
the interviews of eminent experts for their concerns 

and predictions on cutting-edge technologies. 

Updates: Upcoming conferences/workshops of 

interest to TCVLSI members, call for papers of 

conferences and journals for TCVLSI members, 

funding opportunities and job openings in academia 

or industry relevant to TCVLSI members, and 

TCVLSI member news. 

Outreach and Community: The “Outreach K20” 
section highlights integrating VLSI computing 

concepts with activities for K-4, 4-8, 9-12 and/or 

undergraduate students.  

Have questions on submissions; contact EiC: Dr. 

Anirban Sengupta (asengupt@iiti.ac.in) 

Join TCVLSI for FREE to be a part 
of a global community, visit: 

http://www.ieee-tcvlsi.org 
 

Aim and Scope  

 

IEEE VLSI Circuits & Systems Letter 
 



IEEE Transactions on Computer-Aided Design of Integrated Circuits and Systems 

Special Issue on 

Hardware Oriented Security and Trust: Threats, Countermeasures and Design Tools 

 

Call for Papers 

IEEE Transactions on Computer-Aided Design of Integrated Circuits and Systems 

(TCAD) is announcing a special issue on “Hardware Oriented Security and Trust: Threats, 

Countermeasures and Design Tools”, which invites top papers accepted to the 2019 Asian 

Hardware Oriented Security and Trust Symposium (AsianHOST 2019, 

http://asianhost.org/2019/) for extension and also calls for original research papers through 

public contributions. 

The purpose of this special issue is to provide the targeted readers with the new advances and 

challenges in hardware security research and development. Topics of interest include 

discoveries of emerging security threats that are encountered by the hardware design and 

supply chain, demonstration of the most recent hardware security attacks and mitigations, as 

well as new security protection techniques and design methodologies that help to thwart these 

threats. Relevant topics include, but are not limited to, the following: 

• Architectural and micro-architectural attacks and defenses 

• Secure system-on-chip (SoC) architectures 

• Side-channel attacks and countermeasures 

• Hardware Trojan attacks and detection techniques 

• IP core protection for consumer electronics systems and IoT 

• Security and trust of machine learning and artificial intelligence 

• Automobile, self-drive and autonomous vehicle security 

• 5G, physical layer and wireless security 

• Hardware-assisted cross-layer security 

• Cyber-physical system (CPS) security 

• Metrics, policies, and standards related to hardware security 

• Security verification at IP, IC, and system levels 

• Hardware IP trust (watermarking, fingerprinting, metering, trust verification) 

• Reverse engineering and hardware obfuscation 

• Supply chain risks mitigation including counterfeit detection & avoidance 

• Trusted manufacturing including split manufacturing, 2.5D, and 3D ICs 

• Emerging nanoscale technologies in hardware security applications 

• Emerging nanoscale technologies in hardware security applications 



• Hardware-intrinsic security primitives (Physical unclonable functions, true random number 

generator, etc.) 

• Trusted platform modules and hardware virtualization 

 

Paper Submission 

All submissions must be made through the IEEE TCAD online paper submission system at 

https://mc.manuscriptcentral.com/tcad. Detailed submission instructions can be found at 

https://ieee-ceda.org/publication/tcad-publication/tcad-paper-submission 

Submission Deadline: March 1st, 2020 

 

Important Dates of AsianHOST 2019: 

Paper Registration: 06/28/2019 

Submission of Paper: 07/05/2019 

Notification of Acceptance: 09/15/2019 

Camera-ready Version: 10/15/2019 

 

Guest Editors 

Chip Hong Chang, School of Electrical & Electronic Engineering, Nanyang Technological 

University, Singapore (Email: ECHChang@ntu.edu.sg) 

Swarup Bhunia, Department of Electrical & Computer Engineering, University of Florida, 

USA (Email: swarup@ece.ufl.edu) 

Ryan Kastner, Department of Computer Science and Engineering, University of California 

San Diego, USA (Email: kastner@ucsd.edu) 

Hai Li, Electrical and Computer Engineering, Duke University, USA (Email: 

hai.li@duke.edu) 

Anirban Sengupta, Computer Science & Engineering, Indian Institute of Technology 

Indore, India (Email: asengupt@iiti.ac.in) 

Wei Hu, School of Automation, Northwestern Polytechnical University, China (Email: 

weihu@nwpu.edu.cn) 

 

Editor in Chief 

Rajesh Gupta, Department of Computer Science and Engineering, University of California 

San Diego, USA (Email: gupta@eng.ucsd.edu) 

Deputy Editor in Chief 

Xin Li, Electrical and Computer Engineering, Duke University, USA (Email: 

hai.li@duke.edu) (Email: xinli.ece@duke.edu) 
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Materials, Circuits & Devices 

Security 

The Institution of Engineering and Technology • www.theiet.org

978-1-78561-799-7

IP Core Protection and 
Hardware-Assisted Security 
for Consumer Electronics

Anirban Sengupta and Saraju P. Mohanty
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IP Core Protection and Hardware-Assisted 
Security for Consumer Electronics

IP Core Protection and Hardware-Assisted Security for Consumer Electronics presents 

established and novel solutions for security and protection problems related to IP cores 

(especially those based on DSP/multimedia applications) in consumer electronics. The topic 

is important to researchers in various areas of specialization, encompassing overlapping 

topics such as EDA-CAD, hardware design security, VLSI design, IP core protection, 

optimization using evolutionary computing, system-on-chip design and application specific 

processor/hardware accelerator design.

The book begins by introducing the concepts of security, privacy and IP protection in 

information systems. Later chapters focus specifically on hardware-assisted IP security in 

consumer electronics, with coverage including essential topics such as hardware Trojan 

security, robust watermarking, fingerprinting, structural and functional obfuscation, 

encryption, IoT security, forensic engineering based protection, JPEG obfuscation design, 

hardware assisted media protection, PUF and side-channel attack resistance.

About the Authors

Anirban Sengupta is an Associate Professor in the Discipline of Computer Science and 

Engineering at Indian Institute of Technology (IIT) Indore. He has authored more than 182 

publications and patents. His is recipient of several awards/honors such as IEEE 

Distinguished Lecturer, Outstanding Editor Award, IEEE CESoc Best Research Award from 

CEM, Best Research paper Award in IEEE ICCE 2019, IEEE Computer Society TCVLSI 

Outstanding Editor Award in 2017 and IEEE TCVLSI Best Paper Award in IEEE iNIS 2017. He 

holds 12 Editorial positions in Journals. He is the Editor-in-Chief of IEEE VCAL (Computer 

Society TCVLSI), and General Chair of 37th IEEE Int’l Conference on Consumer Electronics 

(ICCE) 2019, Las Vegas.

Saraju P. Mohanty is a tenured full Professor at the University of North Texas (UNT) where he 

directs the “Smart Electronic Systems (SESL)”. He has authored 280 research articles, 3 

books, and invented 4 US patents. He has received various awards and honors, including 

IEEE-CS-TCVLSI Distinguished Leadership Award in 2018, IEEE Distinguished Lecturer by the 

Consumer Electronics Society (CESoc) in 2017, PROSE Award for best Textbook in Physical 

Sciences & Mathematics in 2016, and 2016-17 UNT Toulouse Scholars award. He is the 

Editor-in-Chief of the IEEE Consumer Electronics Magazine (CEM). He serves as the Chair of 

Technical Committee on VLSI, IEEE Computer Society. He has received 4 best paper awards 

and has delivered multiple keynote talks at various International Conferences. 

IP Core Protection and Hardware-Assisted Security for Consumer Electronics.indd   1 04/01/2019   11:18



Frontiers in Securing  
IP Cores
Forensic detective control  

and obfuscation techniques

Anirban Sengupta
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Frontiers in Securing IP Cores
Forensic detective control and obfuscation techniques

This book presents advanced forensic detective control and obfuscation techniques for 

securing hardware IP cores by exploring beyond conventional technologies. The theme is 

important to researchers in various areas of specialization, because it encompasses the 

overlapping topics of EDA-CAD, hardware design security, VLSI design, IP core protection, 

optimization using evolutionary computing, system-on-chip design and finally application 

specific processor/hardware accelerator design for consumer electronics applications.

The book begins by introducing forensic detective control and obfuscation mechanisms for 

hardware and IP core security. Further chapters cover hardware stenography, digital 

signature driven hardware authentication, fault-secured IP cores using digital signature-

based watermarks, multi-level watermarking, cryptosystem-based multi-variable 

fingerprinting, multi-phase and hologram-based obfuscation, and security of functionally 

obfuscated DSP cores.

About the Author

Anirban Sengupta (PhD, FIET, FBCS) is an Associate Professor in Computer Science and 

Engineering at the Indian Institute of Technology (I.I.T) Indore. He has over 205 publications, 3 

Books and 11 Patents and is an IEEE Distinguished Visitor of the IEEE Computer Society as well as 

an IEEE Distinguished Lecturer at the IEEE Consumer Electronics Society. He is an elected Fellow 

of the IET and Fellow of the British Computer Society. He is also the Deputy EiC of IET Computers 

and Digital Techniques and Chair,  EiC of the IEEE Computer Society Technical Committee on VLSI 

as well as holding Editorial positions in more than a dozen IEEE Transactions/Journals/Magazines. 

He has held many Chair positions in major IEEE flagship conferences and is recipient of several 

IEEE Honors such as IEEE Editor Awards and Best Paper Awards from Journals/Magazines and 

Conferences.
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The Institution of Engineering and Technology • www.theiet.org
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Vol 12 | Issue 3 | 2018 ISSN 1751-8601

Journals

Call for Papers
IET Computers & 
Digital Techniques 

IET Computers & Digital Techniques publishes technical papers describing recent research and development 

work in all aspects of digital system-on-chip design and test of electronic and embedded systems, including the 

development of design automation tools (methodologies, algorithms and architectures). Papers based on the 

problems associated with the scaling down of CMOS technology are particularly welcome.

Find out more or submit your paper at:

www.ietdl.org/IET-CDT

Frequency: 6 issues

Impact Factor: 0.857

About the Editor-in-Chief 

Andy Tyrrell, is a Professor in the Department of 

Electronics at the University of York. He is Head 

of the Intelligent Systems Research Group, and 

his main research interests are in the design 

of biologically-inspired architectures, computer 

engineering, microelectronics, artificial immune 

systems, evolvable hardware, FPGA system 

design, and fault tolerant design. He has published over 300 

papers in these areas and is the co-founder of ngenics, which 

provides variation-aware cell library design, refinement & 

customisation services and solutions to foundries, IDMs and 

fabless designers.

Deputy Editor-in-Chief

Prof. Anirban Sengupta is an Associate Professor 

in Computer Science and Engineering at Indian 

Institute of Technology (I.I.T) Indore, where he 

directs the research lab on ‘CAD for Consumer 

Electronics Hardware Device Security & Reliability’. 

He holds a Ph.D. & M.A.Sc degree in Electrical 

& Computer Engineering and is a registered 

Professional Engineer of Ontario (P.Eng.). 

He is an elected Fellow of IET, Fellow of British Computer Society 

(FBCS), UK and IEEE Senior Member. He is a Distinguished Visitor 

of IEEE Computer Society and IEEE Distinguished Lecturer of 

IEEE Consumer Electronics Society. He is the Deputy EiC of IET 

Computers and Digital Techniques and has over 205 peer-reviewed 

publications, 3 books and several patents. He is also the Chair of 

IEEE Computer Society Technical Committee on VLSI and EiC of 

IEEE VLSI Circuits and Systems Letter of IEEE CS-TCVLSI. More 

details available at: http://www.anirban-sengupta.com/

Editor-in-Chief: Andy Tyrrell, University of York, UK

Deputy Editor-in-Chief: Anirban Sengupta, 

Indian Institute of Technology, Indore

n   Design methods and tools

n   Simulation, test and validation

n   Processor and system architectures

n   Configurable computing

n   Design for variability, power and aging

n   Case studies

Special Issues

Recently published: Defect and Fault Tolerance in VLSI and

Nanotechnology Systems

The Special Issue is aimed at continuing the discussion about the 

research activities and related findings carried out the 30th IEEE 

Defect and Fault Tolerance in VLSI and Nanotechnology Systems 

Symposium (DFT 2017) held in Cambridge, UK, October 23–25th 

2017. Therefore, this Special Issue focuses on fundamental issues 

related with all aspects of design, manufacturing, test, reliability, 

and availability that are affected by defects during manufacturing 

and by faults during system operation.

The key subject areas of interest are:
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Editorial Board

World-leading figures in computer and digital systems design and 

test sit on the Editorial Board, and their expertise will ensure that 

the journal publishes only the very best and most insightful 

research. For a full list of Editorial Board members, please visit: 

www.ietdl.org/IET-CDT.
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IET Computers 
& Digital 
Techniques

www.ietdl.org/IET-CDT 

Published by The Institution of Engineering and Technology

ISSN 1751-8601

The Institution of Engineering and Technology (IET) is working to engineer a better world. We inspire, inform and influence the global engineering community, supporting technology 

innovation to meet the needs of society. The Institution of Engineering and Technology is registered as a Charity in England and Wales (No. 211014) and Scotland (No. SCO38698).

Worldwide readership and database coverage including; IET Inspec, 

SCI-E, Scopus, Google Scholar and Ei Compendex, allowing your research 

to be easily accessed.

Online submission and tracking for up-to-date progress of your paper.

Prompt and rigorous peer review provides authors with a quick decision 

about publication.

Open access options are available in all IET journals allowing authors to 

disseminate their research to a wider international audience, freely 

available online.

Easy, online access to IET Journals via the IET Digital Library and 

IEEE Xplore allows for easy sharing of your research.

eFirst publishing in advance of the printed publication ensures your 

research is available at the earliest opportunity.

Discounted pre-submission editing services, particularly useful if English 

is not your first language.

Promote your work, for FREE with Author URL upon publication which 

allow you to share free access to your paper for 6 months.

Why publish in IET Computers & Digital Techniques?

Recommend IET Computers & Digital Techniques to your librarian 

If you do not currently have access to this journal via your library or institution, you can send a recommendation to 

your librarian to subscribe by completing a short form at www.theiet.org/recommend.

Find out more or submit your paper at: www.ietdl.org/IET-CDT

Special Issues

This journal has an active programme of Special Issues publishing throughout the year and on a range of topics. 

For further information on calls for papers and published Special Issues, view www.ietdl.org/IET-CDT

Free to view Award Winning Papers

Each year the IET awards a prize to the authors of the best paper published within the last two years in each of the

IET’s journals. Award winning papers are free to access on the IET Digital Library.

To view award winning papers, visit www.ietdl.org/premium_awards
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Highlighted Papers

Automatic management of software programmable memories in many-core architectures Aviral Shrivastava; Nikil Dutt; 

Jian Cai; Majid Shoushtari; Bryan Donyanavard and Hossein Tajik – DOI: 10.1049/iet-cdt.2016.0024

Brain-inspired computing

Steve B. Furber – DOI: 10.1049/iet-cdt.2015.0171

Inexact-aware architecture design for ultra-low power bio-signal analysis Soumya Basu; Pablo Garcia Del Valle; 

Georgios Karakonstantis; Giovanni Ansaloni; Laura Pozzi and David Atienza – DOI: 10.1049/iet-cdt.2015.0194

Predicting future complementary metal–oxide–semiconductor technology – challenges and approaches Robert Aitken; 

Vikas Chandra; Brian Cline; Shidhartha Das; David Pietromonaco; Lucian Shifren; Saurabh Sinha and Greg Yeric 

– DOI: 10.1049/iet-cdt.2015.0210
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IEEE VCAL – TCVLSI Newsletter: Call for Contributions 
 

The VLSI Circuits and Systems Letter aims to provide timely updates on technologies, educations and opportunities 

related to VLSI circuits and systems for TCVLSI members. The letter will be published quarterly a year (containing peer-

reviewed papers) and it contains the following sections: 

 Features: Selective short papers within the technical scope of TCVLSI. This section introduces interesting topics 

related to TCVLSI, and short review/survey papers on emerging topics in the areas of VLSI circuits and systems. 

 Opinions: Discussions and book reviews on recent VLSI/nanoelectronic/emerging circuits and systems for nano 

computing, and “Expert Talks” to include the interviews of eminent experts for their concerns and predictions on 

cutting-edge technologies. 

 Updates: Upcoming conferences/workshops of interest to TCVLSI members, call for papers of conferences and 

journals for TCVLSI members, funding opportunities and job openings in academia or industry relevant to TCVLSI 

members, and TCVLSI member news. 

 Outreach and Community: The “Outreach K20” section highlights integrating VLSI computing concepts with 

activities for K-4, 4-8, 9-12 and/or undergraduate students. 

 

We are soliciting contributions to all these four sections. Please directly contact the editors and/or associate editors. 

Submission Deadline: 

All contributions must be submitted by Jan 1, 2020 in order to be included in the February issue of the letter. 

Editor-in-Chief: 

 Anirban Sengupta, Indian Institute of Technology Indore, asengupt@iiti.ac.in 

Deputy Editor-in-Chief: 

 Yiyu Shi, University of Notre Dame, USA, yshi4@nd.edu 

Associate Editors: 

 Features: Hideharu Amano, Keio University, Japan, hunga@am.ics.keio.ac.jp 

 Features: Shiyan Hu, Michigan Technological University, USA, shiyan@mtu.edu 

 Features: Saket Srivastava, University of Lincoln, United Kingdom, ssrivastava@lincoln.ac.uk 

 Features: Qi Zhu, University of California, Riverside, USA, qzhu@ece.ucr.edu  

 Opinions: Michael Hübner, Ruhr-University of Bochum, Germany, Michael.Huebner@ruhr-uni-bochum.de 

 Opinions: Yasuhiro Takahashi, Gifu University, Japan, yasut@gifu-u.ac.jp 

 Opinions: Sergio Saponara, University of Pisa, sergio.saponara@iet.unipi.it 

 Updates: Helen Li, University of Pittsburg, USA, hal66@pitt.edu (featured member story) 
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