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CPSs lie at the cross section of
the physical and digital worlds.
Integrating physical processes and
c o m p u t e r s y s tems is the main
challenge presented by them, as
the computational cyber part continuously senses the state of the
physica l system and applies decisions and actions for its control.
CPSs present a wide range of applications in different sectors, including manufacturing, energ y,
health care, consumer services, and monitoring of critical infrastructures.
CPSs are mostly networked systems characterized by
distribution of functions and often wireless connectivity
between intelligent physical devices, providing sensing
and actuating as well as control capabilities. Real-time
behavior is a critical challenge, as the continuous monitoring and control of the physical world has to be ascertained. They represent complex, f lexible, and adaptive
systems, whose constituent elements are characterized
by increased autonomy and intelligence. Cybersecurity
mechanisms need to be integrated in a holistic approach

A digital twin is a virtual representation that
serves as the real-time digital counterpart of a
physical object or process and addresses every
instance for its total life cycle.

O

perational models and other virtual representations of cyber-physical systems (CPSs) are a
common industrial engineering practice today. The evolution of Internet of Things (IoT)
and AI technologies enables complex interactions of such
virtual representations for the total lifetime of system instances under the digital twin (DT) concept, which poses
a number of challenges for its seamless integration in the
modern industrial environment.
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toward detection of attacks, resilience,
and privacy concerns.
The Industrial IoT (IIoT) is an enabling technology of CPSs, providing
the networking infrastructure for physical objects to sense, communicate, and
interact. The spread of the IIoT has led to an
explosion of data and information. With
21 billion connected things by 2020,1 the
IIoT market is estimated to add $14.2 trillion to the global economy by 2030.2
Manufacturing, connected logistics and
transportation, and energy and utilities
represent the three largest markets for
the IIoT. Digitization of these markets
creates a plethora of data and new opportunities for companies to extract knowledge out of these data.

THE DT CONCEPT

The increasing availability and ubiquity of real-time operational data, as
well as the boost of AI implementation
capabilities in learning and reasoning,
represent drivers toward realizing a vision of physical products or processes
having accompanying virtual representations that evolve throughout their
entire life cycle. Such virtual representations, or DTs, represent real-time digital counterparts of physical objects.
There is not any unique, globally accepted, and common closed definition
of the DT concept; however, there are
certain aspects on which most existing
definitions agree.7 A DT is virtual (that
is, digital), it includes both static (that
is, design documents, process specifications, and so forth) and dynamic (that
is, data acquisition and simulation)
parts, and it addresses every instance
of its twin product or process for its total life cycle.
Could DT be a new marketing buzzword for a concept that already exists?
There might be some truth in this: a part
of the DTs’ expected capabilities (for example, precise simulation of the physical
thing’s behavior) could already be utilized in current engineering practices.
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Still, the DT concept attempts to materialize a bidirectional integration of the
digital and physical worlds, interconnecting physical things with their digital counterparts while also bringing to
the physical world changes to its DT.
Gartner included DT as top strategic technology trend number four for
2018 (among the top 10 trends that will
contribute to the intelligent digital
mesh, that is, the integration of things,
services, content, and people).
One direct utilization of a DT is in
the field of asset management. Being
the cyber twin of a physical thing and
having access to real-time information
regarding the physical thing as well
as to related historical data, the DT
can help optimize physical asset performance through efficient predictive
and preventive maintenance operations, thus reducing overall maintenance costs and downtime.
Furthermore, the DT can simulate
the behavior of the physical thing that
it is twinned with—or of an associated
process—and can thus contribute significantly to performance optimization. It can act as a tool for predictive
analysis, predicting the performance of
the physical thing or its associated process. If this example is enlarged in the
scope of a digital enterprise, then the
overall process, production system, or
product may be optimized. Potential
benefits include, among others, optimizing production scheduling, identifying potential bottlenecks, assessing
asset utilization, and minimizing production lead times.
The DT offers a total life cycle approach with reference to its physical
twin, either a thing or a process. Product design, new product launch, manufacturing process setup, and integrated
supply chain management are facilitated. It is essential, though, to point
out the principal difference of the virtual representation of a DT compared
with well-known and widely used

relevant modeling engineering in design, simulation, and testing: the permanent connection between the real
and the virtual part for the total life
cycle of a specific system instance. This
connection means that information
exchange between the system instance
and its DT counterpart (that is, sensing
and often also actuating infrastructure) can be part of a cyber-physical system on its own, depending on the type
of information exchange—whether a
real-time data flow or some systematic
data collection that is integrated offline
in the behavior of the DT.

INTEGRATION CHALLENGES

The need for a bidirectional life cycleextended integration between the
physical world and its DT mandates a
relevant supporting reference architecture. Different initiatives deal with the
IIoT providing relevant reference architectures, the most important of which
are Industry 4.0, the Industrial Internet
Consortium (IIC), and Society 5.0.
The Reference Architecture Model
for Industry 4.0 (RAMI 4.0) is a threedimensional model along three axes
(hierarchy, architecture, and product
life cycle), with IT security and data privacy as enablers (see the right side of
Figure 1).3 The Industrial Internet Reference Architecture (IIRA) of the IIC4
comprises four different viewpoints:
business, usage, functional, and implementation. The functional viewpoint
(see the left side of Figure 1) is, in turn,
divided into five domains (control, operations, information, application, and
business), four cross-cutting functions
(connectivity, distributed data management, analytics, and intelligent and
resilient control), and six system characteristics (safety, security, resilience,
reliability, privacy, and scalability).
The implementation viewpoint utilizes a three-tier implementation architecture comprising the enterprise, platform, and edge tiers (see the lower part
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of Figure 1). A mapping between RAMI
4.0 and IIRA is also possible.5 Finally, Society 5.0 represents the related Japanese
initiative driving toward a new hypersmart society and extending to different application domains. Its enabling
technologies comprise the Internet of
Things, big data, ambient intelligence,
and robotics.6
The interweaving of the DT with its
physical counterpart starts with the capture of data generated by sensing things
in the manufacturing environment.
This provides the DT with real-time data
of the physical world it is twinned with.
This step can be mapped to the asset
layer of the architecture axis of RAMI
4.0. These data are then aggregated and
combined with historical data pertaining to the manufacturing process as
well as relevant data at the enterprise
level. This step drives from the physical
to the cyber part and corresponds to the
integration layer of RAMI 4.0.
Then, at the communication layer,
data move to the fog, the edge, or the
cloud depending on the architecture
that is followed. Data analytics are applied to these data, and useful information is derived. This information can

guide some optimization in the product
or process. Some action is triggered in
the real world by the DT to achieve this.
Furthermore, as the cyber and physical perspectives of the DT may already
blur the borders between the DT of a
complex cyber-physical system and the
system itself, embedded technology
evolution has already started to challenge typical architectural patterns in
the realization of DTs, which usually
call for relatively heavy centralized
computing power and relevant data
center and cloud infrastructures. There
are applications that have inherent
characteristics and requirements that
provide a natural fit to highly distributed intelligence at the edge. However,
the benefits of similar setups, mainly
network bandwidth and cloud processing cost reductions but also responsiveness, dependability, scalability, and security improvements, can be exploited
in a wider set of domains, especially in
fault detection and diagnosis for preventive and predictive maintenance.
There is ongoing research on enabling AI capabilities in embedded
devices,8,9 while specialized hardware
and real-time embedded analytics
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frameworks are already in the market,
justifying their necessity in various industrial settings.10 This is expected to
lead to a wider adoption of this specific
architectural paradigm, considering the
high achievable degree of containment
for a relatively small “twin” of a tiny but
critical “thing,” which is able to create,
train, consult, and adapt its DT onboard
and in real time without any interaction
with the cloud. Such twins can be then
envisaged as capable of being combined
in a system-of-systems fashion to create larger distributed models for DTs of
highly complex cyber-physical systems.
The DT concept in the IIoT context
generates a number of challenges.
Its constituent elements are quite diverse. Product and production process
models must be seamlessly integrated
with simulation and prediction models,
as well as with tools and systems dealing
with data analytics and optimization;
nontypical, embedded, and mobile computing platforms must also be considered. This interoperability challenge of
combining completely different models,
systems, and tools represents an area
in need of significant research. Mapping and integration of the DT and its
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FIGURE 1. The CPSs and digital twins (DTs) in the Industrial IoT.
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functionalities on the prevalent reference architectures for the IIoT is also
a necessity (see Figure 1).

T

he DT is still mostly at a conceptual stage, in terms of demonstrating wide industrial adoption and
becoming a well-defined engineering
practice within the industry. There is
a need for research dealing with the
previously listed challenges. Further,
there is a need for a unified framework
to build, out of the corresponding physical world model, its DT. This framework
should offer the full range of tools necessary for DT operation.
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