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Magazine Roundup

The IEEE Computer Society’s lineup of 12 peer-reviewed technical magazines covers cutting-edge topics 

ranging from software design and computer graphics to Internet computing and security, from scientific 

applications and machine intelligence to visualization and microchip design. Here are highlights from recent issues.

When the Code Autopilot 
Breaks: Why Large Language 
Models Falter in Embedded 
Machine Learning

This article, featured in the 

November 2025 issue of Computer, 

presents an empirical investigation 

of failure modes in large language 

model (LLM)-powered embedded 

machine learning pipeline, based 

on an autopilot framework that 

orchestrates data preprocessing, 

model conversion, and on-device 

inference code generation. Though 

grounded in specific devices, the 

authors’ study reveals broader 

challenges in LLM-based code 

generation.

Combining Automatic 
Prediction Strategies Using 
Out-of-Sample Evaluations

Sometimes, it is necessary to pre-

dict hundreds or thousands of 

time series quickly and efficiently. 

Currently, there are computa-

tional automations (automatic 

prediction strategies) of some 

forecasting methodologies that 

can perform this task relatively 

easily. However, it is not possible 

to know in advance which of these 

automations should be employed, 

and once one has been chosen, all 

the series in the set must be pre-

dicted using the same forecast-

ing methodology. The authors of 

this July–September 2025 Com-

puting in Science & Engineering 

article discuss the aspects that 

should be considered to propose 

a combination of previous exist-

ing automations. 

 

How CAD Became Universal 

From its origins in the 1960s, com-

puter-aided design (CAD) was ini-

tially developed by airplane and 

automobile manufacturers to 

solve tough problems. In 1969, 

entrepreneurs raised venture cap-

ital to begin development of com-

mercial CAD systems to be sold to 

firms that couldn’t afford to write 

their own software. These systems 

cost about $150,000 per worksta-

tion. Most companies in manufac-

turing and construction industries 

couldn’t afford these prices. This 

article, featured in the July–Sep-

tember 2025 issue of IEEE Annals 

of the History of Computing, traces 

the history of how CAD systems 

evolved from their high-priced ori-

gins to become universal across 

all industries that employ design 

engineers. 

The State of Single-Cell Atlas 
Data Visualization in the 
Biological Literature

Recent advancements have 

enabled tissue samples to be 

profiled at the unprecedented 

level of detail of a single cell. 

While the problem of cellular data 

visualization is not new, the size, 

resolution, and heterogeneity of 

single-cell atlas datasets present 

challenges and opportunities. The 

authors of this September/October 

2025 IEEE Computer Graphics and 

Applications article survey the 

usage of visualization to interpret 

single-cell atlas datasets by 

assessing over 1800 figure panels 

from 45 biological publications. This 

report intends to be a foundational 

resource for the visualization com

munity as atlas-scale single-cell 

datasets are emerging rapidly with 

aims of advancing understanding 

of biological function in health 

and disease. 
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Semantic Map  
Construction Under Complex 
Weather Scenarios 

Semantic maps provide infor

mation on road elements, which is 

crucial for ensuring driving safety. 

However, previous methods mostly 

focus on normal weather condi

tions, neglecting the challenges 

of scene feature extraction 

caused by image degradation in 

complex weather scenarios. To 

address these challenges, the 

authors of this article featured 

in the September/October 2025 

issue of IEEE Intelligent Systems 

propose a normal weather scene-

guided complex weather scene 

map construction network 

(NCMC-Net). 

Characterization of 
Probabilistic Structure 
of Internet Traffic During 
COVID-19: A Study Based on 
MAWI Data 

The COVID-19 pandemic greatly 

affected all aspects of human 

life, including operations of 

offices, businesses, industries, 

and educational institutions. 

With an increased shift to online 

work, changes in Internet traffic 

characteristics are inevitable. This 

article from the May/June 2025 

issue of IEEE Internet Computing 

presents a study based on 

Measurement and Analysis on 

the WIDE Internet (MAWI) data 

characterizing traffic in terms 

of multimodal and unimodal 

probability distributions. These 

findings are likely to be useful 

to Internet service providers in 

managing future traffic. 

Enabling Sustainable  
Cloud Computing With  
Low-Carbon Server Design 

To combat climate change, carbon 

emissions from hyperscale cloud 

computing can be reduced. 

Compute servers cause most 

of the general-purpose cloud’s 

emissions. Thus, the authors of 

this article, featured in the July/

August 2025 issue of IEEE Micro, 

were motivated to design carbon-

efficient compute server stock 

keeping units (SKUs), or Green

SKUs, using recently available 

low-carbon components. This 

work is the first to demonstrate 

and quantify how carbon-efficient 

server designs translate to 

measurable cloud-scale emissions 

reductions, enabling meaningful 

contributions to cloud sustain

ability goals.

Robust and Multilayer 
PowerPoint Watermarking for 
Source Tracing 

Hybrid work with online circula-

tion of office documents becomes 

the new norm while also giving 

rise to security risks like informa-

tion leakage. Digital watermark-

ing technology is an effective 

method for tracking multimedia 

data dissemination and ensur-

ing authentication. The authors 

of this July–September 2025 IEEE 

MultiMedia article propose a 

robust and blind multilayer Pow-

erPoint document watermarking 

scheme based on slide format and 

zero-width characters.

Multifunctional Electrodes 
for Signal Soil Measurements: 
Benchmark With  
ML-Based Algorithms 

Soil monitoring is a crucial 

issue for sustainable field and 

agricultural management. This 

article, featured in the July–

September 2025 IEEE Pervasive 

Computing issue, explores the 

performance of machine learning 

models in classifying soil types 

under varying moisture levels 
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using wire–plate and plate–

plate sensor configurations. The 

study highlights the importance of 

sensor design, model selection, and 

environmental factors in optimizing 

soil classification accuracy. 

Employee Privacy  
Protection in Enterprise 
Generative Artificial 
Intelligence Deployment 

In this article, featured in the 

September/October 2025 issue 

of IEEE Security & Privacy, the 

author proposes a multilayer pri-

vacy protection framework to 

mitigate risks from enterprise 

generative artificial intelligence 

(AI) adoption. By integrating pre-

vention, monitoring, response, 

and governance mechanisms, 

the framework ensures ethical AI 

deployment while safeguarding 

employee privacy rights and orga-

nizational productivity.

Tool: QUIET: A Tool for 
Sampling-Based Quantum 
Noise Error Mitigation 

Quantum noise poses a significant 

obstacle in fully realizing the 

potential of quantum computing. 

Although existing quantum error 

mitigation techniques focus mainly 

on correcting errors in expectation 

value-based outputs produced by 

quantum software, there are fewer 

solutions for mitigating errors in 

sampling-based outputs, which 

are essential for algorithms like 

Shor’s and Grover’s. In this article, 

from the November/December 

2025 issue of IEEE Software, the 

authors present QUIET, a tool that 

implements the state-of-the-art 

sampling-based error mitigation 

technique QLEAR to reduce noise 

in the sampling-based output of 

quantum software. 

Artificial Intelligence in the 
Middle East and Africa:  
Needs and Requirements 

In this article, featured in the 

September/October 2025 issue 

of IT Professional, the authors 

discuss the unique set of needs and 

opportunities in the Middle East and 

Africa (MEA) region for generative 

artificial intelligence (AI), driven 

by economic diversification, 

digital transformation, and 

social challenges. Key sectors 

such as health care, education, 

finance, and governance require 

AI-driven solutions tailored to 

linguistic, cultural, and infrastruc

tural nuances. A region-specific 

approach to generative AI can 

enhance economic growth, societal 

well-being, and sustainable devel

opment in the MEA. 

Join the IEEE 
Computer 
Society
computer.org/join
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Editor’s Note

Software Engineering: 
Fundamentals and Future

T he field of software engineer-

ing is constantly evolving. To 

keep up, engineers must maintain 

a strong grasp of the core princi-

ples of software engineering while 

staying up-to-date with new direc-

tions in the field. This issue of Com-

putingEdge investigates top soft-

ware principles over time, the use 

of large language models (LLMs) in 

the bug repair process, and the inte-

gral role of collaboration in soft-

ware engineering. The articles also 

explore changes and standardiza-

tion practices in blockchain tech-

nology and user experience (UX) 

of artificial intelligence (AI) based 

on different LLMs. The issue con-

cludes with a discussion of the per-

ception and uses of AI in education. 

It is important for engineers 

to understand the principles that 

have shaped software engineering 

since its inception as well as topics 

and principles that pertain to future 

directions in the field. IEEE Software 

article “Software Principles” takes a 

deep dive into the essence of soft-

ware technology over time by out-

lining top software principles. The 

authors of “Can AI Fix Buggy Code? 

Exploring the Use of Large Language 

Models in Automated Program 

Repair” from Computer, present a 

study that reviews the current rela-

tionship between human engineers 

and LLMs in the bug repair process 

as well as the potential for LLMs to 

fix bugs without human interven-

tion. The IEEE Software article “Soft-

ware Development Is a Team Sport,” 

argues that teamwork is essential to 

the engineering process. 

Blockchain technology and 

standardization have changed sig-

nificantly in recent years. In “From 

Crisis to Comeback: The Evolution 

and Resurgence of Blockchain Post-

2022 Crypto Winter” from Computer, 

the author explores how blockchain 

technology is recovering and adapt-

ing following the 2022 crypto market 

downturn. Computer article “Block-

chain Standardization in Practice: 

Contrasting European Union and 

U.S. Approaches” categorizes block-

chain standards and contrasts the 

European Union’s and the United 

States’ regulatory approaches in 

standardization. 

Users have varying experiences 

with artificial intelligence based on 

which LLM they use and how they 

use it. In “Gemini Versus ChatGPT 

and DeepSeek: Much Ado About 

Crawling” from Computer, the 

author compares ChatGPT-4o and 

DeepSeek-R1, revealing key differ-

ences in speed, consistency, and 

UX. The authors of “Necessary but 

Not Perfect: Changes in AI Percep-

tion at a Large University,” from IT 

Professional, show how the percep-

tion of AI has changed on one uni-

versity campus through AI literacy 

events, conferences, and presen-

tations. Survey results suggested 

an increase in AI understanding and 

usability, though ethical concerns 

remained the same. 

Communication is an essen-

tial part of education. It plays an 

important role in how people learn 

as well as how AI can be effec-

tively designed and implemented 

to aid education. In “Foundation 

Models for Education: Promises 

and Prospects” from IEEE Intelli-

gent Systems, the authors explain 

how foundation models can pro-

mote education, as well as the risks 

and opportunities of AI overreliance 

and creativity. 
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EDITOR: Christof Ebert, Vector Consulting Services, christof.ebert@vector.com

DEPARTMENT: SOFTWARE TECHNOLOGY

Software Principles
Christof Ebert  and Alan M. Davis

Somewhere at this moment, a software project 
is failing. Somewhere at this moment, a 
software product is failing. While a project 

failure impacts a company, a product failure also 
impacts users and maybe even societies. One reason 
projects and products fail is that underlying software 
principles are not being observed.1,2 Projects are often 
started without knowing the major requirements and 
having no means to balance business needs versus 
technical demands. Many products do not provide the 

necessary quality, such as cybersecurity, resilience, 
reliability and functional safety. For instance, 
artificial intelligence (AI) is often deployed without 
understanding its implications and not being able 
to sufficiently test. While there are no silver bullets 

for software development, knowing about software 
principles and practicing (!) them will help.

SOFTWARE PRINCIPLES
Software is not tangible, and so physical laws do not 
form a suitable foundation. To avoid biased judgment, 
software engineering has had to evolve its principles 
based on empirical studies, practitioner guidance, 
and case studies.3,4 Many software accidents have 
their root cause in not following such basic software 
principles.

	› A single-point failure in the maneuvering 
characteristics augmentation system (MCAS) 
in the Boeing 737 MAX caused two air accidents 
killing 346 people, demonstrating failures to 
thoroughly specify and design software, and to 
train its users.

	› The repeated ransomware attacks on software 
systems worldwide demonstrate vulnerabilities 
in software.

	› An unpredicted and uncaught overflow error 
caused human flight controllers to have to 
destroy the Ariane 5 missile immediately after 
launch, showing that reuse means more than 
simple copy-paste.

	› The Mars Climate Orbiter crashed into Mars 
due to a miscommunication between two 

Digital Object Identifier 10.1109/MS.2023.3343184 

Date of current version: 22 February 2024

FROM THE EDITOR

This is the 100th installation of the technology column of IEEE Software magazine. Rather than providing 
statistics, we will investigate the essence of software technology over all these years—and into the 
future. Which are the relevant software principles? What principles matter for software practitioners? 
The article provides the top-10 principles of all times based on a survey. Another top-10 list with novel 
principles covers more recent evolution in software engineering. I look forward to hearing from you 
about this column and the technologies that matter most for your work.—Christof Ebert

PROJECTS ARE OFTEN STARTED 
WITHOUT KNOWING THE MAJOR 
REQUIREMENTS AND HAVING NO 
MEANS TO BALANCE BUSINESS NEEDS 
VERSUS TECHNICAL DEMANDS.

This article originally  
appeared in 

 

vol. 41, no. 2, 2024
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SOFTWARE TECHNOLOGY

programmers concerning units of measurement 
for a variable: one thought pounds, the other 
thought international measurement system.

When a bridge or building collapses, investigators 
try to determine what went wrong. Usually, it is because 
a builder failed to comply with a building code (i.e., a set 
of rules, or principles, to follow during construction), or an 
inspector failed to locate a physical deterioration. When 
software fails, it is usually because a software engineer
ing organization failed to comply with a principle.

What are principles? What makes a principle a 
principle? Principles help us to stay on course in what we 
are doing. For instance, agile is based on principles that 
facilitate flexibility, such as value and ownership. Yet, 
agile is also an example, where a hype eventually drives 
misunderstanding. Today, agile is often misinterpreted 
as “everything is possible” or “little process.” This 
leads to errors and rework, exacerbated by distributed 
teams. Systematic working with principles does not 
mean formalism or even dogmatism.3,5

Principles provide guidance in evolving and 
unknown territory. They are generally valid and 
tend to be relatively abstract. They keep us on track 
in changing environments and with challenging 
constraints. Our way of working can be pragmatically 
adapted by adhering to unchanging principles. Such 
need for flexibility was one of the major drivers for 
agile behaviors. Not everything can be planned to the 
detail. We must plan for uncertainties and risks, which 
means having not only one plan, but a set of variables 
which we can adjust if necessary—while still achieving 
the major business needs.

Principles are derived from and confirmed by 
experience and knowledge. They do not depend 
on a specific technology, notation, or paradigm. 
A paradigm can support given principles such as 
object-orientation enhanced information hiding. Some 
software principles were coined in the early years of 
software engineering, over 50 years ago—and are 
still valid and used. Figure 1 shows some software 
principles in context. Examples include the following:

	› abstraction
	› structuring
	› binding and coupling
	› hierarchization

	› modularization
	› data hiding
	› localization
	› self-explanation.

Such principles played an important role in 
software development, especially for specification, 
design, and implementation. “Goto considered 
harmful” by Dijkstra6 helps us to preserve locality and 
structuring. “Design for change” by Parnas7 facilitates 
long life for software. These early software principles 
are still extremely valuable and valid today.

Engineering disciplines evolve based on proven 
principles. Electrical engineering (EE) shows us this 
evolution path.5 For centuries there was no discipline 
called EE and even associated crafts were rather magic. 
Reducing field observations to what was essence, 
as opposed to accidents, established its principles. 
A completely new scientific branch of physics was 
shaped by scientists such as Kirchhoff, Faraday, 
and Maxwell. Derived EE principles transformed the 
underlying physical laws to an engineering discipline. 
Ever since, new theoretical insights such as quantum 
hall effect that swapped over from physics were 
deduced to principles and further on used by engineers 
to provide innovative artifacts for the use of humanity. 

Function A1

Function A3

Module A 

Function B1

Function B2

Function B3 Cohesion

Coupling

Modularity

Information
Hiding

Module B 

FIGURE 1. The principles of modularity, information hiding, 

cohesion, and coupling.

SOME SOFTWARE PRINCIPLES WERE 
COINED IN THE EARLY YEARS OF 
SOFTWARE ENGINEERING, OVER  
50 YEARS AGO—AND ARE STILL VALID 
AND USED.
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A good example of such chains from theory to practice 
is the generalization of Kirchhoff’s laws to the theory 
of circuits and then to CAD tools that allow for easy 
design, test, and simulation of new circuits. Resulting 
problems from daily applications of circuit theory are 
continuously played back and forth to the theoretical 
branch of EE to obtain applicable solutions. The tools in 
turn adapt and provide these theoretical results almost 
immediately in a way that is useful for practitioners.

Often, practitioners and students ask for what 
really matters in software engineering. They want to 
know about key principles, similar to what we have in 
other engineering disciplines. One early attempt to 
summarize software engineering principles was the 
book 201 Principles of Software Development by Alan 
Davis.3 When compiling the principles, he covered 
the entire lifecycle, not just design as was the case 
with earlier attempts. He even introduced a section 
on software evolution, which at that time was hardly 
thought about. Twenty-five percent of his principles 
were on design and code, 25% on management, 20% 
on requirements and test, 15% on software control 
and evolution, and a similar amount of a more generic 
character. With the knowledge and experience of the 
past 30 years, let us look at what is still valid and what 
might be new.

201 SOFTWARE  
PRINCIPLES REVISITED

To evaluate the initial 201 principles and their impact 
on today’s software engineering discipline, we 
asked leading practitioners and researchers on their 
perceptions. The experiment used a confidential 
survey from experts in the Americas, Asia, and Europe. 
Their common background was software engineering, 
spanning teaching, research, practice, and managing 
companies.

The result was a ranked list of those existing 201 
principles plus a list of new recommended principles. 
Some of the existing principles were no longer 
considered applicable. Yet many prevailed, and 
surprisingly few new rules appeared. Table 1 shows the 
10 existing principles that received the most votes. The 
first column is the original numbering of the principles 
in Davis,3 the next column the wording in Davis,3 and 
the third column provides some discussion that was 
triggered by the survey.

Keeping these timeless principles in mind, let us 
look, what is missing—from today’s perspective. We 
asked the same audience in the survey to specify what 
new principles they consider most relevant in their 
environment. Table 2 lists the novel top-ten principles. 
Not all are entirely new. For instance, what today is 
called “technical debt” was the entropy principle in 
the initial list of 201 principles. Marketing lives on 
hypes. That also applies occasionally for software 
engineering, as we know from the technology 
hype-cycle.

Trust in software products is decreasing. One 
reason is that complexity is growing faster than 

competencies. But this is a weak excuse. We should 
rather strive for a better understanding of what we are 
doing as software practitioners and how to ensure that 
we deliver the right product with the right quality. In 
the fast-evolving landscape of software development, 
adherence to principles serves as a guiding force that 
shapes robust, maintainable, and scalable solutions. 
Software practitioners often navigate a complex set 
of technologies, frameworks, and methodologies. 
Amidst this complexity, adherence to principles will 
guide the decision-making process and thus influence 
the quality of software systems.

Principles must be made pragmatic to be used (see 
“Putting Traceability from Principle to Practice” for a 
case study). This means to connect principles with 
methods that practitioners can and will apply. Figure 
2 shows how “principles” relate to other fundamental 
terms that constitute software engineering as a 
science.

Not practicing principles creates major risks 
along the lifecycle. Take cybersecurity. Increasingly 
generative AI (GenAI) tools and platforms are used to 
facilitate reuse and accelerate deliveries. Yet GenAI 

TO EVALUATE THE INITIAL 201 
PRINCIPLES AND THEIR IMPACT ON 
TODAY’S SOFTWARE ENGINEERING 
DISCIPLINE, WE ASKED LEADING 
PRACTITIONERS AND RESEARCHERS 
ON THEIR PERCEPTIONS.
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might be misused and trained to insert unwanted 
code fragments into any code it processes. Such 
snippets might look innocent but could introduce 
backdoors, manipulate data, or feed information to 
external targets. Though this holds for any code reuse, 
cyber warfare will enter a new stage with AI-based 
generated code which is hard to understand and test. 
Using AI and ensuring trust to derived products needs 
new software principles to verify and validate AI, such 
as its continuous evolution. Software practitioners 
need to enhance their competences on the right side 
of the “V” abstraction to ensure reliability, robustness, 
and resilience.

“Practicing principles is more important than 
proving them.” The ancient philosopher Epictetus 
gave us this wisdom. We need principles that we don’t 
constantly question. Asking questions is important, 
but if you don’t have a solid foundation of principles, you 

will fail because of constant doubts. This is particularly 
important these days of dramatic changes in society 
and technology, where we must continuously balance 
decisions and their impacts. Principles serve as a 
compass, steering practitioners toward solutions that 
are not only functional but also sustainable.

With 100 installations of this technology column, 
we continuously map technology advances with 
industry experiences and guiding principles. As 
software practitioners navigate the intricate 

Number Principle Relevance and discussion

14 Build in small
increments. 

The high runner across all groups is this very basic principle to control complexity, namely divide and conquer. This 
agile principle holds until today and applies to practically all so�ware. The agile manifesto has collected towards the 
late nineties such principles to ease projects.

37 Take
responsibility. 

So�ware practitioners and managers must take responsibility. They need to understand a problem, its risks, and make
decisions for which they are hold accountable. Also, this is a key agile principle which might be seen as overly general,
but especially in so�ware is crucial as there are o�en many cooks, but nobody to take the helm.

8 Listen to your
customer. 

This principle addresses the key reason for failure on many projects today.1,2 Before starting, one must understand the
problem and document it. The principle does not say to build what customers say, it does say that you must just listen 
to them, i.e., don’t assume that the customer necessarily needs what he is asking for.

98 Inspect code. Code inspection might seem awkward and old-fashioned. Yet it ranks high because in the age of many security a�acks
and a growing amount of AI-generated code, it is relevant that humans stay in control. Inspections should be done with
appropriate checklists and with support of tools such as static analysis. Record what you observe and get that back to
the developer.

131 People are the
key to success. 

People ma�er, a no-brainer for every successful manager. Yet, many managers see people as interchangeable and 
thus totally replaceable. This is dubbed as managing by Excel. A sure recipe for failure as we see in many postmortems.

181 Keep track of
every change. 

Changes o�en happen without being analyzed upfront and recorded. The result is unnecessary complexity, features 
that nobody uses, and a huge amount of extra cost. Worse yet, the so�ware is of insu�cient quality because the 
changes are rarely regression tested. Document changes and ensure that there is a regression test.

50 Prioritize
requirements. 

Priorities allow us to partition work. Priorities allow us to focus on where it ma�ers most. It also facilitates triage8 to
resolve the never-ending conflict between marketing or customers (who want it all) and developers (who want 
schedules and budgets to align with requirements).

7 Give products
to customers
early.

Similar to “build in small increments,” and “listen to your customer,” this principle completes the concept by telling
us what to do with the knowledge gained. Showing early prototypes helps in overcoming the “I know it when I see it”
problem. With complex user interfaces becoming the number one reason of so�ware defects, early feedback 
improves user experience. Agile methods such as design thinking are built on this principle.

74 Design for 
change.

So�ware is subject to change, and developers must prepare for it. Classic so�ware principles such as information 
hiding and modularity help.7 Design for change also means documenting requirements and regression tests. Yet 
today we still see so�ware which is not suited for change. Netscape Navigator is one example where a company with 
90% market share lost it all, just because the code was not designed for change.

134 Trust your
people. 

Knowing that people are the single most relevant success factor, it is important not only to empower and demand 
ownership, but also to show trust. Give and take. With today distributed teams this principle not only applies to line 
management but also to team management and distributed working. Trust is built upon commitments that are 
delivered. Mechanisms such as Scrum and Kanban boards allow to record commitments, so the team knows about 
who will do what next.

TABLE 1. Timeless top-10 of the original 201 principles.

SOFTWARE PRACTITIONERS NEED 
TO ENHANCE THEIR COMPETENCES 
ON THE RIGHT SIDE OF THE “V” 
ABSTRACTION TO ENSURE RELIABILITY, 
ROBUSTNESS, AND RESILIENCE.
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technologies, understanding and applying underlying 
software principles is a key driver for success in 
building resilient software products with value beyond 
their initial specification delivery. 
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New New principles Relevance and discussion

1 Detect defects early 
to avoid high
correction cost.

Late defect detection needs a longer correction cycle than if the defect was detected close to its introduction.
This holds specifically for requirements where reviews reduce expensive rework. This principle directly addresses
continuous verification.

2 Ask why. A principle in just two words is rare. This one is well-known from children who never stop asking “why?.” Yet it
also applies in requirements, such as a new need of a client. Asking why helps to understand reasons.

3 Document with 
scenarios.

Pictures and stories are much easier to comprehend than long comments and specs. Thinking in scenarios
visualizes a usage of a so�ware system. Describing scenarios helps to identify critical exceptions,
vulnerabilities, and errors.

4 Balance features,
schedules, and 
budgets.

People who specify or design so�ware can never have enough features. But less is more, as we learned from the
Chicago school of architects. We must balance needs with constraints. Doing more needs more time and e�ort,
which many customers and markets are just not willing to pay.

5 Focus on value: reduce
accidents, control
essence (RACE).

Value is what makes a customer buy our product or service. High value makes the customer say “Wow!.” Value
is in the eye of the beholder. As developers we must reduce accidents, e.g., features without value, rework, and
defects. And we need to control essence, e.g., develop according to priorities and test what is delivered.

6 Control liabilities. An old principle which was the initial number one in the list of 201 principles was “Quality first.” While quality
needs balance with other constraints, many products eventually fail due to focus on speed rather than quality.
Product liabilities due to project constraints were later called “technical debt.”

7 Deploy defensive 
and robust coding 
practices

Errors happen. A human typically delivers one error in ten lines of any work products. We typically find half
ourselves, but the other half remains. Verification and validation help but are not perfect. To ensure reliable
behavior, design and code must be robust and exploit mechanisms to not immediately crash, but at least fail
operationally. A watchdog is such a mechanism to avoid silent termination of a program.

8 Continuously grow 
your competencies.

So�ware as a discipline is continuously evolving. New technologies, methods, tools, and application domains
must be understood and digested. Hal�ime of knowledge is rarely as short as in so�ware. So�ware practitioners
and (!) managers must continuously learn. Learning is not enough, but also needed is doing. Ask yourself each
single evening what you have learned during the day. If it is not clear, read an article like this one and you have
increased your competences.

9 Create, maintain, and
reassess the business
case.

Base your decisions on a tangible business reasoning. Assess and document benefits and cost of requirements,
technologies, tools, and so on. Business assumptions change as do user needs, constraints, and markets.
Re-evaluate your assumptions every few months. Learn from it and thus improve your judgment.

10 Don’t throw good 
money a�er sunk 
cost.

As engineers, we tend to believe that what we have developed might somehow be of value. Wrong, because it
is not our judgement but that of markets and customers. If the business outlook of a product or asset becomes
meager and unsatisfactory, it is time to compare cost versus benefits to complete versus to terminate. What we
have done so far is only of value if there is somebody willing to pay for it.

TABLE 2. Novel Top-10 Principles that Were Not in the Initial List.

How? What?

Concrete

Abstract e.g., Traceability,
Incremental

Development

Principle

e.g., TDRE,
OOA

Method

e.g., C, UML,
Use-Cases

Notation

e.g., Papyrus,
Enterprise
Architect

Tool

Process

e.g.,
Requirements

Elicitation

Model

e.g.,
Analysis Model,
Documentation

Product

e.g., Release,
Service

FIGURE 2. Principles versus method, notation, process, tool, 

product, and process.
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PUTTING TRACEABILITY FROM PRINCIPLE TO PRACTICE

P utting principles to practice is not easy. For
instance, the traceability principle is well known 

and taught in every software engineering class. Yet, most 
software is not connected to requirements and adequate 
test cases. Requirements are typically developed without 
even thinking about how they will be tested. Designers 
will not feel the problem because they are solution 
minded. Later, a tester looks at the problem description 
and starts asking about correlations and context. Often 
this leads toward reopening the requirement with an 
astounding amount of rework and overheads.

In supporting industry projects, we face the following 
set of challenges related to traceability:

	» Traceability is not maintained, vertical and horizontal.
	» Test cases are generated at random, leaving white

spots and inefficient repetition.
	» Software requirements remain incomplete and incom

pletely linked to the higher-level system requirements.
	» Major quality requirements are not connected to the

software design.
	» There is unnecessary variance due to copy/paste of

code without a clear architecture.

Here are some recommendations for establishing 
and maintaining traceability.

	» Pragmatism: Make traceability hands-on, both what 
to do and how to measure—and then walk the talk. 
For three decades, traceability has been in all software 
engineering books and town hall presentations, but 
not practiced. Often it is perceived by practitioners 
as “management fad” because there is no hands-on 
guidance. We train it to architects, and they tell us 
that they see the value, but nobody really cares.

	» Key rules: Provide guidance for developers as simple
key rules. It is of no help to demand traceability if 
there are no simple rules what to do, and how to 
decide in conflicts of insufficient time budget or 
conflicting design decisions. Examples of rules are 
as follows: Include one test case per requirement; 
no “nomadic” components which are not linked to 
requirements; prioritize relevant quality requirements 
and allocate them to software. Whatever the rules, 
ensure it can be practiced throughout the lifecycle.

	» Connect principle with methods: Establish a simplified
and consistent guidance and integration of individual 
processes. The method of test-driven requirements 
engineering (TDRE) allows us to systematically develop 
test cases together with the respective requirements 
and thus achieve basic traceability. As a minimum, the 
requirement should be traced to the sunny day scenario 
requirement. It might be enhanced with test cases 
for critical correlations of requirements and negative 
requirements such as misuse cases in cybersecurity. 
Practicing the principle of traceability facilitates 
consistency, quality, and testability. It yields a minimum 
viable set of test cases which serve for regression test.

	» Key Performance Indicators: Establish measurements
for impacts of insufficient traceability and visualize 
in product reviews. The major challenge of most 
projects is that there are too many things to do, 
and no transparent decision making based on 
measurements. Traceability will only be done if there 
is a budget which means that the risks of insufficient 
traceability and mitigation is monetarized.

Traceability as a principle is not self-sustained but a 
culture change which takes time and budget—based on 
explicitly monetarizing the impact and benefits.
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Can AI Fix Buggy Code? 
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This article reviews the current human–large language models collaboration 
approach to bug fixing and points out the research directions toward (the 
development of) autonomous program repair artificial intelligence agents.

The field of software engineering has witnessed 
a paradigm shift with the advent of large 
language models (LLMs). These sophisticated 

artificial intelligence (AI) systems have demonstrated 
remarkable versatility across various software 
development tasks, including code generation, bug 
detection, and code review.1,2,3 The potential of LLMs 
to revolutionize software development practices has 
sparked broad interest within both academic and 
industry circles, prompting a surge of research into 
their capabilities and limitations.

A recent breakthrough in this domain came 
with the introduction of Devin, an LLM-powered AI 
system capable of autonomously completing 13.8% 
of real-world coding tasks.4 These tasks encompass 
a range of complex operations, from diagnosing 
and fixing bugs to conducting comprehensive code 
reviews. However, the relatively modest success rate of 
13.8% in real-world scenarios raises a critical question 
that forms the core of our investigation: Are we truly 
prepared to leverage LLMs for repairing buggy complex 
programs? This question is not merely academic but 

has far-reaching implications for the future of software 
development and maintenance practices.

To address this fundamental quest, our study 
focuses on two modes of LLM-supported program 
repair:

	› Human–LLM collaboration: This approach 
examines the synergistic relationship between 
human software engineers and LLMs in the 
bug repair process.5 It encompasses both 
interactive, dialogue-based methodologies and 
more integrated solutions, such as real-time 
code completion and suggestion systems.

	› Autonomous AI agent repair: This mode 
investigates the potential for LLMs to 
independently identify and rectify bugs without 
direct human intervention, representing a more 
ambitious vision of automated program repair.

By examining the efficacy of LLMs across diverse 
programming contexts—for example, C/C++, Java, and 
Python—we aim  to provide a nuanced understanding 
of their current capabilities and limitations in 
addressing complex software bugs. Our findings 
reveal a nuanced landscape of LLM-supported 
program repair. For the human–LLM collaboration 
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mode, we observed that results could be significantly 
improved when humans provide additional contextual 
knowledge. This includes information about variable 
contexts, relevant data structures, related functions, 
and even the underlying logic of the code. This synergy 
between human expertise and LLM capabilities shows 
promise for enhancing bug repair processes in complex 
software systems. In contrast, the autonomous 
AI agent repair mode presents a more challenging 
frontier. Our research indicates that we are still far from 
achieving reliable automatic code repair using LLMs 
alone. The complexity of real-world software systems, 
coupled with the nuanced understanding required 
for effective bug repair, continues to pose significant 
challenges for fully autonomous LLM-based solutions.

HUMAN–LLM COLLABORATION
GitHub Copilot’s ROBIN system represents a significant 
advancement in human–LLM collaboration for 
debugging.6 It uses multiple AI agents to analyze code 
context, exception information, and user queries, 
guiding developers through systematic debugging 
steps. ROBIN leverages LLMs as reasoning engines 
to provide interactive and collaborative debugging 
assistance through a chat-based interface. It analyzes 
exception information, code context, and user queries, 
guiding developers through a series of steps to explore 
potential hypotheses, gather more information, and 

utilize IDE debugging tools to fix issues. This industrial 
work demonstrates the potential for more effective 
collaboration between developers and AI in software 
debugging tasks.

To understand the current state and potential 
of human–LLM collaboration in program repair, 
we conducted a comprehensive review of existing 
research across multiple programming languages 
and methodologies. Table 1 summarizes our findings, 
categorizing studies based on programming language 
(C/C++, Java, Python), dataset type (synthetic programs 
and real-world projects), and methodology.

Our analysis reveals a clear trend across all 
three programming languages: The performance of 

DISCLAIMER

Commercial products are identified to adequately 
specify certain procedures. In no case does 
such identification imply recommendation 
or endorsement by the National Institute of 
Standards and Technology, nor does it imply that 
the identified products are necessarily the best 
available for the purpose.

Dataset type Methodologies Article 

C/C++ Synthetic programs Human-supported dialogue Yang et al. ,7 Pearce et al.8

Real-world projects Human-supported dialogue Zhang et al.,2 Bajpai et al.,6 Pearce et al. ,8
Kulsum et al.9

Java Synthetic programs Human and static tools supported dialogue Kang et al.,10 Xia and Zhang,11 Wadhwa et al.12

Real-world projects Human-supported dialogue Kulsum et al.9

Python Synthetic programs Human and static tools supported dialogue Wadhwa et al.12  Lemieux et al.,13 Cao et al.14

Real-world projects Human and static tools supported dialogue Parasaram et al.,15 Jimenez et al.16

TABLE 1. LLM-based program repair across languages and methodologies.
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LLM-assisted repair techniques tends to decrease as 
the complexity of the dataset increases.2,7,8,9,15 For 
example, Yang et al.7 and Pearce et al.8 investigated 
human-supported dialogue approaches with synthetic 
programs, achieving remarkably high success rates: 
up to 100% in some cases. However, when this 
methodology was extended to real-world projects 
by Zhang et al.,2 Kulsum et al.,9 and again by Pearce 
et al.8 the performance dropped dramatically to less 
than 20%.

While the general trends are consistent across C/
C++, Java, and Python, some language-specific nuances 
emerged. For instance, as depicted in “Example 1: 
Syntax Difference in Java and C++,” Java manages 
references to objects without explicit pointers, while 
C++ allows direct memory manipulation through 
pointers (“str”). Moreover, Java employs automatic 
memory management through garbage collection, 
where “numbers” is automatically deallocated when 
it’s no longer referenced or goes out of scope. In 
C++, we must manually allocate memory with “new” 
and then explicitly deallocate it with “delete” to 
prevent memory leaks. Similar to Java, Python uses 
automatic memory management. Its dynamic typing 
and high-level abstractions can simplify certain 
programming tasks, potentially making some types 
of repairs more straightforward. For example, Python 
shows the highest success rate at 38.80%,16 while 

C/C++ lags behind at 16.5%.2 The lower performance 
in C/C++ can be partially attributed to the complexity 
introduced by manual memory management and 
pointer manipulation.

Our analysis of the human–LLM collaboration in 
program repair leads to one key conclusion: Human 
expertise continues to play a critical role in the bug 
repair process. Results improve substantially when 
humans provide additional contextual knowledge.2,5

	› Context of variables: Understanding the context 
of variables is crucial for LLMs in program 
repair for several reasons. The scope of a 
variable, whether it’s global, local, or class-level, 
determines where it can be accessed and 
modified. LLMs need to understand this to 
avoid introducing bugs by incorrectly accessing 
or modifying variables. Knowing the range of 
possible values a variable can take helps in 
identifying potential edge cases or unexpected 
inputs that could lead to vulnerabilities. 
Understanding how a variable is typically used 
within the code, such as a loop counter, a flag, 
or to store intermediate results, helps LLMs 
generate more appropriate and context-aware 
fixes. Tracking how the value of a variable 
changes throughout the program’s execution 
is essential for identifying the root cause of 
bugs and proposing effective solutions. In 
dynamically typed languages, inferring the type 
of a variable from its usage context is crucial for 
generating type-safe patches.

	› External elements: Knowledge of external 
functions, data structures, and variables is 
vital for LLMs in program repair. LLMs need 
to understand the correct usage of external 
application programming interfaces, including 
function signatures, return values, and potential 
side effects. For languages with manual memory 
management, understanding how external 
functions allocate and deallocate memory is 
crucial for preventing memory leaks and buffer 
overflows. Knowledge of how external functions 
report errors, such as through return codes 
or exceptions, is necessary for implementing 
proper error checking and handling in patches. 
Understanding whether external functions 

EXAMPLE 1: SYNTAX 
DIFFERENCE IN JAVA 
AND C++.

Java:
String str = “Hello”;
List<Integer> numbers = new 
ArrayList<>();
System.out.println(str.length());

C++:
std::string str = “Hello”;

std::cout « (*numbers) « std::endl;
int* numbers = new int(5);

delete numbers;
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are thread-safe is important when generating 
patches for multithreaded applications.

	› Logic of the vulnerable code: Comprehending 
the logic of vulnerable code is essential for 
effective program repair. Understanding what 
the code is supposed to do is crucial for ensuring 
that patches fix the vulnerability without 
breaking the intended functionality. Analyzing 
the control flow of the vulnerable code helps in 
identifying potential logical errors or improper 
handling of edge cases. Understanding how 
different parts of the code depend on each 
other’s outputs helps in ensuring that patches 
maintain the correct data flow. Grasping 
the underlying algorithms used in the code 
is necessary for proposing optimizations 
or alternative implementations that might 
resolve the vulnerability. Identifying implicit 
security assumptions in the code, such as trust 
boundaries and input validation, is important 
for generating patches that enhance the overall 
security posture.

In “Case Study 1: Understanding the Range of 
a Variable,” providing comprehensive information 
about the vulnerable code’s logic and the relationship 
between the variables p−> tokenpos and p−> tokenlen 
greatly helps LLMs generate effective patches. This 
additional knowledge should involve explaining 
the fundamental logic behind the vulnerability, 
emphasizing the potential disparity between p−> 
tokenpos and p−> tokenlen, and clarifying the proper 
boundary conditions. Specifically, elucidating that p−> 
tokenbuf is capable of holding p−> tokenlen elements, 
making the maximum index p−> tokenpos should be 
p−> tokenlen−1.

AI AGENT AUTOMATIC REPAIR
Recent advancements in AI have led to the development 
of increasingly sophisticated coding assistants, such 
as Codeium,17 Devin,4 Cursor,18 Magic,19 Replit,20 and 
Cody.21 Devin AI represents a significant advancement 
in AI-powered software engineering, demonstrating 
impressive capabilities in autonomously resolving 
GitHub issues. This system can build and deploy 
applications end-to-end, encompassing tasks, such 
as project cloning, exploration of structures related 

to vulnerable functions, test case updating based on 
compiler error messages, generation of new test cases 
through brute force methods, and bug identification 
and repair. Devin’s ability to resolve 13.8% of issues in 
the SWE-bench benchmark,22 outperforming GPT-4 by 
a factor of three, is a notable technical achievement. 
While tools like GitHub Copilot, Codeium, and Cody 
primarily focus on code completion and generation, 
their underlying technologies contribute to the broader 
field of automatic code repair. These systems leverage 
LLMs trained on vast corpora of code, enabling them 
to understand code context and suggest fixes for 
common errors. However, it is crucial to contextualize 
this success within the broader landscape of software 
development. While capabilities of automatic AI 
agents are impressive, the full realization of automatic 
repair in practical, large-scale software development 
environments remains a challenging goal that will 
require further advancements in AI technology and 
software engineering practices.

FULLY AUTOMATIC AI AGENT ARE 
IN EARLY STAGE

Despite the promising advancements, automatic code 
repair using AI face several significant challenges.

	› Program comprehension: While Devin has 
demonstrated enhanced code context 
understanding compared to previous systems, 
it still encounters difficulties when faced 
with complex projects involving numerous 
interdependent components. For instance, in 
the case of scikit-learn-11542,23 Devin identified 
only two instances with inconsistent default 
values. However, a comprehensive analysis 
starting from the RandomForestClassifier would 
reveal five such instances. This discrepancy 
highlights the need for more sophisticated 
algorithms capable of traversing and 
understanding complex dependency graphs in 
large-scale software projects.

	› Verification and testing: Devin’s current 
approach for verification and testing relies 
heavily on human-written test cases and brute 
force input generation techniques. While 
this methodology can be effective for simple 
problems, it falls short when dealing with the 
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CASE STUDY 1: UNDERSTANDING THE RANGE OF 
A VARIABLE.

 1 static void tokenadd( struct  jv_parser *p, char  c) {
 2  assert(p->tokenpos <= p->tokenlen);
 3  /**<start-bug>**/
 4  if (p->tokenpos == p->tokenlen) {
 5    /**<end-bug>**/
 6    p->tokenlen = p->tokenlen * 2 + 256;
 7    p->tokenbuf = jv_mem_realloc(p->tokenbuf, p->tokenlen);
 8  } 
 9  assert(p->tokenpos < p->tokenlen);
10  p->tokenbuf[p->tokenpos++] = c;
11 } 

I will provide a code that has bug: CWE-119…(shorten to save space)

Reply from ChatGPT (shorten to save space): The issue here is that there’s a potential
to write outside of the allocated memory for tokenbuf in the last line of code.

Additional knowledge: O�-by-one error in the tokenadd function allows remote a�ackers 
to cause a denial of service (crash), which triggers a heap-based bu�er overflow. 
If p−> tokenpos is more than or equal to the end of bu�er, resize the bu�er. The end of 
bu�er should be p−> tokenlen −1 not p−> tokenlen.

 1 …
 2 /**<start-bug>**/
 3 if(p->tokenpos >= p->tokenlen){
 4  p->tokenlen = p->tokenlen*2 + 256; 
 5  char * newbuf = jv_mem_realloc(p->tokenbuf, p->tokenlen);
 6  if(newbuf == NULL) {
 7    fprintf(stderr, “Memory allocation failed\n”);
 8    return ;
 9  } 
10  p->tokenbuf = newbuf;
11 } 
12 /**<end-bug>**/
13 assert(p->tokenpos<p->tokenlen);
14 …

Reply from ChatGPT (shorten to save space):

 1 …
 2 /**<start-bug>**/
 3 if(p->tokenpos>=p->tokenlen-1){
 4  p->tokenlen = p->tokenlen*2 + 256; 
 5  char * newbuf = jv_mem_realloc(p->tokenbuf, p->tokenlen);
 6  if(newbuf == NULL) {
 7     fprintf(stderr, “Memory allocation failed\n”);
 8      return ;
 9  }
10   p->tokenbuf = newbuf;
11 } 
12 /**<end-bug>**/
13 …
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complexities of real-world software systems. For 
example, in scikit-learn-25744,24 Devin correctly 
identified that the issue stemmed from the 
min_samples_split parameter and implemented 
an error message for integer values less than 2. 
However, it failed to verify the error condition for 
float values of min_samples_split, which should 
be constrained between 0.0 and 1.0 (exclusive) 
when representing a percentage. This 
oversight underscores the potential dangers of 
incomplete verification, particularly in critical 
systems where such oversights could lead to 
severe consequences.

	› Contextual understanding: Automatic repair 
systems must not only fix the immediate bug 
but also ensure that the repair aligns with the 
broader context of the software, including 
design patterns, coding standards, and 
project-specific requirements. This level of 
contextual understanding remains a significant 
hurdle for current AI systems.

FUTURE DIRECTIONS IN 
AUTOMATIC CODE REPAIR

Recent research in AI-driven program repair has 
shown promising results, particularly in addressing 
well-defined programming tasks of limited 
scope.25,26,27 These works have made significant 
strides by letting AI agents leverage static and dynamic 
analysis tools to examine compilation information 
and code output. This integrated approach guides AI 
agents in their repair efforts, improving the accuracy 
and reliability of the generated fixes. However, ensuring 
the correctness and reliability of AI-generated repairs 
remains a critical challenge, particularly as we move 
toward more complex systems. The field of AI-driven 
program repair continues to evolve, with several 
promising areas for future research.

Advanced program understanding
While recent models have improved in understanding 
code context, they still struggle with grasping the full 
scope of a program, including external dependencies, 
project-specific conventions, and broader architectural 
considerations. Developing more sophisticated 
techniques to capture semantic information and 
programmer intent is crucial for the future of AI-driven 

program repair. This may involve leveraging advanced 
natural language processing techniques to better 
interpret code comments and documentation.28,29 
Incorporating program dependency analysis could 
enhance the AI’s understanding of the context and 
potential impact of repairs.2 Additionally, utilizing 
machine-learning models trained on vast codebases 
could help in recognizing common patterns and idioms 
in software design.4,6

Rigorous verification and testing
One of the most significant challenges is ensuring the 
correctness of AI-generated patches. While AI models 
can generate plausible fixes, they may introduce 
new bugs or fail to fully address the underlying issue. 
Developing robust verification mechanisms for 
AI-generated patches remains an open problem. This 
involves integrating formal verification techniques 
with AI-generated repairs to provide mathematical 
guarantees of correctness.25 Developing specialized 
testing frameworks that can automatically generate 
comprehensive test suites for AI-repaired code would 
help ensure the reliability of the fixes.30 Additionally, 
utilizing symbolic execution and model checking 
techniques would allow for systematic exploration of 
the state space of repaired programs.29

Multilevel software reasoning
Enhancing AI models’ ability to reason about software 
at various levels of abstraction is essential for 
comprehensive program repair. For example, GPT-o1 
can reason through complex tasks and solve harder 
problems than previous models in science, coding, 
and math.31 Future work could focus on developing 
hierarchical models that can simultaneously consider 
low-level code logic and high-level software system 
architectures.32 Exploring reinforcement learning 
approaches might allow AI agents to learn from the 
consequences of their repair decisions across different 
abstraction levels.33,34,35 By improving the AI’s ability 
to reason at multiple levels, we can expect more 
sophisticated repairs that consider both local code 
improvements and their global impact on the system.

Explainability and transparency
From the perspective of AI agents, even as they 
are expected to work autonomously, the role of 
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human supervision remains crucial, especially in the 
development and maintenance of critical systems. 
This underscores the importance of explainability and 
transparency in AI-driven program repair. Motivated by 
the need to bridge the gap between AI capabilities and 
human oversight, future work in this area should focus 
on several key aspects. Shapley additive explanation 
values could quantify the importance of different 
code features (for example, specific lines, functions, or 
dependencies) in the AI’s decision to make a particular 
repair. This would allow human supervisors to 
understand which parts of the code most influenced 
the AI’s choice of repair strategy.36 Developing 
sophisticated attention mechanisms could highlight 
specific parts of the code that influence the AI’s repair 
decisions, providing insight into the agent’s focus and 
reasoning process.37

By addressing these key areas, researchers aim 
to bridge the gap between current capabilities and 
the vision of fully autonomous AI agents capable 
of general-purpose program repair. While this goal 
remains distant, ongoing advancements in these areas 
continue to push the boundaries of what’s possible in 
AI-driven software development and bug fixing.

Our investigation into the capabilities of LLMs in 
program repair reveals a nuanced landscape 

with significant implications for software engineering. 
In the realm of human–LLM collaboration, our 
findings demonstrate a promising synergy, where 
human expertise in providing contextual knowledge 
significantly enhances LLMs’ effectiveness in bug 
repair processes. This collaborative approach shows 
great potential for improving software development 
and bug fixing practices, particularly in complex 
systems. However, the results for autonomous 
AI agent repair indicate that we are still far from 
achieving reliable, fully autonomous code repair using 
LLMs alone. These findings lead us to conclude that 
while LLMs represent a powerful tool in software 
engineering, they are not yet ready to replace human 
expertise in program repair. The most promising path 
forward appears to be a hybrid approach that leverages 
the strengths of both human developers and LLMs. As 
we move forward, it is crucial to focus on enhancing 
LLMs’ contextual understanding, developing more 
sophisticated human–LLM interfaces, and improving 

LLMs’ ability to reason about and verify their proposed 
solutions. By maintaining a balanced perspective and 
working toward solutions that harmoniously combine 
human expertise and AI, we can continue to advance 
the field of software development. 
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Software Development  
Is a Team Sport
Claire Taylor , Marie Huber, Qiao Ma, Rayven Plaza, Alison Chang , and Jie Chen

A well-coordinated, high-functioning team is 
critical to developing and delivering quality 
product experiences at a competitive 

pace. However, the field of software engineering 
has historically emphasized individuals when 
studying outcomes like productivity and velocity. 
Understanding these outcomes at a team or 
product level requires more than simply aggregating 
individual-level measures: Teamwork is necessary 
to avoid counterproductive individual efforts, and 
collaboration with nondeveloper roles (e.g., user 
experience, product) contribute meaningfully to these 
higher-order outcomes.

To understand how individual efforts combine 
to determine group outcomes like productivity, we 
need to understand how engineers and other roles 
work together when creating software products. 
In this column, we present research undertaken to 
identify collaboration through observable events 
and assess team functioning through self-report 
surveys; together, these help us understand software 
development as a team sport.

YOU WORK WITH WHO?
Collaboration plays a critical role in the way teams get 
their work done, but it’s difficult to define specifics: 
Who works with whom? When and how do they 
interact? What patterns exist across the organization? 
At a large, global company like Google, the answers to 
these questions are continuously shifting, as projects 
begin and end, individuals change roles or join the 
company, and organizational priorities evolve. We 

already had existing data sources like management 
chain (e.g., who reports to the same manager) and 
manually maintained team assignments (e.g., who 
works on the same product or project) that indicated 
possible collaborators, but both methods assume that 
everyone on a given team works together (which we 
knew wasn’t true at Google) and these collaborations 
are stable over time and across individuals (although 
research shows they are fluid and engineers may not 
agree about team composition1). These groupings don’t 
fully account for how employees work across nominal 
teams and job functions. This knowledge motivated us 
to develop a method for measuring collaboration that 
could describe what collaborations look like yesterday, 
today, and tomorrow for each engineer, creating a 
flexible way to determine who comprised an engineer’s 
teammates. (We focused on measuring engineers’ 
collaborations with other employees to narrow the 
problem space. We have plans to extend the metric to 
all Googlers in the future.)

MEASURING COLLABORATION
In reviewing the literature, we saw that surveys,2 
interviews,3 and other user-centered data provided 
rich information about collaborations, but they weren’t 
scalable over time. In contrast, logs-based approaches 
enabled ongoing measurement,4,5 which encouraged 
us to use the signals we were already collecting from 
a number of tools commonly used for collaborative 
work at Google.6 We understood there were some 
collaborative interactions—like impromptu in-person 
conversations with no associated logged events—
that would be blind spots for our metric, but decided 
the tradeoffs were reasonable and that collaborators 
engaging in these behaviors would have other 
collaborative events that would be logged.

Digital Object Identifier 10.1109/MS.2025.3539403 

Date of current version: 11 April 2025

This article originally  
appeared in 

 

vol. 42, no. 3, 2025



www.computer.org/computingedge� 25

DEVELOPER PRODUCTIVITY FOR HUMANS

We operationalized collaboration as “any interaction 
between employees where those involved are aware 
of one another’s actions, as observed through logs 
within a predefined list of coding and communication 
tools.” Using this definition, we proposed an initial 
version of our metric that used logs to identify 
collaborative events between employees that took 
place in each tool (e.g., Meet, Docs, Sheets, Slides, 
Chat, code review tooling, bug tracker). We summed 
events between each engineer and their colleagues 
for each tool, and then applied a weight to account for 
differences between tools (e.g., colleagues may send 
many chats within a few minutes, but may only meet a 
few times per week or month). We then looked across 
these per tool values to identify the most common 
collaborators for each engineer. We applied the notion 
of “meaningful interactions”5 by excluding potential 
collaborative interactions that were too large or noisy 
(e.g., large group meetings) to be reliable signals of 
collaboration, and that occurred far apart in time (e.g., 
document comments that happen months apart).

We wanted to understand who engineers viewed 
as their collaborators to validate our approach and 
refine the metric. We conducted a short survey, asking 
engineers to review their list of top 13 collaborators 
identified by the metric and write in any collaborators 
it missed. The metric demonstrated high accuracy 
(both precision and recall) in identifying the top 
collaborators. Metric-identified collaborators more 
closely matched who engineers viewed as their 
collaborators, compared to those inferred through 
management chain or team assignments. We 
made a few small refinements to improve metric 
performance, namely requiring use of two or more 
tools by collaborators, adjusting weights for each 
tool, and trimming the long tail of collaborators for 
each engineer if they comprised less than 1% of their 
collaborative activities.

In addition to showing high accuracy, our refined 
metric demonstrated high-level patterns that matched 
with prior qualitative insights and common assumptions 
within the company. More senior engineers tend to 
collaborate more often and with more people, consistent 
with their job descriptions and expectations, whereas 
more junior engineers collaborate less frequently 
and have fewer collaborators. Transferring roles and 
teams within the company impacts collaboration, 

with recently transferred engineers collaborating less. 
Collaborative tool use varied across regions, most 
notably greater reliance on asynchronous collaboration 
tools by engineers outside of the Americas, where 
Google is largely concentrated.

CHARACTERIZING A HIGH-
FUNCTIONING TEAM

Our new metric enabled us to know when collaboration 
was happening, but it didn’t provide us with a notion of 
how that teamwork was going: good, bad, or otherwise. 
To measure the quality of collaborations, we began 
work to assess team functioning. In the context of 
software engineering and product development at 
Google, this means teammates across roles (e.g., 
engineering, product, user experience) collaborate 
effectively and efficiently to maximize velocity of 
software and product development.

The quality of collaboration is not easily measured 
with logs, so we set out to develop a reliable survey 
instrument to triangulate with other data and provide 
a complete picture of team dynamics, including 
what helps teams thrive or holds them back. We 
experimented with adapting existing survey tools 
for measuring team processes,7 but found these did 
not capture the nuances of software and product 
development or Google culture.

Both internal8 and external7 research shows 
that higher-functioning teams are more productive 
and produce higher-quality outputs. Teams at 
Google sometimes struggle with collaborative and 
operational processes that impact team functioning 
and outcomes like productivity. Teammates can 
have differing or conflicting expectations about how 
work will get done. Variance in skills and expertise 

This work is licensed under a Creative Commons 
Attribution 4.0 License. For more information, see https://
creativecommons.org/licenses/by/4.0/
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across roles can exacerbate these differences. This 
knowledge shaped our goals for developing a valid and 
reliable measure of team functioning.

	› We wanted to understand how team functioning 
fit into the larger context of software and 
product development at Google. What drives 
higher (and lower) team functioning? Are 
some types of teams or contexts more likely to 
demonstrate higher functioning? How does team 
functioning relate to outcomes like productivity, 
quality, and velocity? Developing a reliable 
measure would enable us to use it alongside our 
portfolio of logs- and survey-base metrics.

	› We wanted to empower teams and leaders 
with a useful tool that would help them identify 
bottlenecks and pain points that might be 
holding their teams back. Diagnosing problems 
could help focus teams on working together to 
find solutions and help leaders and organizations 
prioritize interventions and resources to address 
needs to accelerate desired outcomes.

To understand the experience of team functioning, 
we needed to engage directly with engineers and 
nonengineers within the company. They were best 
positioned to help us understand how they thought 
about the different elements of team functioning, 
what those looked like on their team, and how they 
talked about them in their day-to-day work. In addition 
to the quarterly large-scale survey run with Google 
engineers (called EngSat),9 we run annual surveys 
with smaller nonengineering functions (like product 
managers and UX designers and researchers) that 
work on software product development teams. We 
created a survey scale to measure team functioning 
that we could use across this family of satisfaction 
surveys (collectively called the Sat Surveys), enabling 
us to collect the responses we needed to build the 
company-wide picture we were aiming for.

MOVING FROM DEFINITION  
TO MEASUREMENT

Developing Potential Survey Items
To get measurement right, we followed established 
best practices from the field of psychometrics to guide 

development of a survey-based multi-item scale that 
would allow for employees to self-report about their 
team’s functioning.10 Multi-item (e.g., multiple survey 
questions) measures are better suited to complex 
and multidimensional concepts or latent constructs 
(like team functioning), offering greater reliability 
and sensitivity for triangulation, predictive validity, 
and detection of differences in smaller samples. 
Single-item measures are better suited for simple, 
unidimensional concepts.

We started with a comprehensive literature 
review to define the domain and generate potential 
survey items. Next, we asked subject matter experts 
representing different departments and roles across 
Google to review our proposed set of items, helping to 
ensure we covered the full domain of team functioning 
without gaps or redundancy and that our items were 
of high quality. After incorporating this feedback, we 
engaged one-on-one with Googlers representing the 
engineering and nonengineering roles, representing the 
intended audience for the measure. These interviews 
complemented the subject matter expert reviews: We 
asked Googlers if the questions made sense to them 
and felt relevant to their work and team. Incorporating 
this round of feedback meant we had a great set of 
potential survey items, but far too many (almost 100 
items!) for inclusion in a typical survey, and more than 
we practically needed to measure team functioning.

Refining the Survey Measure
The next steps in scale development focus on 
reducing the number of items and determining how 
those remaining items are related. Determining 
which items assess related or overlapping concepts 
ensures important concepts are covered by the scale 
without redundancy. Determining this functional and 
parsimonious set of items requires a larger dataset.10 We 
recruited 245 engineers and nonengineers from product 
development teams within Google to participate in 
30-min moderated group sessions. Researchers briefly 
set context (~5 min), so participants could use most of 
the session to complete survey items.

Our analysis indicated that four factors accounted 
for the majority of measurement variance, suggesting 
this was likely the correct number subscales for our 
overall measure. We conducted a factor analysis with 
a four-factor solution that enabled removal of poor 
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performing items, narrowing the item pool to 57. We 
conducted a second factor analysis on the 57 items, 
again extracting four factors. Items with the strongest 
association with each factor were selected to form 
distinct subscales of the overall team functioning 
measure, described in Table 1.

These factors mirrored areas identified in our 
literature review, excepting “strategic alignment,” 
which captures elements critical to product 
development in a large organization that may not 
generalize to teams operating in different contexts. 
We further refined the subscales by evaluating each 
item based on its factor loading, theoretical relevance, 
item-total correlation, and contribution to Cronbach’s 
a. This resulted in concise versions of each subscale, 
optimal for use in the Sat Surveys.

Teamwork Drives Outcomes
The team functioning scale and its subscales 
demonstrated meaningful, positive relationships 
with important self-reported outcomes measured on 
the Sat Surveys. Specifically, Googlers who reported 
higher levels of team functioning reported feeling 
more productive at work and greater satisfaction with 
their role at Google. They were also more satisfied 
with their involvement across the stages of product 
development, and quality and speed at which their 
team ships products to users (e.g., team velocity). 

These relationships held when accounting for other 
characteristics (e.g., job level, tenure) and across 
engineering and nonengineering roles, demonstrating 
that high-functioning teams play an important role in 
the success of both individuals and their teams.

We also investigated the relationships between 
team functioning and logs-based measures of 
productivity for engineers focused on code writing 
and reviewing, but these relationships were more 
nuanced. Team functioning was not a strong predictor 
of these measures on its own, although the relationship 
strengthened when we accounted for job level and 
manager/individual contributor status. This suggests 
a more complex relationship that may be mediated or 
cofounded by these or other factors, and we plan to 
continue our investigation.

As this work continues, identifying what 
differentiates higher and lower functioning teams, 
including patterns of collaboration or team-level 
characteristics, may help guide teams toward 
improvement and enable the team functioning scale 
to be used as a diagnostic tool for teams. We’re 
working to create a guide for scale administration 
and result calculation, so teams can interpret their 
results and facilitate a dialogue around their strengths 
and challenges. This can make the information more 
useful for teams, especially when paired with guidance 
for next steps. The ultimate goal is to connect teams 

Team functioning 
factor Definition Sample items

Team processes and
visibility 

Team uses tools and processes that add value without
burden, that supports visibility within the team, e�ective
information management, and timely and e�cient flow of
information within the team.

Aligns with one another on the tools and technologies we
use for shared workflows?

Uses shared team processes and tools in ways that are
helpful?

Team culture Team maintains a safe, respectful, and collaborative team
environment that encourages constructive discussion and
learning. Team members can make high-value contributions
aligned with their roles, that are recognized and valued by
others within the team.

Creates a safe environment for sharing mistakes and
lessons learned?

Enables all team members to raise topics for discussion or
feedback with the team?

Strategic alignment Team ensures the work they do is aligned with broader
organizational priorities, user needs and priorities, and 
high-value business goals.

Makes sure our work ladders up to broader organizational
goals and priorities?

Has a strong understanding within the team of the value
our product provides to users?

Balanced team 
workload

Team takes on a manageable amount of work, and
e�ectively plans for and executes it in a way that considers
the capacity of each team member. Team members are able
to deliver quality work while maintaining their well-being.

Takes on the right amount of work as a team?

Aims to work at a pace that prioritizes wellbeing and
quality work across the team?

All items use the question stem: “In the cross-functional team you interact with day to day on the products you work on, how well do you feel that the team…”.

TABLE 1. Team functioning factor definitions and sample items.
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with tools and resources to support their growth, and 
identify spaces where additional company support to 
individuals or teams may lead to improved outcomes.

Our findings demonstrate the value of creating
and maintaining team processes that support 

the group’s work as a counterbalance to focus on 
individual productivity and outcomes. Working to 
understand and improve team functioning, not 
just individual performance, drives better software 
development outcomes. 
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DEPARTMENT: COMPUTING’S ECONOMICS

From Crisis to Comeback:  
The Evolution and Resurgence of 
Blockchain Post-2022 Crypto Winter
Nir Kshetri , The University of North Carolina at Greensboro

This article explores how blockchain technology is recovering and adapting following 
the 2022 crypto market downturn. It highlights major challenges faced, regulatory 
changes, and new developments shaping its renewed adoption in various industries.

B lockchain was conceived as a “trust machine” 
to counter centralized system failures, 
yet its promise of secure, decentralized 

transactions has been repeatedly undermined by 
industry-wide trust issues. Recent “black swan 
events” have further eroded market confidence.1 
One such black swan event was the 2022 collapse of 
cryptocurrency exchange platform FTX, which filed 
for bankruptcy in November with an estimated US$32 
billion valuation.2 The FTX scandal not only failed to 
shift the views of staunch blockchain skeptics but also 
alienated segments of the public who were previously 
neutral or open to crypto.3

A number of indicators suggest that the broader 
blockchain ecosystem—and the crypto market as one 
of its key components—is steadily recovering from 
the 2022 crypto winter. As of 5 June 2025, Bitcoin is 
trading at approximately US$104,657, slightly below its 
all-time high closing price of US$111,970 recorded on 
22 May 2025. This marks a dramatic rebound from its 
lowest point in 2022, when it closed at US$15,787.28 on 
21 November, reflecting a 64.3% drop for that year.

While cryptocurrency prices often dominate 
headlines, the broader blockchain landscape has 
been evolving in parallel, with significant innovations 
tailored for enterprise and institutional applications. 
With a focus on speed and sustainability, modern 
blockchain platforms were created to overcome 
the limitations of early systems like Bitcoin and 
support real-world business operations. Enterprise 
adoption of blockchain technologies is gaining 
momentum, particularly in scenarios necessitating 

inter-organizational data exchange. Advanced use 
cases now include trade finance, identity management, 
and enterprise resource planning functions, such as 
supply chain oversight. Concurrently, decentralized 
finance is driving increased platform demand by 
offering alternative business frameworks that 
challenge conventional financial systems.4

This technological and market momentum is 
beginning to translate into renewed investor confi-
dence, as signs point to a gradual rebound in venture 
funding for crypto and blockchain startups. In 2023, 
venture capital investment in crypto and blockchain 
startups fell sharply—down 68% from 2022 levels. 
Notably, most of the 2022 funding occurred in the first 
half of the year, before a series of major crypto firm 
collapses triggered a steep decline in the second half. 
The significant drop in 2023 was largely anticipated, 
driven by a combination of macroeconomic pressures, 
regulatory uncertainty, and lingering fallout from 
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earlier industry failures.5 However, data from 2024 and 
early 2025 indicate a positive shift, with venture fund-
ing steadily increasing as investors regain confidence 
amid clearer regulatory signals and continued techno-
logical advancements in the sector (Figure 1).

This article examines the evolution of blockchain 
technology from its initial promise as a decentral-
ized “trust machine” to its current role in restoring 
confidence after the 2022 crypto winter. It analyzes 
key industry failures, regulatory shifts, and emerging 
innovations that are driving blockchain’s resurgence 
across enterprise, finance, and decentralized infra-
structure sectors.

THE 2022 CRYPTO WINTER
The cryptocurrency market is known for its extreme 
volatility, marked by cycles of rapid growth followed 
by sharp declines. Understanding such downturns—
often referred to as “crypto winters”—is important 
because they highlight the structural vulnerabilities 
of the digital asset ecosystem and the factors that 
can erode investor confidence and market stability.9 
The 2022 crypto winter was partly triggered by high 
U.S. inflation and aggressive Federal Reserve inter-
est rate hikes. Key contributors included the May col-
lapse of Luna and TerraUSD, which dragged Bitcoin to 

its lowest level since 2020, the crash of US$10 billion 
crypto hedge fund Three Arrows Capital due to failed 
coin investments, and FTX’s November bankruptcy 
after mismanaging customer funds.10

Table 1 presents a comparative overview of 
four major collapses in the cryptocurrency indus-
try—Terra/Luna, Celsius Network, FTX, and Voyager 
Digital. Each case highlights distinct triggers, such as 
algorithmic instability, risky lending practices, fraudu-
lent activities, and misleading consumer assurances. 
Together, these collapses underscore the vulnerabili-
ties of loosely regulated digital asset markets and the 
cascading effects of interlinked crypto platforms. The 
timeline and aftermath of each incident offer critical 
insights into the systemic risks and governance fail-
ures that continue to shape the crypto ecosystem.

By 21 December 2022, the global crypto market cap 
had plunged to US$845 billion—a 65% drop from the 
previous year. Bitcoin and Ether saw sharp declines, 
falling from their 2021 highs of US$69,000 and 
US$4,800 to US$17,000 and US$1,200, respectively. 
This downturn marked the 2022 crypto winter, driven 
by falling prices, low trading volumes, and waning 
investor confidence. The collapse of TerraUSD and 
Luna in 2022 May triggered the crisis, which deepened 
after FTX’s bankruptcy and fraud allegations, leading 
to further fallout like BlockFi’s collapse.9 After crypto’s 
previous two-year hibernation ended in 2020, the 
sector surged to nearly US$3 trillion in total assets by 
November 2021, before crashing below US$1 trillion by 
June 2022.13 Fears of tighter regulation and broader 
economic pressures, including inflation and recession 
concerns, further chilled the market.9

The 2022 crypto winter underscored the urgent need 
for regulatory clarity, strong governance, and robust 
investor protections to support the sector’s long-term 
resilience and growth.9 Regulations announced in 
spring 2021 were revised after Terra’s collapse, with 
some jurisdictions drafting new rules to mitigate the 
systemic risks posed by failed stablecoin systems.13 
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FIGURE 1. Venture capital in crypto and blockchain startups 

(US$, billion). (Data sources: For 2020, Melinek6; for 2021–

2024, Khatri7; for 2025, Binance News.8)
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After announcing plans in March 2022 to regulate 
stablecoins under electronic payment laws, the U.K. 
government proposed in late May 2022 a separate set 
of amendments aimed at managing the collapse of 
stablecoin firms that could threaten systemic stabil-
ity.14 In mid-May 2022, following the collapse of Terra’s 
UST and LUNA—which affected an estimated 280,000 
South Koreans—financial authorities began consider-
ing stricter oversight of crypto exchanges. The issue 
was also discussed at a National Assembly emergency 
seminar focused on the crisis.15

CRYPTO MARKET RECOVERY 
AMID REGULATORY SHIFTS AND 
POLITICAL CHANGE

While it’s unclear whether the crypto winter is 
definitively over, there are signs of meaningful 
improvement. Ongoing regulatory uncertainty and 
macroeconomic headwinds continue to weigh on the 
industry, yet indicators, such as higher transaction 
fees, increased developer activity, and a surge in 
smart contract deployment, suggest that underlying 
fundamentals are strengthening. Most analysts 
agree that the market is on a recovery path, even if a 
full-fledged bull run has yet to materialize.16

One argument suggests that the surge in 
cryptocurrency markets in the United States in late 

2024 can be attributed to Donald Trump’s victory in 
the U.S. presidential election. His pro-crypto stance—
highlighted by promises to make the United States the 
“crypto capital,” appoint a crypto-friendly Securities 
and Exchange Commission (SEC) chair, block a 
Federal Reserve-issued digital currency, and create 
a pro-crypto advisory council—renewed investor 
confidence. This political shift fueled broader market 
optimism and contributed to a sharp rally across major 
digital assets.17 Critics have also pointed out that 
under SEC Chair Gary Gensler—who served as the 
Chair of the U.S. SEC from 17 April 2021, to 20 January 
2025, following his nomination by President Joseph R. 
Biden—the agency adopted a more stringent regulatory 
approach. U.S. crypto firms faced heightened scrutiny, 
with enforcement actions targeting major players like 
Consensys, Coinbase, and Kraken. Gensler maintained 
that crypto should be regulated like traditional 
securities under decades-old laws.18

Among the notable changes after Trump took 
office, the SEC rescinded Staff Accounting Bulletin 
No. 121 on 23 January 2025. The controversial rule, 
introduced in 2022, had deterred banks from offering 
crypto custody services. Its repeal—following Gary 
Gensler’s resignation and under Acting Chair Mark 
Uyeda—signaled a regulatory shift and paved the way 
for broader institutional adoption.19

Company Collapse timeline Cause of collapse A�ermath/consequence 

FTX/Sam Bankman-Fried2 November 2022–March 2024 – Misuse of customer funds (FTX
→ Alameda)

– Corporate control failures
– Binance withdrawal
– Lack of liquidity 

– Algorithmic stablecoin failure
(UST)

– Massive market crash
– Poor risk management

– 25-year prison sentence for
Sam Bankman-Fried

– Chapter 11 bankruptcy
– Billions lost
– Potential customer repayment

e�orts underway

– Terra ecosystem collapse
– Do Kwon arrested and charged
– Severe loss for investors

– Bankruptcy filing
– Customers locked out of funds
– Regulatory investigations

– Bankruptcy filing
– FDIC investigation launched
– Assets bought by FTX then
put up for bid again a�er FTX
bankruptcy
– Binance.U.S. acquisition
announced for US$1.02 billion

– Mismanagement of customer
deposits

– Liquidity crisis
– Failed business model

– Customer default on US$650
million loan

– False claims about the U.S.
Federal Deposit Insurance
Corporation (FDIC) deposit
insurance

– Liquidity crisis

Terra/Do Kwon11 May 2022

Celsius Network12 June 2022–July 2022

Voyager Digital12 July 2022

TABLE 1. Major crypto collapses: causes, timelines, and consequences.
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Nominated by President Trump and confirmed on 
9 April 2025, SEC Chair Paul S. Atkins signaled a shift 
toward clearer crypto regulation, emphasizing reduced 
market uncertainty and support for innovation.20 
The shift in SEC leadership from Gensler to Atkins 
arguably represents a notable change in regulatory 
approach to cryptocurrency. While the Biden-era SEC 
emphasized investor protection through the use of the 
Howey test and enforcement actions, this often led 
to regulatory uncertainty for the industry. The Trump 
administration, by contrast, signals a greater focus 
on fostering innovation, while still aiming to uphold 
investor protections.20

BEYOND CRYPTO:  
BLOCKCHAIN INNOVATIONS 
POWERING THE FUTURE OF 
DECENTRALIZED SYSTEMS

Beyond crypto, the broader blockchain ecosystem 
is gaining renewed momentum as it tackles pressing 
issues, such as transparency, identity verification, 
and the development of decentralized infrastructure 
across diverse sectors. This resurgence is driven by 
three key factors.

First, growing concerns over data breaches, 
misinformation, and centralized control have made 
transparency and accountability top priorities—
values that blockchain naturally supports.21 For 
instance, artificial intelligence (AI) safety lab Human.
org is developing a layer 1 blockchain to establish 
verifiable identity for both humans and AI agents, 
promoting transparency, accountability, and human 
control in AI interactions. In February 2025, the 
company raised US$7.3 million in preseed funding to 
build this trust infrastructure that ensures AI systems 
are aligned with human intent. There is currently no 
universal method to verify if an AI agent represents a 
real person or to ensure accountability, posing risks 
to democracy, economies, and human interactions as 
AI-generated content proliferates.22

Second, advancements in blockchain infra
structure and increased adoption have made it 
more accessible and practical. The rapid evolution 
of physical infrastructure is being driven by 
decentralized physical AI, which represents a major 
shift in how AI agents engage with the physical 
world and external data.23 Decentralized physical 

infrastructure networks (DePINs) use blockchain to 
manage infrastructure more efficiently by distributing 
ownership and governance across participants 
rather than relying on centralized control. This model 
promotes transparency, reduces inefficiencies, and 
incentivizes contributions through token rewards. 
DePINs generally fall into two categories: resource 
provisioning networks, which involve sharing assets 
like bandwidth or energy, and physical service 
networks, which coordinate decentralized labor for 
services such as delivery or maintenance. Blockchain 
provides the trust and transparency needed to support 
these systems.24 The World Economic Forum projects 
that the convergence of blockchain and AI could push 
the DePIN market beyond US$3.5 trillion by 2028, with 
2025 estimates ranging from US$30–50 billion and 
over 1,500 active projects globally.23 Bittensor and 
Threefold provide evidence of the expanding DePIN 
ecosystem. Bittensor advances decentralized AI by 
allowing open model development, while Threefold 
supports Web3 by offering users control over their 
digital identities. Together, they underscore increasing 
infrastructure interoperability.25

Third, cultural and economic shifts are prompting 
consumers to seek alternatives to traditional 

platforms, and blockchain offers a decentralized, 
trust-driven model for digital engagement.21 Building 
on these cultural and economic shifts, especially 
younger generations are leading the move toward 
greater control and transparency in their digital 
and financial interactions. Their preference for 
decentralized technologies like blockchain and 
decentralized autonomous organizations reflects a 
desire for trust-driven models that empower users 
rather than centralized institutions. A 2022 report by 
creative consultancy Long Dash found that 63% of 
Gen Z and millennial consumers wanted more say in 
brand decisions, highlighting the potential of DAOs as 

YOUNGER GENERATIONS ARE 
LEADING THE MOVE TOWARD 
GREATER CONTROL AND 
TRANSPARENCY IN THEIR DIGITAL 
AND FINANCIAL INTERACTIONS.
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a marketing tool.26 A 2022 survey by global payments 
provider Checkout.com found that 40% of consumers 
aged 18 to 35 believe cryptocurrencies should be used 
for payments rather than solely as investment assets, 
indicating strong interest among younger users.27 
Many young investors ironically view crypto as a safer 
investment, particularly as a hedge against potential 
economic instability.28 A Bank of America study found 
that 29% of wealthy U.S. investors aged 21–42 see 
crypto as the top growth opportunity—compared 
to just 7% of those over 42, who favored domestic 
equities instead.29 According to the 2022 survey by 
Checkout.com, more than 54% of consumers aged 18 
to 35 in the United Arab Emirates either hold or plan to 
hold crypto assets within the next 12 months.30

B lockchain’s journey has evolved far beyond its 
original role as the backbone of cryptocurrency, 

increasingly reshaping industries such as finance 
and marketing by meeting heightened demands for 
transparency, trust, and accountability. As busi-
nesses seek to regain consumer confidence amid 
widespread skepticism, blockchain provides a secure, 
transparent foundation for interactions that reinforce 
trust. For marketers, blockchain unlocks critical 
advantages, including enhanced ad transparency and 
fraud prevention, through authenticity verification, 
consumer-empowered data privacy that eliminates 
intrusive data collection, and secure loyalty programs 
built on blockchain infrastructure. These innova-
tions pave the way for redefining marketer-consumer 
relationships underpinned by ethical frameworks, 
signaling a transformative shift in how brands engage 
with their audiences. The resurgence of blockchain is 
propelled by escalating digital complexities, such as 
data breaches and misinformation, improved techno-
logical accessibility, and a cultural movement toward 
decentralized, equitable alternatives to traditional 
data monetization models—positioning blockchain as 
a foundational technology for the next generation of 
marketing strategies.

The broader blockchain ecosystem’s revival, 
following the turbulent crypto winter of 2022, 
highlights a maturing landscape where regulatory 
clarity, technological innovation, and shifting 
political climates are restoring investor and 
institutional confidence. Enterprise adoption is 

accelerating, especially in scenarios requiring secure, 
inter-organizational data exchange and decentralized 
finance applications that challenge conventional 
financial systems. Additionally, emerging fields like 
decentralized physical infrastructure networks 
and the convergence of blockchain with artificial 
intelligence underscore blockchain’s expanding 
role in supporting transparency, accountability, and 
decentralized governance across multiple sectors. As 
younger generations increasingly favor technologies 
that empower users and promote ethical digital 
engagement, blockchain stands poised not only to 
rebuild trust in digital economies but also to drive 
sustainable growth and innovation well beyond its 
original promise as a “trust machine.” 
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This article categorizes blockchain standards by their functional focus and by 
how they are established. It also contrasts the European Union’s and the United 
States’ regulatory approaches in blockchain standardization in key areas.

The 2024 valuation of the global blockchain 
market at US$31 billion1 underscores its 
potential, yet the lack of standardization 

continues to hinder its broader adoption. For 
instance, by 2025, the sectoral visibility of blockchain 
initiatives in Canada, particularly those extending 
beyond cryptocurrency applications, has experienced 
a measurable decline in prominence relative to 
prepandemic levels. Efforts by firms like Walmart 
Canada and major banks to implement blockchain 
in payments and supply chains have faced delays, 
primarily due to challenges in achieving the necessary 
standardization.2

Standards are essential for global interoperability 
and market flexibility, facilitating seamless 
cross-blockchain data exchange. However, persistent 
fragmentation in standardization efforts remains 
a barrier.3 The inherent complexity of blockchain 
and related technologies, spanning diverse 
technical, regulatory, and operational domains, 
requires collaboration among diverse stakeholders, 
complicating both the development of unified 
standards and the evolution of current standardization 
ecosystems.4

The role of standards in distributed ledger 
technology (DLT) and blockchain is thus widely 
acknowledged. However, views vary on specific areas 
for standardization and implementation timelines.5

Blockchain requires standards for various 
key areas, including interoperability for seamless 
communication among platforms, governance to 
manage decentralized projects, identity frameworks 
for consistent identity protocols, security to protect 
networks and nodes, and best practices for ensuring 
the safety of smart contracts. These standards are 
crucial for creating a robust, secure, and cohesive 
blockchain ecosystem.6

Interoperability is challenging due to variations 
in technology, standards, and legislation. The 
absence of a global standard for blockchain-based 
digital identification leads to interoperability issues, 
hindering system integration and slowing adoption.7

The development of technological standards is 
shaped by a confluence of technical, commercial, 
political, and moral imperatives.8 While market 
dynamics and regulatory interventions influence their 
adoption, scholarly analysis underscores the pivotal 
role of state actors: standards backed by governmental 
mandates exhibit a higher likelihood of market 
dominance.9 Governments, leveraging regulatory 
authority, strategically steer standardization 
processes to align with national economic and 
technological objectives.10

Government regulation can play a pivotal role 
in unifying fragmented blockchain standards. By 
leveraging their authority, policy makers can drive the 
development of consistent frameworks that enhance 
interoperability, close regulatory and technical gaps, 
and improve data security across blockchain networks. 
In the absence of such coordination, developers may 
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continue to adopt divergent or incomplete standards, 
exacerbating fragmentation. A unified regulatory 
approach, requiring intergovernmental collaboration, 
clear leadership, and dedicated resources, can 
promote more secure and interoperable blockchain 
ecosystems across sectors.11

This article examines blockchain standards by 
their functional focus and by the processes through 
which they are established. It also compares the 
regulatory roles in key standardization areas between 
the European Union (EU) and the United States.

TAXONOMY OF BLOCKCHAIN 
STANDARDS: TYPES AND 
CATEGORIES SHAPING  
INDUSTRY PRACTICES

Standards exist in various types and categories, each 
serving distinct purposes in blockchain systems. They 
ensure consistency, reliability, and interoperability, 
guiding the design, implementation, and evaluation of 
blockchain applications across industries. This section 
categorizes standards based on their functional focus 
and how they are developed and adopted.

Types of standards based on 
their functional focus
Standards can be classified based on their functional 
focus, what they aim to define, measure, or enable. In 
the blockchain ecosystem, these include measure or 
metric standards, process-oriented or prescriptive 
standards, performance-based standards, and 
interoperability standards (Table 1). Each type plays 
a distinct role in promoting consistency, reliability, 
and compatibility across blockchain systems and 
applications, supporting the technology’s scalability 
and integration across industries.

A measure or metric standard is a reference against 
which comparable quantities are measured. Examples 
include the kilogram for mass, the meter for length, and 
the liter for volume. These standards are particularly 
beneficial for consumers as they facilitate comparison 
shopping for price, function, or features.12 Ethereum 
uses gas to measure the computational effort for 
executing smart contract operations. Gas costs 
depend on the complexity and resource usage of the 
operation. Prices are denominated in gwei (a fraction of 
Ether) and fluctuate based on network demand.13

Type Definition and characteristics Examples/applications in blockchain

Measure or
metric 

Reference points used to quantify and compare
a�ributes. These standards enable consistency in
measurement and facilitate informed decision making.

Ethereum’s “gas” for computational e�ort in smart
contracts, priced in gwei and fluctuating based on
network demand.

Process oriented Provide structured procedures and best practices to
ensure repeatability and consistency. These are o en
regulatory or compliance oriented.

Financial Action Task Force standards for virtual
assets and virtual asset service providers (for example,
anti-money-laundering/countering the financing of
terrorism compliance, licensing requirements).

Performance
teased 

Focus on the outcomes rather than specific methods,
o�ering flexibility in how results are achieved. These
standards prioritize final objectives like security,
control, and privacy.

EU Digital Identity Framework (eIDAS 2) supports
blockchain-based IDs for security and cross-border
recognition.

Interoperability Ensure systems can communicate and operate together
by using common formats, without dictating internal
processes or performance levels. These standards
promote compatibility across platforms and services.

Chainlink’s corporate actions data standardization
project in Europe: the use of artificial intelligence
and oracles (ChatGPT, Gemini, and Claude) to create
structured Golden Records compliant with ISO.

TABLE 1. Types of standards and their applications in blockchain systems.
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Process-oriented standards provide structured 
guidelines for executing tasks in a consistent and 
reproducible manner.12 The Financial Action Task 
Force (FATF) is an intergovernmental body established 
in 1989 by the G7 to set global standards for combating 
money laundering. Since 2001, its mandate has 
expanded to include countering terrorist financing. 
In 2019, FATF updated its standards on virtual assets 
(VAs) and virtual asset service providers (VASPs), 
followed by a comprehensive review in 2020. The FATF 
standards involve a number of recommendations 
that provide a comprehensive framework for 
combating money laundering and terrorist financing 
in the cryptocurrency sector. For instance, under 
the amended FATF Recommendation 15, VASPs 
must be regulated, licensed, or registered and 
implement anti-money-laundering (AML)/countering 
the financing of terrorism (CFT) measures similar to 
traditional financial institutions. VASPs are required 
to gather and transmit sender and recipient details 
for transactions exceeding a specified threshold to 
maintain traceability and regulatory compliance. 
Countries must regulate and monitor VASPs to enforce 
AML/CFT measures and ensure compliance with FATF 
recommendations, mitigating money laundering and 
terrorism financing risks.14 This type of standard 
is process oriented or prescriptive, standardizing 
activities and methodologies to ensure consistency 
and repeatability in testing and operations.

Performance-based standards focus on the final 
outcome rather than the processes involved. They 
specify the desired end result but leave flexibility in 
how to achieve it.12 For instance, blockchain-based 
digital identities use a variety of performance 
measures related to security, privacy, and control. 
The EU Digital Identity Framework is built on three 
key pillars designed to enhance security, accessibility, 
and user control. The first pillar strengthens national 
electronic identification systems under electronic 
identification, authentication, and trust services 
(eIDAS), ensuring cross-border recognition across 
EU member states for smoother identity verification. 
The second pillar involves the private sector, enabling 
companies to provide identity-linked services while 
adhering to eID regulations. The third pillar introduces 
the EU Digital Identity Wallet, a secure app that 
allows users to manage and control their identity 

data, ensuring privacy and portability. Blockchain 
plays a crucial role in supporting the framework, 
linking credentials to decentralized identifiers on the 
blockchain to ensure security and authenticity. The 
wallet employs biometric authentication for access, 
securely stores data, and provides users with full 
control over their information, enabling them to share 
only necessary details. Additionally, the wallet is 
designed for interoperability, ensuring seamless use 
across different services and EU member states.15

The final type of standard focuses on 
interoperability, where systems are required to work 
together seamlessly. These standards do not explicitly 
define processes or performance metrics but specify 
a fixed format to ensure smooth operation among 
systems using the same physical entity or data. The 
goal is to enable compatibility and coordination 
across different systems without dictating how each 
should perform or function.12 In the financial sector, 
Chainlink has launched an initiative to standardize 
and improve access to corporate actions data through 
artificial intelligence (AI) and blockchain, addressing 
the issue of fragmented information, especially in 
Europe. Corporate action data, such as dividends, 
mergers, and stock splits, often come in inconsistent 
formats, leading to errors and financial losses. 
Despite efforts by organizations like the Depository 
Trust & Clearing Corporation, standardizing these 
data has been an ongoing challenge. The initial 
phase of Chainlink’s project focuses on equity and 
fixed-income securities in six European countries. 
It will use decentralized oracles and advanced AI 
models like OpenAI’s ChatGPT, Google’s Gemini, and 
Anthropic’s Claude to extract and structure corporate 
actions data into standardized “Golden Records” that 
comply with international standards, such as ISO 
20022. These structured data will be shared across 
multiple blockchains using Chainlink’s Cross-Chain 
Interoperability Protocol (CCIP). This initiative is 
expected to reduce manual processes, improve 
operational efficiency, and cut costs.

Categories of standards based 
on establishment processes
Standards can also be categorized based on how 
they are developed and adopted, whether through 
market dynamics, regulatory mandates, or formalized 
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collaboration. In the blockchain domain, all three 
categories, de facto, regulatory, and consensus 
standards, play critical roles in shaping the 
technology’s evolution (Table 2). These standards not 
only guide blockchain development and deployment 
but also influence how ecosystems interoperate, gain 
legitimacy, and achieve mass adoption.

A de facto standard is widely accepted and used 
without formal approval, emerging through market 
consensus. Examples include the QWERTY keyboard, 
PC architecture, and the UNIX operating system.12 
Ethereum can be viewed as a de facto standard in the 
blockchain industry, especially for smart contracts 
and decentralized applications (dApps). Flipside’s 
“EVM Smart Contract Deployment Snapshot” report 
indicates that 637.9 million Ethereum Virtual Machine 
smart contracts have been deployed from January 
2022, within a little over two years.16 Likewise, as 
the largest blockchain oracle platform, Chainlink 
is focused on creating standards for blockchain 
oracles.17

Regulatory standards are established by agen-
cies to ensure uniformity in processes independent 
of market forces.12 As blockchain gains recognition, 
regulatory standards are evolving, with governments, 
international organizations, and regulators addressing 
its growing significance. The EU’s Markets in Crypto 
Assets (MiCA) Regulation is focused on creating clear 
rules for crypto assets, protecting investors, and 
ensuring that crypto service providers comply with 
consumer protection requirements. The European 
Blockchain Services Infrastructure (EBSI) initiative 
seeks to create technical standards that facilitate 
cross-border interoperability for blockchain applica-
tions in public services across the European Union.

Consensus standards are voluntary standards 
developed by domestic or international bodies 

using agreed-upon procedures. These standards 
are created by organizations that plan, develop, and 
coordinate voluntary standards.12 As of 2023, at 
least 30 organizations, including IEEE and GS1, were 
developing separate or overlapping standards.3

For instance, IEEE P3222.01, Standard for 
Blockchain-Based Digital Identity Systems, defines 
requirements for blockchain-based digital identity 
systems, covering identity creation, authentication, 
credentials (for example, ID cards or work cards), and 
data circulation protocols. It has been active since 
May 2020.18

STANDARDIZING THE FUTURE:  
A TRANSATLANTIC PERSPECTIVE 
ON BLOCKCHAIN REGULATION

Europe and North America are key regions where 
standards-setting activities are predominantly 
concentrated,19 reflecting their strategic roles in 
shaping global blockchain interoperability, governance, 
and regulatory frameworks. In this regard, Table 3 
outlines the key areas where the European Commission 
(EC) considers blockchain standardization essential6 
and compares the regulatory roles in these areas 
between the EU and the United States.

INTEROPERABILITY
Blockchain interoperability is referred to as “the abil-
ity of blockchain networks to communicate with each 
other, sending and receiving messages, data, and 
tokens.”20 Key challenges in blockchain include the 
systematic benchmarking of interoperability solu-
tions. This involves a structured evaluation of var-
ious blockchain solutions to measure their perfor-
mance, efficiency, and compatibility across different 
networks, helping to identify the most effective solu-
tions and areas for improvement. Additionally, there 

DefinitionCategory Blockchain example

De facto standard Widely adopted through market consensus
without formal approval.

Ethereum for smart contracts and dApps; Chainlink as
the leading oracle network.

Regulatory
standard

Set by governmental or intergovernmental
agencies to ensure legal compliance.

EU’s MiCA Regulation for crypto asset oversight; EBSI for
public service blockchain interoperability.

Consensus
standard

Voluntary standards developed through
collaborative, agreed-upon processes.

IEEE P3222.01 for blockchain-based digital identity
systems.

TABLE 2. Categories of standards and their applications in the blockchain ecosystem.
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is a lack of standardized terminology as academia and 
industry often use different language, especially in rol-
lups research.21

The EU drives blockchain interoperability through 
government-led infrastructure and regulatory align-
ment, while the United States relies on industry-driven 
pilots and sector-specific standards. The commission 
collaborates with the private sector, academia, and 
the blockchain community through the International 
Association of Trusted Blockchain Applications, a 
public/private partnership that promotes blockchain 
interoperability and governance and serves as a liai-
son with governments and international bodies.22 The 
European public sector is creating its own blockchain 
infrastructure, which will soon be interoperable with 
private sector platforms. The EBSI is a peer-to-peer 
network of nodes run by the 27 EU countries, Norway, 
Liechtenstein, and the EC. It includes a base layer 
for infrastructure and storage, a core services layer 
for EBSI applications, and additional layers for spe-
cific use cases. The infrastructure will enable public 

organizations to develop applications, with plans to 
extend it to private organizations.23 EBSI aims to pro-
vide a shared, secure, and interoperable infrastructure 
for EU-wide cross-border public sector digital services, 
reflecting European values like data sovereignty and 
sustainability. It will address global issues such as cli-
mate change and supply chain corruption, while ensur-
ing high standards of scalability, security, and privacy. 
The infrastructure should be deployed within three 
years. Built as a “public permissioned” blockchain, 
EBSI’s interoperable peer-to-peer network consists of 
36 live nodes, with 11 more in setup, managed by the EC 
and EU member states.24

U.S. federal government initiatives, led by agen-
cies such as the Department of Homeland Security 
(DHS), the U.S. Customs and Border Protection (CBP), 
the Department of the Treasury, and the Govern-
ment Accountability Office, have aimed to advance 
blockchain interoperability, emphasizing operational 
applications, interagency collaboration, and the 
development of common standards. Pilot projects 

Area Explanation EU United States

Interoperability Enabling seamless
data exchange and
communication among
di	erent blockchain
and DLT platforms.

The public sector is creating its
blockchain infrastructure, which
will be interoperable with private
sector platforms

Federal agencies’ initiatives to advance
interoperability, emphasizing operational
applications, interagency collaboration, and
the development of common standards.
Federal agencies collaborating with the private
sector to improve blockchain interoperability.

Governance Se ing rules, processes,
and guidelines for
managing blockchain
projects and consortia
on decentralized
platforms.

MiCA aims to provide regulatory
clarity for crypto assets and
consumer/investor protection.
No specific regulations for
decentralized autonomous
organizations (DAOs).

Federal regulation of cryptocurrencies and
DAOs pending. States like Wyoming have
recognized DAOs.

Identity Establishing a unified
or compatible identity
system across various
blockchain protocols
and platforms.

eIDAS 2 explicitly recognizes 
DLT-based electronic trust 
services, granting them the same
legal status as traditional services.

No national standard for digital identity: Utah
was the first state to integrate blockchain into
digital identity management.

Security Maintaining the safety
and reliability of nodes,
networks, and services.

MiCA sets out requirements
for blockchain nodes to reduce
transaction risks and protect
network participants.

The CETU’s focus on dark web investigations,
cryptocurrency fraud, and blockchain-related
crimes.

Smart contract Establishing guidelines
and standards to
enhance the security
and reliability of smart
contract technology.

MiCA regulation lacks full smart
contract provisions.
2024: France’s Autorité de
contrôle prudentiel et de
résolution collaborating
with industry to mandate the
certification of smart contracts
before use.

The United States relies on varying state laws
without a unified federal approach.

TABLE 3. Key areas in blockchain standardization.
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have tested blockchain’s ability to streamline data 
sharing and verification processes across agencies. 
For example, the CBP within the DHS explored block-
chain’s potential to improve trade documentation and 
verify import legality, highlighting benefits such as 
enhanced interoperability and data integrity.25 The 
Treasury and GAO expanded a blockchain prototype to 
a two-agency network under the JFMIP, emphasizing 
the importance of shared services and interoperabil-
ity testing.3 DHS’s S&T Directorate, through its Silicon 
Valley Innovation Program, has worked with startups 
to develop interoperable standards for supply chain 
security and digital credentialing.26

U.S. federal agencies are collaborating with the 
private sector to improve blockchain interoperability, 
particularly in complex pharmaceutical supply chains. 
Current blockchain solutions, while industry specific, 
lack interoperability, creating challenges for firms 
adopting different systems to conduct business. As 
part of the FDA’s program to evaluate the use of block-
chain to protect pharmaceutical product integrity, 
Merck and Walmart partnered with IBM and KPMG in 
the DSCSA Pilot Project Program under section 582(j) 
of the FD&C Act in March 2019. The initiative aimed to 
assess blockchain’s potential in ensuring interoper-
ability among trading partners and meeting DSCSA 
2023 compliance requirements. The project also 
explored blockchain’s value beyond compliance, par-
ticularly in improving the medication recall process.27

Governance
Countries are revising regulatory frameworks to 
attract crypto businesses, with a focus on governance 
standards and investor protection.28 The EU’s MiCA 
Regulation establishes uniform rules for unregulated 
crypto assets, emphasizing governance through 
transparency, disclosure, authorization, and oversight 
to enhance market integrity, financial stability, and 
consumer protection.29

In the United States, regulatory uncertainty 
persists as lawmakers and industry stakeholders 
debate whether the Securities and Exchange 
Commission (SEC) or the Commodity Futures Trading 
Commission (CFTC) should oversee the crypto market. 
This ongoing disagreement, rooted in whether crypto 
assets are classified as securities or commodities, 
reflects broader governance challenges in establishing 

a clear and consistent regulatory framework.30 The 
SEC is taking a stricter stance on proof-of-stake (PoS) 
tokens than proof-of-work assets. Chair Gary Gensler 
has suggested PoS tokens may be securities under the 
Howey test as they involve profit expectations based 
on others’ efforts.31

One key area of blockchain governance is 
decentralized autonomous organizations (DAOs), 
which rely on smart contracts and token-based 
participation to enable decentralized decision making. 
In the EU, while MiCA provides regulatory clarity for 
crypto assets and enhances consumer and investor 
protection, it does not specifically address the 
distinctive governance structures and legal status of 
DAOs.32 In the United States, while federal regulation 
of cryptocurrencies and DAOs remains pending, states 
like Wyoming have proactively recognized DAOs as 
a form of limited liability company, providing a legal 
framework for their operation.32

Identity frameworks
Blockchain identity systems rely on advanced 
technologies and standards to ensure security, 
privacy, and user control. They incorporate key 
components that form a robust and reliable framework 
for managing digital identities.33

The EU’s eIDAS 2 regulation establishes legal 
standards for DLT-based electronic trust services, 
enabling interoperability and removing key barriers to 
blockchain adoption.34 By granting blockchain-based 
services the same legal status as traditional ones, it 
promotes integration into regulated sectors; supports 
smart contract enforceability; and encourages 
innovation across industries such as finance, real 
estate, and energy.35

In the United States, the absence of a national 
digital identity standard has led the federal government 
to delegate much of the responsibility to individual 
states.36 Some states are developing regulatory 
frameworks for digital identity based on blockchain. 
These frameworks aim to enhance security, privacy, 
and control over personal data, offering a more 
transparent and decentralized approach to managing 
digital identities. Utah Governor Spencer Cox recently 
signed HB 470, mandating the state’s Division of 
Technology Services (DTS) to launch a pilot program 
for digital verifiable credentials using blockchain. 
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The bill requires DTS to provide recommendations on 
issuing digital IDs or records through DLT, as well as 
policies to protect personal privacy.37 Utah was the 
first state to integrate blockchain technology into 
digital identity management.38 Utah demonstrated its 
crypto ambitions by becoming one of the first states to 
accept digital assets for certain payments, including 
local and state taxes, placing it among a select few 
states taking this step.39

Cybersecurity
Regulators in the EU and the United States are taking 
measures to enhance blockchain security by focusing 
on maintaining the safety and reliability of nodes, 
networks, and services. This includes implementing 
stricter compliance requirements, oversight, and 
security standards to ensure that blockchain systems 
operate securely and are resilient against potential 
threats.

The European Securities and Markets Authority 
(ESMA) has recommended that MiCA include 
mandatory third-party cybersecurity assessments 
for crypto firms and establish consistent security 
protocols across the EU. ESMA contends that 
FTX’s collapse underscores the need for rigorous 
cybersecurity audits to strengthen crypto company 
resilience, although the EC cautions that such 
measures might exceed MiCA’s intended scope.40 
MiCA sets out requirements for blockchain nodes 
to reduce transaction risks and protect network 
participants. Node operators offering commercial 
services must register with EU regulators and disclose 
details about their operations, infrastructure, and 
risks to enhance transparency. Nodes must implement 
strong data security measures, including encryption 
and backup, especially when handling sensitive data 
or high transaction volumes. Additionally, operators 
must follow AML and know-your-customer procedures 
to prevent illegal activities. Node operators are legally 
responsible for complying with these regulations and 
may face sanctions or fines for noncompliance.41

In the United States, the SEC is focusing on 
cybersecurity involving crypto assets to address risks 
posed to investors. Focused on cybersecurity and 
innovation oversight, the SEC’s Cyber and Emerging 
Technologies Unit (CETU) investigates bad actors 
exploiting emerging technologies to deceive retail 

investors.42 The SEC has also replaced its Crypto 
Assets and Cyber Unit with the new CETU. The CETU 
will focus on dark web investigations, cryptocurrency 
fraud, and blockchain-related crimes, reflecting 
the growing government and public attention on 
cryptocurrency.43

Smart contracts
Smart contracts are computer programs that produce 
sequences of bits but do not define their meaning or 
correct interpretation. For instance, a sequence like 
“e, s, t, a, t, e” could represent “estate,” but it might also 
be random data, and the term “estate” has different 
meanings in different languages. Thus, smart contracts 
require external standards to properly encode/decode 
data and guide interpretation. These rules cannot be 
stored on the blockchain itself, as that would create 
a circular problem.44 For smart contracts to function 
effectively, standards are thus key, particularly given 
the presence of users in multiple jurisdictions with 
different languages.

Smart contracts run exactly as coded, leaving no 
room for error; once deployed, they cannot be fixed, 
only replaced with a new version, which is costly and 
time consuming. Smart contract auditors are essential 
for ensuring the code’s safety and security.45 There-
fore, establishing robust standards for smart contract 
development and auditing is crucial to ensure their 
reliability, security, and efficiency throughout their 
lifecycle.

Both government agencies and the private sector 
play vital roles in the implementation of auditing 
standards, ensuring compliance, promoting best 
practices, and enhancing the overall security of smart 
contracts. The Cardano Smart Contract Certification 
program sets standards for auditing and certifying 
smart contracts on Cardano, enhancing security and 
reliability through formal verification and building 
confidence among users and developers.46

The EU’s MiCA regulation provides a broad 
blockchain framework but lacks full smart contract 
provisions.47 Individual EU countries are also advancing 
smart contract regulation. In 2024, France’s Autorité 
de contrôle prudentiel et de résolution (Prudential 
Supervision and Resolution Authority), with support 
from the Banque de France, proposed certifying smart 
contracts before deployment to ensure security and 
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consumer protection. The initiative, which includes 
regulating decentralized finance platforms and 
blockchain infrastructure, reflects France’s broader 
influence on EU-level crypto policy and aims to balance 
innovation with risk mitigation.48

The United States relies on varying state laws 
without a unified federal approach.47 In 2017, 
Arizona became the first U.S. state to recognize 
smart contracts by passing legislation that included 
blockchain-based signatures and records. Tennessee 
followed in 2018, amending its statutes on electronic 
forms and signatures to incorporate blockchain.49 In 
2020, Illinois enacted the Blockchain Technology Act, 
which defines and enforces smart contracts under 
specified conditions. New York also introduced a bill 
that recognizes the use of smart contracts, although 
it is limited to commercial transactions.50

The contrasting approaches to blockchain stan-
dardization between the EU and the United States 

underscore the critical role of regulatory frameworks 
and collaborative governance in overcoming fragmen-
tation and fostering global adoption. While the EU has 
leveraged centralized, principle-based initiatives like 
MiCA and EBSI to drive interoperability, security, and 
legal clarity across member states, the United States 
has adopted a decentralized model reliant on industry 
innovation and state-level experimentation. Both 
regions face persistent challenges, such as reconcil-
ing blockchain’s decentralized nature with compliance 
requirements, addressing interoperability gaps, and 
harmonizing technical standards, that demand robust 
frameworks spanning metric- and performance-based 
paradigms. Moving forward, bridging transatlantic 
disparities through international collaboration on 
consensus standards, shared security protocols, 
and interoperable identity systems will be essential 
to unlocking blockchain’s full potential as a scalable, 
secure, and globally integrated technology. 
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Gemini Versus ChatGPT  
and DeepSeek: Much Ado  
About Crawling
Sorin Faibish , Life Senior Member, IEEE

A real-world comparison of ChatGPT-4o and DeepSeek-R1 reveals key differences in 
speed, consistency, and user experience, highlighting tradeoffs shaped more by design 
than raw performance.

This article presents a comparative evaluation 
of three prominent large language models 
(LLMs)—Google Gemini (formerly Bard), 

OpenAI’s ChatGPT-4o, and the Chinese-developed 
DeepSeek-R1. The focus of the study is real time to 
answer (RTTA), or how quickly each model responds to 
user prompts in practice. Over 25 workloads were ana-
lyzed, spanning domains such as cooling technologies, 
generative artificial intelligence (GenAI) applications, 
code generation, cybersecurity, and multi-language 
tasks. Based on these empirical tests, this article 
demonstrates nuanced distinctions in architecture, 
output behavior, and response timing that influence 
each model’s performance2 and end-user experience.

ChatGPT-4o10 demonstrates consistently respon-
sive behavior with immediate partial result genera-
tion. DeepSeek, while showing longer initial delays, 
excels in total completion time thanks to aggressive 
backend reasoning. Gemini, by contrast, uniquely 
integrates real-time web crawling,5 which improves 
the relevance of current event responses but intro-
duces significant latency.

A curated 25-row RTTA performance table is 
included, along with summary findings6 showing 
DeepSeek outperforms Gemini by ~55% on average, 
and ChatGPT is approximately equal to Gemini in 
speed, with a minor advantage of 2%. Workload and 
architectural diversity suggests that no single model 
wins in all cases—but context-sensitive optimization 
by users can yield notable benefits.

In the May 2025 issue of Computer, Michael Zyda’s 
“Much Ado About Deep-Seek …”1 raised questions 

about the performance, development origins, and 
strategic implications of DeepSeek’s emergence 
as a competitive AI platform. As a response and 
complement to that discussion, this article evalu-
ates the performance of DeepSeek against two 
major Western-developed LLMs—ChatGPT-4o and 
Gemini—by benchmarking RTTA.

RTTA is critical for both user experience and 
enterprise integration scenarios. It encompasses 
the end-to-end time from user input to completed 
response rendering. While Zyda framed DeepSeek’s 
cost-efficiency and geopolitical context,3 this evalua-
tion provides a performance lens to assess real-time 
utility, particularly for engineering and AI-centric 
workflows.

The findings contribute to a more grounded 
assessment of how emerging LLMs perform in practi-
cal workloads, supplementing media-driven narratives 
with measured technical evidence.
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THE EXPERIMENTAL SETUP  
AND METHODOLOGY

Workload composition
The evaluation tasks included technical queries, 
creative generation, translation, systems engineering 
prompts, and generative coding tasks. These were 
selected from historical ChatGPT usage patterns and 
previously published benchmarks.

Workload design
A total of 25 workloads were initially tested. These 
covered:

	› technical knowledge (for example, Compute 
Unified Device Architecture [CUDA] usage, GPU 
cluster builds)

	› applied AI (for example, GenAI in food, 
Retrieval-Augmented Generation [RAG] studies)

	› creative generation (for example, poetry, resume 
writing)

	› code and infrastructure (for example, Message 
Passing Interface (MPI) vs. OpenMPI, Simple 
Storage Service (S3), file systems)

	› language translation and comparative linguistics
	› cybersecurity and cloud architecture queries.

From a broader set of workloads, the most relevant 
25 were selected for the final report to balance RTTA 
performance and ensure diverse domain coverage.

Measurement approach

	› ChatGPT-4o and DeepSeek: Used their 
subscription/premium interfaces, with DeepSeek 
accessed in its reasoning-enabled mode.

	› Gemini: Queried via its paid browser interface 
with deep analysis enabled.

	› Timing: All timings started at submission and 
ended at the final screen-rendered output.

	› RTTA normalization: Each Gemini RTTA served 
as baseline (=1). ChatGPT and DeepSeek times 
were then compared as ratios (Gemini RTTA/
LLM RTTA). Higher values indicate faster 
performance.

Measurement strategy
For each model:

	› RTTA was recorded from prompt submission to 
the final response render.

	› Browser-based clients (paid tiers where 
applicable) were used.

	› For Gemini, the “deep research” browser mode 
was enabled to allow real-time web crawling and 
contextualization.

	› Prompt lengths and response constraints were 
normalized across models.

	› All measurements were averaged across three 
runs to reduce variance.

The RTTA ratios were calculated by treating Gem-
ini’s performance as baseline (=1). For each work-
load, the ratio GPT/Gemini or DS/Gemini reflects 
relative speed. A value >1 means the comparator model 
was faster.

THE RESULTS:  
A NUMERIC SNAPSHOT

In the curated 25-row workload comparison:

	› ChatGPT-4o averaged a RTTA ratio of 1.02, 
slightly higher than Gemini.

	› DeepSeek-R1 averaged a RTTA ratio of 1.55, 
significantly faster than Gemini.

These findings show that while ChatGPT provides 
a balanced interface and steady performance, 
DeepSeek demonstrates superior back-end efficiency. 
However, Gemini retains advantages in data freshness 
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and real-time browsing capabilities, which make it 
valuable for tasks requiring current web context.

In short, DeepSeek averaged 55% faster RTTA than 
Gemini, while ChatGPT-4o clocked in only 2% faster on 
average.

OBSERVATIONS

Architectural implications
Gemini’s architecture—live web crawling before 
processing—delivers fresher data at the cost of latency. 
ChatGPT and DeepSeek rely on continuously updated 
internal corpora, enabling near-instant inference.

Behavior and display models

	› ChatGPT-4o: Initiates response generation 
immediately with progressive output; best 
suited for real-time interaction.

	› DeepSeek-R1: Delays output until internal 
reasoning is complete4; excellent for 
comprehensive single-shot answers.

	› Gemini: Does not respond until web crawling and 
analysis are complete; excels in news-oriented or 
knowledge retrieval tasks but suffers high latency.

Consistency, length, and repeatability

	› Gemini’s responses showed up to 20% variance 
in length and content across runs,7 and the 
word count was occasionally 30% shorter than 
requested.

	› ChatGPT and DeepSeek outputs were more 
consistent.

	› Gemini often under-delivered on word count, 
requiring manual query refinement.

Table 1 shows the high-level comparison of the test 
set.

INTERPRETING THE WIDE RTTA 
VARIANCE

Why Gemini falls behind
Gemini’s unique live data retrieval pipeline introduces 
multisecond startup delays.8 This becomes espe-
cially evident on workloads requiring rapid lookup (for 

example, “Define cooling technology” or “Example of 
Level 1 processor cache (L1 cache) hacks”). Its strength 
lies in open-web relevance rather than RTTA speed.

Why DeepSeek excels
Despite its delayed start, DeepSeek outperforms 
due to efficient reasoning chains and hardware 
acceleration (for example, Hopper-class Nvidia GPUs). 
On knowledge-centric workloads, it appears to have 
optimized for both inference depth and inference 
throughput.

ChatGPT-4o: Balanced performer
ChatGPT offers the best balance of speed, output 
coherence, and interface responsiveness. It handles 
coding, creative writing, and structured queries with 
stability and moderate latency.

Gemini’s real-time crawling tradeoff
Google Gemini’s unique architecture emphasizes 
real-time web crawling and analysis. This provides 
value in current events-oriented tasks and up-to-date 
factual retrieval. However, the latency introduced by 
this approach results in slower RTTA, especially when 
compared to models with preingested corpora.

DeepSeek’s back-end optimization
Despite initial delay in output, DeepSeek’s back 
end seems optimized for batch reasoning. On 

COMMENTS?

I f you have comments about this article, or 
topics or references I should have cited or you 

want to rant back to me on why what I say is non-
sense, I want to hear. Every time we finish one of 
these columns, and it goes to print, what I’m going 
to do is get it up online and maybe point to it at my 
Facebook (mikezyda) and my LinkedIn (mikezyda) 
pages so that I can receive comments from you. 
Maybe we’ll react to some of those comments 
in future columns or online to enlighten you in 
real time! This is the “Games” column. You have a 
wonderful day.
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many workloads—especially infrastructure and 
knowledge-centric prompts—it completes responses 
faster than Gemini or ChatGPT. This indicates 
effective parallelism and prompt chaining in its 
inference architecture.

ChatGPT: Balanced and interactive
ChatGPT offers a responsive interface with dynamic 
rendering, making it well-suited for user-guided 
queries, exploratory tasks, and creative generation. It 
generally provides coherent outputs and is preferred 
where intermediate interaction is needed.

This evaluation reveals that 
each LLM brings distinct 

strengths:

	› ChatGPT-4o: most balanced 
for consistent, interactive 
workloads

	› DeepSeek-R1: fastest backend 
response for dense technical 
queries

	› Gemini: best for web-contextual 
relevance but slowest in RTTA.

Choosing the “right” LLM 
depends on context. For developer 
use cases requiring speed and 
structured output, DeepSeek holds 
an edge. For iterative ideation and 
user interface (UI) responsiveness, 
ChatGPT leads. For access to fresh 
web data, Gemini is indispens-
able—if latency is tolerable.

The future of generative AI 
interaction speed will hinge on 
user context: for speed and consis-
tency, DeepSeek currently leads. 
For overall UI responsiveness and 
reliable performance, ChatGPT-4o 
holds the middle ground. Gemini, 
while slower, brings web freshness 
and retrieval-centric strengths.

Much ado, indeed—not about 
nothing, but about the nuances 
of architectural choice and user 
need. 
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Tested workload GPT/Gemini RT DS/Gemini RT

Download public LLM 1.02 1.03

Surface mount technology 1.01 1.34

Run LLMs on local server 1.34 1.37

CUDA usage in HPC 1.4 1.54

CO2 emission facts 1.02 1.69

Supply chain design 1.25 1.9

Amazon contact centers 0.96 1.48

Use of LLM for coding 0.71 1.18

Define cooling technology 0.66 3.22

GenAI in food applications 0.75 0.99

What are foundational models? 1.09 0.94

Build contact center 0.73 0.87

Long-range drone surveillance 0.8 0.76

Add private data to local LLM 0.99 0.75

Email analysis 1.14 1.14

Compare French and English9 1.51 2.5

Examples of L1 hacks 1.12 2.61

Business deals analysis 1.24 1.24

Cyber incidents response 1.22 0.75

What is S3? 1.27 3.08

Human risk management study 1.02 2.07

RAG study 1.18 1.99

File systems in arrays 0.95 1.82

Translate to French 0.25 0.35

Average RTTA ratios 1.02 1.55

HPC: high performance computing.

TABLE 1. RTTA comparison snapshot (25 selected workloads + average).
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The rapid evolution of artificial intelligence (AI) tools has changed how people 
experience and perceive AI. Higher education institutions must adapt to these 
changes through examining the impact of AI in university operations and 
responding with strategies to facilitate the responsible use of AI. California State 
University, Fullerton implemented a multipronged approach in the past year to help 
the campus community increase AI awareness, develop AI literacy, and support AI 
integration that meets the needs of faculty, staff, and students. The effects of these 
efforts are captured through a campuswide survey on the community’s experience 
with and perception of AI. Since the same survey was also administered one year 
prior, changes in perceptions were captured. The data suggest more awareness, 
usage, and acceptance of AI, but at the same time, the campus community remains 
concerned about the valid and ethical use of AI and uncertainty regarding its long-
term impact on creativity, employment, and society at large. 

It is an understatement to say that technological 
advancement has revolutionized human lives. As 
indispensable as they are now, it is hard to imagine 

that the Internet was only introduced to the world in 
1991, and the first iPhone was unveiled less than 20 
years ago in 2007. Artificial intelligence (AI), the new-
est contender in the list of technological innovations 
that changed the world, is evolving rapidly (see Arti-
ficial Intelligence Timeline, https://nhlocal.github.io/ 
AiTimeline) and changing our lives at even faster speed 
since its initial release in 2022. The fact that two Nobel 
Prizes in 2024 were rewarded to AI-driven research so-
lidified the profound impact AI has on science and the 
future of humankind.1 

The 2025 AI Index Report released by the Stanford 
University Institute for Human-Centered Artificial In-
telligence1 indicated that AI systems have surpassed 
human performance in many areas, ranging from 

image classification and basic reading comprehension 
to visual reasoning and competition-level mathemat-
ics. Examining case studies from four industries—
electricity, finance, health care, and information—a 
recent Brookings Institute study2 endorsed the strong 
potential of AI in driving long-term growth in produc-
tivity. From rising job postings requiring AI skills and 
increasing business investment in AI initiatives to AI 
integration in iPhone OS and self-driving cars, AI is un-
deniably part of how we work and live. 

More interactions with AI are changing the pub-
lic perception and attitude toward it. The AI Index 
Report1  cited rising optimism toward AI globally 
(although unevenly across the geographic regions) 
and sharp increases in AI use in business functions 
by companies/organizations. Surveying more than 
48,000 people from 47 countries across the globe, 
the Trust in AI Research program3 found that while 
public AI adoption and usage have increased since 
2022, trust in AI has declined and worry about its 
risk has increased. People in emerging economies 
appear to have higher optimism toward the benefits 
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of AI. In the United States, the 2025 EDUCAUSE AI 
Landscape Study4 surveyed faculty and staff at high-
er education institutions and, in comparison to the 
2024 survey, found increases in respondents’ per-
ceptions regarding AI’s priority in an institution’s 
strategic planning, policy setting, and faculty/staff 
professional development efforts. The reported in-
stitutional functions using AI range widely from ad-
ministrative assistance to teaching assistance, and 
majorities of respondents cited academic integrity, 
curriculum, and assessment as areas of teaching 
and learning mostly impact by AI. Similarly, a series 
of interviews at 19 universities across the United 
States and Canada5 suggest that the importance of 
AI is now widely recognized by faculty and staff, even 
among “nonadopters” or those unfamiliar with AI. 
Interestingly, both studies point out the disparity of 
support resources toward equitable and affordable 
access to AI, as well as AI literacy development for 
students, faculty, and staff. 

One consensus among the studies cited above 
is the public demand and desire for more AI regula-
tions. In response, AI governance efforts have ramped 
up, with governments developing frameworks as an 
attempt to safeguard AI data security, fairness, and 
transparency. In 2024, U.S. states passed more than 
400 AI-related bills into law, with California leading 
the record with a total of 42 legislative bills on AI. For 
example, AB 2876 mandates the incorporation of AI lit-
eracy content into K-12 math, science, and history-so-
cial science curricula, as well as the use of AI litera-
cy as part of the criteria for evaluating instructional 
materials. SB 942, the California AI Transparency Act, 
requires AI providers to make available an AI detec-
tion tool at no cost to the user, in addition to offering 
other means of disclosure to enhance transparency 
for AI-generated content.

The way we interact with AI, and consequently 
the policies and practices surrounding AI use, will 
continue to evolve as AI tools advance at a phenom-
enal speed. Futurepedia (https://www.futurepedia.
io/ai-innovations#leaderboard) reported 4,458 AI 
innovations between 31 October 2024 and 19 May 
2025.6 New or improved tools, such as Gemini, GPT 
4o, Sora, Firefly 3, Deepseek, Perplexity, and Nova—
to just name a few—were released in the past year. 
AI availabilities are not adopted at the same speed 
in most higher education institutions, but the com-
munity would not be served well if colleges and uni-
versities do not invest to facilitate access to AI tools 
and support student, faculty, and staff’s appropriate 
use of such tools. 

AI STRATEGIES AT CALIFORNIA 
STATE UNIVERSITY, FULLERTON

The advancement of AI systems, the simultaneous ex-
citement and anxiety among the community, the de-
sire for more regulations and guidelines, and the need 
for more access and support for AI are equally felt at 
California State University, Fullerton (CSUF), a large 
public university in the United States. With more than 
43,000 students and more than 4,000 faculty and staff, 
the university undertook a multipronged approach in 
2024 to help a large organization navigate the rapidly 
changing world of AI.

The multipronged approach encompasses three 
foci: awareness, literacy development, and integration 
of AI into teaching and learning practices. To expand 
and enhance awareness of AI, multiple events on cam-
pus and in surrounding communities took place. Led 
by a team of faculty and staff who are AI “early adopt-
ers,” campuswide AI conferences took place every se-
mester to introduce the university community to new 
AI developments, broaden faculty and staff knowledge 
and understanding of AI, and provide a safe venue for 
stakeholders to discuss their opinions about (for or 
against) AI. Externally, championed by university se-
nior leadership (e.g., the provost and vice president 
of Academic Affairs), presentations on AI topics were 
provided to key community partners, such as local dis-
trict superintendents and legislators. 

AI literacy development is coordinated through the 
Faculty Development Center (FDC, https://fdc. fullerton.
edu/teaching/ai.html), the university hub for teaching 
and learning professional development. Faculty leaders 
who are well versed in AI systems developed a Canvas 
(learning management system) site that hosts a wealth 
of resources for faculty as they adapt to AI use in their 
teaching practices. Among these resources, faculty can 
start with an “AI crash course” as an on-ramp to AI inte-
gration, browse AI-infused teaching materials, and ex-
plore existing syllabi and assessment tools. While this 
Canvas site is provided via a self-enroll and self-pace 
model, the FDC also provides a wide range of work-
shops that provide interactive guidance to help build 
campus AI expertise. Participant efforts are also recog-
nized via an AL Learning Trailblazer Certificate to incen-
tive faculty and staff engagement.

Complementing the AI literacy development ef-
forts, CSUF also invested in enabling equitable access 
to AI tools for all community members. In addition to 
existing tools—such as ChatGPT Edu, Copilot, Gemini, 
NotebookLM, and Adobe Firefly—TitanGPT (https://
www.fullerton.edu/it/projects/titangpt/), an AI sys-
tem powered by ChatGPT-4o, was made available to 
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all students, faculty, and staff in December 2024. This 
tool is designed to minimize the technology equity 
gap, protect user data in a secure environment, and 
integrates seamlessly with the university IT system. 
Since its launch, multiple AI projects have taken place, 
including faculty collaborating with instructional de-
signers to integrate AI assignments and operational 
units developing specialized agents (e.g., advising, reg-
istration) to optimize business processes.

The integration of AI into teaching and learning at 
CSUF will soon be championed by an AI Center for Excel-
lence devoted to leveraging AI to support curricular and 
research efforts to help students become workforce- and 
future-ready. Safeguarding all of these efforts are guide-
lines that speak to proper use of AI technology (https://
fdc.fullerton.edu/teaching/using-ai-technology-guide-
lines.html) and encourage ethical use of AI (https://fdc.
fullerton.edu/teaching/ai.html) across diverse academic 
contexts. As fast as AI systems evolve, these guidelines 
are also updated regularly to address emerging AI func-
tionalities and accompanying concerns.

COMMUNITY PERCEPTIONS 
OF AI AT CSUF

To gauge the impact of the aforementioned AI strat-
egies, a campuswide survey was administered to all 
students, faculty, and staff at CSUF for a two-week pe-
riod in spring 2025. This survey serves as a follow-up 
to an identical survey administered in spring 20247 to 

capture any changes in campus community’s percep-
tions of and experiences with AI. The survey consisted 
of five main sections and included questions that fo-
cused on people’s awareness and understanding of AI 
(e.g., “I regularly follow news and updates about AI”), 
experience and usage of AI (e.g., “I use AI outside of my 
classwork”), attitudes and expectations toward AI (e.g., 
“I have concerns about AI’s impact on job security”), 
education and training in AI (e.g., “I am actively seek-
ing opportunities to learn more about AI”), and the AI 
tools they regularly use (e.g., ChatGPT). Most items 
follow a six-point Likert scale, seeking respondents’ 
level of agreement with each statement from “strongly 
disagree” to “strongly agree.” The spring 2024 survey 
resulted in more than 7,600 responses, including 6,488 
student responses, while the spring 2025 survey col-
lected more than 6,400 responses, 82% of which are 
from students. We interpret the differences observed 
between the two surveys as a proxy for the impact of 
AI strategies implemented on campus during the year.

All members of the campus community expressed 
significant increase in their awareness and under-
standing of AI (Figure 1). It appears that students and 
faculty/staff alike engaged more with opportunities to 
learn more about AI, and correspondingly, their con-
cerns about AI complexity reduced slightly. 

In terms of AI usage (Figure 2), it appears that the 
campus community is becoming more comfortable us-
ing AI tools in their studies and the value or benefits of 
these tools are becoming more recognized. This survey 

FIGURE 1. Survey responses for AI awareness and understanding.
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result is corroborated by the observation that the num-
ber of on-campus AI queries nearly doubled from April 
2024 (~82,000 queries) to April 2025 (~162,000 queries). 
However, just like the general public, students and fac-
ulty/staff both reported more concerns regarding the 
validity and accuracy of AI-generated responses. Inter-
estingly, while more respondents reported agreement 
with the positive impact of AI on learning experiences, 
comparable increases are also seen for its negative im-
pact. Perhaps as community members become more 
familiar with AI, their ability to evaluate it critically also 
improves, hence the more complex perceptions.

In comparison to a year ago, significantly more stu-
dents and faculty/staff agreed that CSUF offers ade-
quate AI training opportunities, serving as positive feed-
back for the institutional efforts detailed above (Figure 
3). The interest in seeking formal training decreased 
slightly, perhaps an indication that more people felt their 
learning needs are met through all of the professional de-
velopment opportunities. It appears that AI is perceived 
to be more integrated in the curriculum and coursework, 
although skepticism about AI remained high.

Despite the increased exposure and engagement 
with AI, the campus community’s concerns about AI 
remain high (Figure 4). The worries regarding person-
al privacy, AI transparency, and impact on future job 
security is more heightened than before. The concern 
for the ethical use of AI remains for the majority of 
respondents. 

Consistently, both students and faculty/staff re-
main worried about AI’s impact on creativity and long-
term society impact (Figure 5). The desire of regulating 
AI development to reduce risk remains strong, similar 
to the general population.

DISCUSSION
The observed survey response changes over the last 
year at CSUF echo the general public’s perceptions and 
attitudes toward AI. The campus efforts to increase 
awareness, expertise, and integration of AI in teaching, 
learning, and operations appeared to have helped our 
students, faculty, and staff to become more accepting 
of AI’s importance, more familiar with the AI concept, 
more engaged with AI tools, and more comfortable us-
ing the various tools. But at the same time, as they be-
come more sophisticated users, they arguably become 
more critical of the uncertainty and potential risks asso-
ciated with AI development. AI validity, accuracy, trans-
parency, ethical use, and potential impact on future jobs 
are among the top issues the respondents expressed 
concerns for. The responses from students and faculty/
staff are also more aligned in 2025 compared to a year 
ago, suggesting perhaps an institutional synergy. 

We are encouraged by the survey results, as they 
suggest that our AI strategies are effective in helping 
our large university adapt to a future in which AI plays 
a significant role. The critical stance our communi-
ty holds points out the needs for continued training 
and professional development that evolve with the AI 

FIGURE 2. Survey responses for AI experience and usage.
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all students, faculty, and staff in December 2024. This 
tool is designed to minimize the technology equity 
gap, protect user data in a secure environment, and 
integrates seamlessly with the university IT system. 
Since its launch, multiple AI projects have taken place, 
including faculty collaborating with instructional de-
signers to integrate AI assignments and operational 
units developing specialized agents (e.g., advising, reg-
istration) to optimize business processes.

The integration of AI into teaching and learning at 
CSUF will soon be championed by an AI Center for Excel-
lence devoted to leveraging AI to support curricular and 
research efforts to help students become workforce- and 
future-ready. Safeguarding all of these efforts are guide-
lines that speak to proper use of AI technology (https://
fdc.fullerton.edu/teaching/using-ai-technology-guide-
lines.html) and encourage ethical use of AI (https://fdc.
fullerton.edu/teaching/ai.html) across diverse academic 
contexts. As fast as AI systems evolve, these guidelines 
are also updated regularly to address emerging AI func-
tionalities and accompanying concerns.

COMMUNITY PERCEPTIONS 
OF AI AT CSUF

To gauge the impact of the aforementioned AI strat-
egies, a campuswide survey was administered to all 
students, faculty, and staff at CSUF for a two-week pe-
riod in spring 2025. This survey serves as a follow-up 
to an identical survey administered in spring 20247 to 

capture any changes in campus community’s percep-
tions of and experiences with AI. The survey consisted 
of five main sections and included questions that fo-
cused on people’s awareness and understanding of AI 
(e.g., “I regularly follow news and updates about AI”), 
experience and usage of AI (e.g., “I use AI outside of my 
classwork”), attitudes and expectations toward AI (e.g., 
“I have concerns about AI’s impact on job security”), 
education and training in AI (e.g., “I am actively seek-
ing opportunities to learn more about AI”), and the AI 
tools they regularly use (e.g., ChatGPT). Most items 
follow a six-point Likert scale, seeking respondents’ 
level of agreement with each statement from “strongly 
disagree” to “strongly agree.” The spring 2024 survey 
resulted in more than 7,600 responses, including 6,488 
student responses, while the spring 2025 survey col-
lected more than 6,400 responses, 82% of which are 
from students. We interpret the differences observed 
between the two surveys as a proxy for the impact of 
AI strategies implemented on campus during the year.

All members of the campus community expressed 
significant increase in their awareness and under-
standing of AI (Figure 1). It appears that students and 
faculty/staff alike engaged more with opportunities to 
learn more about AI, and correspondingly, their con-
cerns about AI complexity reduced slightly. 

In terms of AI usage (Figure 2), it appears that the 
campus community is becoming more comfortable us-
ing AI tools in their studies and the value or benefits of 
these tools are becoming more recognized. This survey 

FIGURE 1. Survey responses for AI awareness and understanding.
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systems. For the AI enthusiasts, we need to continue 
to strengthen institutional guidelines to avoid over-
zealous use of AI at the risk of impeding human cre-
ativity and academic integrity. For the AI nonadopters, 
we need to seek alternative ways to channel the skep-
ticism into at least “guarded experimentation” of AI to 
adapt to today’s student needs, workforce demand, 
and technological advancement.

It is not just AI that is rapidly evolving. People’s learn-
ing needs are changing as well. As Arizona State Uni-
versity President Michael Crow8 and Matter and Space 
(https://matterandspace.com/) founder Paul LeBlanc 
(former President of Southern New Hampshire Univer-
sity) pointed out, learning is becoming more personal-
ized, flexible, and adaptable. “AI-powered higher educa-
tion” is here. While AI is not (and may never be) perfect, 

FIGURE 3. Survey responses for skills, education, and training in AI.

FIGURE 4. Survey responses for perceptions and attitudes toward AI.
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it is absolutely necessary for higher education to incor-
porate AI with an open and agile mindset.
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With the advent of foundation models like ChatGPT, educators are excited about the
transformative role that artificial intelligence (AI) might play in propelling the next
education revolution. The developing speed and the profound impact of foundation
models in various industries force us to think deeply about the changes they will make to
education, a domain that is critically important for the future of humans. In this article,
we discuss the strengths of foundation models, such as personalized learning, education
inequality, and reasoning capabilities, as well as the development of agent architecture
tailored for education, which integrates AI agents with pedagogical frameworks to
create adaptive learning environments. Furthermore, we highlight the risks and
opportunities of AI overreliance and creativity. Finally, we envision a future where
foundation models in education harmonize human and AI capabilities, fostering a
dynamic, inclusive, and adaptive educational ecosystem.

W ith the emergence of foundation models
and generative AI (GenAI),1 the implications
for various science and technological

domains have been rapidly explored to address real-
world problems.2,3 Similarly, the integration of founda-
tion models with education has naturally arisen as a
promising avenue,4,5 particularly as large language mod-
els (LLMs)6 are inherently instructive and can function
like an extremely knowledgeable “teacher.” Along with
the trend, it is crucial to consider how to frame founda-
tion models for education, leverage GenAI’s unique
advantages, and manage potential risks to traditional
education. Foundation models, exemplified by ChatGPT,
present a dual-edged sword in education, sparking
debates over academic integrity versus innovative
teaching aids. They offer the potential to assist students
in studying and learning. However, concerns arise
regarding the rigor of foundation models, as some early
applications have shown limitations.7 Therefore, finding

a balance between utilizing AI’s benefits andmaintaining
academic rigor is essential for the future of education8

Ourmajor contributions are highlighting the strengths
of foundation models in personalized learning, educa-
tional inequality, and reasoning capabilities, proposing an
agent architecture for education, and at the same time,
warning some risks of AI in education. Our major novelty
is to establish a framework of future education founda-
tional models, strengthening on educational penaliza-
tion, being prepared for the overwhelming advancement
of AI capabilities, and maintaining absolute human
competitiveness in key capacities such as problem solv-
ing, critical thinking, and creativity.

STRENGTHS OF FOUNDATION
MODELS FOR EDUCATION
Personalized Learning
The technical prowess of foundation models is revolu-
tionizing education, as seen in the recent advance-
ments in LLMs.9 These advancements enhance the
capabilities of LLMs to offer tailored feedback that
considers students’ personal preferences and histori-
cal interactions, dramatically improving individual
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learning experiences. In practice, there are already
some pioneers actively pursuing such directions. For
instance, Khanmigo10 utilizes LLMs to simulate the
benefits of personal tutoring, functioning as a virtual
writing coach that promotes critical thinking and prob-
lem solving. Squirrel AI11 develops the large adaptive
model encompassing foundation models, advanced
retrieval augmented generation, and educational AI
Agent, which can capture the intricate relationships
between knowledge points, topics, and students’ learn-
ing abilities for better personalized learning solutions.
Duolingo’s Duolingo Max12 leverages LLMs for adaptive
learning through roleplay, engaging users in lifelike con-
versations that seamlessly integrate into their learning
paths. These platforms demonstrate how generative
AI’s nuanced understanding of context and personalized
interaction can enhance education, making learning
more responsive and interactive, much like a human
tutor’s guidance. Furthermore, industrial advancements
underscore the need to build foundationmodels for edu-
cation, which align with the principle of fostering individ-
uals’ holistic development and nurturing talents capable
of innovation and independent thought in their fields.

Addressing Education Inequality
One widely recognized pain point for traditional educa-
tion is educational inequity, whose root causes include
resource allocation, teacher training, curriculum rele-
vance, and social factors.13 The introduction of founda-
tion models can address these issues directly and also
contribute to a broader strategy for achieving educa-
tion equity. By leveraging its ability to process exten-
sive data, foundation models can pinpoint the exact
needs of diverse communities, ensuring resources are
allocated more fairly. It enables personalized teacher
training, breaking down geographical barriers, and
uplifting educational quality across all regions. Addi-
tionally, adaptive learning technologies based on foun-
dation models can tailor educational content to
individual student backgrounds, making learning more
engaging and accessible. This approach not only
tackles the practical aspects of educational inequity
but also combats social prejudices, fostering a more
inclusive and equitable educational landscape.

Reasoning Capabilities
With the giant parameter space established during pre-
training, LLMs have developed strong reasoning capabil-
ities that continue to grow. In this domain, leveraging
foundation models and adaptive learning techniques for
math education is one of themost widely explored direc-
tions.14,15 For example, many recent LLM-based

works16,17 have been tested or developed as the solver
to the K12 level math problems, including arithmetic,
geometry, equation sets, and their performance over
somemathword problem datasets like GSM8K are satis-
factory. To further adopt LLMs for pedagogical purposes,
the follow-up study explores the research questions on
whether LLMs can correct students’ wrong answers.18

The step-by-step reasoning capabilities of Gemini19 and
many others have shown GenAI’s strong potential in
conquering sophisticated problems and positioning the
“mistake steps” students might have in subjects includ-
ing but actually will not be limited to mathematics. Such
capabilities will be a strong addition to the teaching
forces, which, in the one-on-one tutoring manner, signifi-
cantly boost education effectiveness. Therefore, they
need to be embedded as a strong backbone while creat-
ing the foundationmodels for education.

AGENT ARCHITECTURE FOR
EDUCATION

To harness the potential of foundation models in the
adaptive instructional environment, we foresee a new
type of system architecture built on top of AI agents,
as shown in Figure 1. This architecture can manage
diverse and complex inputs for various pedagogical sit-
uations, adapt to changing contexts and curricula in a
self-improvable manner,20 and navigate the often ambig-
uous and interactive demands of students and educa-
tors.21 It can be broken down into three components.

1) Core agent architecture: At the heart of the sys-
tem are specialized agents responsible for dis-
tinct cognitive functions. These may range from
diagnosis, forecasting, and problem-solving to
providing psychological support. Each agent
typically integrates both symbolic reasoning
and neural network capabilities leveraging LLM
and other foundation models.

2) Agent orchestration and integration framework:
This layer serves as the “environment” that hosts
the agents and enables their interaction, not only
among themselves but also with external tools and
platforms. A well-designed environment facilitates
channel-based communication, where student
behaviors, interactions, and other resources are
funneled into a single session. This consolidated
session offers real-time interaction and feedback
mechanisms between agents, students, and educa-
tors. It also logs these activities for knowledge trac-
ing, model refinement, or compliance monitoring.

3) Pedagogical and ontological framework: Beyond
what is traditionally called a content management
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system, this framework operates at the intersec-
tion of content, learning objectives, and pedagogi-
cal strategies. It would likely be built upon an
ontology framework that interlinks resources with
learning goals and pedagogical heuristics.

RISKS AND POTENTIAL
OPPORTUNITIES
Overreliance
Responsible AI has been a widely discussed topic since
the introduction of AI. According to the latest frame-
work Microsoft has proposed, there are six critical com-
ponents: fairness, inclusiveness, reliability and safety,
privacy and security, transparency, and accountabil-
ity.22 Beyond these, the potential tendency of overre-
liance as we continue to interact more with GenAI is
worth being discussed as well. This issue mainly come
from the concerns of AI implications on education;

however, it could also extend to a wider range of impact
given the “instructive” characteristics of most GenAI
products. GenAI’s ability to provide instant information
might lead to a dependency that undermines critical
thinking and the motivation for self-led learning. To
combat this, AI should be used to encourage deeper
inquiry, not just quick answers. Integrative teaching
strategies that demand independent research and criti-
cal thinking are key to preventing overreliance on AI,
ensuring students retain their ability to learn autono-
mously. This balance is crucial for the responsible incor-
poration of AI in education, presenting a challenge for
educators and policymakers to foster independent,
inquisitive learners while leveraging AI’s advantages.

AI Creativity
A further step in thinking beyond the overreliance is
whether foundation models can be truly innovative

FIGURE 1. The agent architecture abstraction for education.
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hinges on their learning capacity. Some argue that AI
systems like GPT-4 learn from vast datasets and may
exhibit creativity,23 a view that could be implicitly sup-
ported by the “larger is better” hypothesis. However,
the speculation remains open, as the extent to which
AI can originate novel ideas is still unproven. Regardless
of AI’s potential for creativity, the emphasis in education
should remain on nurturing human ingenuity. If AI is
indeed capable of innovation, the challenge is to ensure
it complements rather than competes with human crea-
tivity. By promoting educational frameworks that priori-
tize independent and critical thinking skills, we can
ensure the dominance of human creativity, either using
GenAI as a tool to enhance and amplify (rather than
replace) the creative process, or using it as a virtuous
competitor to maintain human competitiveness.

CONCLUSION AND FUTURE VISION
In the evolving landscape of foundation models, per-
sonalized learning emerges as a pivotal force in enrich-
ing educational experiences. It caters to the diverse
needs, preferences, and abilities of each learner, thereby
advancing educational equity. While technology serves
to enhance these experiences, it is imperative that the
essence and ultimate responsibility of decision-making
remain firmly anchored in human hands. Looking for-
ward, the envisioned educational foundation model her-
alds a shift towards a more dynamic, inclusive, and
adaptive framework. This framework seeks to harmo-
nize the strengths of human educators with the capabil-
ities of GenAI technology, thereby preparing learners to
navigate both foreseeable and unforeseen challenges
with resilience and adaptability.

The future of education is envisioned as a realm
where foundation models serve to amplify the value
from human’s potential and the vast amount of knowl-
edge accumulated rather than a total replacement,
such that AI and human’s coevolution can progress
towards an ideal direction. Future education is tailored
to every individual’s unique journey, empowering each
learner to excel and realize full potential. This vision
presents a holistic blueprint for cultivating educational
environments that elevate human capacities, ensuring
that learners from all backgrounds can thrive and
maintain their utmost competitiveness in problem-
solving capabilities, critical thinking, and creativity.
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Computer solicits special issue proposals 
from leaders and experts within a broad 
range of computing communities. Proposed 
themes/issues should address important 
and timely topics that will be of broad 
interest to Computer’s readership. Special 
issues are an essential feature of Computer, 
as they deliver compelling research insights 
and perspectives on new and established 
technologies and computing strategies.

Please send us your high-quality proposals for the 
2026 - 2027 editorial calendar. Of particular interest 
are proposals centered on:

Proposal Guidelines Are 
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computer.org/csdl/magazine/co/write-for-us/15911
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 3D printing
 Robotics
 LLMs
 AI safety

 Dis/Misinformation
 Legacy software
 Microelectronics
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Conference Calendar

IEEE Computer Society conferences are valuable forums for learning on broad and dynamically shifting topics

from within the computing profession. With over 200 conferences featuring leading experts and thought 

leaders, we have an event that is right for you. Questions? Contact conferences@computer.org.

FEBRUARY
2 February 

	• AIxDKE (Int’l Conf. on AI x Data 

and Knowledge Eng.), Laguna

Hills, USA

	• BigComp (IEEE Int’l Conf. on Big 

Data and Smart Computing),

Guangzhou, China

	• ICSC (Int’l Conf. on Semantic

Computing), Laguna Hills, USA

16 February 

	• I C N C  ( I n t ’ l  C o n f .  o n

Computing, Networking and

Communications), Maui, USA

MARCH
6 March 

	• WACV (IEEE/CVF Winter Conf.

on Applications of Computer

Vision), Tucson, USA

16 March

	• PerCom (IEEE Int’l Conf. on

Per vasive Computing and

Communications), Pisa, Italy

17 March

	• SANER (IEEE Int’l Conf. on Soft­

ware Analysis, Evolution and

Reengineering), Limassol, Cyprus

20 March

	• 3DV (Int’l Conf. on 3D Vision),

Vancouver, Canada

21 March

	• VR (IEEE Conf. on Vir tual

Reality and 3D User Interfaces),

Daegu, Korea

22 March

	• SSIAI (IEEE Southwest Sym­

posium on Image Analysis and

Interpretation), Santa Fe, USA

23 March 

	• SaTML (IEEE Conf. on Secure

and Trustwor thy Machine

Learning), Munich, Germany 

APRIL
12 April

	• AST (IEEE/ACM Int’l Conf. on

Automation of Software Test),

Rio de Janeiro, Brazil

	• FormaliSE (IEEE/ACM Int ’ l

Conf. on Formal Methods in

Software Eng.), Rio de Janeiro,

Brazil

	• ICSE (IEEE/ACM Int’l Conf. on

Software Eng.), Rio de Janeiro,

Brazil

	• MOBILESoft (IEEE/ACM Int’l

Conf. on Mobile Software Eng.

and Systems), Rio de Janeiro,

Brazil

	• MSR (IEEE/ACM Int’l Conf. on

Mining Software Repositories), 

Rio de Janeiro, Brazil

15 April 

	• COOL CHIPS (IEEE Symposium 

on Low-Power and High-Speed 

Chips and Systems), Tokyo,

Japan 

20 April

	• DATE (Design, Automation &

Test in Europe Conf.), Verona, 

Italy

	• P a c i f i cV i s  ( I E E E  P a c i f i c

Visualization Conf.), Sydney,

Australia

26 April

	• ISPASS (IEEE Int’l Symposium

on Performance Analysis of

Systems and Software), Seoul,

Korea

MAY
4 May

	• HOST (IEEE Int’l Symposium on 

Hardware Oriented Security

and Trust), Washington, DC,

USA

	• MOST (IEEE Int’ l Conf. on

Mobility, Operations, Services

and Technologies), Detroit,

USA

8 May

	• BigDataSecurity (IEEE Conf. on 

Big Data Security on Cloud),

New York City, USA

	• CAI (IEEE Int’l Conf. on Artificial 

Intelligence), Granada, Spain

	• HPSC (IEEE Int ’ l Conf. on

High Performance and Smart

Computing), New York City,

USA

	• ID S ( IEEE In t ’ l  C on f.  on

Intelligent Data and Security),

New York City, USA

	• SmartCloud (IEEE Int’l Conf. on 

https://www.semanticcomputing.org/
https://www.aixdke.org/
https://www.bigcomputing.org/
http://www.conf-icnc.org/2026/
https://ieeevr.org/2026/
https://wacv.thecvf.com/
https://www.percom.org/
https://conf.researchr.org/home/saner-2026
https://3dvconf.github.io/2026/
https://ssiai.org/
https://satml.org/
https://conf.researchr.org/home/ast-2026
https://www.icse-conferences.org/
https://2026.formalise.org/
https://conf.researchr.org/home/mobilesoft-2026/
https://2026.msrconf.org/
https://www.coolchips.org/2026/
https://pacificvis2026.github.io/
https://www.date-conference.com/
https://www.date-conference.com/
https://ispass.org/ispass2026
http://www.hostsymposium.org/
https://ieeemobility.org/
https://www.cloud-conf.net/datasec/2026/hpsc/index.html
https://www.ieeesmc.org/cai-2026/
https://www.cloud-conf.net/datasec/2026/index.html
https://www.cloud-conf.net/datasec/2026/ids/index.html
https://cloud-conf.net/smartcloud/2026/index.html


Smart Cloud), New York City, 

USA

11 May

• S e n S y s  ( AC M / I E E E  I n t ’ l 

Conf. on Embedded Artificial 

Intel l igence and Sensing 

Systems), Saint Malo, France

12 May

• RTAS (IEEE Real-Time and 

Embedded Technology and 

Applications Symposium), 

Saint Malo, France

13 May

• FCCM (IEEE Annual Int’l Sym-

posium on Field-Programmable 

Custom Computing Machines), 

Atlanta, USA

15 May

• ICES (Int’ l Conf. on Energy 

Storage), Shenyang, China

18 May

• CCGrid (IEEE Int’l Symposium 

on Cluster, Cloud and Internet 

Computing), Sydney, Australia

• ICFEC (IEEE Int’l Conf. on Fog 

and Edge Computing), Sydney, 

Australia

• IC ST (IEEE Int ’ l  Conf. on 

So� ware Testing, Verifi cation 

and Validation),  Daejeon, 

Korea

• S&P (IEEE Symposium on 

Security and Privacy), San 

Francisco, USA

19 May

• ICDE (IEEE Int’l Conf. on Data 

Eng.), Hong Kong, China

• ISMVL (IEEE Int’l Symposium 

on Multiple-Valued Logic), 

Sendai, Japan

25 May

• F G ( IEEE In t ’ l  C o n f.  o n 

Automatic Face and Gesture 

Recognition), Kyoto, Japan

• IPDPS (IEEE Int ’ l  Parallel 

and Distributed Processing 

Symposium), New Orleans, 

USA

JUNE
1 June

• ICHI ( IEEE Int ’ l  Conf.  on 

H e a l t h c a r e In f o r m at i c s) , 

Minneapolis, USA

3 June

• CBMS (IEEE Int’l Symposium 

on Computer-Based Medical 

Systems), Limassol, Cyprus

6 June

• CVPR (IEEE/CVF Conf. on 

Computer Vision and Pattern 

Recognition), Denver, USA

10 June

• SVCC (Silicon Valley Cyber-

security Conf.), San Jose, USA

22 June

• DCOSS-IoT (Int’ l Conf. on 

Distributed Computing in Smart 

Systems and the Internet of 

Things), Reykjavik, Iceland

• ICSA (IEEE Int ’ l  Conf. on 

S o f t w a r e  A r c h i t e c t u r e) , 

Amsterdam, Netherlands

26 June

• I E E E  C l o u d  S u m m i t , 

Washington, DC, USA

27 June

• ISCA (ACM/IEEE Annual Int’l 

Symposium on Computer 

Architecture), Raleigh, USA

JULY
6 July

• Euro S&P ( IEEE Europ ean 

Symposium on Security and 

Privacy), Lisbon, Portugal

• I C A LT  ( I E E E  I n t ’ l  C o n f . 

o n  A d v a n c e d  L e a r n i n g 

Technologies),  Hung Yen, 

Vietnam

7 July

• C O M P S AC  ( IEEE  A n n u a l 

Computers, Sof tware, and 

Applications Conf.), Madrid, 

Spain

• ISVLSI (IEEE Computer Society 

Annual Symposium on VLSI), 

Kolkata, India

Learn more 
about IEEE 
Computer 
Society 
conferences

computer.org/conferences
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