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Hi, my name is Monica Alderighi.
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I am a researcher of the Italian National Institute for Astrophysics and I am going to talk

about radiation-induced faults in terrestrial applications.
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Radiation induced faults are well known to represent a serious issue in space applications.
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Suitable methodologies and techniques have been developed to cope with this issue.
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In terrestrial applications, phenomena have traditionally been considered less severe due
to atmospheric shielding.
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However, because of the progressive reduction of feature sizes and operating voltages,
this might no longer be true.
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In terrestrial applications, the predominant radiation issue is the soft error that happens
when a single radiation event modifies a data bit stored in a device until new data are

written.
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Radiation interacting with devices and integrated circuits usually originates from cosmic

radiation entering the earth atmosphere.
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As cosmic radiation strikes ions and molecules of the atmosphere, it produces a wide

variety of particles, including neutrons.
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Neutrons are responsible for soft errors.
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If we consider a generic microelectronic device, the probability that it fails because of a

neutron induced faults is very low.
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If a soft error occurs in our personal computer, usually it does not cause big damages.
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We barely realize it, and at most we lose some work.
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Computers are also present in many non PC products of our daily life, such as cell phones

and music players.
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Also in those cases, soft errors don’t cause big troubles.

EMEEEATER M E o B RREE A BUEROREE -

Let us make another example and consider another technology and a common device, one

flash based disk, one terabyte size.
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The probability of a soft error is again very low, about one error every three years.
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But now let us consider an installation, such as a data center, with one hundreds disks,

functioning in parallel.
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In that case, to calculate the soft error rate, it is necessary multiply the soft error rate of

one error every three years, by the number of disks in the installation.
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This results in one error every ten days, instead of the previous one error every three

years for one disk.
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Moreover, the intensity of neutrons in the atmosphere varies with altitude and latitude.
SN > KR YR AR I SO S T e

For instance, if we consider two locations at ground level, New York City and the Alps
4500m, height,
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the intensity of neutrons in one square centimeters per second, on the Alps is roughly

twenty times higher than that we find in New York City.
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This has consequences on the soft error rate of devices.
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If we bring our one terabyte disk to the Alps, we could expect about one soft error every

three months, instead of three years.
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Soft errors are also a great concern in life-critical and safety-critical electronic systems.
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Examples are chemical implants, nuclear energy centrals, aircraft flight control systems

and pace-makers.
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In conclusion, soft errors in commercial single user applications are often not a concern.
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For high reliability applications making a massive use of memory, some techniques to

reduce or tolerate soft errors are needed.
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Luckily, experiences and knowledge acquired for the space environment can be used to

cope with such effects on ground, as well.
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Thank you for your attention.
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