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CS FOCUS

The IEEE Computer 
Society’s lineup of 13 
peer-reviewed technical 

magazines covers cutting-edge 
topics ranging from software 
design and computer graphics 
to Internet computing and secu-
rity, from scientifi c applications 
and machine intelligence to 
cloud migration and microchip 
design. Here are highlights from 
recent issues.

Computer

Attribute-Based Credentials 
for Privacy-Aware Smart 
Health Services in IoT-
Based Smart Cities
Smart city–based IoT devices 
enable the collection of vast 
amounts of data, which can be 
used to provide more effi  cient 
public and private services. 
Among these, healthcare is 

especially relevant, and smart 
health (s-health) models are 
already being deployed. The 
authors of this article from the 
July 2018 issue of Computer
propose attribute-based cre-
dentials (ABCs) to cope with 
s-health privacy issues and to 
set the stage for further adop-
tion in other privacy-aware IoT-
based smart city services.

Computing in Science & 
Engineering 

Leveraging Cloud 
Computing for In-Silico 
Drug Design Using the 
Quantum Molecular Design 
(QMD) Framework
The authors of this article 
from Computing in Science & 
Engineering’s July/August 2018 
issue present quantum molec-
ular design, a novel cost-sav-
ing automated framework for 
de novo computational drug 
design. This technology not 

Magazine 
Roundup
Editor: Lori Cameron
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only addresses many of the chal-
lenges faced in the computer-aided 
drug design fi eld by using highly 
accurate physics-based models, it 
also dramatically lowers costs by 
leveraging an AI heuristic search 
algorithm with targeted chemical 
space.

IEEE Annals of the History 
of Computing

A Slice of Norway’s 
Computing History
Yngvar Lundh was instrumental in 
the development of some of Nor-
way’s earliest digital computers, 
having started his investigation 
of digital electronics in the 1950s. 
He continued his involvement 
with digital computers and digital 
communications for the next 40 
years. The pioneering digital work 
at Norwegian Defence Research 
Establishment is the focus of 
Lundh’s anecdote, particularly the 
hardware development activities 
and then early involvement with 
internetworking. Read more in 
the April–June 2018 issue of IEEE 
Annals of the History of Computing.

IEEE Cloud Computing

CUP: A Formalism for 
Expressing Cloud Usage 
Patterns for Experts and 
Non-Experts
The proliferation of cloud services, 
from infrastructure servers to soft-
ware, has led to patterns in ser-
vice deployment and provisioning 
practices, but not to standards for 
expressing and communicating 
such patterns to a broad-based 
audience. To enable the formal 

description and pattern classifi -
cation of scenarios where cloud 
services are combined and provi-
sioned to end users, the authors of 
this article from the May/June 2018 
issue of IEEE Cloud Computing
propose a textual and visual for-
malism: the Cloud Usage Patterns 
(CUP) formalism. With CUP,  both 
general users and cloud experts 
can express patterns. By express-
ing patterns seen in practice, the 
authors demonstrate that CUP is 
practical and eliminates lengthy 
prose descriptions that result in 
misunderstandings.

IEEE Computer Graphics 
and Applications

LightPainter: Creating 
Long-Exposure Imagery 
from Videos
This article from IEEE Computer 
Graphics and Applications’ July/
August 2018 issue presents Light-
Painter, an interactive tool that 
promotes creative long-exposure 
photography through an intui-
tive drawing metaphor and fl ex-
ible spatiotemporal mapping from 
videos to composite images. The 
authors discuss the power of 
software-defi ned exposure and 
the tools needed to create sophis-
ticated long-exposure eff ects in 
challenging scenarios.

IEEE Intelligent Systems

Building a Globally Optimized 
Computational Intelligent 
Image Processing Algorithm 
for On-Site Inference of 
Nitrogen in Plants
Estimating nutrient content in 

plants is a crucial task in the 
application of precision farming. 
This work will be more challeng-
ing if it is conducted nondestruc-
tively based on plant images 
captured in the fi eld due to the 
variation of lighting conditions. 
The authors of this article from 
the May/June 2018 issue of IEEE 
Intelligent Systems propose com-
putational intelligence image pro-
cessing to analyze nitrogen status 
in wheat plants. They also focus 
on building a genetic-algorithm-
based global optimization to fi ne-
tune the color normalization and 
nitrogen estimation results. This 
algorithm is able to enhance the 
nitrogen estimation results com-
pared to other non-global optimi-
zation methods. 
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EDUCATION

SOCIAL MEDIA

CYBER-PHYSICAL 
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IEEE Internet Computing

OmniShare: Encrypted 
Cloud Storage for the Multi-
Device Era
Two attractive features of cloud 
storage services are the automatic 
synchronization of fi les between 
multiple devices and the possi-
bility of sharing fi les with other 
users. However, many users are 
concerned about the security 
and privacy of data stored in the 
cloud. The authors of this article 
from the July/August 2018 issue 
of IEEE Internet Computing pres-
ent OmniShare, the fi rst scheme to 
combine strong client-side encryp-
tion with intuitive key distribution 
mechanisms to enable access from 
multiple client devices and sharing 
between users. OmniShare uses a 
novel combination of out-of-band 
channels, as well as the cloud stor-
age service itself, to authenticate 
new devices. 

IEEE Micro

Plasticine: A Reconfi gurable 
Accelerator for Parallel 
Patterns
In this article from the May/
June 2018 issue of IEEE Micro, 
researchers from Stanford Uni-
versity describe Plasticine, a new 
spatially reconfi gurable architec-
ture designed to effi  ciently exe-
cute applications composed of 
high-level parallel patterns. With 
an area footprint of 113 mm2 in a 
28-nm process and a 1-GHz clock, 
Plasticine has a peak fl oating-
point performance of 12.3 single-
precision Tfl ops and a total on-chip 
memory capacity of 16 MBytes, 

consuming a maximum power of 
49 W. It provides an improvement 
of up to 76.9× in performance-
per-watt over a conventional fi eld-
programmable gate array (FPGA) 
over a wide range of dense and 
sparse applications.

IEEE MultiMedia

Integrating Vision and 
Language for First-Impression 
Personality Analysis
The authors of this article in the 
April–June 2018 issue of IEEE 
MultiMedia present a novel meth-
odology for analyzing integrated 
audiovisual signals and language 
to assess an individual’s personal-
ity. An evaluation of their proposed 
multimodal method using a job 
candidate screening system that 
predicted fi ve personality traits 
from a short video demonstrates 
the method’s eff ectiveness.

IEEE Pervasive Computing

Learning from Our Mistakes: 
Identifying Opportunities 
for Technology Intervention 
against Everyday Cognitive 
Failure
There is growing opportunity for 
technologies to augment human 
memory and other cognitive 
processes, but systems to date 
typically either address known 
cognitive impairments such as 
autism and Alzheimer’s disease 
or look to enhance one’s general 
capacity for a specifi c task. In con-
trast to these approaches, other 
researchers argue that recogni-
tion and quantifi cation of human 
error is key to the design of future 

computing systems for augment-
ing the human mind. By focusing 
on cognitive errors, scientists can 
fi rst identify frequent, persistent, 
or severe failures as targets for 
such systems and then go on to 
measure the success of any inter-
ventions. Read more in the April–
June 2018 issue of IEEE Pervasive 
Computing.

IEEE Security & Privacy

Enslaving the Algorithm: 
From a “Right to an 
Explanation” to a “Right to 
Better Decisions”?
As concerns about unfairness 
and discrimination in “black box” 
machine-learning systems rise, a 
legal “right to an explanation” has 
emerged as an attractive approach 
for governance. The authors of 
this article from the May/June 
2018 issue of IEEE Security & Pri-
vacy posit that meaningful infor-
mation about algorithmic logics 
is more technically possible than 
commonly thought, but this exac-
erbates a new “transparency fal-
lacy”—an illusion of remedy over 
a substantive provision.

IEEE Software

Software Engineering for 
Sustainability: Find the 
Leverage Points!
Software engineers are responsible 
for the long-term consequences of 
the systems they design—includ-
ing impacts on the wider environ-
mental and societal sustainability. 
However, the fi eld lacks analyti-
cal tools for understanding these 
potential impacts while designing 
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a system or for identifying oppor-
tunities for using software to bring 
about broader societal transforma-
tions. This article from the July/
August 2018 issue of IEEE Soft-
ware explores how the concept 
of leverage points can be used to 
make sustainability issues more 
tangible in system design. The 
example of software for transpor-
tation systems illustrates how 
leverage points can help software 
engineers map out and investigate 
the wider system in which the soft-
ware resides. 

IT Professional

Experiments with  
Ocular Biometric Datasets:  
A Practitioner’s Guideline
Ocular biometrics is a promis-
ing research field owing to factors 
such as recognition at a distance 
and suitability for recognition with 
regular RGB cameras, especially 
on mobile devices. The authors 
of this article from the May/June 
2018 issue of IT Professional pro-
vide a review of ocular databases 
available in the literature and 

discuss diversities among these 
databases, design and parameter 
consideration issues during acqui-
sition of databases, and selection 
of appropriate databases for exper-
imentation. 
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EDITOR’S NOTEEDITOR’S NOTEEDITOR’S NOTEEDITOR’S NOTEEDITOR’S NOTEEDITOR’S NOTEEDITOR’S NOTEEDITOR’S NOTEEDITOR’S NOTEEDITOR’S NOTEEDITOR’S NOTEEDITOR’S NOTEEDITOR’S NOTEEDITOR’S NOTE

T his issue of ComputingEdge features 
research and think pieces on the topics 
that matter to you most, from healthcare 

and cloud computing to graphics and robotics.
Healthcare is experiencing a paradigm shift 

with the emergence of smart health. Personal 
health technologies now allow patients to col-
lect a wide range of health-related data outside 
the doctor’s offi  ce. In “Harnessing the Power of 
Patient-Generated Data” from IEEE Pervasive Com-
puting, the authors report on the PervasiveHealth 
2017 workshop (Leveraging Patient-Generated 
Data [PGD] for Collaborative Decision-Making in 
Healthcare)—highlighting current challenges and 
opportunities, as well as outlining a future research 
agenda for PGD. In “Silver Bullet Talks with Marie 
Moe,” IEEE Security & Privacy’s Gary McGraw inter-
views a SINTEF research scientist and associate 
professor at the Norwegian University of Science 
and Technology about medical-device security—
including her own life -saving pacemaker. 

The new era of healthcare is also being impacted 
by newer technologies like blockchain and cloud 
computing. In “Blockchain: A Panacea for Health-
care Cloud-Based Data Security and Privacy?” 
from IEEE Cloud Computing, the authors study the 
potential of using blockchain to protect healthcare 
data hosted in the cloud. Computer’s “Is Chocolate 
Good for You—or, Is the Cloud Secure?” looks at 

the importance of assurance cases in exploring 
whether cloud-based solutions are secure.  

Another new technology that is having a great 
impact on the fi eld of computing is machine learn-
ing. In IEEE Computer Graphics and Applications’ 
“Application of Machine Learning to Computer 
Graphics,” the author provides a sampling of 
ongoing eff orts to incorporate machine-learning 
modules into existing products and services, as 
well as new products and services such as image 
processing and video stylization. In IEEE Internet 
Computing’s “Is Bigger Better When It Comes to 
Android Graphics Pattern Unlock?,” the authors 
examine whether increasing the Android pattern 
unlock’s grid size could increase the security and 
complexity of human-generated patterns. 

In IT Professional’s “ICT: An Emerging Para-
digm for Success in Nigeria,” the authors discuss 
how Internet and communications technolo-
gies (ICT) can assist people in gaining guidance 
and counseling to make successful employment 
inroads, leading to success in fi nding a job. They 
specifi cally discuss such an approach with respect 
to the growing ICT fi eld in Nigeria. 

Finally, Shane Greenstein discusses the basic 
economics of self-driving long-haul trucks and 
illustrates some of the gains and challenges from 
scaling in IEEE Micro’s “Adjusting to Autonomous 
Trucking.”

Healthcare’s Paradigm Shift
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Harnessing the Power of 
Patient-Generated Data 

The authors report on the PervasiveHealth 2017 

workshop, “Leveraging Patient-Generated Data 

(PGD) for Collaborative Decision Making in 

Healthcare.” They discuss characteristics of PGD, 

followed by scenarios demonstrating the data-sharing 

practice among patients, clinicians, and caregivers. 

The authors also highlight current challenges and 

opportunities, and outline a future research agenda to 

envision ways to harness the power of PGD. 

We are living in an exciting time that is experiencing a par-
adigm shift in health and medical sciences. In recent years, 
personal health technologies have emerged that allow pa-
tients to collect a wide range of health-related data outside 
the clinic. These patient-generated data (PGD) reflect pa-

tients’ everyday behaviors including physical activity, mood, diet, sleep, and symptoms. Thus, 
sharing PGD between patients and clinicians can help them communicate about health-related 
concerns and identify actionable insights. Despite active research in this area, however, it is still 
unclear how we should go about leveraging these PGD to integrate them into clinical practice. 

On 23 May 2017, a group of 16 researchers working at the intersection of health informatics, hu-
man–computer interaction, and visualization gathered to discuss challenges and opportunities in 
leveraging PGD in healthcare. The workshop organizers had three objectives: 

• identify contexts where PGD sharing could be useful for patients and clinicians, 
• bridge communities working in related fields, and 
• distill a set of lessons learned from creating scenarios and working toward solutions as a 

starting point for future efforts.  

The workshop was part of 11th European Alliance for Innovation (EAI) International Confer-
ence on Pervasive Computing Technologies for Healthcare (PervasiveHealth 2017). 

When planning the workshop, the organizers quickly agreed that looking for a one-size-fits-all 
solution would be misguided, because the design space of PGD is too broad and complex. Thus, 
they asked the participants to describe in their position paper a concrete and specific PGD-
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sharing context they were working on. At the beginning of the workshop, participants presented 
their PGD research contexts and key challenges in their work. Based on this shared understand-
ing, they collectively delineated a set of dimensions to better characterize PGD, and designed 
example scenarios considering stakeholders’ contexts and goals. In this article, we report back 
key themes, scenarios, and an underexplored research agenda in PGD sharing contexts that 
emerged from the workshop discussion. 

CHARACTERISTICS OF PATIENT-GENERATED 
DATA (PGD) 
PGD cover a wide range of health-related data that are created, recorded, and gathered by pa-
tients, family members, or other caregivers.1 PGD overlap with patient-reported outcomes 
(PROs), especially when the PROs reflect patients’ health conditions (as opposed to their satis-
faction with a healthcare entity, for instance). As PGD data types are diverse, so too are the situ-
ations and contexts in which these data can be shared and the approaches to enabling data 
sharing. Here we describe four PGD dimensions and discuss how they shape specific PGD shar-
ing contexts.  

First, who initiates the tracking—whether it is a patient, clinician, caregiver, or healthcare en-
tity—influences all aspects of the sharing process: from motivation for collecting data, to the 
practice of collecting and utilizing the data.2 If clinicians can guide the patient’s tracking 
throughout the care practice to help ensure data quality, this could increase clinicians’ willing-
ness to trust and rely on the data in the long run.  

Second, tracking purpose necessarily interacts with the first dimension. Researchers have re-
cently identified various reasons why people track personal data.3 For example, people track data 
to reflect on past behaviors, be aware of their behaviors, solve a particular problem, or fulfill 
their curiosity. Additionally, clinicians have different purposes for wanting their patients to track 
data. For example, they can use PGD to better understand what behaviors are “typical” for the 
patient and to augment communication in the consultation,4 as well as to aid in the diagnosis of 
the patient’s condition5; they also see tracking as a way to improve patient engagement and 
health outcomes.6 Hospitals might use PGD instrumentally for quality monitoring, which may be 
less useful or visible for patients. 
Third, in research contexts, we do not often address data storage and ownership issues because 
the focus of research is often to show a proof of concept. In clinical practice, however, where 
PGD get stored (whether in a hospital-owned electronic medical record, commercial platform, or 
patient’s notebook) and who directly owns the data affect the practical feasibility and willingness 
of clinicians to access and leverage PGD.  

Finally, different capture mechanisms exist. For example, sleep quality can be measured in a 
subjective manner through self-reporting as well as in an objective and automated manner using 
a tracking device (for example, restless sleep in minutes). The complementary data from multiple 
sources allow people to cross-check the reliability of the data and identify insights, although the 
process of analyzing and comparing the data might be difficult and confusing. 

PGD-SHARING SCENARIOS 
Scenarios help us understand and analyze how technology could be used to reshape users’ activi-
ties before a system is built.7 During the breakout sessions, workshop participants designed three 
PGD-sharing scenarios, considering a range of contexts and goals in addition to the PGD charac-
teristics described in the previous section. People might have different health conditions, which 
can in turn lead to different goals: patients with chronic illnesses have different needs than acute 
patients and healthy individuals. Patients who already have a diagnosis manage clearly defined 
problems, whereas people with undiagnosed or pre-diagnosed conditions often deal with ambig-
uous and exploratory problems. Their technology proficiency, age, education level, income level, 
and access to care could widely vary as well. In the following three scenarios, we describe how 

51April–June 2018 www.computer.org/pervasive
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tracking personal data and sharing the data with clinicians might help them address some of the 
challenges within each scenario.  

Scenario 1: Chronic Patient Care of an Older Adult with Low 
Motivation and Low Technology Literacy 
We created this scenario to illustrate an extremely challenging type of patient—not only for cli-
nicians but also for researchers. Sarah is a 68-year-old woman who was diagnosed with type 2 
diabetes 15 years ago. She lives alone in a low-income residence located in a suburban city in the 
US. Although she has access to healthcare, Sarah has limited insurance coverage and worries 
about her medical bill. She suffers from mild depression and fears the possibility of developing 
dementia as it runs in her family. Sarah is not familiar with high-tech devices and does not own a 
smartphone, though she does have Internet access. Her lifestyle is in general sedentary and she 
has low motivation to manage her health (see Figure 1).  

 
Figure 1. Scenario 1—Sarah, a diabetes patient. Her clinician wants to introduce self-tracking to 
Sarah as a way to engage her in the care practice. 

Sarah dreads experiencing diabetes symptoms such as extreme fatigue and blurry vision as well 
as more serious complications such as foot problems and kidney failure. Her goal is to avoid 
these symptoms and complications of diabetes, but it is not clear to her how daily exercise and 
blood-glucose management connect to these outcomes. 

In this scenario, Sarah’s goals are not fully aligned with those of her clinician: the clinician 
wants her to exercise regularly and eat a healthy diet for long-term management, whereas Sarah 
only wants to avoid the immediate symptoms and complications of her illness. In this case, “low-
tech” self-tracking (initiated by the clinician) and data sharing could reduce the gap between the 
clinician’s goals and Sarah’s goals. The clinician can introduce self-tracking to Sarah by asking 
her to start minimal tracking of her exercise and diabetes symptoms; she can enter her duration 
of exercise (for example, walks) and occurrence of symptoms via a text message or through a 
tracking website.  

They can then use the self-tracking data to discuss the relationship between her day-to-day activ-
ities and her diabetes symptoms. In addition, to promote and sustain Sarah’s engagement, the 
clinician can use the data to communicate the importance of tracking in their mutual understand-
ing of Sarah’s condition and progress. As Sarah gets used to the tracking, the clinician can also 
guide her to revise the tracking items. Together they can identify the items that are more im-
portant to collect and share, then focus on them; potential data to share include blood-sugar lev-
els, medication taking, diet, mood, stress, and physical activity. 
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sharing context they were working on. At the beginning of the workshop, participants presented 
their PGD research contexts and key challenges in their work. Based on this shared understand-
ing, they collectively delineated a set of dimensions to better characterize PGD, and designed 
example scenarios considering stakeholders’ contexts and goals. In this article, we report back 
key themes, scenarios, and an underexplored research agenda in PGD sharing contexts that 
emerged from the workshop discussion. 

CHARACTERISTICS OF PATIENT-GENERATED 
DATA (PGD) 
PGD cover a wide range of health-related data that are created, recorded, and gathered by pa-
tients, family members, or other caregivers.1 PGD overlap with patient-reported outcomes 
(PROs), especially when the PROs reflect patients’ health conditions (as opposed to their satis-
faction with a healthcare entity, for instance). As PGD data types are diverse, so too are the situ-
ations and contexts in which these data can be shared and the approaches to enabling data 
sharing. Here we describe four PGD dimensions and discuss how they shape specific PGD shar-
ing contexts.  

First, who initiates the tracking—whether it is a patient, clinician, caregiver, or healthcare en-
tity—influences all aspects of the sharing process: from motivation for collecting data, to the 
practice of collecting and utilizing the data.2 If clinicians can guide the patient’s tracking 
throughout the care practice to help ensure data quality, this could increase clinicians’ willing-
ness to trust and rely on the data in the long run.  

Second, tracking purpose necessarily interacts with the first dimension. Researchers have re-
cently identified various reasons why people track personal data.3 For example, people track data 
to reflect on past behaviors, be aware of their behaviors, solve a particular problem, or fulfill 
their curiosity. Additionally, clinicians have different purposes for wanting their patients to track 
data. For example, they can use PGD to better understand what behaviors are “typical” for the 
patient and to augment communication in the consultation,4 as well as to aid in the diagnosis of 
the patient’s condition5; they also see tracking as a way to improve patient engagement and 
health outcomes.6 Hospitals might use PGD instrumentally for quality monitoring, which may be 
less useful or visible for patients. 
Third, in research contexts, we do not often address data storage and ownership issues because 
the focus of research is often to show a proof of concept. In clinical practice, however, where 
PGD get stored (whether in a hospital-owned electronic medical record, commercial platform, or 
patient’s notebook) and who directly owns the data affect the practical feasibility and willingness 
of clinicians to access and leverage PGD.  

Finally, different capture mechanisms exist. For example, sleep quality can be measured in a 
subjective manner through self-reporting as well as in an objective and automated manner using 
a tracking device (for example, restless sleep in minutes). The complementary data from multiple 
sources allow people to cross-check the reliability of the data and identify insights, although the 
process of analyzing and comparing the data might be difficult and confusing. 

PGD-SHARING SCENARIOS 
Scenarios help us understand and analyze how technology could be used to reshape users’ activi-
ties before a system is built.7 During the breakout sessions, workshop participants designed three 
PGD-sharing scenarios, considering a range of contexts and goals in addition to the PGD charac-
teristics described in the previous section. People might have different health conditions, which 
can in turn lead to different goals: patients with chronic illnesses have different needs than acute 
patients and healthy individuals. Patients who already have a diagnosis manage clearly defined 
problems, whereas people with undiagnosed or pre-diagnosed conditions often deal with ambig-
uous and exploratory problems. Their technology proficiency, age, education level, income level, 
and access to care could widely vary as well. In the following three scenarios, we describe how 
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Scenario 2: Casual Data Tracking for Later Use in a Clinical 
Setting 
This scenario is meant to illustrate the potential value of incidental or unpurposeful tracking of 
“life data” and how they may later become useful for health purposes. Oliver is in his mid-thir-
ties and runs his own hair salon in a large European city. He is trained as a professional hair-
dresser and has experience from various high-end establishments. Besides his passion for healthy 
diets and fashion, he finds technology fascinating. Inspired by a close friend, Oliver was one of 
the first adopters of heart-rate monitors in the 1990s, and ever since he has been exploring a 
broad range of activity tracking including heart rate, sleep, food, and mood as well as more un-
conventional measures like gut bacteria and social activity (see Figure 2). 

 

 
Figure 2. Scenario 2—Oliver, a casual self-tracker. Oliver and his clinician want to utilize Oliver’s 
self-tracking data for a better diagnosis. 

His business was going well for a while, but lately sales have started to drop—mainly because of 
the bad temper and negative attitude Oliver shows toward his customers. Oliver’s social life has 
also changed. His close friends no longer call or write to him and he feels alone most of the time. 
Left in a life crisis and feeling more and more anxious, he makes an appointment with his doctor. 
At the meeting, they discuss his social history, how he sometimes loses his temper, and the times 
he feels anxious and emotionally unstable. Oliver also shows several printouts of some of the 
PGD he has been tracking over many years.  

The doctor cannot reach a diagnosis and suggests that Oliver consult a colleague—a health “in-
formatician” who is skilled in health data analyses and provides services in making sense of 
large-scale PGD. Upon specific requests, Oliver collects a multitude of different data including 
self-tracked data from devices and other behavioral data from sources like Facebook, and up-
loads them to the informatician. At the following consultation, the doctor shows Oliver different 
examples of data correlations: high blood pressure during periods of low social interaction, high 
levels of blood glucose associated with bad mood, and increased use of mobile applications cor-
related with low concentration. Based on the data analysis, the doctor diagnoses Oliver with a 
mild form of ADHD and begins treatment to improve and restore Oliver’s life.   

Scenario 3: Parents with a Newborn Baby Capturing and 
Sharing Health and Developmental Data 
This scenario covers a case in which individuals are not capable of tracking their data on their 
own, and thus caregivers need to capture and share the data on their behalf. Jessica and John are 
in their early 30s, with a son, Lucas, born just two weeks ago. They both work for IT companies 
in the US and have good health benefits.  
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As first-time parents, they have a lot to learn and are keen on keeping a close eye on the baby’s 
health and development. Jessica and John want to figure out basic things including how to feed 
him and train him for sleep. They are also anxious to know whether the baby is growing accord-
ing to standard milestones or having any issues. Thus, in addition to logging data (daily feeding, 
diaper changes, sleep, and so on) in a paper-based diary as the pediatrician suggested, they de-
cide to install a high-end baby monitor on a crib, allowing them to remotely view high-quality 
video 24/7 (see Figure 3). As it is equipped with an infrared camera, the baby monitor captures 
Lucas’ sleep and wake episodes at night. It also shows room temperature and the baby’s day-to-
day activities such as turning over, crying, and napping. 

 

 
Figure 3. Scenario 3—Jessica and John installed a high-end video camera to capture baby’s 
developmental data, which they hope to share with the pediatrician. 

At their well-child visit, during which Jessica and John are encouraged to ask questions about 
Lucas, they are eager to share these additional data with their pediatrician. One of Jessica and 
John’s main challenges, however, is to share the data and ask questions without overwhelming 
the pediatrician. To reduce the information overload while increasing the utility of the video 
data, they want data-capturing tools that help them create a succinct summary from the video. In 
addition to extracting video clips that capture important developmental activities, they need to be 
able to annotate the video summary using in situ tagging and ad hoc notes. Once the clinician 
sees the benefit of the additional video data, she can suggest other markers Jessica and John 
should look for. 

RESEARCH CHALLENGES AND OPPORTUNITIES 
As shown in all three scenarios, sharing of PGD between clinicians and patients can affect their 
personal interactions, workflow, and communication dynamics. While the outlook is positive, we 
should also attend to research challenges and negative consequences that could emerge in lever-
aging PGD in medicine.  

Supporting Clinicians’ Goals through PGD 
In all three scenarios, clinicians are key partners in patient–clinician collaboration. As such, it is 
critical to involve clinicians during the early phase of design discussions, and their needs and 
goals should be reflected in design requirements and solutions. We developed these scenarios 
with limited participation from the clinician side, so they do not properly reflect clinicians’ situa-
tions and perspectives. We assumed that clinicians are willing and motivated facilitators in intro-
ducing tracking to patients and leveraging PGD, but they may not be so willing to adopt 
technology and to discuss PGD with their patients due to workload perceptions and not under-
standing the possible benefits. Furthermore, they could have low data and visualization literacy, 
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which is important for effective data-driven communications. To successfully leverage PGD in 
patient–clinician collaboration, more work is needed to better understand clinicians’ goals and 
desires by working with them. 

Facilitating Actionable Insight Gaining from Multiple Data 
Sources 
Collecting personal data from multiple sources has become easier and more prevalent. However, 
as highlighted in scenarios 2 and 3, these data are scattered across many devices, apps, and plat-
forms,3 making it difficult to get a holistic and synthesized view of one’s health and well-being. 
Despite the emergence of systems taking integrative approaches to data collection, such as 
AWARE (www.awareframework.com) and OmniTrack,8 and visualization, such as Visualized 
Self9 and Exist (https://exist.io), further research is needed to find easier ways for lay individuals 
and clinicians to gain insights from multiple sources of personal data. 

Making PGD actionable in the clinic is crucial when improving patient–clinician interaction 
around self-tracking data. As in the scenario with Oliver, we envision a new role in healthcare, 
the informatician, who can help find actionable insights in heaps of life-data. Informaticians will 
be capable of using computer power and machine learning to discover and visualize not only cor-
relations but also causations in data. They would play a key role in making incidental, multi-
modal life-data accessible and useful in the clinical encounter.   

Cultivating Sustainable Data Collection 
The quality of data plays an important role in data-driven communications. To ensure data qual-
ity, we need to better motivate patients to collect their data diligently. First, we can make data 
tracking meaningful to them. For example, to engage people in tracking and self-reflecting on 
their fitness data, the Go & Grow system maps individuals’ walking data to the amount of water 
their plant receives.10 In addition, the possibility of creating a beautiful and unique artifact to ex-
press oneself using personal data can draw people to self-tracking. For example, Dear Data 
(www.dear-data.com) demonstrates that personal data can be visualized in beautiful, creative, 
and compelling, albeit subjective, ways, encouraging people to diligently collect data.  

Ensuring the Clinical Relevance of Collected Data 
Clinicians and patients might have very different perceptions about the value of PGD.1 As it be-
comes easier to collect large amounts of data that might not be clinically relevant, clinicians are 
at increasing risk of data overload, which is likely to discourage them to adopt potentially useful 
PGD. To make PGD useful for clinicians, we need to make it easy and not time-consuming to 
take action.11 Given that clinicians can judge the relevance and importance of PGD, there should 
be a mechanism in place to involve clinicians throughout patients’ data-capture process. In this 
way, clinicians can guide patients to capture markers that are relevant to their disease, hence in-
creasing the value of PGD to clinicians. 

CONCLUSION 
In health and medical sciences, PGD bring a wealth of research directions and opportunities. In 
the future, tracking and sharing PGD might change the practice of clinical consultations as we 
know it: patients and clinicians have a data-driven medical consultation, improving patient en-
gagement and speeding up the diagnosis. We hope to continue discussing ways to leverage PGD 
for better care with more clinician engagement, and encourage other researchers to contribute to 
future conferences including PervasiveHealth. 
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to pick up medical devices and start 
doing research. 

As I was preparing my talk, I 
thought, “I’m a researcher. Why am 
I not doing this research myself?” 
My friend Éireann Leverett and sev-
eral other researchers agreed to work 
on this project with me in our spare 
time, but it wasn’t a research project 
for SINTEF until it started to get a 
lot of publicity. I was accepted to give 
a talk at CCC last year, which is the 
biggest hacker congress in Europe. 
A Norwegian journalist was in the 
room and interviewed me, and the 
article was published in one of the 
biggest newspapers in Norway. My 
manager approached me and told me 
that SINTEF wanted to support the 
project, so I got some internal fund-
ing. I’m writing a grant proposal right 
now to try to get funding from the 
Norwegian Research Council.

When you first got your pacemaker, 
the doctors couldn’t answer some of 
your questions about the technol-
ogy and how it worked. Do you think 
you now understand your pacemaker 
better than they do?
I was admitted to the hospital a 
couple weeks ago because of a 
problem with my pacemaker, and 
at my last checkup, the doctor was 
talking to me as if I was more of 
an expert on this than him. I think 
I might be more knowledgeable 
about some things on the techno-
logical side.

Who do you think should approve 
modern medical devices—doctors, 
technologists, or security people? 
Most doctors don’t know about 
technology, and most technologists 
don’t know much about how the 
body actually works, so it’s tricky.
We need to bring together the dif-
ferent stakeholders, including the 
device makers, security research-
ers, regulators, policymakers, stan-
dards bodies, healthcare providers, 
and physicians. Patients should be 
included in this too.

What did you think about the 
recent claims that pacemakers 
made by St. Jude Medical have mas-
sive security flaws, making them 
vulnerable to hackers?
I was quite upset when that hap-
pened. A lot of people contacted me 
asking me to comment on it. I was 
overwhelmed for a week before I 
decided to write a piece about it in 
Norwegian for my research team’s 
blog. My first reaction was that I 
couldn’t believe MedSec and Muddy 
Waters [the firms who wrote the 
report] didn’t contact St. Jude with 
their findings, and that they didn’t 
contact the FDA [US Food and 
Drug Administration]. It seems they 
were financially motivated. I calmed 
down a bit when I read the report 
because there were no real details in 
it that could allow an attacker to eas-
ily replicate the attacks. There was 
a video alleging that the pacemaker 
had been hacked, and the proof was 
an error message on the pacemaker’s 
programmer. But Kevin Fu’s group 
showed that you could actually get 
the same error message by inter-
rogating a pacemaker that wasn’t 
connected to muscle tissue. There 
was another claim that they could 
deplete a pacemaker’s battery, which 
is a really bad scenario. [The FDA 
has since investigated the hacking 
claims and released a security advi-
sory on 9 January 2017, confirming 
the vulnerabilities.]

Completely unrelated, St. Jude 
recently announced a recall for a 
brand of their implanted cardiac 
devices—the battery failed so the 
device ceased to deliver therapy, and 
two patients actually died because 
of this failure. What’s very problem-
atic in this case is that the Muddy 
Waters report advised patients to 
switch off the remote telemetry 
unit because of the security vulner-
ability claim, but the medical advice 
to patients affected by the battery 
recall is to keep telemetry monitor-
ing on at all times to detect a pos-
sibly deadly depletion of the battery.

There have been some very famous 
software bugs over the years, but 
it seems like we haven’t made as 
much progress as we need to. Do 
you think there’s been much prog-
ress in the field? 
I was invited by the FDA to be on 
a panel last year where they were 
presenting new approaches to pre-
market and postmarket risk man-
agement of products. Also, medical 
device vendors have started doing 
incident reporting and developing 
vulnerability disclosure policies, so 
there’s actually a way for research-
ers to contact the companies if 
they find vulnerabilities. This was 
lacking previously, but vendors are 
slowly adopting this and want to be 
in dialogue with security research-
ers, which is a good thing. After I 
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You’re a teacher and a researcher. 
Which is more fun?
I think they’re both fun, and I’ve 
been so lucky to get out there and 
talk to a lot of people and go to con-
ferences. I like talking about my 
research, doing the research, and 
teaching future generations of secu-
rity researchers. So I think every-
thing is equally important.

Which courses do you really enjoy 
teaching?
I’ve been teaching a course on inci-
dent response and preparedness 
planning for three years, which will 
be offered at NTNU. Gjovik Uni-
versity College has merged with 
NTNU, so some courses are chang-
ing. It seems like this will be the last 
time I give this course in this form, 
but it’s going to continue as a more 
specialized course for master’s stu-
dents in incident response.

Tell us how the SINTEF lab works and 
what kind of work you do there.
SINTEF is an independent research 
institute—it’s the biggest one in 

Scandinavia, with 2,000 employees. 
My institute is focused on ICT [infor-
mation and communications tech-
nology], and we’re doing contracted 
research for businesses, companies, 
the government, and the public sec-
tor in Norway. There’s a small per-
centage that is funded directly from 
the Norwegian state, but usually we 
have to compete for the funding of 
our projects. Since I started, I’ve been 
involved in a lot of application writ-
ing to fund research projects.

What work are you most proud of 
that you’re doing at SINTEF?
I’m really proud of the project I 
helped initiate, which is the Pace-
maker Security Project. It started 
as a hobby project of mine a year 
ago. I was asked to give a keynote 
talk at the HACK.lu conference in 
Luxembourg about being a secu-
rity researcher who depends on a 
medical implant—a pacemaker. I’ve 
depended on mine for five years as it’s 
correcting my heart rhythm, which 
was really slow. I passed out suddenly 
because my heart was taking a break, 
so the pacemaker saved my life. After 
getting the implant, I started to look 
into the device’s security. 

I had a lot of questions about 
whether the pacemaker could have 
any security vulnerabilities or if it 
could be hacked. Research from 
2008 by the University of Michigan 
and Kevin Fu showed that it can be 
hacked, but I wanted to know more 
about the device from my own per-
spective. I decided that I wanted 
the people listening to my talk to be 
aware that there are many insecure 
medical devices out there and that 
we need to pay more attention to this 
problem. I wanted to inspire them 
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recently announced a recall for a 
brand of their implanted cardiac 
devices—the battery failed so the 
device ceased to deliver therapy, and 
two patients actually died because 
of this failure. What’s very problem-
atic in this case is that the Muddy 
Waters report advised patients to 
switch off the remote telemetry 
unit because of the security vulner-
ability claim, but the medical advice 
to patients affected by the battery 
recall is to keep telemetry monitor-
ing on at all times to detect a pos-
sibly deadly depletion of the battery.

There have been some very famous 
software bugs over the years, but 
it seems like we haven’t made as 
much progress as we need to. Do 
you think there’s been much prog-
ress in the field? 
I was invited by the FDA to be on 
a panel last year where they were 
presenting new approaches to pre-
market and postmarket risk man-
agement of products. Also, medical 
device vendors have started doing 
incident reporting and developing 
vulnerability disclosure policies, so 
there’s actually a way for research-
ers to contact the companies if 
they find vulnerabilities. This was 
lacking previously, but vendors are 
slowly adopting this and want to be 
in dialogue with security research-
ers, which is a good thing. After I 

About Marie Moe

M arie Moe is a research scientist at SINTEF, the largest 
independent research organization in Scandinavia, and 

an associate professor at the Norwegian University of Science and 
Technology (NTNU), where she teaches a class on incident re-
sponse and contingency planning. She received a PhD in informa-
tion security from NTNU and was a team leader at the Norwegian 
Cyber Security Centre NorCERT, where she worked in incident 
handling of cyberattacks against Norway’s critical infrastructure. 
She’s currently researching the security of her own personal critical 
infrastructure—an implanted pacemaker that is generating every 
single beat of her heart. Moe lives in Trondheim with her family.



18 ComputingEdge  September 201810 IEEE Security & Privacy January/February 2017

INTERVIEW

went public with my concerns, I was 
contacted by several vendors who 
wanted to talk to me about security. 
So some progress has been made.

The idea that all you have to do to 
secure something is hack it, and then 
fix what you find, doesn’t seem right 
to me. I think you have to design 
things properly and review the code; 
it’s not just about testing at the 
end of the lifecycle. What are your 
thoughts about that?
I completely agree that you need 
to build security in, and you’re the 
expert on this. Maybe bug bounties 
aren’t the first thing medical device 
vendors need to focus on. We need 
more transparency and more test-
ing. I would really like to see more 
third-party testing of devices. It’s 
the way to go.

You’re on the record as wanting 
medical device code to be open 
source. Why?
It doesn’t have to be open source, but 
there has to be some transparency 
that allows end users, patients like 
me, to trust the products. Of course 

you can have open source software, 
but you can also have some alterna-
tives in case that doesn’t work. For 
example, a software bill of materials 
is a good way to go, because vendors 
declare all the different pieces of soft-
ware shipped with the product. For 
instance, hospitals that don’t have a 
good overview of all their different 
products can be very vulnerable to 
ransomware attacks. They need to 
have their inventory management in 
place before they can identify what 
needs patching, but the way it is 
today, vendors control the devices. 
They tell the hospitals they need to 
put holes in the firewalls so they can 
remotely manage the devices. But the 
hospitals—not the vendors—are the 
ones that have to take responsibility 
for the patients. 

Inventory control turns out to be 
a fundamental aspect of software 
security. When you think about scal-
ability, you have to do that first.
There’s also the issue of putting in 
measures that can be helpful in an 
investigation. Today, there aren’t 
any requirements for the forensic 

capabilities of medical devices, so if 
something goes wrong, you turn to 
the vendors to find out what kind of 
logging they’ve implemented. You 
might get crash logs or you might 
get nothing. 

I have a good example of this. 
Three weeks ago, I was in an airplane 
on my way to give a talk at a hardware 
hacking conference, and my pace-
maker suddenly failed. I didn’t know 
what was going on at the time, but 
I could feel my heart beating really 
hard and I could see that my chest 
muscle was twitching. I notified the 
air crew, and when we landed, there 
was an ambulance waiting that took 
me to a hospital in Amsterdam. I had 
to be debugged, in a way. When they 
hooked me up to the pacemaker 
programmer, an error message dis-
played showing that the pacemaker 
needed a reset. A file was created 
with the memory dump and logs 
from the inventory. When my pace-
maker was reset, it went back to its 
factory settings so I needed to have it 
reprogrammed. Luckily, I had print-
outs from my previous checkup so I 
could get my settings back. The next 
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day, I gave my talk at the conference. 
The files have been sent to the ven-
dor to investigate this issue.

You survived this because you under-
stand technology, you had a backup, 
and you knew what your parameters 
were. But most people don’t have 
that same understanding.
Luckily, I detected that something 
was wrong and went to the hospi-
tal. When my pacemaker failed, it 
switched into backup mode, which is 
good because I depend on it to work 
at all times. The safety mode felt really 
strange—it had a higher voltage and 
the electrical current went through 
my chest-muscle tissue instead of a 
small closed loop inside my heart—
so that was what I detected. But of 
course, if you don’t detect that some-
thing’s wrong, you might go unaware, 
which obviously isn’t good for your 
health. I chatted with the pacemaker 
technician at the hospital, and he 
said that some devices don’t give any 
error message when things like this 
happen, so patients don’t really know 
what’s going on. It’s a problem to not 
have the logging and the forensic 
capabilities in place.

How could manufacturers dem-
onstrate to your satisfaction that 
the medical device they put in your 
body is secure?
Third-party testing would be a good 
thing, instead of just trusting that it’s 
secure because the vendor says it is. 
As a more informed user, I would 
actually like to see the software myself 
and do my own third-party testing.

What are your views on the emerg-
ing software/device certification 
marketplace?
I think there’s use for software cer-
tification, and I think it’ll help 
regulate the device makers and 
give them incentive to create more 
secure products.

Let’s switch gears. What’s it like to 
be a highly technical woman doing 

advanced security work in Norway?
There aren’t a lot of women in the 
security field generally, but I actu-
ally know a lot of women in Nor-
way who are working in security. 
At SINTEF my group is actually 
50 percent women, which I think 
is exceptional. I’m used to being 
one of the few women in the room, 
and it doesn’t really bother me that 
much. Sometimes it can be to my 
advantage because people remem-
ber me, but at the same time, you 
need to make a good impression. If 
I do something wrong, then it’s as if 
all women aren’t good at something.

I think that’s the really common 
feeling. In Norway, a yearly confer-
ence held by NorSIS, which is focused 
on women in security, has women 
speakers and a lot of women attend-
ing, which I think is great because it 
creates a community, and people get 
to know each other. It’s kind of a net-
working event. I don’t know if that’s 
the answer for everything, but at least 
for students and people starting out 
in the field, I think it’s a good place 
to go where you don’t feel like you’re 
always standing out in the crowd.
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went public with my concerns, I was 
contacted by several vendors who 
wanted to talk to me about security. 
So some progress has been made.

The idea that all you have to do to 
secure something is hack it, and then 
fix what you find, doesn’t seem right 
to me. I think you have to design 
things properly and review the code; 
it’s not just about testing at the 
end of the lifecycle. What are your 
thoughts about that?
I completely agree that you need 
to build security in, and you’re the 
expert on this. Maybe bug bounties 
aren’t the first thing medical device 
vendors need to focus on. We need 
more transparency and more test-
ing. I would really like to see more 
third-party testing of devices. It’s 
the way to go.

You’re on the record as wanting 
medical device code to be open 
source. Why?
It doesn’t have to be open source, but 
there has to be some transparency 
that allows end users, patients like 
me, to trust the products. Of course 

you can have open source software, 
but you can also have some alterna-
tives in case that doesn’t work. For 
example, a software bill of materials 
is a good way to go, because vendors 
declare all the different pieces of soft-
ware shipped with the product. For 
instance, hospitals that don’t have a 
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products can be very vulnerable to 
ransomware attacks. They need to 
have their inventory management in 
place before they can identify what 
needs patching, but the way it is 
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put holes in the firewalls so they can 
remotely manage the devices. But the 
hospitals—not the vendors—are the 
ones that have to take responsibility 
for the patients. 

Inventory control turns out to be 
a fundamental aspect of software 
security. When you think about scal-
ability, you have to do that first.
There’s also the issue of putting in 
measures that can be helpful in an 
investigation. Today, there aren’t 
any requirements for the forensic 

capabilities of medical devices, so if 
something goes wrong, you turn to 
the vendors to find out what kind of 
logging they’ve implemented. You 
might get crash logs or you might 
get nothing. 

I have a good example of this. 
Three weeks ago, I was in an airplane 
on my way to give a talk at a hardware 
hacking conference, and my pace-
maker suddenly failed. I didn’t know 
what was going on at the time, but 
I could feel my heart beating really 
hard and I could see that my chest 
muscle was twitching. I notified the 
air crew, and when we landed, there 
was an ambulance waiting that took 
me to a hospital in Amsterdam. I had 
to be debugged, in a way. When they 
hooked me up to the pacemaker 
programmer, an error message dis-
played showing that the pacemaker 
needed a reset. A file was created 
with the memory dump and logs 
from the inventory. When my pace-
maker was reset, it went back to its 
factory settings so I needed to have it 
reprogrammed. Luckily, I had print-
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captured in paper form is hard to capture in systems (e.g. costly and data entry errors), costly to 
archive, and being available when needed. These challenges may lead to medical decisions not 
made with complete information, the need for repeated tests due to missing information or data 
being stored in a different hospital at a different state or country (at the expenses of increasing 
costs and inconvenience for the patients), etc. Due to the nature of the industry, ensuring the se-
curity, privacy, and integrity of healthcare data is important. This highlights the need for a sound 
and secure data management system. 

HEALTH RECORDS IN ELECTRONIC FORMS AND 
HEALTH INFORMATION SYSTEMS 
Generally, Electronic Medical Records (EMRs) contain medical and clinical data related to a 
given patient and stored by the responsible healthcare provider.1 This facilitates the retrieval and 
analysis of healthcare data. To better support the management of EMRs, early generations of 
Health Information Systems (HIS) are designed with the capability to create new EMR instances, 
store them, and query and retrieve stored EMRs of interest.2 HIS can be relatively simple solu-
tions, which can be schematically described as a graphical user interface or a web service. These 
are generally the front-end with a database at the back-end, in a centralized or distributed imple-
mentation. 

With patient mobility (both internally and externally to a given country) being increasingly the 
norm in today’s society, it became evident that multiple stand-alone EMR solutions must be 
made interoperable to facilitate sharing of healthcare data among different providers, even across 
national borders, as needed. For example, in medical tourism hubs such as Singapore, the need 
for real-time healthcare data sharing between different providers and across nations becomes 
more pronounced. 

To facilitate data sharing or even patient data portability, there is a need for EMRs to formalize 
their data structure and the design of HIS. Electronic Health Records (EHRs), for example, are 
designed to allow patient medical history to move with the patient or be made available to multi-
ple healthcare providers (e.g. from a rural hospital to a hospital in the capital city of the country, 
before the patient seeks medical attention at another hospital in a different country).3 EHRs have 
a richer data structure than EMRs. There have also been initiatives to develop HIS and infra-
structures that are able to scale and support future needs, as evidenced by the various national 
and international initiatives such as the Fascicolo Sanitario Elettronico (FSE) project in Italy, the 
epSOS project in Europe, and an ongoing project to standardize sharing of EHRs.4,5,6 

Recently, the pervasiveness of smart devices (e.g. Android and iOS devices and wearable de-
vices) has also resulted in a paradigm shift within the healthcare industry.7 Such devices can be 
user-owned or installed by the healthcare provider to measure the well-being of the users (e.g. 
patients) and inform/facilitate medical treatment and monitoring of patients. For example, there 
is a wide range of mobile applications (apps) in health, fitness, weight-loss, and other healthcare 
related categories. These apps mainly function as a tracking tool, such as registering user exer-
cises/workouts, keeping the count of consumed calories, and other statistics (e.g. number of steps 
taken), and so on. 

There are also devices with embedded sensors for more advanced medical tasks, such as brace-
lets to measure heartbeat during workouts, or devices for self-testing of glucose. For example, 
Leu and collaborators proposed a smartphone-based wireless body sensor network to collect user 
physiological data using body sensors embedded in a smart shirt.8 The data (e.g. user’s vital 
signs) can be continuously gathered and sent in real-time to a smart device, before being sent to a 
remote healthcare cloud for further analysis. Another example is Ambient Assisted Living solu-
tions for healthcare designed to realize innovative telehealth and telemedicine services, in order 
to provide remote personal health monitoring.9 

These developments have paved the way for Personal Health Records (PHR), where patients are 
more involved in their data collection, monitoring of their health conditions, etc, using their 
smart phones or wearable devices (e.g. smart shirts and smart socks).10,11 
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DEPARTMENT: Cloud and the Law 

Blockchain: A Panacea for 
Healthcare Cloud-Based 
Data Security and 
Privacy? 

One particular trend observed in healthcare is the 

progressive shift of data and services to the cloud, 

partly due to convenience (e.g. availability of 

complete patient medical history in real-time) and 

savings (e.g. economics of healthcare data 

management). There are, however, limitations to 

using conventional cryptographic primitives and 

access control models to address security and 

privacy concerns in an increasingly cloud-based 

environment. In this paper, we study the potential to 

use the Blockchain technology to protect healthcare 

data hosted within the cloud. We also describe the 

practical challenges of such a proposition and further 

research that is required. 

Healthcare is a data-intensive domain where a large amount of data is created, disseminated, 
stored, and accessed daily. For example, data is created when a patient undergoes some tests 
(e.g. computerized tomography or computerized axial tomography scans), and the data will need 
to be disseminated to the radiographer and then a physician. The results of the visit will then be 
stored at the hospital, which may need to be accessed at a later time by a physician in another 
hospital within the network. 

It is clear that technology can play a significant role in enhancing the quality of care for patients 
(e.g. leveraging data analytics to make informed medical decisions) and potentially reduce costs 
by more efficiently allocating resources in terms of personnel, equipment, etc. For example, data 
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captured in paper form is hard to capture in systems (e.g. costly and data entry errors), costly to 
archive, and being available when needed. These challenges may lead to medical decisions not 
made with complete information, the need for repeated tests due to missing information or data 
being stored in a different hospital at a different state or country (at the expenses of increasing 
costs and inconvenience for the patients), etc. Due to the nature of the industry, ensuring the se-
curity, privacy, and integrity of healthcare data is important. This highlights the need for a sound 
and secure data management system. 

HEALTH RECORDS IN ELECTRONIC FORMS AND 
HEALTH INFORMATION SYSTEMS 
Generally, Electronic Medical Records (EMRs) contain medical and clinical data related to a 
given patient and stored by the responsible healthcare provider.1 This facilitates the retrieval and 
analysis of healthcare data. To better support the management of EMRs, early generations of 
Health Information Systems (HIS) are designed with the capability to create new EMR instances, 
store them, and query and retrieve stored EMRs of interest.2 HIS can be relatively simple solu-
tions, which can be schematically described as a graphical user interface or a web service. These 
are generally the front-end with a database at the back-end, in a centralized or distributed imple-
mentation. 

With patient mobility (both internally and externally to a given country) being increasingly the 
norm in today’s society, it became evident that multiple stand-alone EMR solutions must be 
made interoperable to facilitate sharing of healthcare data among different providers, even across 
national borders, as needed. For example, in medical tourism hubs such as Singapore, the need 
for real-time healthcare data sharing between different providers and across nations becomes 
more pronounced. 

To facilitate data sharing or even patient data portability, there is a need for EMRs to formalize 
their data structure and the design of HIS. Electronic Health Records (EHRs), for example, are 
designed to allow patient medical history to move with the patient or be made available to multi-
ple healthcare providers (e.g. from a rural hospital to a hospital in the capital city of the country, 
before the patient seeks medical attention at another hospital in a different country).3 EHRs have 
a richer data structure than EMRs. There have also been initiatives to develop HIS and infra-
structures that are able to scale and support future needs, as evidenced by the various national 
and international initiatives such as the Fascicolo Sanitario Elettronico (FSE) project in Italy, the 
epSOS project in Europe, and an ongoing project to standardize sharing of EHRs.4,5,6 

Recently, the pervasiveness of smart devices (e.g. Android and iOS devices and wearable de-
vices) has also resulted in a paradigm shift within the healthcare industry.7 Such devices can be 
user-owned or installed by the healthcare provider to measure the well-being of the users (e.g. 
patients) and inform/facilitate medical treatment and monitoring of patients. For example, there 
is a wide range of mobile applications (apps) in health, fitness, weight-loss, and other healthcare 
related categories. These apps mainly function as a tracking tool, such as registering user exer-
cises/workouts, keeping the count of consumed calories, and other statistics (e.g. number of steps 
taken), and so on. 

There are also devices with embedded sensors for more advanced medical tasks, such as brace-
lets to measure heartbeat during workouts, or devices for self-testing of glucose. For example, 
Leu and collaborators proposed a smartphone-based wireless body sensor network to collect user 
physiological data using body sensors embedded in a smart shirt.8 The data (e.g. user’s vital 
signs) can be continuously gathered and sent in real-time to a smart device, before being sent to a 
remote healthcare cloud for further analysis. Another example is Ambient Assisted Living solu-
tions for healthcare designed to realize innovative telehealth and telemedicine services, in order 
to provide remote personal health monitoring.9 

These developments have paved the way for Personal Health Records (PHR), where patients are 
more involved in their data collection, monitoring of their health conditions, etc, using their 
smart phones or wearable devices (e.g. smart shirts and smart socks).10,11 
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service provider). The attacks (e.g. leakage or modification of data) can be intentional and unin-
tentional, and organizations may be penalized or held criminally liable for such incidents, for ex-
ample under the Health Insurance Portability and Accountability Act. 

How to secure EMR/EHR/PHR ecosystem and ensure privacy and integrity of the data is an ac-
tive research area. Approaches include using cryptographic primitives, such as those based on 
public key infrastructure and public clouds to ensure data confidentiality and privacy.14 For ex-
ample, data is encrypted prior to outsourcing to the cloud. However, this limits the searchability 
of the data, in the sense that healthcare providers have to decrypt the (potentially big) data prior 
to searching on the decrypted data, resulting in increases in time and costs for the data retrieval 
and diagnosis (e.g. download, decrypt, and search).15 

Access control models have also been used to regulate and limit access to the data, based on pre-
defined access policies.16 Such models can be particularly effective for external attacks, but are 
generally ineffective against internal attackers as they are likely to be authorized to access the 
data. There have also been approaches to integrate access control with some cryptographic prim-
itives, such as attribute-based encryption.17 

BLOCKCHAIN TO THE RESCUE? 
There has been recent interest in utilizing blockchain (made popular by the successful Bitcoin) in 
the provision of secure healthcare data management.18,19,20 Broadly speaking, blockchain is a 
technology able to build an open and distributed online database, which consists a list of data 
structures (also known as blocks) that are linked with each other (i.e. a block points to the fol-
lowing one, hence the name blockchain). These blocks are distributed among multiple nodes of 
an infrastructure, and are not centrally stored. Each block contains a timestamp of its production, 
the hash of the previous block and the transaction data, and in our context, a patient’s healthcare 
data and the healthcare provider information. 

Figure 2 describes our conceptual blockchain-based EMR/EHR/PHR ecosystem. Specifically, 
when new healthcare data for a particular patient is created (e.g. from a consultation, and medi-
cal operation such as a surgery), a new block is instantiated and distributed to all peers in the pa-
tient network. After a majority of the peers have approved the new block, the system will insert it 
in the chain. This allows us to achieve a global view of the patient’s medical history in an effi-
cient, verifiable, and permanent way. If the agreement is not reached, then a fork in the chain is 
created and the block is defined as an orphan and does not belong to the main chain. Once the 
block has been inserted into the chain, the data in any given block cannot be modified without 
modifying all subsequent blocks. In other words, modification can be easily detected. As block 
content is publicly accessible, healthcare data needs to be protected prior to the data being in the 
block (e.g. obfuscated and perhaps, encrypted). 
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There are, however, a number of challenges associated with PHRs. For example, can we rely on 
the data collected by the patients themselves? Should the relevant healthcare providers certified 
data collected by the patients, and if so, how can this be done? Who should be legally liable for a 
misdiagnosis or delayed diagnosis, due to decisions being made on the data sent from the pa-
tient’s device that is subsequently determined to be flawed or inaccurate (e.g. due to a malfunc-
tion sensor)? 

Despite such challenges and potentially thorny legal issues, having a HIS based on an ecosystem 
of solutions that is able to seamlessly exchange data among themselves and provide the abstrac-
tion of a single health data storage for any given patient (e.g. physically distributed among multi-
ple concrete software instances at multiple healthcare providers and mobile apps) will benefit all 
users, ranging from patients to healthcare providers to governments. 

Cloud computing is a potential solution, due to the capability to support real-time data sharing 
regardless of geographical locations, to provide resource elasticity as needed, and to handle big 
data (e.g. hosting of big data analytical tools) to obtain useful insights from the analysis of big 
healthcare data for research and policy decision making.12,13 

In Figure 1, we demonstrate how cloud help facilitate sharing of healthcare data among provid-
ers, supporting each provider in managing their data, providing a seamless way of exchanging 
and potentially certifying data between EHR and PHR, and providing a unified/comprehensive 
view of (the scattered) healthcare records for each patient. In other words, (federated) cloud 
computing can be used to interconnect the different healthcare providers and their PHR solu-
tions, used by the providers to deal with any sudden or seasonal changes, and so on. 

 
Figure 1. A conceptual cloud-based EMR/EHR/PHR ecosystem. 

SECURITY AND PRIVACY 
Healthcare data contain personal and sensitive information that may be attractive to cybercrimi-
nals. For example, cybercriminals seeking to benefit financially from the theft of such data may 
sell the data to a third-party provider, who may perform data analysis to identify individuals who 
may be uninsurable due to their medical history or genetic disorder. Such data would be of inter-
est to certain organizations or industries. 

Therefore, ensuring the security of the EMR/EHR/PHR ecosystem and the underlying systems 
and components that form the ecosystem is crucial, yet challenging due to the interplay and com-
plexity between the systems and components. Moreover, the privacy and integrity of healthcare 
data must be protected not only from external attackers, but also from unauthorized access at-
tempts from inside the network or ecosystem (e.g. employee of the healthcare provider, or cloud 
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service provider). The attacks (e.g. leakage or modification of data) can be intentional and unin-
tentional, and organizations may be penalized or held criminally liable for such incidents, for ex-
ample under the Health Insurance Portability and Accountability Act. 

How to secure EMR/EHR/PHR ecosystem and ensure privacy and integrity of the data is an ac-
tive research area. Approaches include using cryptographic primitives, such as those based on 
public key infrastructure and public clouds to ensure data confidentiality and privacy.14 For ex-
ample, data is encrypted prior to outsourcing to the cloud. However, this limits the searchability 
of the data, in the sense that healthcare providers have to decrypt the (potentially big) data prior 
to searching on the decrypted data, resulting in increases in time and costs for the data retrieval 
and diagnosis (e.g. download, decrypt, and search).15 

Access control models have also been used to regulate and limit access to the data, based on pre-
defined access policies.16 Such models can be particularly effective for external attacks, but are 
generally ineffective against internal attackers as they are likely to be authorized to access the 
data. There have also been approaches to integrate access control with some cryptographic prim-
itives, such as attribute-based encryption.17 

BLOCKCHAIN TO THE RESCUE? 
There has been recent interest in utilizing blockchain (made popular by the successful Bitcoin) in 
the provision of secure healthcare data management.18,19,20 Broadly speaking, blockchain is a 
technology able to build an open and distributed online database, which consists a list of data 
structures (also known as blocks) that are linked with each other (i.e. a block points to the fol-
lowing one, hence the name blockchain). These blocks are distributed among multiple nodes of 
an infrastructure, and are not centrally stored. Each block contains a timestamp of its production, 
the hash of the previous block and the transaction data, and in our context, a patient’s healthcare 
data and the healthcare provider information. 

Figure 2 describes our conceptual blockchain-based EMR/EHR/PHR ecosystem. Specifically, 
when new healthcare data for a particular patient is created (e.g. from a consultation, and medi-
cal operation such as a surgery), a new block is instantiated and distributed to all peers in the pa-
tient network. After a majority of the peers have approved the new block, the system will insert it 
in the chain. This allows us to achieve a global view of the patient’s medical history in an effi-
cient, verifiable, and permanent way. If the agreement is not reached, then a fork in the chain is 
created and the block is defined as an orphan and does not belong to the main chain. Once the 
block has been inserted into the chain, the data in any given block cannot be modified without 
modifying all subsequent blocks. In other words, modification can be easily detected. As block 
content is publicly accessible, healthcare data needs to be protected prior to the data being in the 
block (e.g. obfuscated and perhaps, encrypted). 
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Figure 2. A conceptual blockchain-based EMR/EHR/PHR ecosystem. 

Conceptually, blockchain is secure by design that provides the capability to achieve decentral-
ized consensus and consistency, and resilience to intentional and/or unintentional attacks. Key 
benefits of deploying a blockchain in our approach are as follows: 

1. Agreement can be reached without the involvement of a trusted mediator; thus, avoid-
ing a performance bottleneck and a single point of failure; 

2. Patients have control over their data; 
3. Medical history as a blockchain data is complete, consistent, timely, accurate, and eas-

ily distributed; and 
4. Changes to the blockchain are visible to all members of the patient network, and all 

data insertions are immutable. Also, any unauthorized modifications can be trivially 
detected. 

As with any security solutions, there are limitations associated with a blockchain-based approach 
that need to be carefully studied. For example, blockchain technology can be somewhat disrup-
tive and requires a radical rethink and significant investment in the entire ecosystem (e.g. re-
placement of existing systems and redesigning of business processes). In other words, before 
taking the plunge, healthcare providers particularly publicly funded providers will need to under-
take a cost benefit analysis to understand the return on investment and any potential implications 
(e.g. legal and financial). For example, the same record can reside in multiple nodes of the net-
work, located in different countries with different privacy and data protection requirements (e.g. 
EU and US). 

CHALLENGES 
While data integrity and distributed storage/access of blockchain offer opportunities for 
healthcare data management, these same features also pose challenges that need further study.21 

The strong data integrity feature of blockchain results in immutability that any data, once stored 
in blockchain, cannot be altered or deleted. However, if the record is healthcare data, then such 
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personal data would come under the protection of privacy laws, many of them would not allow 
personal data to be kept perpetually—Article 17 of the soon-enforceable General Data Protection 
Regulation in the EU has strengthened the rights of individuals to request personal data to be 
erased. One of the principles of the Organization for Economic Cooperation and Development 
privacy guideline, on which many data protection laws are based, provides the right-to-erasure to 
individuals. Given the sensitivity of healthcare data, anyone planning to use blockchain to store 
them cannot ignore this legal obligation to erase personal data if warranted. 

Another practical issue is on how fit it is for blockchain to store healthcare data. Blockchain was 
originally designed to record transaction data, which is relatively small in size and linear. In 
other words, one only concerns itself about whether the current transaction can be traced back-
wards to the original “deal”. Healthcare data, such as imaging and treatment plans, however, can 
be large and relational that requires searching. How well blockchain storage can cope with both 
requirements is currently unclear. 

In order to deal with these challenges, many have suggested the notion of off-chain storage of 
data, where data is kept outside of blockchain in a conventional or a distributed database, but the 
hashes of the data are stored in the blockchain. This is said to be the best of both worlds, as 
healthcare data is stored off-chain and may be secured, corrected, and erased as appropriate. At 
the same time, immutable hashes of the healthcare data are stored on-chain for checking the au-
thenticity and accuracy of the off-chain medical records. 

This idea, however, is not without potential challenges. With the tightening of data protection 
laws around the world and the attempts by privacy commissioners to regard metadata of personal 
data as personal data, it may not be very long that hashes of personal data are considered as per-
sonal data; then the whole debate of whether blockchain is fit to store personal data may start all 
over again. 
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It’s a lovely morning in a university classroom. Early 
spring sunlight streams through the windows, mak-
ing the atmosphere bright and cheerful. The smell 
of chocolate is in the air as the students—security 

professionals— enthusiastically work on their task. Today 
is the � rst day of the Assurance Cases module, and the 
students have just been introduced to the claims, argu-
ments, and evidence (CAE) framework,1,2 which is used 
to develop complex justi� cations about engineering sys-
tems. However, the systems will come later. For now, the 
students are applying the approach to create a convincing 
argument about the chocolate that they’re eating.

The task is performed in groups, with two di� erent 
teams working on contradictory claims: “chocolate is good 
for you” and “chocolate is bad for you.” Both teams are posi-
tive they can demonstrate their claim’s truth. The students 

actively collaborate to share ideas, 
split the claim into subclaims, search 
the Internet for relevant evidence 
and counterevidence, and develop 
a strong argument supporting the 
claim. Along the way, they become 
more � uent in CAE and gain some 
initial practical experience in creat-
ing structured argumentation.

Finally, it’s time to present the 
results. Both teams come up with 
a logical structured case supported 

by reliable evidence, such as research studies and scien-
ti� c papers, showing that their claim is true.

But how is it possible that two completely opposite 
claims can both be shown to be true? That’s the moment 
when the students, interested in cloud security, grasp the 
exercise’s purpose.

THE IMPORTANCE OF DETAIL
The chocolate example shows the students, early in the 
module, the importance of precision in identifying the 
context, environment, and all related details of a claim 
before reaching any conclusions:

› How’s chocolate de� ned? The amount of cocoa 
powder, sugar, saturated fat, soy lecithin, and other 
ingredients can vary substantially, so it’s important 

Is Chocolate Good 
for You—or, Is the 
Cloud Secure?
Kate Netkachova and Robin Bloomfi eld, City, University of London; 
and Adelard LLP

In assessing the validity of security claims, 

assurance cases are an effective approach to 

help refi ne the claims, collect detailed evidence, 

narrow options, and structure a convincing and 

valid argument to justify the resulting decision.
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to specify its composition prior 
to developing an argument and 
collecting supporting evidence.

› What is the object that “good” or 
“bad” refers to? Is it good or bad 
for one’s health, mood, energy 
level, weight, bank balance, and 
so on?

› Who’s the claim about? The health 
e� ects of eating chocolate can 
be very di� erent for someone 
with diabetes or a nut allergy 
compared to a perfectly healthy 
individual.

› How much chocolate? The bene� ts 
can be quickly outweighed by 
the risks if more than a moder-
ate amount is consumed, so any 
assumptions about quantity 
must be clear.

For engineering systems, asking 
detailed questions is paramount. The 
decision to trust a system—for exam-
ple, to � y in an aircraft or activate a 
power station—can have physical, so-
cietal, environmental, and economic 
consequences.

Engineering arguments have many 
characteristics; they’re multidisciplinary 
and science based, with mathematical 
models and simulations supporting 
the justi� cation. Overall con� dence in 
any aspect of the system must take into 
account numerous details. These range 
from technical considerations (for ex-
ample, to prove that the software works 
as intended) to various social aspects 
(for example, whether we can trust the 
operators) and is always a judgement 
made within a particular organiza-
tional context to develop a view of the 
system as whole. The context, environ-
ment, system boundaries, and other 
speci� c details must be clearly de� ned 
before any claim about the system can 
be demonstrated or any important de-
cision made.

The increasing frequency and se-
verity of cybersecurity incidents and 

the growing sophistication of attack-
ers bring even more challenges to the 
decision-making process. Numerous 
analyses must be performed to address 
security concerns in addition to the 
traditional techniques used to assure 
the system and achieve con� dence in 
engineering decisions.

One way to justify the trustworthi-
ness of complex systems is the assur-
ance case, de� ned as “a documented 

body of evidence that provides a con-
vincing and valid argument that a 
system is adequately dependable for a 
given application in a given environ-
ment.”2 Assurance cases support rig-
orous argumentation but aren’t purely 
deductive—they require inductive rea-
soning and expert judgement to decide 
whether they provide su�  cient con� -
dence in the decision.

SECURITY-INFORMED 
ASSURANCE CASES
The Assurance Cases module we teach 
at City, University of London focuses 
on cybersecurity and is delivered within 
the MSc course Management of Infor-
mation Security and Risk.

Security analysis is often seen as a 
distinct activity with its own standards, 
regulations, culture, and engineering. 
However, there’s a growing realization 
that security is closely interconnected 
with other properties and should be in-
tegrated into existing analyses rather 
than performed separately.

Toward this end, we’ve enhanced 
the existing assurance-case method-
ology to analyze and communicate se-
curity explicitly.3,4 In this way, we can 

consider cybersecurity aspects with 
other critical system properties in an 
integrated manner within a security- 
informed assurance case.

In developing this approach, we 
found that a signi� cant portion of an 
assurance case must be changed in the 
light of security considerations.4 Incor-
porating security impacts the design 
and implementation process as well 
as veri� cation and validation. Some of 

the most important security consider-
ations involve system resilience and re-
covery, in response to malicious events 
that could change in nature and scope 
as as the threat environment evolves as 
well as nonmalicious issues occurring 
during system operation. Other key 
aspects include supply- chain integrity 
and mitigation of the risks of being pro-
vided with system components that are 
compromised or have egregious vul-
nerabilities and design changes to ac-
commodate user interaction, training, 
and con� guration needs. Addressing 
software vulnerabilities might lead to 
additional functional requirements for 
security controls and new organiza-
tional policies.

Security-informed assurance cases 
show how the technical aspects of se-
curity � t within the broader system 
context, including interdependencies 
among components and human aspects 
such as security culture and practices. 
They provide the means to systemati-
cally explore security issues, analyze 
their impact, and achieve con� dence 
in the security-related decisions made.

Combining security with a wide 
range of other issues is complicated, 

The context, environment, system boundaries, 
and other specifi c details must be clearly 

defi ned before any claim about a system can be 
demonstrated or any important decision made.
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and at the heart of this endeavor is a 
full awareness and understanding of 
hazards. A detailed hazard analysis 
must be conducted and integrated 
into the assurance case to become 
part of the overall decision-making 
process.

HAZOPS FOR SECURITY
A hazard and operability study 
(hazops) systematically identifies po-
tential hazards and deviations from 
design and operating intention, and 
is widely used for industrial safety- 
critical systems.

Security considerations can sig-
nificantly impact a hazops given the 
additional risks to system integrity 
and availability. To bring these areas 
into focus, we’ve adapted the tradi-
tional hazops to explicitly address 
security and extended guideword 
interpretations to facilitate the iden-
tification of security-related hazards. 
Table 1 lists common guidewords with 
examples.

Prior to performing a security- 
informed hazops, a simplified archi-
tecture diagram is created to capture 
the most relevant components and 
system interfaces. Each interface on 
the diagram is then systematically an-
alyzed by applying the guidewords. In 
addition to identifying potential acci-
dental hazards and operability prob-
lems, as in a traditional hazops, the 
analysis must also 

 › identify potential attacks,
 › assess credible causes of an 

attack,
 › capture any questions arising 

about an attack,
 › explore the potential conse-

quences of an attack,
 › make recommendations to 

prevent an attack or reduce its 
consequences, and

 › define any needed actions or 
follow-up activities.

In practice, a security-informed 
hazops is conducted at multidisci-
plinary team meetings that bring to-
gether the knowledge and expertise 
of people working on different parts 
of the system. While performing the 
analysis, the team explores the entire 
system. In our capacity as Adelard 
consultants, we explain the method 
and guide the process by facilitating 
discussions and capturing all input. 
However, the main insight is provided 
by the system experts; our task is to 
help them identify security-related 
hazards and incorporate them into the 
assurance case.

Adelard’s security-informed hazops 
methodology is based on extensive 
experience. We’ve used it to identify 
and analyze security threats to many 
complex systems, including large-scale 
critical infrastructures, and to provide 
assurance that they’re both safe and se-
cure. This is an active research area, and 

it should be noted there are other re-
lated approaches to consider such as the 
STRIDE threat model5 and the Cyber-
security Capability Maturity Model.6,7

TEACHING COMPLEX 
CONCEPTS
To deal with the complexity of security- 
informed assurance cases, we use a 
pedagogical approach called spiral 
learning (see Figure 1), in which basic 
concepts are introduced and then re-
peatedly revisited with more details 
building upon them.8 As practitioners, 
we support hands-on or experiential 
learning, and research confirms that 
students learn best by doing.9–11 We 
thus introduce various activities and 
workshops at different stages of the 
spiral curriculum to ensure that As-
surance Cases module participants de-
velop both theoretical knowledge and 
practical skills.

To facilitate student learning, we 
use the well-established case-studies 
approach, which is an effective way to 
involve students in the experiential 
learning cycle and increase motiva-
tion and interest in the subject.12–14 
We use real-world problems to drive 
the case studies. The Assurance Cases 
modules we’re conducting this year 
relate to cloud security. As mature 
security professionals, many of our 
students work for organizations that 
are either using various cloud services 
now or have plans to do so in the fu-
ture. Beginning with the deceptively 
simple question of whether chocolate 
is good or bad for you, the modules are 
a useful way to explore whether cloud-
based solutions are secure.

HEADS IN THE CLOUD
Cloud computing is a rapidly growing 
market. According to Gartner,15 the 
worldwide public cloud services market 
is projected to be $246.8 billion in 2017. 
The highest growth of 36.8 percent 
will be in infrastructure as a service 
as adoption becomes mainstream. The 
software-as-a-service market will see 
slightly slower growth and is expected 
to increase by 20.1 percent this year.

TABLE 1. Security-informed hazard and operability 
study (hazops) guidewords with examples.

Guideword(s) Example

No No message sent

Invalid Illegal format

Wrong Wrong data format

Inconsistent Mismatch between datasets

As well as Additional message

Other than Wrong message source, destination

Part of Element of message missing
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Although cloud computing can pro-
vide many benefits to organizations, 
such as greater business agility, scal-
ability, flexibility, and cost optimiza-
tion, information security is a major 
concern. With cyberattacks one of the 
fastest growing economic crimes,16 
companies are increasingly inter-
ested in protecting their digital data 
and minimizing security risks when 
adopting cloud solutions.

The most common claim students 
initially make in the Assurance 
Cases module is that “cloud solution 
A is secure.” However, as with the 
chocolate example, such a claim is 
too broad and vague for meaningful 
analysis.

Security isn’t absolute; various details 
relevant to a particular organization— 
for example, who uses the service, what 
devices are used, data types, and usage 
patterns—must be considered before 
any conclusion can be made. A more 
specific claim would be “cloud solution 
A within organization B provides suf-
ficient level of security for its staff to 
use for corporate data C on D devices.” 
Starting from this claim, students 
would need to define “sufficient” se-
curity and identify the system bound-
aries, the specific context and system 
environment, user and organizational 
responsibilities and legal obligations, 
requirements from regulators and 
other stakeholders, and so on to pro-
vide a more detailed analysis.

REACHING A DECISION
Many details will emerge during a 
security-informed hazops. Students 
must fully integrate the results of 
their analysis into the assurance case 
to ensure their inclusion in the overall 
decision- making process.

As part of this process, students 
must clearly distinguish evidence from 
information. These two concepts are 
often confused by students, resulting 
in problems with the justification. In-
formation broadly includes all relevant 
data, ranging from textual statements 
to statistics, but only data that specifi-
cally supports or undermines a claim 

constitutes evidence. In an assurance 
case, it needs to be explicitly clear what 
each piece of evidence shows and what 
conclusions it supports.

In addition, students learn not to 
confuse evidence with claims. For 
example, one common mistake in as-
surance cases is to use a service-level 
agreement (SLA) as evidence for achiev-
ing certain requirements. However, 
SLAs only provide a promise to deliver 
a given service; they’re not actual ev-
idence that the service has been deliv-
ered. Therefore, SLAs should only gen-
erate claims and require supporting 
evidence of fulfillment.

With respect to cloud security, un-
fortunately, students often have trouble 
obtaining evidence from service provid-
ers. Plenty of information is available, 
but evidence tends to be incomplete or 
restricted. Nevertheless, students still 
learn the important skill of determin-
ing what evidence is needed.

The cases students produce by the 
end of the Assurance Cases module 
are quite detailed. For example, for 
cloud security cases created by our 
students in this academic year, the 
average case contains 37 claims, 25 
arguments, and 27 pieces of evidence. 
Students use CAE blocks17 with some 
tool support18 to structure their cases. 
On average, this year’s student cases 
contains 10 decomposition, 2 substi-
tution, 2 concretion, and 19 evidence 
incorporation blocks.

Returning to this article’s ti-
tle, there’s no right answer for 
such a generic question. It’s 

impossible to demonstrate the truth 
of “chocolate is good (or bad) for you” 
or “the cloud is (or isn’t) secure.” How-
ever, there are approaches that can 
help you reach a decision that satis-
fies specific requirements within a 
certain context for a particular appli-
cation and environment. Built on the 
CAE framework, assurance cases help 
our students refine claims, collect 
detailed evidence, narrow options, 
and structure a convincing and valid 
argument to justify the resulting 
decision.

But assurance cases have a wider 
impact. In their postmodule evalua-
tions, our students report becoming 
more cognizant of the claims they 
and others make and more aware of 
the need to identify specific evidence, 
question assumptions, and analyze 
issues more deeply. This mindset 
change is precisely what’s needed to 
meet today’s increasingly complex se-
curity challenges. 
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Creating, reviewing, and managing complex security-informed 
assurance cases with hazops, links to standards, and so on 

Tool support for constructing and managing cases

Con�dence in cases, linking to standards, evidence trustworthiness

Architecting cases: pattern, templates, layers, dealing with 
complexity

Hazard and operability study (hazops) analysis, STRIDE threat 
model, sociotechnical considerations

Security-informed assurance cases, CAE with blocks

Basic concepts, CAE (claims, arguments, and evidence)

Figure 1. Spiral model for teaching security-informed assurance cases, starting with 
basic concepts in the center and expanding outward with increasingly complex con-
cepts and additional details.
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DEPARTMENT: Tools and Products 

Application of Machine 
Learning to Computer 
Graphics 
A Brief Overview 

Machine learning (ML) is impacting almost all 

industries at a rapid pace. The article is a sampling of 

ongoing ML efforts in the computer graphics industry.  

“Artificial intelligence is the new electricity,” asserts Andrew Ng, an adjunct Stanford professor 
who founded Coursera and the Google Brain Deep Learning Project. Professor Ng posits that as 
electricity transformed every major industry a hundred years ago, machine learning has the po-
tential to transform every industry including computer graphics.  

This article captures the current status of this wave as new techniques and technologies are being 
deployed inside the computer graphics industry. There are two ways that this adoption is happen-
ing: (a) incorporation of machine learning modules inside existing products and services, and (b) 
offering of new products and services that did not exist before. 

EXISTING PRODUCTS AND SERVICES 
Companies across the landscape are evaluating their pipelines and substituting machine learning 
components when appropriate in the tool chain. In most cases, these changes are trade secrets 
that companies keep private. The following is a sampling of some applications of this new capa-
bility.  

In image editing tools, machine learning algorithms have been used for upscaling, denoising, 
hole filling, and object replacements. Certain tools like Photolemur (photolemur.com) advertise 
the use of machine learning, whereas a tool like Adobe Photoshop implements machine learning 
algorithms behind the scenes.  

Among 3D rendering products, AMD’s Radeon ProRender and NVIDIA OPTIX 5.0 use ma-
chine learning for denoising (see Figure 1 for an example). In addition, NVIDIA is investigating 
using machine learning for facial animation, anti-aliasing and optimizing light paths for render-
ing.  

Amit Agrawal 
Kleene Closure Consulting 
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Figure 1. NVIDIA is using machine learning for denoising rendered images. (Source: NVIDIA;  
used with permission.) 

NOVEL APPLICATIONS 
Equally important, machine learning is enabling new products and services that were not possi-
ble before.  

Image Processing  
Magic Pony Technologies (acquired by Twitter, 2016) optimizes transport of game, image, and 
video assets for web and mobile, by using machine learning techniques for image processing.  

Algorithmia (algorithmia.com) is creating a marketplace for ML algorithms, where services are 
charged based on compute power and royalty per invocation. Algorithmia offers modules for 
colorizing black and white photos and enhancing the resolution of images, as well as stylization 
filters. 

Last October, Adobe demoed Project Scribbler that colorizes black and white photos automati-
cally as a part of Adobe Sensei. Final details on availability to the users are still forthcoming.  

Image and Video Stylization 
Products for image and video stylization have existed for some time, but they really took off 
when the seminal Leon Gatys paper1 brought the application of deep learning to this problem 
into the limelight. Some of the applications in this space have had a mobile focus (e.g. Prisma), 
while others have primarily focused on a web presence (e.g. DeepArt). In either case, the follow-
ing applications deserve mention:  Prisma (prisma-ai.com), Artisto (artisto.my.com), Painnt 
(moonlighting.io), Style (macdaddy.io/style), and finally DeepArt (deepart.io), which is the 
productization of Gatys’ paper. See Figure 2 for photographs that have been stylized using 
DeepArt.  

94July/August 2018 www.computer.org/cga
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DEPARTMENT: TOOLS AND PRODUCTS 

 
Figure 2. DeepArt uses machine learning to stylize photographs to have the style of an artist. 
(Source: DeepArt.io; used with permission.) 

Extensions  
There are two extensions worth noting. High resolution stylized images have long been sought 
after in order to be displayed on large canvas. Since the algorithms are computationally expen-
sive, the workflow usually involves picking a style at a lower resolution and then upscaling 
while preserving the style. This is usually not straightforward since image up-sampling is unique 
to the style being used for that image. For an impasto style, the desired detail is the brush marks 
on the canvas, whereas for watercolor style, the desired detail is the paper texture for the canvas.  

Another extension is producing video from still images. Although this poses a variety of prob-
lems, the primary challenge is preserving the coherence of the style.  In addition, the high cost of 
computation is prohibitive because the computations have to be repeated 24-60 times per second 
of video.  

According to the author’s biased eye, DeepArt does the best job with image quality, whereas 
Prisma has the best penetration in the marketplace. Although this field faces challenges such as 
giving users more control over the stylization and storytelling, machine learning has enabled re-
sults that were hitherto unachievable.  

Real-time Facial Video Stylization 
Another area where interesting new offerings have developed is in the field of real-time facial 
morphing. Looksery (looksery.en.uptodown.com/android, acquired by Snapchat) and MSQRD 
(msqrd.me, acquired by Facebook) both provide real-time video morphing of the imagery from 
the front facing camera of a mobile phone. First, the face is tracked from the camera using ma-
chine learning. Once a 3D mesh of the face is extracted, the model can be morphed or textured 
based on the desired effect.  

CONCLUSION 
In conclusion, this article captures some of the broad areas where machine learning is having an 
impact on computer graphics. This publication will continue to follow these exciting trends as 
more of Andrew Ng’s predictions are realized.  
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Is Bigger Better When It 
Comes to Android Graphical 
Pattern Unlock?
Adam J. Aviv • United States Naval Academy

Ravi Kuber • University of Maryland, Baltimore County

Devon Budzitowski • United States Naval Academy

Android unlock patterns are likely the most prevalent graphical password 

system to date. However, human-chosen authentication stimuli (such as text 

passwords and PINs) are easy to guess. Does increasing the grid size from 3 3 3  

to 4 3 4 help the situation? Yes and no.

R esearchers have proposed a range of 
graphical password mechanisms,1 but none 
have become as prevalent as the Android’s 

graphical pattern unlock. The unlock pattern, 
or password pattern, is perhaps the most widely 
used graphical password system to date. Com-
ing preinstalled on all Android phones, it’s the 
choice of a surprising number of Android users.2

The password pattern requires users to recall 
a “pattern” drawn by connecting a set of 3 3 3  
contact points arranged in a square grid. A 
stroke-based pattern must be drawn such that 
the pattern can be completed without lifting 
and connect at least 4 contact points, without 
avoiding any intermediate points. Despite there 
being 389,112 possible patterns, users select pat-
terns from a much smaller set that are easily 
guessable, roughly at the same rate as a random 
3-digit PIN.3

One intuitive and straightforward method 
for increasing the entropy of user patterns is 
to increase the number of contact points: Why 
not allow a 4 3 4, 5 3 5, or even larger grid 
for users to select patterns? For example, even 
expanding the grid to 4 3 4 increases the num-
ber of possible patterns to 4,350,069,823,024. 
It’s reasonable to expect that expanded grids 

would also increase the complexity of user 
chosen patterns.

As part of a series of research papers inves-
tigating Android patterns,4-7 we examined the 
research question: Does increasing the grid size 
increase the security of human-generated pat-
terns? We conducted an extensive in-person and 
online study in support of the research, finding 
that in some cases, yes — expanded grid sizes 
can produce stronger patterns, but in many 
cases, users still choose from a predictable and 
guessable set. This supports ample anecdotal 
evidence from password research that humans 
are poor at selecting strong passwords.8

In this article, we review some of the major 
results of our research and provide insights into 
future directions.

Data Collection
We conducted two studies to collect Android pat-
terns on both 3 3 3 and 4 3 4 grid spaces. Realism 
was an important consideration when conducting 
the research. Although leaked datasets contain-
ing real-world, text-based passwords are pub-
licly available, no such resources are available 
for Android patterns, nor should we expect them 
to become available. Android patterns are used 
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for local authentication, so there can’t 
be large leaks — and further, the use 
of 4 3 4 grid patterns is uncommon 
among Android users. As such, we 
had to develop new strategies for col-
lecting these patterns.

First, as password patterns are 
graphical in nature, we developed a 
pen-and-paper (pen-paper) protocol 
built upon related work3 by which 
participants, literally, draw a set of 
patterns that they wish others “not 
to guess” (so-called defensive pat-
terns) and then a set of patterns that 
they believe others choose (so-called 
offensive patterns). If the participant 
chooses either a pattern that others 

didn’t guess or were able to guess 
a pattern that others chose, they 
received a reward.

The pen-paper study was con-
ducted with 80 participants in 10 
sets of focus group. These took place 
over a period of 6 weeks. The partici-
pants generated 494 3 3 3 patterns 
(380 offensive and 114 defensive) 
and 504 4 3 4 patterns (385 offen-
sive and 119 defensive). Some pat-
terns were rejected from the analysis 
because they didn’t follow pattern-
generation rules.

As these drawn patterns might not 
conform perfectly to real users pat-
terns, we also conducted a large online 

study of self-reported patterns to 
compare against the in-person study. 
Using Amazon Mechanical Turk, we 
recruited 440 participants who we 
confidentially asked to report their 
Android pattern or features of their 
patterns.

We performed a number of com-
parisons between the datasets to 
ensure that self-reported and drawn 
patterns are similar,6 finding overall 
similarity in the datasets in a num-
ber of ways, as we’ll discuss.

Data Characterization
As a first step in the analysis, we 
can see in Figure 1 that participants 
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Figure 1. Top 5 most frequently occurring patterns. (a) Self-reported 3 3 3. (b) Pen-and-paper (pen-paper) 3 3 3.  
(c) Pen-paper 4 3 4.
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Android unlock patterns are likely the most prevalent graphical password 

system to date. However, human-chosen authentication stimuli (such as text 

passwords and PINs) are easy to guess. Does increasing the grid size from 3 3 3  

to 4 3 4 help the situation? Yes and no.

R esearchers have proposed a range of 
graphical password mechanisms,1 but none 
have become as prevalent as the Android’s 

graphical pattern unlock. The unlock pattern, 
or password pattern, is perhaps the most widely 
used graphical password system to date. Com-
ing preinstalled on all Android phones, it’s the 
choice of a surprising number of Android users.2

The password pattern requires users to recall 
a “pattern” drawn by connecting a set of 3 3 3  
contact points arranged in a square grid. A 
stroke-based pattern must be drawn such that 
the pattern can be completed without lifting 
and connect at least 4 contact points, without 
avoiding any intermediate points. Despite there 
being 389,112 possible patterns, users select pat-
terns from a much smaller set that are easily 
guessable, roughly at the same rate as a random 
3-digit PIN.3

One intuitive and straightforward method 
for increasing the entropy of user patterns is 
to increase the number of contact points: Why 
not allow a 4 3 4, 5 3 5, or even larger grid 
for users to select patterns? For example, even 
expanding the grid to 4 3 4 increases the num-
ber of possible patterns to 4,350,069,823,024. 
It’s reasonable to expect that expanded grids 

would also increase the complexity of user 
chosen patterns.

As part of a series of research papers inves-
tigating Android patterns,4-7 we examined the 
research question: Does increasing the grid size 
increase the security of human-generated pat-
terns? We conducted an extensive in-person and 
online study in support of the research, finding 
that in some cases, yes — expanded grid sizes 
can produce stronger patterns, but in many 
cases, users still choose from a predictable and 
guessable set. This supports ample anecdotal 
evidence from password research that humans 
are poor at selecting strong passwords.8

In this article, we review some of the major 
results of our research and provide insights into 
future directions.

Data Collection
We conducted two studies to collect Android pat-
terns on both 3 3 3 and 4 3 4 grid spaces. Realism 
was an important consideration when conducting 
the research. Although leaked datasets contain-
ing real-world, text-based passwords are pub-
licly available, no such resources are available 
for Android patterns, nor should we expect them 
to become available. Android patterns are used 
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tend to choose common, normally 
shaped patterns. Patterns shaped 
like letters, such as Z, L, N, or M 
patterns, are quite common in both  

3 3 3 and 4 3 4 data, especially as 
you consider rotations and transfor-
mations, by which a pattern can be 
rotated or flipped. For example, the 

Z- and N-shaped patterns are trans-
formations of each other, a so-called 
symmetry.4

In fact, large portions of the data-
set are symmetric, much more so than 
one would expect. As Table 1 shows, 
in some cases 50 percent of the data 
is symmetric to some other pattern 
within the dataset. In 4 3 4 pat-
terns, a large fraction of the patterns 
is simply the embedding of 3 3 3  
patterns, where a 3 3 3 pattern is 
mapped to the 4 3 4 grid space.

Further analysis of the pattern 
properties, such as length, reveal 
other similarities between the 3 3 3 
and 4 3 4 pattern datasets. Table 2 
displays the patterns’ length proper-
ties, where length is the total num-
ber of contact points in the pattern. 
The normalized length is based  
on the number of contact points, and 
the normalized stroke length is the 
length of the lines in the pattern cal-
culated by mapping the grid into a  
1 3 1 Cartesian plane.

As you can see, both the distribu-
tions for the self-reported and pen-
paper 3 3 3 patterns, and the length 
statistics (particularly the normal-
ized ones) are similar to that of the 
pen-paper 4 3 4 pattern. This sug-
gests, as apparent in the frequency 
data, that participants choose pat-
terns of roughly the same properties 
in the 3 3 3 and 4 3 4 data.

Finally, we can measure the start 
and end conditions (which contact 
point a pattern starts with and which 
point it ends on). As Figure 2 shows, 
for both 3 3 3 and 4 3 4 patterns, 
there are strong tendencies for users 
to begin patterns in the upper-left 
of the grid, and end in the lower 
regions, particularly to the right. 
A random distribution of patterns 
would have equal likelihood for the 
start and end points.

All these properties of human-
generated patterns — the repetitions, 
symmetries, and embedding — can 
all be leveraged by an attacker to 
inform a guessing strategy to attack 

Table 1. Fraction of repetitions, symmetries, and the embedding  
of 3 3 3 patterns in 4 3 4 patterns.

Pattern Size Repetitions Symmetries Embedding

Self-reported 3 3 3 440 203 (46.1%) 336 (76.36%) N/A

Pen-paper 3 3 3 (all) 491 245 (49.9%) 398 (81.1%) N/A

Pen-paper 3 3 3 
(offensive)

378 187 (48.3%) 309 (79.8%) N/A

Pen-paper 3 3 3 
(defensive)

113 16 (14%) 54 (47%) N/A

Pen-paper 4 3 4 (all) 501 179 (35.7%) 204 (40.7%) 166 (33.1%)

Pen-paper 4 3 4 
(offensive)

382 156 (40.8%) 177 (46.3%) 142 (37.1%)

Pen-paper 4 3 4 
(defensive)

119 10 (8.4%) 10 (8.4%) 24 (20.1%)

Table 2. Statistics of the length measures (mean [q1:q1]).*

Pattern Length
Normalized 

length
Normalized 

stroke length

Self-reported 3 3 3 6.0 [5:7] 0.7 [0.6:0.8] 2.9 [2:3.5]

Pen-paper 3 3 3 (all) 6.3 [5:7] 0.7 [0.6:0.8] 2.9 [2.2:3.7]

Pen-paper 3 3 3 
(offensive)

6.3 [5:8] 0.7 [0.6:0.9] 3.0 [2.2:3.8]

Pen-paper 3 3 3 
(defensive)

6.0 [5:7] 0.7 [0.6:0.8] 3.0 [2.4:3.5]

Pen-paper 4 3 4 (all) 9.6 [7:12] 0.6 [0.4:0.8] 3.2 [2.3:3.8]

Pen-paper 4 3 4 
(offensive)

9.8 [7:12] 0.6 [0.4:0.8] 3.2 [2.3:3.8]

Pen-paper 4 3 4 
(defensive)

8.8 [6:11] 0.6 [0.4:0.7] 3.0 [2.0:3.7]

* The normalized length was calculated by dividing by the total available points, and the 
normalized stroke length was calculated by mapping the 3 3 3 and 4 3 4 grid on a 1 3 1 
Cartesian plane.
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the security of graphical patterns, as 
we performed next to measure the 
security of patterns.

Measuring Security  
of Patterns
In the literature of password research, 
the established method for mea-
suring the security of passwords is 
based on guessability.9 In its simplest 
representation, guessability metrics 
model an attacker’s power, asking 
how many guesses would it take for 
an attacker, in an offline setting, 
to guess a password. The attacker’s 
knowledge matters; for example, the 
attacker might have a model of how 
users select passwords that informs 
the guesses. The better the model (or 
the more non-random the passwords 
being guessed) the easier, or more 
guessable, the passwords.

We apply a similar notion to the 
data of graphical password patterns, 
known as partial guessing entropy.10 
Similar to guessability, partial 
guessing entropy attempts to mea-
sure how much randomness (or how 
hard it would be to guess) a fraction 
of a set of passwords. This is a com-
mon technique employed in prior 
work3,11 for analyzing graphical 
passwords, and allows us to directly 
compare the relative strength of the 
different datasets we collected.

Crucial for this metric is develop-
ing a method for guessing patterns 
that accounts for how humans select 
patterns. Naively, we could simply 
guess patterns in some arbitrary 
order, from smallest to largest, based 

on numbering, and so forth, but this 
guessing strategy would likely per-
form poorly because it would take a 
substantially long time to enumerate 
the patterns that a human selected, 
focusing instead on coverage of more 
complex, less-likely-to-be-selected 
patterns. Based on a training set, we 
can instead design a guessing strat-
egy that attempts to leverage the 
properties described earlier, namely 
that patterns repeat, are symmetric, 
and follow regular forms.

Likelihood Estimators
In the development of a guessing 
strategy, we need to ensure that we 
don’t over-train the data, so we tuned 
our algorithm using the pen-paper 
datasets, reserving the self-reported 
dataset as a test set to evaluate the 
performance of the routine on an 
independent set.

The guessing algorithm proceeds 
by assuming that there are some set 
of sample patterns to train on, and 
based on that training set, it gener-
ates an ordered set of guesses of pat-
terns. We employed a Markov model 
likelihood estimator to do the training. 
Using a tri-gram model, we calculated 
the conditional transition probabilities 
that two tri-grams were connected  
in the pattern based on the examples 
in the training set. The model then 
calculates a comparable value rep-
resenting the likelihood of a pattern, 
which speaks directly to how likely a 
user would be to choose that pattern.

For example, the Markov model 
indicates higher likelihood for 

patterns that start in the upper left 
and end in the lower right, as indi-
cated by the training data. Further, 
it can recognize that patterns that 
include the top row of contact points, 
moving left to right, are more likely 
to be followed either by a diagonal 
set of contact points or a vertical set 
of contact points, rather than, say, 
connecting directly to the bottom 
middle contact point.

There isn’t sufficient space to 
outline the specifics of the Mar-
kov model in this article. We refer 
the reader to our previous work4 for 
details of the model. It suffices for 
this discussion to understand that 
the model, given a training set and 
a test pattern, produces a likelihood 
score. Further, given the model, we 
can also generate patterns that are 
likely to occur but might not be 
directly present in the dataset. These 
properties will be used in the guess-
ing routine, described next.

Guessing Algorithm
The algorithm uses the training 
data and the likelihood estimator, 
trained on that data, to guess a set 
of patterns. The goal of the guess-
ing algorithm isn’t to just guess as 
many patterns as possible, but as 
quickly as possible. The order of the 
guessing directly impacts the par-
tial guessing entropy, which consid-
ers what fraction of the dataset is 
cracked after a certain number of 
attempts.

As described earlier, to develop 
the algorithm, we used the pen-paper 
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Figure 2. Frequency of pattern start and end points (in percent). (a) Self-reported 3 3 3. (b) Pen-paper 3 3 3.  
(c) Pen-paper 4 3 4.
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tend to choose common, normally 
shaped patterns. Patterns shaped 
like letters, such as Z, L, N, or M 
patterns, are quite common in both  

3 3 3 and 4 3 4 data, especially as 
you consider rotations and transfor-
mations, by which a pattern can be 
rotated or flipped. For example, the 

Z- and N-shaped patterns are trans-
formations of each other, a so-called 
symmetry.4

In fact, large portions of the data-
set are symmetric, much more so than 
one would expect. As Table 1 shows, 
in some cases 50 percent of the data 
is symmetric to some other pattern 
within the dataset. In 4 3 4 pat-
terns, a large fraction of the patterns 
is simply the embedding of 3 3 3  
patterns, where a 3 3 3 pattern is 
mapped to the 4 3 4 grid space.

Further analysis of the pattern 
properties, such as length, reveal 
other similarities between the 3 3 3 
and 4 3 4 pattern datasets. Table 2 
displays the patterns’ length proper-
ties, where length is the total num-
ber of contact points in the pattern. 
The normalized length is based  
on the number of contact points, and 
the normalized stroke length is the 
length of the lines in the pattern cal-
culated by mapping the grid into a  
1 3 1 Cartesian plane.

As you can see, both the distribu-
tions for the self-reported and pen-
paper 3 3 3 patterns, and the length 
statistics (particularly the normal-
ized ones) are similar to that of the 
pen-paper 4 3 4 pattern. This sug-
gests, as apparent in the frequency 
data, that participants choose pat-
terns of roughly the same properties 
in the 3 3 3 and 4 3 4 data.

Finally, we can measure the start 
and end conditions (which contact 
point a pattern starts with and which 
point it ends on). As Figure 2 shows, 
for both 3 3 3 and 4 3 4 patterns, 
there are strong tendencies for users 
to begin patterns in the upper-left 
of the grid, and end in the lower 
regions, particularly to the right. 
A random distribution of patterns 
would have equal likelihood for the 
start and end points.

All these properties of human-
generated patterns — the repetitions, 
symmetries, and embedding — can 
all be leveraged by an attacker to 
inform a guessing strategy to attack 

Table 1. Fraction of repetitions, symmetries, and the embedding  
of 3 3 3 patterns in 4 3 4 patterns.

Pattern Size Repetitions Symmetries Embedding

Self-reported 3 3 3 440 203 (46.1%) 336 (76.36%) N/A

Pen-paper 3 3 3 (all) 491 245 (49.9%) 398 (81.1%) N/A

Pen-paper 3 3 3 
(offensive)

378 187 (48.3%) 309 (79.8%) N/A

Pen-paper 3 3 3 
(defensive)

113 16 (14%) 54 (47%) N/A

Pen-paper 4 3 4 (all) 501 179 (35.7%) 204 (40.7%) 166 (33.1%)

Pen-paper 4 3 4 
(offensive)

382 156 (40.8%) 177 (46.3%) 142 (37.1%)

Pen-paper 4 3 4 
(defensive)

119 10 (8.4%) 10 (8.4%) 24 (20.1%)

Table 2. Statistics of the length measures (mean [q1:q1]).*

Pattern Length
Normalized 

length
Normalized 

stroke length

Self-reported 3 3 3 6.0 [5:7] 0.7 [0.6:0.8] 2.9 [2:3.5]

Pen-paper 3 3 3 (all) 6.3 [5:7] 0.7 [0.6:0.8] 2.9 [2.2:3.7]

Pen-paper 3 3 3 
(offensive)

6.3 [5:8] 0.7 [0.6:0.9] 3.0 [2.2:3.8]

Pen-paper 3 3 3 
(defensive)

6.0 [5:7] 0.7 [0.6:0.8] 3.0 [2.4:3.5]

Pen-paper 4 3 4 (all) 9.6 [7:12] 0.6 [0.4:0.8] 3.2 [2.3:3.8]

Pen-paper 4 3 4 
(offensive)

9.8 [7:12] 0.6 [0.4:0.8] 3.2 [2.3:3.8]

Pen-paper 4 3 4 
(defensive)

8.8 [6:11] 0.6 [0.4:0.7] 3.0 [2.0:3.7]

* The normalized length was calculated by dividing by the total available points, and the 
normalized stroke length was calculated by mapping the 3 3 3 and 4 3 4 grid on a 1 3 1 
Cartesian plane.
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make 50,000 guesses in total. This 
process was able to guess 97.2 per-
cent of the human-generated 3 3 3  
patterns within 50,000 guesses. 
Note that there are 389,112 possible 
patterns.

For 4 3 4 patterns, we can use 
the same routine, but we can take 
advantage of additional training 
information, namely the 3 3 3 pat-
terns. Recall from Table 1 that a 
large fraction of the 4 3 4 patterns 
is simply an embedding of 3 3 3 pat-
terns into the larger grid space. So, 
for 4 3 4 patterns, we included 3 3 3 

data as the training set, and to test 
the effectiveness we applied a five-
fold cross-validation method on a 
random selection of 500 patterns 
from each dataset. The cross valida-
tion proceeds by treating four of the 
five folds as training data, testing on 
the remaining fold. The results are 
the average across each result by 
which each of the folds is treated as 
the test set.

After much iteration, we devel-
oped a guessing routine that best 
fit our training data. The guess-
ing routine is first informed by the 

observation that due to the high 
number of repetitions, the most opti-
mal first step is to guess all unique 
patterns in the training set, ordered 
based on repetition frequency, with 
ties in frequency broken by the like-
lihood metric. Next, we compute 
and guess all unique (not previously 
guessed) symmetries of the train-
ing data, again ordered based on 
the likelihood estimator. Although a 
large portion of the patterns in the 
test set are likely to be cracked at this 
point, we still need to generate more 
patterns using the Markov model to 

Table 3. Partial guessing entropy comparisons.*

Pattern a 5 0.1 a 5 0.2 a 5 0.5
Guessed 
total (%)

Guessed 
with 20 

attempts (%)

Self-reported 3 3 3 6.62 6.95 9.49 95.9 15.0

Pen-paper 3 3 3 (all) 6.59 6.99 8.93 97.2 16.7

Pen-paper 3 3 3 (offensive) 6.98 7.69 9.31 95.3 12.5

Pen-paper 3 3 3 (defensive) 9.43 9.79 10.98 90.2 4.0

Pen-paper 4 3 4 (all) 6.23 6.64 11.61 66.7 19.9

Pen-paper 4 3 4 (offensive) 6.46 7.57 10.40 67.7 16.7

Pen-paper 4 3 4 (defensive) 6.23 6.64 11.61 37.4 3.2

Uellenbeck and colleagues’ 3 3 3 (offensive)3 7.56 7.74 8.19

Uellenbeck and colleagues’ 3 3 3 (defensive)3 8.72 9.10 10.90

Song and colleagues’ 3 3 3 (with meter)11 8.96 10.33 12.29

Song and colleagues’ 3 3 3 (without meter)11 7.38 9.56 10.83

Random 3 3 3 pattern (U389,112) 18.57 18.57 18.57

Random 4 3 4 pattern (U4,350,069,823,024) 41.98 41.98 41.98

Random 6-digit PIN (U1,000,000) 19.93 19.93 19.93

Random 5-digit PIN (U100,000) 16.60 16.60 16.60

Random 4-digit PIN (U10,000) 13.29 13.29 13.29

Random 3-digit PIN (U1,000) 9.97 9.97 9.97

Random 2-digit PIN (U100) 6.64 6.64 6.64

Real users’ 4-digit PINs11,12 5.19 7.04 10.08

* Here, a refers to the fraction of the dataset being guessed, and results are reported in bits of entropy with comparisons to other related work.
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embedding in the second stage when 
guessing all the training data’s sym-
metries. After doing so, we are able 
to crack 66.7 percent of the human-
generated 4 3 4 patterns within 
50,000 attempts (note that there are 
4,350,069,823,024 possible 4 3 4 
patterns).

Finally, with the guessing algo-
rithm fixed, we can use all the 3 3 3  
pen-paper data as training and 
attempt to crack the self-reported  
3 3 3 patterns — the reserved test 
set. Table 3 presents the complete 
results, where we also include the 
percentage of patterns guessed after 
20 attempts, the lockout point on 
most smartphones.

The results in Table 3 use values 
in terms of bits of entropy, which we 
can loosely translate into how much 
randomness occurs in the dataset (as 
it relates to how difficult it is to guess 
that dataset). Note that a refers to the 
fraction of the dataset guessed, so 
for example, to guess 50 percent of 
the self-reported data has 9.49 bits 
of entropy, which is comparable to 
guessing a random 3-digit PIN. For  
4 3 4 patterns, guessing 50 percent 
of the patterns has an entropy of 
11.61, which is slightly more chal-
lenging, but it’s less challenging 
than guessing a 4-digit PIN. Over-
all, from these results, although 
there are cases where guessing 4 3 4  
patterns are more secure, the com-
mon cases aren’t significantly more 
secure than 3 3 3 patterns, sug-
gesting that the expanded grid sizes 
aren’t as beneficial for security as 
you might imagine.

T his work shows that the impact of 
humans on security systems can 

be severe. Despite the fact that there 
are trillions of possible 4 3 4 pat-
terns, the same habits of 3 3 3 pat-
terns persist, greatly weakening the 
security system. As a larger trend, 
we as a community need to look for 
methods that improve security not 

just through increased choices, but 
with better directions and instruc-
tions. Users don’t understand the 
power of computers to crack pass-
words, but there are straightforward 
and simple procedures for improving 
security — for example, simply pick-
ing a pattern that doesn’t start in the 
upper left makes a huge impact. In the 
same way, for other systems, we need 
to consider the impact of humans on 
security systems; humans are often 
the weakest link. 
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make 50,000 guesses in total. This 
process was able to guess 97.2 per-
cent of the human-generated 3 3 3  
patterns within 50,000 guesses. 
Note that there are 389,112 possible 
patterns.

For 4 3 4 patterns, we can use 
the same routine, but we can take 
advantage of additional training 
information, namely the 3 3 3 pat-
terns. Recall from Table 1 that a 
large fraction of the 4 3 4 patterns 
is simply an embedding of 3 3 3 pat-
terns into the larger grid space. So, 
for 4 3 4 patterns, we included 3 3 3 

data as the training set, and to test 
the effectiveness we applied a five-
fold cross-validation method on a 
random selection of 500 patterns 
from each dataset. The cross valida-
tion proceeds by treating four of the 
five folds as training data, testing on 
the remaining fold. The results are 
the average across each result by 
which each of the folds is treated as 
the test set.

After much iteration, we devel-
oped a guessing routine that best 
fit our training data. The guess-
ing routine is first informed by the 

observation that due to the high 
number of repetitions, the most opti-
mal first step is to guess all unique 
patterns in the training set, ordered 
based on repetition frequency, with 
ties in frequency broken by the like-
lihood metric. Next, we compute 
and guess all unique (not previously 
guessed) symmetries of the train-
ing data, again ordered based on 
the likelihood estimator. Although a 
large portion of the patterns in the 
test set are likely to be cracked at this 
point, we still need to generate more 
patterns using the Markov model to 

Table 3. Partial guessing entropy comparisons.*

Pattern a 5 0.1 a 5 0.2 a 5 0.5
Guessed 
total (%)

Guessed 
with 20 

attempts (%)

Self-reported 3 3 3 6.62 6.95 9.49 95.9 15.0

Pen-paper 3 3 3 (all) 6.59 6.99 8.93 97.2 16.7

Pen-paper 3 3 3 (offensive) 6.98 7.69 9.31 95.3 12.5

Pen-paper 3 3 3 (defensive) 9.43 9.79 10.98 90.2 4.0

Pen-paper 4 3 4 (all) 6.23 6.64 11.61 66.7 19.9

Pen-paper 4 3 4 (offensive) 6.46 7.57 10.40 67.7 16.7

Pen-paper 4 3 4 (defensive) 6.23 6.64 11.61 37.4 3.2

Uellenbeck and colleagues’ 3 3 3 (offensive)3 7.56 7.74 8.19

Uellenbeck and colleagues’ 3 3 3 (defensive)3 8.72 9.10 10.90

Song and colleagues’ 3 3 3 (with meter)11 8.96 10.33 12.29

Song and colleagues’ 3 3 3 (without meter)11 7.38 9.56 10.83

Random 3 3 3 pattern (U389,112) 18.57 18.57 18.57

Random 4 3 4 pattern (U4,350,069,823,024) 41.98 41.98 41.98

Random 6-digit PIN (U1,000,000) 19.93 19.93 19.93

Random 5-digit PIN (U100,000) 16.60 16.60 16.60

Random 4-digit PIN (U10,000) 13.29 13.29 13.29

Random 3-digit PIN (U1,000) 9.97 9.97 9.97

Random 2-digit PIN (U100) 6.64 6.64 6.64

Real users’ 4-digit PINs11,12 5.19 7.04 10.08

* Here, a refers to the fraction of the dataset being guessed, and results are reported in bits of entropy with comparisons to other related work.

This article originally appeared in 
IEEE Internet Computing, vol. 21, 
no. 6, 2017. 
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A 
career is an occupa-
tion, undertaken for a 
significant time period 
in a person’s life, that 

offers opportunities for prog-
ress. This implies that—in this 
context—success is progress. It 
also suggests that people should 
choose careers to which they can 
really give their best. Humans 
have myriad life choices. At every 
point in our lives, we must make a 
lot of decisions. Moreover, innate 
in every human is self-interest; in 
the context of choosing a career, 
we can view such self-interest in 
relation to those beneficial life op-
portunities an individual believes 
can be acquired through career ac-
tions based on specific educational 
pursuits. Career choices, when 
made correctly, can provide indi-
viduals with an image of who they 
are and what they are capable of.1

Furthermore, humans are psy-
chological and cognitive beings. 
Settling on a specific career and 
following through with that path 
can be difficult because there are 
many choices to make. Humans’  
mental instincts, which are steeped  

in emotion, can be so deep that 
the desire for wider consultations 
and counseling seems inevitable. 
People fall prey to confusion when 
making choices. Noesis is strong 
in humans—that is, we can rea-
son and perceive things and make 
comparisons between what we’ve 
learned and perceived. However, 
this innate ability to come up with 
alternatives, each alternative with 
its own reward for us to pursue, 
highlights the complexity for hu-
mans in deciding what to pursue 
that will ultimately make us suc-
cessful in life. In other words, 
it can be quite difficult for us to 
settle easily on a particular life 
choice or career. A good ques-
tion is thus how we can seek help 
in knowing (or being assured of) 
what to commit our entire lives to 
and be assured of progress.

When we consider satisfaction 
with life choices, the foregoing 
becomes even more complex. As 
mentioned, we all see or perceive 
things differently. We might be in 
the same class and discipline and 
make grades good enough to show 
that we will be good at a particular 

career. However, when the issue 
of interest and what a person de-
rives satisfaction from comes into 
the picture, the range of choices 
about what to pursue can become 
hazy. This is likely what drives 
the need for guidance and counsel-
ing (G&C). This old tradition has 
certainly thrived over the years. 
But the fuzzy nature of decision-
making makes it paramount that 
we seek a paradigm that can as-
sist in solving the innate puzzles 
that often becloud humans when 
it comes to life choices.

ICT has significant capacity and 
myriad capabilities to assist in this 
realm. Human counselors, and 
even counselees (on their own), 
can use ICT for guidance. The 
dicey experience of seeking an-
swers to what an individual should 
put all his or her energy into 
throughout life could be settled. 
For example, it has been argued 
that for people to make success-
ful employment inroads, they will 
need not only the know-how but 
also the psychological make-up to 
function in a turbulent job market 
that changes constantly in both 
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boundaries and requirements. 
This dynamic might not be eas-
ily addressed through traditional 
G&C.

A paradigmatic approach that 
is thematic and stochastic as well 
as unbiased, which might not be 
possible with the traditional ap-
proach, is therefore needed. This 
approach should also be able to 
delve into the nitty-gritty of hu-
mans’ behavioral roots. This 
position considers the signifi-
cant potential ICT offers. For in-
stance, ICT is a leading factor in 
the promotion of creativity and 
result-oriented processes based 
on experimentation. This often 
results in value chains across in-
dustry and service delivery. ICT’s 
influence in this regard is felt 
even now in all areas of human 

endeavor, including health and 
social care, the modernization 
of services in public interest do-
mains, the environment, and so 
on. For policy formation and the 
transparency (and accessibility) of 
governance, ICT is indispensable. 
However, with respect to provid-
ing career and life choice G&C, 
more work is needed to fully inte-
grate ICT as a tool for pushing the 
frontier of success in Nigeria.2

Background
Nigeria’s sovereignty dates back to 
1 October 1960. Based on the lat-
est UN estimate, its current pop-
ulation is about 192,692,320 as of 
September 2017 (bit.ly/2doaI4e). 
With a federation of 36 states and 
a federal capital territory, Nigeria 
holds approximately one-sixth of 

Africa’s population, and is thus 
the continent’s most populous 
nation. This statistic presents a 
rationale for considering people’s 
pursuit of career and life choices. 
Although Nigeria’s population 
should be an advantage in terms 
of its volume of business transac-
tions, several millions out of the 
estimated population live below 
poverty lines. The majority of 
this population has no clue about 
what career to pursue so as to 
earn a living.

Internet usage has increased 
astronomically since its intro-
duction into the polity. With the 
proliferation of ICT such as mo-
bile phones, Internet penetration 
has increased to about 53 percent. 
This is the highest in Africa, with 
an estimated mobile subscription 
rate of 81 percent. This makes 
Nigeria not just an Internet-savvy  
country, but one that’s savvy 
to the Internet of Things.3 The 
analytic results from comparing  
Africa’s overall Internet savviness 
with that of Nigeria are shown 
in Figure 1. We contemplate the  
factors of Internet (that is, ICT) 
savviness and population because 
of the possibility of leapfrogging 
development phases with respect 
to ICT and IT. This bodes well for 
the country, because gains from 
ICT and IT will not only be real-
izable in Nigeria, but will even be  
in compliance with millennium 
development goals.

In the Nigerian educational 
sector, there are well-defined and 
structured manual approaches to 
career G&C. However, there is no 
known career G&C framework 
that uses or even suggests using 
ICT to assist human counselors. 
Generally, it has been acknowl-
edged by educationists in Nigeria 
that decisions about career and 
life choices can be dicey. Such 
choices are important because 
they can determine a person’s 

Figure 1. Nigeria’s level of ICT savvy as compared with the rest of 
Africa. (Source: Guitton, 20173)
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prospects for success in life. In 
Nigeria, the choice has become 
more complex—as a developing 
country, there are serious eco-
nomic problems resulting from 
unemployment. Current develop-
ments in science and technology 
that can result in new careers, and 
people’s inability to assess them-
selves to make realistic career 
choices, are influential factors.

Other factors that have made 
career choice complex in Nigeria  
include a lack of information about 
occupations and job satisfaction. 
This can inadvertently cause peo-
ple to make erratic decisions and 
as such be out of a job.4 So, ICT’s 
function as a paradigm for pro-
viding accurate counsel that will 
guide those in need about which 
career to pursue is important. 
Humans’ behavioral twists are 
ever-changing. This means that 
we must consider several factors 
in multiple dimensions,5,6 thus re-
quiring more sophisticated para-
digms to harness the factors that 
foretell what one will be good at in 
terms of which career to pursue in 
life. These are logical motivations 
to encourage the use of ICT as a 
paradigm for pushing Nigeria’s 
success frontier from the perspec-
tive of career and life choices.

The Potential of ICT
Today, there are ICT techniques 
that can reduce the partiality that 
prevents objective consideration of 
a situation. This could well be nec-
essary when considering sensitive 
issues such as what people should 
commit their lives to. As it is,  
machine learning (ML) abstractions 
can be implemented to reduce 
bias. ICT remains a suitable tool 
for encouraging individualization 
and satisfaction because it can  
be manipulated and domesticated  
to guide users in making life 
choices. ML techniques (MLTs) 
can learn without being explicitly 

programmed. These days, even 
computational statistics are use-
ful for making predictions. That 
is, computers can be used to de-
liver mathematical optimization 
methods, theory, and applications 
to solve real-life problems.

Data analytics using MLTs 
are useful in devising complex 
models and algorithms that lend 
themselves to prediction based on 
reliable, repeatable decisions and 
results. This means that ICT can 
learn from baseline behavioral 
profiles (data) of entities (such as 
humans) to find meaningful pat-
terns. In our opinion, this provides 
endless opportunities, and—in 
the context we discuss here—can 
help to guide career path and life 
choices that cannot be made easily 
by individuals. Moreover, the iter-
ative aspect of ML is important to 
consider—that is, as ML models 
are exposed to new data, they can 
independently adapt. It has been 
argued that although ML is a sci-
ence that is not new, it is currently 
gaining fresh momentum (see bit 
.ly/2xCJ4EN, bit.ly/2xBpEVj, and 
bit.ly/1I5qib7).7

Sub-MLTs such as artificial 
neural networks, regression, and 

decision trees use a connection-
ist approach inspired by humans 
and biological neural networks. 
Systems developed using such 
sub-MLTs learn from progres-
sively improved performance to 
do tasks by considering examples. 
Supervised MLTs, such as the 
Apriori algorithm, k-means, and 
so on, consist of two variables: an 
outcome variable that is depen-
dent and the predicted variable 
from a given set of predictors. 
With these variable sets, a func-
tion maps inputs to desired out-
puts, continuing until the model 
achieves a desired level of accuracy 
on the training data. For unsuper-
vised MLTs, such as the Markov 
decision process, there is usually 
no target variable to predict (or es-
timate). For reinforcement MLTs, 
the algorithm is used to train ma-
chines to make specific decisions. 
This makes it possible to expose 
ICTs to environments in which 
they train themselves continually 
based on past experiences. These 
ICTs try to capture the best pos-
sible knowledge to make accurate 
decisions.

The ever-changing dynamics 
in human nature and a penchant  

Figure 2. The four phases of ICT development. (Source: Iacob, 20128).
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boundaries and requirements. 
This dynamic might not be eas-
ily addressed through traditional 
G&C.

A paradigmatic approach that 
is thematic and stochastic as well 
as unbiased, which might not be 
possible with the traditional ap-
proach, is therefore needed. This 
approach should also be able to 
delve into the nitty-gritty of hu-
mans’ behavioral roots. This 
position considers the signifi-
cant potential ICT offers. For in-
stance, ICT is a leading factor in 
the promotion of creativity and 
result-oriented processes based 
on experimentation. This often 
results in value chains across in-
dustry and service delivery. ICT’s 
influence in this regard is felt 
even now in all areas of human 

endeavor, including health and 
social care, the modernization 
of services in public interest do-
mains, the environment, and so 
on. For policy formation and the 
transparency (and accessibility) of 
governance, ICT is indispensable. 
However, with respect to provid-
ing career and life choice G&C, 
more work is needed to fully inte-
grate ICT as a tool for pushing the 
frontier of success in Nigeria.2

Background
Nigeria’s sovereignty dates back to 
1 October 1960. Based on the lat-
est UN estimate, its current pop-
ulation is about 192,692,320 as of 
September 2017 (bit.ly/2doaI4e). 
With a federation of 36 states and 
a federal capital territory, Nigeria 
holds approximately one-sixth of 

Africa’s population, and is thus 
the continent’s most populous 
nation. This statistic presents a 
rationale for considering people’s 
pursuit of career and life choices. 
Although Nigeria’s population 
should be an advantage in terms 
of its volume of business transac-
tions, several millions out of the 
estimated population live below 
poverty lines. The majority of 
this population has no clue about 
what career to pursue so as to 
earn a living.

Internet usage has increased 
astronomically since its intro-
duction into the polity. With the 
proliferation of ICT such as mo-
bile phones, Internet penetration 
has increased to about 53 percent. 
This is the highest in Africa, with 
an estimated mobile subscription 
rate of 81 percent. This makes 
Nigeria not just an Internet-savvy  
country, but one that’s savvy 
to the Internet of Things.3 The 
analytic results from comparing  
Africa’s overall Internet savviness 
with that of Nigeria are shown 
in Figure 1. We contemplate the  
factors of Internet (that is, ICT) 
savviness and population because 
of the possibility of leapfrogging 
development phases with respect 
to ICT and IT. This bodes well for 
the country, because gains from 
ICT and IT will not only be real-
izable in Nigeria, but will even be  
in compliance with millennium 
development goals.

In the Nigerian educational 
sector, there are well-defined and 
structured manual approaches to 
career G&C. However, there is no 
known career G&C framework 
that uses or even suggests using 
ICT to assist human counselors. 
Generally, it has been acknowl-
edged by educationists in Nigeria 
that decisions about career and 
life choices can be dicey. Such 
choices are important because 
they can determine a person’s 

Figure 1. Nigeria’s level of ICT savvy as compared with the rest of 
Africa. (Source: Guitton, 20173)
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for what will bring us value, fame, 
respect, and some form of in-
fluence necessitate the need for  
career and life choices. This calls 
for techniques and tools that will 
assist psychologists, teachers, and 
amateur and professional G&Cs. 
ICT as it stands could help real-
ize cutting-edge approaches to 
mentoring and guiding people 
through the herculean task of  
deciding what to spend the rest of 
their lives on in terms of a career. 
Historically, there are four identi-
fied phases in the development of 
ICT that we can apply to guidance 
(see Figure 2). Three trends— 
increased accessibility, increased 
interactivity, and more diffused 
origination (the trend toward 
more diverse creators and career 
providers)8—are identified within 
these phases. It will be easy to 
leverage the practices portrayed, 
particularly in Nigeria’s current 
phase. In this age of informa-
tion, Nigeria can leapfrog over 
the first three phases thanks to 
ICT’s ability to overcome many 
obstacles (see bit.ly/2xCJ4EN, bit 
.ly/2xBpEVj, and bit.ly/1I5qib7).7

Note also in Figure 2 the ra-
tionale to establish the fact that 
ICT is a paradigm of priority 
due to its characteristic trend 
of increased accessibility, inter-
activity, and more diffused origi-
nation. The case of origination 
provides assurance that there 
will be more diverse ICT creators 
and providers driving career and 
life choice guidance if given the 
right attention.

Factors that Influence 
Career and Life Choices
When people are personally satis-
fied with work and have interest in 
a particular job, this can intrinsi-
cally influence their career choice. 
To enter a field of endeavor, we 
must also consider our level of 
autonomy and creativity. Many 

other factors, including a lack of 
competence and confidence to 
pursue a career, can result from 
feelings of being inferior or intim-
idated. ICT offers a wide range of 
career guidance tools encompass-
ing three main purposes: first, it is 
a resource; second, it is a medium 
for communication; and third, it 
enables the development of mate-
rials. By focusing on ICT as a re-
source for making life and career 
choices, the possibilities it offers 
can be used to harness influential 
factors.

Thanks to the growing use of 
the Internet and other related 
ICT, which has arisen due to the 
proliferation of mobile phones, 
Nigerians are leaving digital trails— 
that is, various factors that can 
help to determine people’s be-
havioral patterns. These patterns 
represent the intrinsic and extrin-
sic factors ICT can learn from to 
help guide a prospective career 
enquirer. Common among these 
ICTs are smartphones, via which 
people carry out several digital 
activities that generate a lot of 
patterns. These patterns can be 
learned by machines and the re-
sultant models implemented in 
ICT devices that will help pro-
vide succinct career guidance. 
ICT is also important for career 
guidance and counseling because  
career work is embedded across a 
range of public and private con-
texts.2 This variety cuts across 
educational and training provi-
sions to outplacement. The diver-
sity of careers makes it important 
to consider ICT as an important 
paradigm for handling such diver-
sity, even when it is reflected in a 
nomenclature that includes career 
guidance, counseling, mentoring,  
coaching, advice, and informa-
tion dissemination. Furthermore, 
one-to-one career interviews are 
difficult to standardize, and their  
impact is notoriously difficult to 

quantify.9,10 Using an ICT para-
digm, we can solve all these chal-
lenges in Nigeria.8

A s described (see Figure 1), 
Nigeria is poised to use 
ICT in sundry areas of 

human endeavor. ICT’s adoption 
will no doubt contribute to repo-
sitioning the tradition of career 
G&C both in the educational sec-
tor and in real life. This is because 
the stage is set; a robust and qual-
ity ICT infrastructure is available. 
What’s next is to promote strict 
compliance with policies that en-
courage a high adoption of ICT, 
particularly to help both early and 
late starters seeking a career to 
determine where to focus to find 
fulfilment.

Interestingly, this article is one 
of the few works on using ICT 
to help people find and follow a 
career path. Despite the initial 
bureaucracy that delayed the ac-
ceptance and use of ICT to solve 
problems in Nigeria, we believe 
that it is still possible to catch 
up to developed nations. This is 
because sharing and accessing 
information is no longer some-
thing ICT practitioners need only 
imagine how to enforce. Due to 
the proliferation of ICT-related 
devices such as smartphones, the 
foregoing has become an every-
day reality. Therefore, it is not a 
matter of whether Nigeria can 
adopt ICT as an emerging para-
digm to push for success in career 
and life choices. The challenge 
is rather how best to use ICT 
like traditional career G&C in a  
more successful way that will sur-
pass the evidence-and-result-based  
practice traditional G&C has 
lived up to. Usually, school G&C 
programs have two goals: to pro-
mote the developmental assets of 
students and to reinforce positive  
factors that build resilience.11,12 
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These underlying ingredients 
must be determined in individu-
als to be able to encourage them 
into a particular career or life 
path. We believe, based on what 
we’ve presented about the useful-
ness of adopting ICT similar to 
traditional G&C, the foregoing 
two goals will be achieved.
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for what will bring us value, fame, 
respect, and some form of in-
fluence necessitate the need for  
career and life choices. This calls 
for techniques and tools that will 
assist psychologists, teachers, and 
amateur and professional G&Cs. 
ICT as it stands could help real-
ize cutting-edge approaches to 
mentoring and guiding people 
through the herculean task of  
deciding what to spend the rest of 
their lives on in terms of a career. 
Historically, there are four identi-
fied phases in the development of 
ICT that we can apply to guidance 
(see Figure 2). Three trends— 
increased accessibility, increased 
interactivity, and more diffused 
origination (the trend toward 
more diverse creators and career 
providers)8—are identified within 
these phases. It will be easy to 
leverage the practices portrayed, 
particularly in Nigeria’s current 
phase. In this age of informa-
tion, Nigeria can leapfrog over 
the first three phases thanks to 
ICT’s ability to overcome many 
obstacles (see bit.ly/2xCJ4EN, bit 
.ly/2xBpEVj, and bit.ly/1I5qib7).7

Note also in Figure 2 the ra-
tionale to establish the fact that 
ICT is a paradigm of priority 
due to its characteristic trend 
of increased accessibility, inter-
activity, and more diffused origi-
nation. The case of origination 
provides assurance that there 
will be more diverse ICT creators 
and providers driving career and 
life choice guidance if given the 
right attention.

Factors that Influence 
Career and Life Choices
When people are personally satis-
fied with work and have interest in 
a particular job, this can intrinsi-
cally influence their career choice. 
To enter a field of endeavor, we 
must also consider our level of 
autonomy and creativity. Many 

other factors, including a lack of 
competence and confidence to 
pursue a career, can result from 
feelings of being inferior or intim-
idated. ICT offers a wide range of 
career guidance tools encompass-
ing three main purposes: first, it is 
a resource; second, it is a medium 
for communication; and third, it 
enables the development of mate-
rials. By focusing on ICT as a re-
source for making life and career 
choices, the possibilities it offers 
can be used to harness influential 
factors.

Thanks to the growing use of 
the Internet and other related 
ICT, which has arisen due to the 
proliferation of mobile phones, 
Nigerians are leaving digital trails— 
that is, various factors that can 
help to determine people’s be-
havioral patterns. These patterns 
represent the intrinsic and extrin-
sic factors ICT can learn from to 
help guide a prospective career 
enquirer. Common among these 
ICTs are smartphones, via which 
people carry out several digital 
activities that generate a lot of 
patterns. These patterns can be 
learned by machines and the re-
sultant models implemented in 
ICT devices that will help pro-
vide succinct career guidance. 
ICT is also important for career 
guidance and counseling because  
career work is embedded across a 
range of public and private con-
texts.2 This variety cuts across 
educational and training provi-
sions to outplacement. The diver-
sity of careers makes it important 
to consider ICT as an important 
paradigm for handling such diver-
sity, even when it is reflected in a 
nomenclature that includes career 
guidance, counseling, mentoring,  
coaching, advice, and informa-
tion dissemination. Furthermore, 
one-to-one career interviews are 
difficult to standardize, and their  
impact is notoriously difficult to 

quantify.9,10 Using an ICT para-
digm, we can solve all these chal-
lenges in Nigeria.8

A s described (see Figure 1), 
Nigeria is poised to use 
ICT in sundry areas of 

human endeavor. ICT’s adoption 
will no doubt contribute to repo-
sitioning the tradition of career 
G&C both in the educational sec-
tor and in real life. This is because 
the stage is set; a robust and qual-
ity ICT infrastructure is available. 
What’s next is to promote strict 
compliance with policies that en-
courage a high adoption of ICT, 
particularly to help both early and 
late starters seeking a career to 
determine where to focus to find 
fulfilment.

Interestingly, this article is one 
of the few works on using ICT 
to help people find and follow a 
career path. Despite the initial 
bureaucracy that delayed the ac-
ceptance and use of ICT to solve 
problems in Nigeria, we believe 
that it is still possible to catch 
up to developed nations. This is 
because sharing and accessing 
information is no longer some-
thing ICT practitioners need only 
imagine how to enforce. Due to 
the proliferation of ICT-related 
devices such as smartphones, the 
foregoing has become an every-
day reality. Therefore, it is not a 
matter of whether Nigeria can 
adopt ICT as an emerging para-
digm to push for success in career 
and life choices. The challenge 
is rather how best to use ICT 
like traditional career G&C in a  
more successful way that will sur-
pass the evidence-and-result-based  
practice traditional G&C has 
lived up to. Usually, school G&C 
programs have two goals: to pro-
mote the developmental assets of 
students and to reinforce positive  
factors that build resilience.11,12 
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COLUMN: Micro Economics 

Adjusting to Autonomous 
Trucking 

 

News coverage of automation and machine learning tends 
to focus on extraordinary events, such as computers win-
ning at Jeopardy and Go, and robotic arms flipping burgers 
in short-order restaurants. Additional headlines foster a 

sense of nightmares, conjuring pictures of autonomous cars killing pedestrians and newly auto-
mated establishments laying off their workforce. The combination of headlines has unleashed a 
near-hysteria, as if the near-future Terminator will either kill humans indiscriminately or rob the 
survivors of employment.  

Let’s come into contact with a grounded sense of the future. Some of this sour hype obscures the 
real technical improvement arising from advances in machine learning, neural networks, sensors, 
data access and retrieval, and systems engineering. Humans have invented tools for repetitive 
tasks, and some of those tools are becoming less expensive and more reliable.   

This column stresses the basic economic lessons that inform a grounded view. Said simply, 
where the investments pay off quickly, firms will make use of tools. Experiments are looking for 
such payoffs right now. However, even with such payoffs, adjustments tend to take time and will 
slow adoption and change.  

Autonomous trucking provides a good example. Considerable economic gains could be had from 
implementing some basic automation and machine learning in the trucking industry. Such auto-
mation will most likely be implemented at scale sometime in the next decade. What will happen 
to the 3.5 million truck drivers in the US who are focused on keeping their jobs? The basic point 
of this column is familiar to the experts in the area: Total employment is not at risk in the next 
decade, but it would not be surprising if a few job titles and assignments change. The hysteria 
simply gets it wrong.  

MARGINS OF ADJUSTMENT  
There is plenty of motivation for automating long-haul trucking. Of all trucking jobs, long haul 
is the most difficult to fill and staff. The work can be uncomfortable. It also creates enormous 
value in the US, annually carrying freight worth quadrillions—that is not a misprint (quadrillions 
comes after billions and trillions). Any productivity improvement yields enormous payoff.  

Many of the increasingly useful and common forms of machine learning in trucking continue 
trends seen earlier. New algorithmic loops for error correction take advantage of improving pro-
cessors. The training sets have become larger, and the maps include more detail, taking ad-
vantage of improving memory. Developers now see the potential for placing software on a server 
in one location, and it is possible to coordinate many users in other locations, taking advantage 
of improving network infrastructure.   

Shane Greenstein   
Harvard Business School 
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To be sure, trucking has already taken advantage of many advances in electronics. Most trucks 
contain on-board computers, GPS links, and numerous systems to monitor performance. In many 
trucks today, the software already moves with the machine. The sensors on mobile vehicles have 
also improved, and, again, the better software allows for a wider range of situations where the 
system can operate.  

Not all is familiar, however. Many experts forecast that the next wave of sensors and software 
will address new applications in trucking, as part of a general wave of developments in autono-
mous vehicles. That forecast comes from borrowing progress in autonomous cars, and in spite of 
some basic technical issues that constrain progress in autonomous trucking. Trucks are much 
larger than most vehicles and carry a variety of payloads. Plus, they have their own patterns for 
accelerating and stopping. They also have rather different utilization records than a taxi or a 
commuter vehicle. The newest prototypes for autonomous trucking 
differ so much from those used in smaller cars that autonomous trucks 
cannot merely borrow the “training” from cars.   

Trials in long-haul trucking involve training the vehicles for trips be-
tween depots adjacent to highways. At those depots, the trucks are 
handed off to drivers, who take them into cities for short-haul deliv-
ery. Judging from recent prototypes, humans are not disappearing any-
time soon. Nobody is talking about installing robots in trucks to do the 
loading and unloading. The hard work today focuses on other high-
value propositions, such as reducing safety issues from things like in-
attentive driving. A little automation can go a long way for that pur-
pose—it can stop vehicles sooner, issue warnings to drivers, and relay 
information to dispatchers for use by others in a fleet. The prototypes 
also continue trends that began with the introduction of electronics 
into trucking long ago. Partial automation can enable longer continu-
ous vehicle operation, better fuel consumption, and reduced mainte-
nance expenses.  

So what limits progress? Like many applications in machine learning, 
there are too many “edge cases” that the software cannot yet satisfac-
torily handle—such as road construction, vehicles stopped at the side 
of the road, detours, pedestrians on the side of the highway, dead ani-
mal carcasses in the road, and so on. AI researchers know this prob-
lem well. Routine work is not as routine as it seems. Humans are 
pretty good at handling millions of variants of the little unexpected as-
pects of road work, police stops, bad weather, poor drivers, and break-
downs.  

The statistics of edge cases are quite demanding. Software can be 
trained to handle much of this, perhaps 99 percent of the issues in a 
typical drive. But 99 percent is not anywhere near good enough. If, 
say, 1 percent is still left for humans, that translates into more than 
half a minute every hour in which a human needs to intervene. It is 
necessary to do much better than that to justify removing constant hu-
man awareness, and much better performance is required to get a suf-
ficient return on the investment in the equipment to make it all work. 
In the lingo of the industry, partial or conditional automation is the most ambitious goal for the 
next several years. Full automation is a long way off.  

SCALING   
Any engineer in this area will say the same thing: There are many steps between prototypes and 
large-scale implementation of a fleet of partially autonomous vehicles. Now I say this: Scaling is 
exactly the topic in which some economic reasoning provides better guidance than hysterical 
forecasts.   

Judging from recent 

prototypes, humans 

are not 

disappearing 

anytime soon… 

Take the use of 

autopilot in 

commercial airlines 

today; software-

enhanced 

navigation merely 

changes what the 

pilots do and when 

they apply their 

expertise. 
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Scaling requires predictable business processes that can be measured and monitored. The drivers 
might actively drive less, but they still might help with aspects that affect fueling, safety, liabil-
ity, and loading and unloading. Take the use of autopilot in commercial airlines today; software-
enhanced navigation merely changes what the pilots do and when they apply their expertise.    

We should expect that business processes will adjust and adopt new routines. The timing for 
fueling, maintenance, docking, and inspection will change. New procedures for monitoring daily, 
weekly, and monthly targets will be put in place. Will that eliminate work? No, but it will shift 
who does the work, what they do, and how they are trained to do it.   

The new timing will require new principles for organizing teams. The new teams will require 
new principles for responsibility. For example, who pays for the costs of error—the driver or the 
programmer? Beyond that, economics provides reasons to be cautious. Learning will lead to new 
services—say, driving in the middle of the night when there’s less traffic. Those new services 
might also come with new potential logistical limitations, such as inability to drive in certain 
weather or road conditions. 

Will that change work at the organizational level? Yes, sure, and even if we cannot precisely 
forecast how, it is clear where the type of work will change. The planning department will tackle 
new issues. So will the legal team, the logistics department, the business partnership liaisons, the 
sales department, and the billing group. That will feed back into the R&D department, which 
will be asked to change what patents it applies for. Trucking companies will adjust on many 
margins to accommodate autonomous trucking at scale.   

And here is the kicker. The reduction in cost might generate more demand for services, which 
might lead to more employment of truckers. It is hard to forecast the totality of all this change.  

LESSONS 
There was a point to this thought exercise. Let’s review the broad lessons.  

There will be adjustments. Tasks will change and so will the regular processes that accompany 
the execution of these tasks. Team assignments and composition of teams will change, and so 
too will organizations that manage partnerships with these teams. These changes will be just as 
difficult to make as the technical inventions that precipitated them. 

It is easy to see how the software will improve and bring about costs savings. Most of the conse-
quences are, however, rather unpredictable. When will the biggest technical gains emerge? Will 
the cost savings be substantial enough to alter productivity and pricing?  

And what about employment? Will total employment in trucking go up or down in the next dec-
ade as a result of the increasing use of autonomous vehicles? While tasks might change in ways 
to diminish the need for some work, the costs might lead to an increase in volumes and increase 
the demand for work. On net, there is no way to predict with certainty. That said, massive layoffs 
or other employment nightmares are highly unlikely. 

CONCLUSION 
Gains in neural networks have gone beyond what had been widely appreciated in public conver-
sation. There is much productivity improvement on the near-term horizon. More to the point, 
there is not much merit to most of the hysteria behind machine learning. There is a lot we have to 
learn. In the meantime, we all need to keep on trucking, because society is all in for the long 
haul. 
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