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SPOTLIGHT ON TRANSACTIONS

Representation Learning
David Forsyth, University of Illinois at Urbana–Champaign

This installment highlighting the work
published in IEEE Computer
Society journals comes from IEEE
Transactions on Pattern Analysis and
Machine Intelligence.

H

ow should a computer program represent important
effects in pictures without
getting distracted by details? Humans are good at focusing on
what is important and ignoring what
isn’t. Human viewers aren’t confused
by small changes in light, texture,
color, or configuration—but we can’t
say the same for computers.
There are good tricks for building
image representations that aren’t al-

Practice shows that to learn image
representation for object detection,
we should focus on representing any
image, rather than on representing
the particular objects of interest. First,
modern methods generally do better
with more data; there are always relatively few pictures of the objects of interest because labeling images is hard,
and there is an immense number of
unlabeled images. Second, we might
change our mind about which objects

Deep representations have already
had a major impact on practice
in areas such as speech understanding.
ways confused by these effects, but
object detectors seem to have strong
performance limits. Systems using
deep networks have recently smashed
these limits, likely because their image representations are learned. In
“Representation Learning: A Review
and New Perspectives” (IEEE Transactions on Pattern Analysis and Machine Intelligence, vol. 35, no. 8, 2013,
pp. 1798–1828), Yoshua Bengio and his
colleagues review recent work in the
area of unsupervised feature learning
and deep learning.
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are of interest. If our representation
were specialized to one particular set
of objects, we’d have a problem.
A representation is generally considered good if we can roughly reconstruct the image from the representation. We achieve this by training
two functions at the same time: one
constructs the representation from
the image, and the other constructs
the image from the representation.
The representation must be small
and the reconstruction must be
“fairly accurate.”

CO M PUTE R PUBLISHED BY THE IEEE COMPUTER SOCIET Y

Good representations tend to
summarize an image at longer and
longer spatial scales. Imagine we
have learned a representation that
describes local patches of an image,
called a layer. The layer will produce
a set of numbers that we can organize
like an image. We apply our method
for learning a representation to this
object, and the next layer will summarize larger patches. We do this again
and again, stacking layers upon layers.
The result is a deep representation.

I

have described this method using
images as an example for concreteness, but deep representations have
already had a major impact on practice in areas such as speech understanding. There are major ongoing
efforts to apply deep representations
to a wide variety of practical problems.
This paper covers big representational
questions, rather than focusing on
a particular problem; there’s a good
chance it’ll be useful in your field. As
a bonus, it appears in a special issue on
learning deep architectures—I recommend reading the whole special issue,
as well as the many papers in TPAMI’s
pipeline describing recent successes of
the deep learning approach.

DAVID FORSYTH is a professor of
computer science at the University
of Illinois at Urbana–Champaign.
Contact him at daf@illinois.edu.
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Selected CS articles and
columns are also available for
free at http://ComputingNow
.computer.org.
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CS FOCUS

Magazine
Roundup
heterogeneous environment. In
“Thingsonomy: Tackling Variety
in Internet of Things Events” from
IEEE Internet Computing’s March/
April 2015 issue, the authors write
about a system that enables the
approximate semantic matching
of events for building software
that can work in a heterogeneous IoT environment.

T

he IEEE Computer Society’s lineup of 13 digital magazines covers
cutting-edge computing topics
ranging from software design
and computer graphics to Internet computing and security and
privacy, from scientiﬁc applications and machine intelligence
to cloud migration and microchip
manufacturing. Here are some
highlights from recent issues.

Computer
The same technologies that are
bringing us highly complex,
instrumented, and interconnected cyber-physical-social
ecosystems are also used maliciously to commit crimes. The
April 2015 special issue of our
ﬂagship publication, Computer,
2376-113X/15/$31.00 © 2015 IEEE

focuses on these ecosystems’
cybersecurity issues.

Computing in Science &
Engineering

IEEE Software
Java build processes are typically slow, with much of the
build time spent executing tests.
Researchers are thus devising
new approaches to speed up
Java testing. In “Vroom: Faster
Build Processes for Java,” from
IEEE Software’s March/April
2015 issue, researchers describe
two such approaches, one known
as “vroom vroom” and one called
“vroom vroom vroom.”

As the ability to scale dynamic
RAM slows, enabling memory
capacities to keep up with nextgeneration processors’ growing
computational rates will become
increasingly diﬃcult. “Opportunities for Nonvolatile Memory
Systems in Extreme-Scale HighPerformance Computing,” from
CiSE’s March/April 2015 issue,
discusses several nonvolatile-memory-related technologies emerging as alternatives
to DRAM.

IEEE Internet Computing
IEEE Security & Privacy
The Internet of Things will connect billions of devices to the
Internet and create a dynamic,

Published by the IEEE Computer Society

Organizations that rely on
cyberspace as a mission-critical
May 2015

5

CS FOCUS
asset require advanced situational awareness to cope with
emerging threats. “Gaining an
Advantage in Cyberspace with
Advanced Situational Awareness,”
from IEEE S&P’s March/April 2015
issue, discusses a new framework
that relies on an automated OODA
(observe, orient, decide, act) cycle
to provide such awareness in corporate environments.

IEEE Cloud Computing
Cloud computing-based traﬃc has
been rapidly growing in recent
years, raising concern about the
increasing amount of energy that
the technology uses. “Traﬃc-Aware
Resource Provisioning for Distributed Clouds,” from IEEE Cloud
Computing’s January/February
2015 issue, examines important
cloud-traﬃc characteristics and
optimizations, and the development
of ﬁne-grained traﬃc-awareness
approaches that reduce distributed
clouds’ energy costs.

IEEE Computer Graphics and
Applications
Supercomputing systems are
now able to accurately compute
the results of important scientiﬁc
simulations. Additional processing power will provide even more
capabilities but will also create
challenges because of power and
storage limitations. “Increasing Scientiﬁc Data Insights about Exascale
Class Simulations under Power
and Storage Constraints,” which
appears in IEEE CG&A’s March/
April 2015 issue, discusses sampling and automated selection
6
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techniques that could address
these issues.

IEEE Intelligent Systems
The authors of “Predicting Elections
for Multiple Countries Using Twitter and Polls,” from IEEE Intelligent
Systems’ March/April 2015 issue,
describe how they used polls, Twitter-related data, and multiple predictive algorithms to forecast the
2014 European Union elections
in three countries more accurately
than some research and commercial eﬀorts have been able to do.

IEEE MultiMedia
As part of their Teaching Privacy
project, researchers are developing tools to help students make
informed choices about privacy.
In their article “Teaching Privacy:
Multimedia Making a Diﬀerence,”
from IEEE MultiMedia’s January–
March 2015 issue, they describe
their interdisciplinary approach
to developing apps that show students what happens to information
on the Internet.

IEEE Annals of the History of
Computing
In “Augmentative, Alternative, and
Assistive: Reimagining the History of Mobile Computing and
Disability,” a case study from
IEEE Annals’ January–March 2015
issue, the author argues that developments in mobile computing
and advancements in electronic
devices that help people with
disabilities communicate are
inherently connected.

IEEE Pervasive Computing
Combining
cloud
computing
and telemedicine introduces new
opportunities for transforming
healthcare delivery. The January–March 2015 IEEE Pervasive
Computing article “Telemedicine in
the Cloud Era: Prospects and Challenges” discusses the opportunities and challenges involved.

IT Professional
IT-enabled business innovation
can generate signiﬁcant advantages for companies. The March/
April 2015 IT Pro special issue
focuses on understanding this
type of innovation’s key issues and
future opportunities.

IEEE Micro
Short development cycles and
insuﬃcient security development
guidelines have led to vulnerabilities in many Android apps. In
“VulHunter: Toward Discovering
Vulnerabilities in Android Applications” from IEEE Micro’s January/
February 2015 issue, researchers propose a new static-analysis
framework for detecting vulnerabilities in Android apps that has
proven eﬀective in testing.

Computing Now
The Computing Now website
(http://computingnow.computer.
org) features up-to-the-minute
computing news and blogs, along
with articles ranging from peerreviewed research to opinion by
industry leaders.
May 2015

EDITOR’S NOTE

Smart Technology: Adding
Intelligence to Applications

S

mart technology is all about adding
intelligence to applications. The goal
is to create applications that are smart
enough to understand both the context in which
they operate and the data they receive from sensors, and automatically use this information to
take some type of action. For example, smart utility systems could monitor electricity grids and
adjust power distribution in response to unexpected increases in demand or possible outages.
And smart network devices could help recognize
and prevent security threats.
Smart technology encompasses many types
of applications and is used in numerous ways.
In addition, researchers are regularly developing
new capabilities. Thus, although the approach
has been around for several years, the ﬁeld is still
fresh and oﬀers many new opportunities for study.
This issue of ComputingEdge features several
articles that look at smart technology from various
angles. A piece from IEEE MultiMedia discusses
smart photography, noting that this technology
could analyze scenes that photographers are
about to shoot and make camera adjustments that
will yield better results. It could also recognize
online images considered inappropriate for various reasons―such as pornography on a child’s
smartphone―and prevent users from downloading them.

2376-113X/15/$31.00 © 2015 IEEE

An IEEE Internet Computing article addresses
how smart technology could improve the way
mobile devices work with user-generated video.
The author said that today’s mobile devices and
networks don’t have the resources to intensively
process video but that added intelligence and the
cloud could help solve this problem.
This issue of ComputingEdge looks at interesting topics in addition to smart technology. For
example, a Computer magazine piece examines science-ﬁction prototyping, in which people employ
science ﬁction storytelling techniques―often used
to tell tales set in an imaginary future based to some
degree on fact―to explore futuristic technologies.
An article from IEEE Security & Privacy discusses how cloud-security auditing diﬀers from
traditional security auditing but still must protect customer data and contribute to an organization’s ﬁnancial success. Finally, an IEEE Computer
Graphics & Applications article explores collaborations among artists and scientists.

B

ringing together Computer Society oﬀerings from experts in ﬁelds that don’t
always speak the same “language” is
a goal of ComputingEdge. We hope this issue will
give readers a chance to devise their own opportunities for new understanding.

Published by the IEEE Computer Society
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DATA ANALYTICS
EDITOR: Seth Earley, Earley & Associates, seth@earley.com

Analytics,
Machine Learning,
and the Internet
of Things
Seth Earley, Earley & Associates

O

ur increasingly connected world, combined with low-cost
sensors and distributed
intelligence, will have a transformative impact on industry,
producing more data than humans will be able to process. Will
businesses be able to adapt and
evolve quickly enough to maintain their place in the competitive landscape? How will humans
make sense of and benefit from
these new sources of information
and intelligence embedded in our
environment?

Exploiting Evolving
Technology
Organizations will need to get
their internal data houses in order
so they can leverage new sources
and streams of data. Smart connected devices will also remove
humans from the loop in some
cases, so devices will be making their own decisions and
self-adjusting or course correcting and repairing themselves as
needed. In other cases, collections
of devices will act as systems that
can be optimized in new ways,
and systems of systems will share
8
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data and behave as an ecosystem
of data and devices. Machine
learning—a term that describes
numerous approaches to deriving meaning from data—will have
to be part of the equation, but so
will traditional business and data
analysis techniques as organizations prepare for the Internet of
Things (IoT).
The IoT, or as some prefer to
call it, the “Internet of Everything,” has been on an increasing
growth trajectory that Gartner
projects will reach 26 billion units
by 2020, with the value of IoT
products and services reaching
US $300 billion.1 GE, a long time
player in the industrial Internet—
which comprises the mechanisms
and applications for monitoring
and optimizing the performance
of industrial equipment (including jet engines, locomotives, power turbines, and manufacturing
processes)—estimates that the
industrial Internet will add $10
to $15 trillion (yes, trillion) to the
global gross domestic product
over the next 20 years.2
Of course, there is an enormous
amount of hype in the marketplace around new and emerging

technologies. In fact, Gartner’s
infamous “hype cycle” report has
the IoT at the “peak of inflated expectations” (big data has already
entered the “trough of disillusionment”).3 Yet regardless of entrepreneurs’ breathless excitement
or journalists’ enthusiastic visions
of the future, there are a number
of challenges that organizations
must wrestle with to exploit this
evolution in technology.

The Challenges
Organizations will need to focus
on
• understanding the relative maturity of enterprise capabilities
in the realms of product technology and IT;
• understanding the types of IoT
functionality that can be incorporated and where new capabilities will impact customer value;
• understanding the role of machine learning and predictive
analytics models; and
• rethinking business models
and value chains based on how
quickly the market is changing and the relative agility of
competitors.

Published by the IEEE Computer Society

Published by the IEEE Computer Society
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Let’s consider each of these challenges in more detail.

Understanding Product and
IT Maturity
This factor can be considered
in two dimensions. How mature
is the product portfolio? Is it a
traditional class of product with
slower changes and gradual evolution, or is it a faster moving,
more complex technology ecosystem? Mining equipment is
technologically complex but has
longer equipment life cycles and
relatively slower evolution than
scientific research instrumentation. However, this doesn’t mean
that the instrumentation firm is
better equipped to extend its IoT
offerings into system optimization. Another factor needs to be
considered—that of IT process
maturity. Each type of organization would benefit from IoT enablement; however, the models
for that evolution will vary.
Consider the dimension of the
level of IT maturity. For example,
the scientific research equipment supplier might be technologically advanced but not have
strong IT architectures, processes, and governance. The mining
equipment manufacturer might
be very mature in internal IT
processes. The implication for
the scientific instrumentation
firm might be that IoT will allow for functionality updates of
field instrumentation, but the
firm might not want to attempt
to optimize a laboratory information ecosystem consisting of
multiple classes of equipment.
(It is certainly possible that a lack
of maturity in IT as a cost center wouldn’t translate into a lack
of maturity of IT in a profit center; however, many organizations
build on existing foundational IT
capabilities when developing or
extending IT services offerings.)
The mining equipment example
www.computer.org/computingedge

is discussed in a recent Harvard
Business Review article on the IoT:
Joy Global is a mining equipment
manufacturer that offers monitoring, maintenance, and optimization of a fleet of equipment
from multiple vendors by leveraging its expertise across various
systems and processes related to
mining operations.4

Understanding IoT
Capabilities
The next idea to consider is what
capabilities to leverage in smart
connected products. According to
the same Harvard Business Review
article, there are four types of IoT
capabilities:4
• monitoring — sensors provide
data about the operating environment and product usage and
performance;

flexible and adaptable. When
products are intelligent and connected to the Internet, they
become variable and have the ability to change as the user’s needs
change. Software manufacturers
have recognized this for years.
Now, physical objects become vehicles or containers for softwaredriven functionality. These levels
of capability require increasingly
sophisticated data analytics approaches—from collecting and
applying data to allowing algorithms themselves to apply data
and learn while doing so.
So, the first level of capability—
monitoring—becomes a real-time
mechanism to better understand
field performance and user needs
and offer new capabilities. This
means that the boundaries of an
organization’s traditional products and services are blurred and

Rather than considering products as having fixed
functionality, we need to view them as more
flexible and adaptable.
• control—product functions can
be controlled and personalized;
• optimization—feedback loops
from monitoring and control
allow for improved efficiency,
better performance, preventative maintenance, and diagnostics and repair; and
• autonomy —monitoring, control, and optimization allow for
independent operation, coordination with other systems, interaction with the environment,
personalization, replenishment,
and self-diagnosis and repair.
These levels of capability allow for redefined supply chains
and reconfigured value chains.
Rather than considering products as having fixed functionality, we need to view them as more

extended. Consider field equipment that was traditionally maintained by a contract field service
firm, not by the manufacturer.
With intelligence and monitoring, equipment can inform the
manufacturer of needed service
ahead of a breakdown. Routine
maintenance can become part
of the manufacturer’s offering,
with complex repairs still being
handled by a specialist contractor
if the margins and logistics make
sense for the organization. This
disintermediation can extend to
distribution chains as well. Equipment can automatically call for a
replenishment of supplies, removing distribution costs and inventory from the supply chain.
Control is a more sophisticated application built on top of

computer.org/ITPro
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monitoring. We can monitor equipment operations and then extend the boundaries of human
intervention by controlling multiple pieces of equipment or multiple
systems. Consider the role of humans in running a system or machine, where most of the functions
are automated. Humans guide
the operation and look for edge
conditions, anomalies, and exceptions that weren’t anticipated (or
cost-effective) during the system
design. Then, they use their judgment to make a change, correction,
or adjustment. The human doesn’t
need to be with the equipment
and might not need to be monitoring in real time (depending on
the process). Monitoring is simply
taking in the data and processing
it (something must be done with
the data at some point). Control is
applying that data in real (or near
real) time to the operation of the
equipment or device. The strategic
decision that organizations need
to make is whether and when to
make more control capabilities
part of the product offering and
whether to offer that as a service or
to allow the customer to have that
capability.
The third level of capability—
optimization—can extend to the
performance of an individual object, a fleet of objects, or an ecosystem of objects across multiple
manufacturers and technologies.
The strategic decision about
whether to extend offerings to
this realm hinges on the level
of knowledge and sophistication
around the value chain and the
boundaries of the processes. The
mining example illustrates the
advantages that Joy Global might
have over a vendor with a more
limited view of the process ecosystem. A truck manufacturer, for
example, would be poorly positioned to optimize complex mining equipment but would benefit
from optimizing its fleet of trucks
10

12
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(and potentially a fleet of other
manufacturer’s trucks) if the industry dynamics made business
sense.
Extending optimization to independent operation requires an
extension of capabilities to allow
for less constrained interaction
with the environment and with
other systems. Autonomy requires greater intelligence around
algorithms that can deal with unplanned situations—those situations for which programmers and
system engineers didn’t explicitly
design. Autonomous operations
require incorporating adaptable
machine learning approaches
for dealing with novel situations
into the core algorithms used
for monitoring, control, and
optimization.

Understanding Analytics
and Machine Learning
In November 2014, Mike Kuniavsky of Xerox PARC gave an IDTechEx presentation, “The User
Experience of Predictive Analytics in the Internet of Things,” in
which he suggested that virtually
all functionality resides (or will
soon reside) in the cloud. Data
and functionality can be accessed
from any location and through
multiple devices. Specialized devices provide context in which the
user accesses the data.
A fitness bracelet can access
data about the user’s physical
health via an iPhone or laptop in
the specific context of exercise. In
this case, the fitness bracelet acts
as an IoT sensor as well as provides a means for accessing and
consuming data. The device also
subsumes other devices (such as
a pedometer) through software
functionality. The data provided by
the device can offer additional insights about the consumer’s usage
and preferences, which can be leveraged when updating functionality and developing new features. If

aggregated across a population of
users and combined with other datasets, new insights can shed light
on epidemiological data, activity
levels across populations, lifestyles,
and demographic data. This information has value to marketers,
healthcare providers, insurance
companies, and government agencies. (Of course, we must account
for privacy considerations and data
usage permissions.)
Machine learning algorithms
can be used to make predictions
based on these data patterns.
For example, in a Mayo Clinic
study, activity data was correlated
with recovery rates for cardiac
patients.5
The same machine learning and
predictive algorithms are the basis for a number of connected intelligent consumer devices. Nest
thermostats are an example of a
device that leverages data patterns
to predict the preferred temperature in a specific room at a certain
time of day. (Another control and
optimization example is seen at
an aggregated neighborhood level, where power utilities can shift
energy loads at peak times by remotely adjusting—with the occupant’s permission—hundreds
or thousands of Nest devices by
a couple of degrees.) Other consumer devices include those that
learn from voice patterns (such
as Echo, a personal-assistanttype device from Amazon6) to
those that learn from much more
complex behavior and activity
patterns (such as Jaguar’s Land
Rover monitoring system, which
“relies on a complicated software which enables the car to
study, predict, check, and remind
the car’s occupants [to] help the
driver auto-delegate his tasks and
make him concentrate more on
his driving.”7)
Optimization algorithms use
machine learning mechanisms to
leverage data from both sensors
May 2015

and intelligent devices that interact under dynamic conditions.
These variable conditions can’t be
precisely predicted beyond certain parameters. The algorithms
will need to sense, respond, and
adapt. For example, as cars take
on more responsibilities from
the driver, they will be interacting
with more environmental sources
of data (sensors, lights, other cars,
and so on). Classes of applications in industrial automation,
logistics and transportation, power grid and energy systems, traffic management, security systems,
and other “systems of systems”
will let machines communicate
directly with other machines.
Furthermore, such applications
will help machines interpret dataflows based on algorithms that
can evolve and adapt, so the machines can achieve the desired
end states given certain operational parameters.

Rethinking the Business
Model and Value Chain
Intelligent, connected devices
require organizations to reexamine how and where they create value in the marketplace and
how that value will be enhanced
or diminished as the competitive environment and information
ecosystem evolves. Analytics will
help validate some decisions (for
example, getting real-time usage data regarding changes to
features or added services and
functions); however, business
models might be so vastly transformed by new entrants and
value-chain structures that analytics based on the company’s
traditional business models will
no longer be relevant. Products
or services might be based on
data stream exhaust from legacy
products rather than revenue
from the products themselves.
New business models might
extend far beyond the product
www.computer.org/computingedge

and into upstream suppliers or
downstream consumers.

A

t the core, all of these possibilities require organizations to have foundational
capabilities around their internal
data hygiene and analytic infrastructure: data curation, ownership and quality standards,
consistent enterprise architecture,
cleanly integrated systems, automated data onboarding processes,
and mature analytic expertise.
Without the basics in place and
well managed, it will be very difficult to rapidly react to and evolve
new analytic and data management functions and abilities.
Because the IoT will be based
on dataflows and sophisticated
approaches for gaining insights
from information and applying
those insights to value creation
through integration with enterprise knowledge, organizations
that don’t have those abilities will
be left behind in the marketplace
or relegated to low-value, lowmargin commodities. Data has
been called the new oil—and extending that metaphor means that
data is refined into high-value
products through the knowledge
refinery of analytic capabilities.
Organizations need to invest in
building that infrastructure now
so they are prepared in the coming years when supply chains
and value creation will be transformed, disrupted, and upended.
Information agility will be a required core competency.
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The Future of Smart Photography
Harro Stokman
Euvision
Technologies

T

he field of image and video recognition is
quickly progressing, with new technology
now allowing for content-based search and classification of digital media. In the past, the accuracy of video recognition doubled every three
years,1 but recent advances employing deep
convolutional neural networks have nearly
doubled in accuracy in a single year.2
At this stage, coarse-grained classifications of
concepts or nouns, such as cars, sunsets and
sunrises, mountains, and indoor scenes, can be
recognized. It’s also possible to recognize finegrained classifications such as German shepherds, Afghan hounds, terriers, or spaniels. It
has even become possible to recognize events
in videos, such as a person changing a car tire, a
person cleaning an appliance, or a couple at a
wedding ceremony.
The progress may well be a result of international benchmarking challenges. These challenges encourage research in information
retrieval by providing large test collections, uniform scoring procedures, and forums for comparing results. Two well-known examples are
TRECVid for evaluation of video retrieval3 and
ImageNet for image classification.4
This article introduces the idea of smart photography (automatically improving or modifying
an image based on visual concept detection,
performed entirely on the camera in real time)
and describes the Impala app, a real-world application developed by Euvision Technologies.

Rapid Market Penetration
The results achieved by the newly invented
algorithms have recently started to make their
way to industry at incredible speed. For

Editor’s Note
This article introduces smart photography and the Impala App, a
potential killer application for visual concept detection.
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instance, a professor from the University of Toronto, Geoffrey Hinton, won ImageNet in 2012,
and in March 2013, his neural network start-up
was acquired by Google.5 Within three months,
Google made the algorithm’s results available
in its social network Googleþ.6
This was repeated the next year. New York
University professor Yann LeCun won ImageNet
2013. December of that year, LeCun was made
director of a new research laboratory at Facebook
through an “aqui-hire,” with the goal of bringing about major advances in Facebook’s artificial
intelligence.7
Another example of the rapid market penetration of computer vision and machine
learning algorithms is the introduction of finegrained image recognition by China’s top Internet search engine Baidu. The company’s Baidu
Translate app lets you take a picture of something and circle it. The outlined object is then
sent to a server, which attempts to identify the
object and tell you what it is in Chinese and
English.8

Sustainable Business
The more photos we take, the less likely we are
to ever look at any of them again. Of course,
that problem is easily overcome with these
recent advances in computer vision. However,
creating a sustainable business model for the
new technologies is not easy. Perhaps the best
photo start-up, Everpix, recently shut down
due to the exceedingly high costs of the cloud
services that provided compute power and storage capacities.9
The aforementioned industry leaders (Google, Facebook, and Baidu) have taken advantage
of the breakthroughs in our field. However,
it appears that none have yet taken advantage
of another revolution—the ever-increasing
amount of compute power available on chips
and, hence, on smartphones and tablets. These
mobile devices today have eight cores with a
clock speed of almost 3 GHz. It is therefore
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Figure 1. Image
recognition on today’s
mobile phones. (a)
Privacy statement
shown to the user
upon installation of
the app, stating that
no connection will be
made to the cloud. (b)
The Impala app,
shown here, creates
photo albums
automatically and
can process
approximately 7,000
images in one hour.

(a)

(b)

allows the user to easily locate the picture in
the future.

Categorizing Images on Mobile Devices

The Future of Smart Photography

At this time, it appears that the first mobile
application that performs visual concept classification 100 percent on the mobile phone is the
Impala app (see Figure 1).10 Impala automatically creates a series of labeled folders (such as
cats, cars, or beaches) and then places pictures
from a mobile device’s image gallery into these
folders to help the user locate pictures (see Figure 2). The Impala app is free for download
from the Apple App and Google Play stores.
The Impala app’s image classification runs in
real time. The classification actually takes place
while the user is pointing the camera at the
scene to be photographed. On today’s modern
mobile chips, three to four frames can be processed per second. The app instantly displays the
image categories under which the photo to be
captured will be placed (see Figure 3). This

Popular apps such as Instagram, Cameraþ,
EyeEm, Hipstamatic, and Aviary have introduced the idea of photographic filters. These filters, which can be complex, typically adjust the
intensity, hue, saturation, or contrast in the
image either locally or globally. They can also
apply color lookup tables or overlay one or
more masking filters such as a vignetting mask
(darkening edges and corners), thereby generating the Polaroid effect, for example.
Different filters are best applied to different
types of images to obtain aesthetically pleasing
pictures. Well-known examples of photographic filters provided by the Instagram app,
for example, are the Rise filter, which works
best for close-up portraits; the Hudson filter,
which is best applied to photos of building exteriors; and the Lo-Fi filter for shots of food. A
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surprising that image recognition is still performed on servers.
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Figure 2. The Impala
app recognizes visual
picture content. (a)
Photos of food, for
example, will be
automatically placed in
the food folder. (b) The
app can also recognize
and automatically
group images that
match, for example, the
architecture concept.

(a)

(b)

Remembering and then later finding the best
working filter may be frustrating. For users to
quickly share a picture with friends on Facebook or Snapchat, ideally the best filter would
be applied automatically.
The recent breakthroughs in visual concept
detection now allow for the reliable matching
of scenes to the most appropriate filter in real
time.11 This means that when the user points
the camera at a scene of architecture, for example, the Impala app can apply the appropriate
photographic filter, enhancing the image’s aesthetical appeal (see Figure 4).

Blocking Content
Figure 3. While the user points the camera at for instance this parking lot, the
Impala app informs the user in real time that the image will be placed in both
the Cars and Outdoor image folders.

drawback of these filters, however, is that the
user must determine which filter is best
through trial and error. The number of filters in
an average app usually exceeds 30 to 40.
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Today’s scanners have built-in recognition
capabilities to recognize banknotes, which are
printed with a unique pattern of small dots that
is easily picked up by scanner software. Either
the document will be reproduced with a big
“specimen” overlay, or the scanner will simply
refuse to make a digital copy of the banknote.
The same functionality is present in software
such as Photoshop, which prevents a user from

May 2015

Figure 4. Smart photography at work. Upon recognizing that a picture of
architecture is about to be taken, the Impala app automatically applies the
best photographic filter to give the picture an edgier look.

Figure 5. Smart photography used to block content. The recording of
unwanted scenes, such as classified military objects or adult content, can be
blocked automatically.
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uploading or opening a file with a scanned
banknote.
In addition to banknotes, some other types
of content, such as classified military objects or
child pornography, should not be copied, photographed, or viewed. With the current accuracy of image recognition, it has become
possible to train classification engines to detect
these types of content.
At Euvision Technologies, we apply these
engines to help social media platform owners
moderate content. Furthermore, in close cooperation with the Dutch police, we trained
our engine to recognize images of sexual child
abuse. This has two advantages: Not only
does it mentally prepare forensic investigators
for what they are about to see, it also allows
them to work more efficiently during forensic
searches.
This inspired us to develop another advanced application of concept-based image recognition technologies running on mobile
devices: blocking unwanted content. As a technology demonstrator, we trained the Impala
classification engine to recognize hands. We
chose hands because these, in a way, represent
the color, texture, and shape of certain unwanted scenes and because every photographer
can easily take a picture of his own hand for
testing. Once a hand becomes visible within
the camera’s field of vision, the view of the
hand is pixelated, as is shown in Figure 5. Moreover, the recording button is made inactive,
preventing the capture of the image. Of course,
it is then trivial to replace the hand recognition
functionality by, for example, an adult content
classifier.
Of course, this works both at the time of
recording and at display time. This means that
even if thousands of images of unwanted content are stored on a device, such images become
unviewable. Mobile devices loaded with the
new sexual child abuse filtering option would
stop the recording of this type of content.
Besides blocking the creation of new material,
this filter would also block the viewing of legacy
material.

Concept Search Solved?” Computer, vol. 43, no. 6,

Conclusion
Smart photography carries both the promise of
enabling us to make better pictures and the
power to root out the spread of sexual child
abuse media. I believe both are outstanding
accomplishments of the computer vision community and the semiconductor industry. MM
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The Fridge’s Brain Sure
Ain’t the Icebox
Kieron O’Hara • University of Southampton

I

’ve never quite seen Harry Potter as a fount of
wisdom in the same way as, say, Kant, Confucius, or Einstein are. And I’m slightly nervous that I will misquote this and be inundated
with complaints from Those Who Care about the
works of J.K. Rowling. However, when a character called Mr. Weasley opines that one should
“never trust anything that can think for itself
if you can’t see where it keeps its brain,” even
the Potter skeptic has to admit that he’s onto
something.
I bring this up because of the emergence of
the Internet of Things (IoT). This simple idea —
giving physical objects unique identifiers, fitting them with sensors or actuation systems,
and then hooking them up to the Net to communicate their data and receive their orders —
is being anticipated with relish. Really dumb
devices becoming smart via complex networked
interaction — intelligence on the cheap. The
International Data Corporation reckons that
there will be 212 billion such devices by 2020,
generating global revenues of US$8.7 trillion.1
The hype is easy to satirize.2 Believe it or
not, more than one person has invented smart
underpants.3,4 (I have developed my own scenario about these, which is much more interesting than any that have made it into the press,
although it raises some of the privacy issues I
will discuss later, and is probably not suitable
for a family magazine.) For some reason, every
“hey-wow” account of the IoT mentions a fridge
that tells you when your milk is past its sell-by
date. Perhaps the fridge is compulsory. Anyway,
I’ve mentioned it now, so my duty is done.

Beware the Data Monster

There is no doubt that the IoT is coming to a fridge
near you. Expect wearables, instrumented bodies,
NOVEMBER/DECEMBER 2014
www.computer.org/computingedge

sensors in the environment and at home, apps
to monitor pollution, traffic, and power usage,
and trackers on everything in the global supply
chain.5 The issues for the digital citizen are — of
course — privacy and security. The data this blanket coverage will generate, even if it’s only a fraction of the anticipated size, will be colossal, and
will surely dwarf the big data we’re so proud of
today. This will be data about absolutely everything — where we go, what we do, how fit we are
when we do it, what we switch on, what we buy,
who we meet, and what routines we prefer.
The CEO of Volkswagen, Martin Winterkorn,
whose contribution to the IoT via the instrumentation of his cars isn’t small, has recently
warned that even cute little Herbie is becoming
a “data monster.”6 Once we’ve driven back home,
smart meters threaten to be incredibly disclosive. Although data need not stream directly to
the utility for billing purposes, it must still go
to a neighborhood aggregator that combines and
anonymizes it across a geographical area so that
the utility can predict future consumption and
maintain its pricing model.7 Yet these streams
tell us an awful lot — household devices’ energyuse signatures are quite distinctive, so we can
have a good guess at when the microwave went
on or how many people had a shower,8 and so
on, with almost all the devices we can mention.9
Worse, a potential security problem arises
because the devices are small and individually
dumb. We’re approaching the anniversary of the
first known large-scale IoT cyberattack, uncovered by security firm Proofpoint:
The attack that Proofpoint observed and profiled
occurred between December 23, 2013 and January 6,
2014, and featured waves of malicious email, typically
sent in bursts of 100,000, three times per day, targeting

1089-7801/14/$31.00 © 2014 IEEE
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enterprises and individuals worldwide.
More than 25 percent of the volume was
sent by things that were not conventional
laptops, desktop computers, or mobile
devices; instead, the emails were sent by
everyday consumer gadgets such as compromised home-networking routers, connected multimedia centers, televisions,
and at least one refrigerator. No more than
10 emails were initiated from any single
IP address, making the attack difficult to
block based on location — and in many
cases, the devices had not been subject to
a sophisticated compromise; instead, misconfiguration and the use of default passwords left the devices completely exposed
on public networks, available for takeover
and use.10

You see? Stabbed in the back by
that damned fridge.

these problems are deep, and conceptually and technologically hard, too. Furthermore, the solutions aren’t obvious.
What, then, are these specific
issues?

can’t simply withdraw tens or hundreds of billions of devices in the
way that a car manufacturer can
withdraw faulty tires or petrol tanks.

The Demands of Security

IoT systems are highly distributed,
so the data will move around a lot.
This is a problem for regulators. Of
course all that transport increases the
risk of interception, but perhaps more
importantly, it’s harder to trace where
data is and what it’s used for. This
will make it much more difficult to
hold people, companies, and institutions to account for (mis)use of data.

The IoT will string together many
devices that are small, cheap, and
simple, and highly heterogeneous.
Can we ensure that these devices
are clever enough to implement
decent security, to prevent problems
such as those Proofpoint revealed?
Remember that IoT devices’ relative
simplicity is going to be part of the
business model — neither costs nor
complexity should be high. Yet security creates its own demands, which
will threaten that low-cost model.
If the devices can’t be made secure,

If the devices can’t be made secure, where
in the architecture can security be safely
located without imposing costs or creating
vulnerabilities?
So What’s New?

All this is reasonably well known. Any
digital system raises privacy issues simply by furnishing persistent data trails,
so it isn’t surprising that the IoT needs
thinking about.9 Julie Brill of the US
Federal Communications Commission
(FCC) recently mused that without safeguards to protect consumers, sensitive
personal data could be used to make
decisions about them, and that privacy
and trust concerns might well prevent
the IoT from reaching its potential.11
This is of note for the digital citizen
— the point, finally, of this column
— because some of the privacy issues
raised are specific to the IoT and especially hard to crack. Part of the reason
for this is the IoT’s potential ubiquity
— how would you avoid it? But partly,
82
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where in the architecture can security be safely located without imposing costs or creating vulnerabilities?
Will inflexibility have a cost if it’s
difficult to attach new devices to an
existing network?

Future-Proofing
In many IoT scenarios, devices will
be in place for several years — for
example, embedded in major appliances such as the fridge (whose
average lifespan, incidentally, is
between 13 and 20 years depending on whether a freezer is included).
Security must thus be implemented
not only for the present day, but also
for future circumstances that will
be hard to predict. If hackers undo
existing security arrangements, we

Accountability

What Is Personal Data?
The simplicity of IoT devices means
that the data they produce probably
won’t be personal data from which
someone can be identified. However,
the IoT’s power stems not from the
data in one device but from the network whose aggregated data might
well be identifying. This situation, in
which personal data isn’t collected,
is unusual, and data-protection practice might not be fully geared up to it
at scale. We must understand the role
of behind-the-scenes data collectors,
or data brokers, in more detail.11

Consent
In many cases, consent can be
implied. No one puts on a pair of
smart underpants without consenting to their data processing (let’s not
think too hard about the circumstances in which that sweeping statement might not be true). However,
implied consent isn’t a magic bullet
in this space. If our normal, everyday
environment is instrumented, then
the implied consent model for IoT
risks making life impossible for those
who don’t consent to having their
data gathered and used. If we withdraw the need for consent, then the
boost to our surveillance society will
surely be excessive. This is a deeply
thorny issue that academics are only
now getting their heads around.12
IEEE INTERNET COMPUTING
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People Are in the Loop
People will be at the center of the IoT,
bringing along all sorts of vulnerabilities beyond what we can model
and predict in the technology (almost
all security has this character, that
the weaknesses are in the social
engineering, not the technological
stuff). For instance, I find it significant that the Proofpoint discovery
was of an attack dated 23 December
— it was over the Christmas period.
Did the attack’s success come down
to many of the devices being Christmas presents, turned on and tested
by grateful recipients, leading to a
short period where a critical mass
of devices was operational before
users changed passwords from the
defaults? I speculate, but perhaps
that was a brief window of vulnerability completely unpredictable from
an understanding of technical matters alone.

Who Decides?

These IoT privacy issues are all hard;
some require legal thinking (meaning that we will be waiting not only
for the slow grind of legislation, but
also for courts to set precedents and
make judgments about how old law
applies to new technologies); others
need technological innovation (and
then each must ratify the other).
Yet the process of sorting out these
problems is also bedevilled by the
complexities of deciding who should
arbitrate. Regulating privacy is a
complex matter, and in the particular case of the IoT, it isn’t immediately obvious how it should be done.
One important conclusion we must
draw, however, is that the technology industry, and privacy by design
(PbD), must play a prominent role.
Certainly government isn’t in a
good position to preserve confidence
through regulation. Quite apart from
the issues of jurisdiction (your fridge
is Chinese, you bought it in the US,
it’s installed in Canada — who tells it
what not to do?), government can’t
NOVEMBER/DECEMBER 2014
www.computer.org/computingedge

credibly pose, post-Snowden, as a
disinterested actor in the regulation
of giant quantities of disclosive data.
Meanwhile, market privacy solutions
are unlikely to provide a quick win.
Data has been commoditized and
monetized so successfully that its
value now dramatically outweighs
consumers’ market power.
On the other hand, although
predictions in this area are necessarily speculative, it seems unlikely
that helpful social norms will easily
emerge. Use and understanding of
technology are diverse and highly
fragmented across demographic
groups. Furthermore, IoT technology is developing extremely quickly,
so the process of social adjustment
and understanding might not keep

which implies greater complexity in
the devices or the architecture. Security imposes a cost, which might be a
particular problem in an area where
business models depend on keeping
costs down.

I

t’s a tough problem. It’s tempting
to understand privacy as a type of
control — you prevent data or information about yourself from reaching
other people. You set rules and then
enforce them — and this looks difficult on the IoT. Yet this conception
arguably misrepresents how we talk
about our privacy, and the ways in
which it concerns us.
I would contend that privacy
is better understood as a constant

Technology isn’t an exogenous force that
disrupts or reinforces privacy. It’s part of the
changing context in which boundaries are
negotiated.
pace. We should also bear in mind
that the IoT could be largely invisible to most people, who might not
feel much pressure to respond to its
challenges.
This leaves PbD solutions to play
a leading role. However, even this
isn’t a silver bullet, because they will
add complexity and possibly undo
the IoT’s low-cost business model.
For example, consider a smart meter.
One of its functions is to convey
billing information to the utility.
As we’ve seen, the live datastream
would be extremely disclosive. An
obvious solution exists — the utility doesn’t need the live stream for
billing, so the meter could aggregate
the output of several days or weeks
and send it periodically.7 But aggregation implies storage, which implies
the need for extra security measures,

effort to negotiate the boundaries of
ourselves and our personal spaces
(literally and metaphorically) with
our peers. We perceive benefits from
being visible to our networks, and
to other entities such as our governments or our employers, and at the
same time wish to restrict that visibility to preserve a private space
for action, subversion, relaxation,
contemplation, reflection, or intimacy. Similarly, our networks and
governments wish us to be visible so
that they might maximize benefits
to themselves and their members,
yet also have interests in limiting
the amount conveyed, for reasons of
propriety (too much information!), to
avoid information overload, and also
to protect citizens, preserve trust,
and support the democratic process.
Real and ideal boundaries change
19
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with context, ref lecting tensions
within our divergent goal set (and
between our goals and our networks’
goals).
Hence we both push and pull at
the boundaries around ourselves,
while being similarly pushed and
pulled by our networks. This is a
constant process of negotiation and
compromise. It won’t reach equilibrium, and we can’t describe or delimit
it with simple sets of rules determining how data may or may not flow.
Technology isn’t an exogenous force
that disrupts or reinforces privacy.
It’s part of the changing context in
which boundaries are negotiated (for
example, it affects what data can be
gathered about an individual without permission, what benefits accrue
to the individual, who can potentially get access to a disclosure, who
can be effectively held accountable
for data usage, and the relative value
of a disclosure to an individual compared to his or her network). This
picture of privacy as a dynamic, perpetual process is inspired by writers
such as Irwin Altman13,14 and Helen
Nissenbaum,15 and by the venerable
but expressive common law concept of “reasonable expectations of
privacy.”
If we’re lucky, preferences and
interests converge to produce norms,
or allow us to draft uncontroversial
rules. As I say, I wouldn’t be optimistic that they’ll do this for the IoT.
The lesson, then, of this understanding of privacy is that dataprotection authorities shouldn’t try
to micromanage dataflow to defuse
privacy as an issue. Rather, we need
room for our privacy negotiations
to take place, and confidence in the
process (that is, that negotiations will
be in good faith). This should involve
as much transparency as is feasible,
PbD, and a sensitive set of safeguards
drafted by government, civil society,
and industry representatives who
aren’t bedazzled by the big numbers
in the consultants’ literature.11 Lack
84
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or loss of trust is a major cost of badly
adapted systems, but one currently
absorbed by society rather than the
institutions that caused it. The IoT’s
size, comprehensiveness, and ubiquity threaten to make these costs very
high indeed.
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T

he International Symposium on
Pervasive Displays brings together
researchers from different disciplines
who share an interest in the opportunities and challenges raised by the
emergence of pervasive display systems
as a new communication medium for
public and semipublic spaces. PerDis
proved an engaging and exciting conference for this emerging research community. Some symposia and conferences boast about their low acceptance
rates as if this were the only metric for
evaluating a conference’s quality. PerDis doesn’t attempt to define its quality by an acceptance rate but rather
by the amount of follow-up work the
conference enables—the new research
avenues that PerDis opens up and the
impact felt far beyond the proceedings.
PerDis 14, organized by Sebastian Boring and Aaron Quigley (a coauthor
here), accepted work that’s inspiring
and useful for people in the field with
an aim to nurture and grow this emerging area (see Figure 1).
This single-track conference started
a day early with a boat tour on the
Nyhavn Canal. Overall, 30 papers
were presented, mixed with video presentations (see www.pervasivedisplays.
org/2014). Here, we summarize some
of the conference highlights.

design at Aarhus University. In his
talk, Dalsgaard discussed the design
of large-scale interactive media facades
and the challenges and potential they
present. By drawing on his experiences
from many projects, such as Aarhus by
Light, Climate on the Wall in Aarhus,
and the Danish Pavillion at the 2010
World Expo in Shanghai, he described
some of the key challenges involved
with such large projects. For example,
media facades often must be integrated
into existing physical environments or

newly built structures, which requires
managing potentially heterogeneous
stakeholders and existing work practices and schedules.
Due to their highly customized
nature, media facades often involve
the development of new interfaces
and new forms of content for such a
medium. Dalsgaard demonstrated that
media facades as a form of pervasive
displays can engage, inform, educate,
and illuminate the public but require
developments, deployments, and

KEYNOTE: LARGE-SCALE
MEDIA FACADES
The conference started with an evocative keynote by Peter Dalsgaard, an
associate professor of interaction

Figure 1. The organizers behind PerDis 14: Aaron Quigley (program chair) and
Sebastian Boring (general chair).
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Figure 2. A free-floating midair display concept presented by Jürgen Scheible. (Photo
courtesy of Florian Alt; used with permission.)

considerations far beyond a simple user
interface design. The keynote helped
provide some of the underlying themes
for the conference in terms of interactive media facades, artistic deployments, deployment challenges, and
engagement opportunities with pervasive displays.

ART AND AUDIENCE
Large public displays and artistic media
facades received additional attention
during the first session with Claude Fortin’s presentation of Mégaphone, a sitespecific architectural-scale art installation designed as a digitally augmented
“speakers’ corner,” where people can
freely express their opinions and listen to fellow citizens. The installation,
or “digital agora,” primarily relied on
sound input—the speaker’s voice—
which was amplified and transformed
into a building-scale visual experience.
The spoken words were separated and
individually displayed on a media wall
along the side of a building.
According to Fortin and her colleagues, media facades can have important roles in emerging digitally augmented public spaces as self-publishing
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tools and social media platforms. During the next day’s poster and demo session, Fortin further illuminated what
was involved in realizing this platform
and showed how it was appropriated
over time to augment city life.
In many situations, display installations can augment activities in public
spaces, but in some situations, displays
can influence and even disrupt usual
activities. To measure the impact of
display installations and how they can
change the way public spaces are used,
Julie R. Williamson created an evaluation tool that captures pedestrian traffic using a computer vision technique.
Williamson argued that simple metrics
such as walking speed and distance can
be used to capture the influence of public displays on pedestrian traffic and
help evaluate new display installations
in a wider context of the surrounding
public spaces.

NOVEL DISPLAYS
AND INTERFACES
This session focused on unusual ways of
using pervasive displays, covering novel
form factors and interaction modalities.
Jürgen Scheible started the session by

presenting a free-floating midair display
concept, where a small display is attached
to a copter drone (see Figure 2). The
“anytime, anywhere” display concept
avoids the limitations of static displays
by allowing information to be brought
to the user, potentially for outdoor sports,
emergency situations, or guided tours.
Scheible noted the challenges involved
with midair displays, including dealing
with noise, a limited carrying capacity,
and restricted flight time of the copter.
The interaction modalities also must be
reconsidered.
Scheible also reported on a user study
of the readability of the midair displays in different conditions—such as
whether the display and user are standing or moving. While a moving display
didn’t significantly decrease performance, a walking user did, leading to
the conclusion that the midair display
should adapt to the user state (such as
standing or moving).
Nora Broy gave a presentation on
stereoscopic head-up displays (HUDs)
for cars, which can increase safety and
comfort by giving driving information
in the driver’s visual field (see Figure 3).
Broy pointed out that the third dimension allows better augmentation of the
real world by, for example, showing a
navigation arrow directly at the location of the next junction. Broy reported
on two user studies: one for exploring
the comfort zones for single and multidepth layer cases, and another for determining the depth judgment accuracy. A
single layer allows higher comfort limits
than two layers, but introducing a third
layer did not significantly decrease the
comfort area from the two layers, which
is an important design factor. Visual
tagging was more precise when the virtual screen distance of the stereoscopic
HUD was closer to the physical object
distance. Broy proposed a distance of
between 5 and 8 meters as the optimal
virtual screen distance for cars.

DISPLAY APPLICATIONS
This session presented different applications for public displays. Insights
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into potential applications for public
displays was given by Constantin Taivan in his talk about application diversity in open display networks. Taivan
made an analogy with the success of
todays’ app stores for mobile phone
ecosystems and foresees a similar trend
emerging for multipurpose public displays. Taivan and his colleagues categorized 75 mobile applications from the
Google Play app store into six categories relevant for public displays. They
also defined typical places for installing
public displays.
In the study, they asked 72 participants about the relevance of the applications for public displays and particular
locations. Situated applications or those
that provide general information were
seen as the most relevant applications,
while the most relevant places for those
applications were on public transportation and in bars. Taivan noted that
expectations for available applications
depend on the particular place. Furthermore, different places can appropriate
different amounts of application diversities—for example, the content should
be more focused for shop windows than
for displays appearing in bars.
A potential limitation of this questionnaire method was discussed during the
follow-up questions after the presentation. This was contrasted by the success
of many entertainment applications
(such as games) in public display deployments, which didn’t come out in the
questionnaire study. The consensus was
that the questionnaire study needs to
incorporate real-world application usage
data to further understand the potential
of different application categories. This
is a typical problem in gaining insights
from users when such infrastructures
and applications aren’t yet commonplace and potential uses remain unclear.

TOOLKITS AND FRAMEWORKS
An encouraging trend at this year’s
PerDis was the large number of toolkits and frameworks presented. Stefan Schneegass presented SenScreen, a
toolkit for simplifying the development
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Figure 3. Nora Broy talking about stereoscopic head-up displays (HUD) for cars.

of interactive applications. It supports
pluggable adapters for different sensing devices, and a service that collects
the sensor inputs and processes them.
Different Web clients can request the
preprocessed sensor data via a highlevel JavaScript API by registering
themselves to the server as “listeners.”
Schneegass also reported a study with
two groups of four developers, who
developed two Microsoft Kinect controlled games with the help of the toolkit. The results show that the toolkit
simplifies the implementation of interactive applications.
Nicholas Gillian also presented a
framework related to sensors focused
more on sensor fusion and analysis, The
“Gestures Everywhere” framework
was developed specifically with performance and scalability requirements
in mind for writing pervasive systems
for an entire building. Fusing is based
on radial basis function particle filters,
which is then analyzed in real time to
detect spatiotemporal properties—for
example, presence and location estimation in addition to higher-level information, including social clustering

and gesture recognition. The Gestures
Everywhere framework provides a client API implemented in the Open Sound
Control network protocol and HTTP/
JSON. Gillian reported a deployment
of the framework to their pervasive
display network called the Glass Infrastructure consisting of over 30 displays.
He also demonstrated the system in use.
For more information about Gestures
Everywhere, see http://ge.media.mit.
edu.

DISPLAY DESIGN
In designing large public-display installations, small details, such as the presence and width of interior bezels, could
be an important factor to consider.
James R. Wallace investigated how
these two factors might influence the
performance of a simple task of visual
search on large, tiled displays. Such displays usually enable researchers to create wall-sized display installations that
are highly flexible in terms of size and
shape. However, these displays introduce interior bezels.
In a lab study, Wallace and his colleagues discovered that the bezel width
23
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Figure 4. The poster and demo session, held at a University coffee shop. (Photo
courtesy of Mateusz Mikusz; used with permission.)

doesn’t have any significant influence
on visual search performance. He
suggested that the extra costs associated with thinner bezels might not be
necessary for visual search tasks and
pointed out the opportunity to use
bezels as visual anchors and places for
interface elements. As the development
and deployment of display systems
increases, the study of fine-grain interaction details, such as bezels, remains
important to help guide cost-efficient
system design.

CONTENT AND EMOTIONS
Content on public displays was discussed from different perspectives.
Christopher Ackad asked a provoking question: “Who cares about the
content?” Ackad presented the results
of a field study with a public interactive display application that allowed
passersby to explore display content
using simple gestures. Ackad and his
colleagues observed that a large number of passersby were more engaged
in playing with the display installation than interacting with the content.
They concluded that carefully designed
playful interactions might help attract
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and engage passersby in front of public
displays.
Although content might not be of
a high importance for playful interactions, it can help create emotional
attachments to public displays. Kobo
Lee and her colleagues from Lancaster
University experimented with display
content and whether photographs that
might invoke memories can influence
viewers’ emotional ties to public displays. In a pre-study questionnaire, Lee
found that 96 percent of people had
noticed public displays around the campus, but only 19 percent ever actively
looked for particular content. However,
with an increased number of photographs of memorable events and places
displayed on the screens, the researchers
were able to evoke viewer memories that
in turn resulted in an increased interest in the campus displays. The results
showed an increased number of viewers
who actively looked at the displays as
well as an increased number of emotions
evoked, both positive and negative.

FUTURE DIRECTIONS
The session on future directions closed
the conference and was followed by

a brief town hall meeting discussion.
Simo Hosio presented a thought-provoking talk about the value proposition
of real-world studies and the challenges
involved. Hosio argued that publicdisplay researchers should aim to provide benefits to those who own the
property or building where the display
is located, rather than simply focusing
on user benefits. He explained these
points using practical experiences, noting that the location owners need to
see the benefit of having the displays
occupy their space.
Hosio also questioned the overly
optimistic vision of always decreasing hardware costs of public displays.
Again, he used practical experiences to
explain that the initial investment cost
is just one piece of the overall cost distribution of the public display deployments and that the public displays still
continue to be expensive.
The town hall meeting was initially
planned for the pre-conference day
but was moved to the end of the conference to attract more attendees. This
turned out to be a good choice; most
participants stayed for the entire conference. The discussions were led by
Sebastian Boring. One topic discussed
was whether next year’s PerDis should
allow demos to be submitted without a
paper. This would lower the barrier for
submitting demos, which could lead to
more submissions, but then the demos
wouldn’t be included in the conference
proceedings. (For this year’s proceedings, see http://dl.acm.org/citation.cfm
?id=2611009&picked=prox&cfid=566
936340&cftoken=35326425.)

POSTER AND DEMO SESSION
In addition to great presentations and
high-quality papers, the conference
also had a small poster and demo session, which concluded the first conference day in a cozy corner of a University coffee shop (see Figure 4). It
provided a hands-on experience with
display software and allowed researchers to discuss interesting topics presented on posters.
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During the demo session, Sarah
Clinch and Mateusz Mikusz were busy
presenting their suite of software components for open pervasive display
networks. Clinch and Mikusz demonstrated the possibility of opening
currently closed and isolated public
displays to present content that can be
obtained from a wide range of sources.
According to them, one of the key
challenges is to provide an appropriate
infrastructure that can support multiple management domains and address
often conflicting requirements of different stakeholders. They presented a
mobile app for fast and easy content
creation, which can be easily deployed
in the display network; a Web-based
application store for content distribution and display management; and a
multiplatform media playback software component.
In addition to supporting content
management and playback, underlying
display software can play an important
role in encouraging and supporting
interaction between strangers at social
places such as coffee shops. Roberto
Calderon presented a multidisplay
application that supports collaborative interactions using a table-top community garden metaphor. Because the
demo venue was a coffee shop, it was
a perfect place for Calderon to demonstrate his system and let attendees collaboratively nurture a table-top garden
using a smart watch, mobile phones,
touch-enabled projections, and interactive furniture.
Stereoscopic 3D interfaces received
additional attention during the poster
session. After Broy introduced the
topic of stereoscopic displays for
cars during the main track, and Florian Daiber presented novel interaction techniques for large stereoscopic
displays, Ashley Colley presented his
poster on exploring gesture-based
interaction with stereoscopic displays. Colley used a 3D puzzle game
to investigate and compare one- and
two-handed interaction with objects
in the game. Although you might

www.computer.org/computingedge
OCTOBER–DECEMBER 2014

expect two-handed interaction to be
more fun and easy to use, Colley concluded during a lab study that users
prefer one-handed gestures with stereoscopic displays.

P

erDis 15 will be held June 2015 in
Saarbrücken, Germany, at DFKI
(the German Research Institute for
Artificial Intelligence). Nigel Davies,
a steering committee member, had an
opportunity to announce Sven Gehring
and Antonio Krüger as PerDis 15 conference chairs and Florian Alt and
Nick Taylor as program chairs. Gehring assured the audience that Saarbrücken is an inspiring historical place
to visit and promised another great
conference.
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Mobile Videos
Where Are We Headed?
Moo-Ryong Ra • AT&T Labs Research

Video is one of the richest forms of data that mobile devices produce. However,
such devices, along with existing network infrastructure, can support only
rudimentary functions: uploading, downloading, and a little bit of processing. Here,
the author looks at the challenges of enabling more advanced processing capabilities
and highlights future opportunities for video captured by mobile devices.

T

he advent of smart mobile devices with
built-in sensors has produced an influx
of rich contextual data and enabled many
useful context-aware applications, including
location-based services, motion-sensor-based
games, and health applications. Among all the
data mobile devices have produced, video is
probably the richest. Combined with state-ofthe-art computer vision and machine learning
technology, this spatio-temporal visual information in a highly compressed form has tremendous potential. Notably, mobile video traffic
is rapidly growing. Cisco reports that it will
consume nearly 11 exabytes per month among
the 15.9 exabytes per month passing through
mobile networks, and predicts that it will generate 69 percent of total mobile traffic between
2013 and 2018.1
Along with market growth, mobile devices
are also getting powerful. They now have multicore CPUs and GPUs, at least tens of gigabytes
of memory, and various sensors, including
high-resolution cameras. Despite these powerful capabilities, the way we use mobile phones
to consume video is still rudimentary. Basically, we can take video with resolutions up to
4K, upload it to an Internet-connected server
for backup or share it with family and friends
via services such as YouTube, and download
or stream it from cloud-based services such as
Hulu and Netflix. In current practice, if you
want to perform any sort of nontrivial processing on video, you must rely on more powerful
computing devices, such as desktops or servers
in the office or the cloud.
86
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Clearly, as technology evolves, we will be
able to do better. For instance, in the near term,
we will likely be able to use an image filter
on video as we’ve done successfully with Instagram for photos (see http://instagram.com).
Also, researchers are envisioning advanced
functions, including real-time composition of
multiple video streams from different sources or
application of complex computer-vision-based
recognition algorithms on real-time videos.
Here, I focus on the following two questions:
First, 5 to 10 years from now, what kinds of
capabilities will we have for videos generated by
mobile devices? And to support those demands,
what challenges and opportunities will infrastructure providers face?

Current Status and Future Demands

As of 2014, smart mobile devices, such as smartphones and tablets, commonly have cameras
with resolutions of 8–13 megapixels and can
record 4K video at 30 frames per second (fps)
(see http://en.wikipedia.org/wiki/List_of_4K_
video_recording_devices). Videos are typically
stored in a compressed form, and today’s mobile
devices use only a handful of video coding standards, such as H.264. These standards have been
evolving mainly to improve coding efficiency
and thus reduce video data’s footprint.2 Hence,
mobile devices can produce high-quality visual
data while consuming small amounts of storage
space.
With these technical advances, people can
produce high-quality videos of their everyday
lives with a couple of clicks. The only remaining
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challenge is probably reducing energy
consumption, given that video recording tends to put mobile devices
in the highest power state. After producing and storing videos locally,
people can upload and share them
through services such as YouTube.
(Sharing generates data security and
privacy issues, which I discuss more
later.) Others can consume these
shared videos, and some commercial
video content, on their own mobile
devices. Cloud-based video streaming
services are representative examples.
Companies such as Netflix, Hulu, and
U-verse provide on-demand video
streaming services for mobile devices.
In the past decade, we’ve made
tremendous progress in terms of
mobile video quality; however, what
applications can do using the videos is highly dependent on built-in
codecs available on the corresponding hardware. In terms of processing
and manipulating video data, going
beyond what the device already
provides is difficult for several
reasons. First, the state-of-the-art
video codecs must be highly optimized for a given hardware to fulfill
requirements — for example, 30 fps
with 1280×1080 resolution. Thus,
open source software for processing
videos (see http://sourceforge.net/
projects/ffmpeg4android/) might
still be too slow to use in practice.
Second, when it comes to processing
videos, mobile platforms, including
iOS and Android, have limited tools
and APIs exposed to the application
layer. Third, mobile devices are still
resource-constrained, especially
when we consider battery life.
To overcome these obstacles and
enable novel functionalities, support
from infrastructure is essential. For
instance, offloading computation to
the cloud infrastructure could enable
advanced processing capabilities,
among other benefits. Also, decomposing the aforementioned complex video compression techniques
and jointly optimizing them for
JANUARY/FEBRUARY 2015
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higher-level tasks might be useful in
some cases, which I discuss more later.

Advanced Processing
What kinds of processing capabilities will we need for mobile video in
5 to 10 years? To facilitate this discussion, let’s look at some example
capabilities. One thing worth mentioning is that, at least in the near
term, these capabilities will require
close interaction with cloud infrastructure before they can be realized
locally on mobile devices.
The first capability that we can
easily predict is near real-time processing of demanding computation on
video data, such as transcoding, stabilization, applying filters to impose
visual effects, and so on. As mentioned, because video-compression

person will have a unique viewpoint of
the event, and it would be interesting
if, after they share those views, others could easily composite them in a
personalized way. For instance, in a
baseball stadium, Bob’s seat is behind
first base. He might want to see views
from the outfield and third base using
his smartphone. One crucial feature
to have will be time synchronization
among multiple video streams.
The third example is applying computer-vision-based machine learning
algorithms to real-time video streams.
These algorithms extract users’ contexual information automatically —
for instance, recognizing who (person)
or what (object) is in the scene — or
receive user input without using external hardware, as with hand-gesture
recognition. Unfortunately, applying

We’ve made tremendous progress in terms
of mobile video quality; however, what
applications can do using the videos is
dependent on built-in codecs.
technology evolved primarily to
enhance the compression ratio —
making a pixel-level manipulation
isn’t in the equation, for example —
it’s inherently hard for us to process
video in real time if we use the outof-box codec. With proper support
from infrastructure, we might be able
to get the results of such processing in
near real time.
The second capability is real-time
sharing and composition of multiple video streams from the corpus
of mobile devices. This is particularly
useful for sharing real-life events in
a timely manner. Suppose that a big
sports event is going on, such as the
Super Bowl or World Series. Many
people among the stadium crowds will
have mobile devices, and the number of
those devices is likely to be huge. Each

these algorithms to real-time videos
is a computationally demanding task.
One way to enable such applications
is to split the application into two
pieces and offload the computationally
demanding part to the cloud.3
Although these three examples
are interesting, many other capabilities could open the tremendous
potential of mobile videos.

Sharing Videos and Data Privacy
It has become common to share videos on social networking sites. YouTube provides a platform for sharing
video content and is used in different ways: content providers and some
individuals use it to conveniently
reach a large audience, whereas others use it as a rendezvous point for
sharing private videos. Unfortunately,
27
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a big concern is that, once we share
the content, we immediately lose
control over it. My previous work,
P3, addresses this concern for photos
by dividing the image into two parts
(private and public) and encrypting
the private part (which has the most
visual information) so that cloud service providers can’t extract meaningful information but still maintain their
processing capability.4 For videos, we
must cope with the complexity of
video coding standards. Compared to
image compression standards, such as
JPEG, tweaking frame-level variables,
as P3 does for photos, can severely
affect interframe compression performance. Although it isn’t clear whether
YouTube automatically mines videos
to recognize faces or other subjects,
it certainly possesses the data to do
so. Thus, it’s important to develop a

resource-limited. One useful technique to overcome this limitation is
offloading. At least in some cases,
this technique can significantly
improve the performance — that
is, the latency (ms) and throughput
(fps) — of demanding applications
when it comes to video data.3 Other
infrastructure-side technical concerns include timely and quality-ofservice provisioning of compute and
network resources, careful network
failure handling, and the scalability
of such services. At the same time,
because we’re dealing with visual
information, any offloading infrastructure must handle data security
and privacy issues. For instance, if
the whole or partial visual information of an input video or its associated features exposes personal
information from the cloud, users

If performance and data privacy concerns are
resolved, users will only benefit from offloading
infrastructure.
technology similar to P3 for video,
to ensure that video service providers
(VSPs) can’t mine private videos, and
thereby protect users’ privacy.

Requirements and
Opportunities for the
Next Generation

To enable advanced processing capabilities and address the privacy concern, we must certainly develop new
technologies and infrastructure for
mobile video. To achieve this goal,
innovations are necessary to both
software systems and video coding techniques. Here, I present some
beneficial examples.

Requirements for
Offloading Infrastructure
Despite tremendous progress in the
past decade, mobile devices are still
88
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will have serious privacy concerns.
Because these new workloads (with
associated capabilities) have a high
data rate and require a crisp response
time, existing techniques using differential privacy and selective
encryption might not be sufficient.
Moreover, if we consider the compression pipeline, the issue becomes
more complicated. For instance, both
H.264 and Google’s VP8 standard,
which are increasingly dominant, use
advanced adaptive arithmetic coding techniques; this makes bitstream
manipulation4 much more challenging. For example, simply removing
bits from the bitstream would lead
to an undecodable public video, and
thus wouldn’t be processable in the
cloud.
Finally, providing a relevant incentive mechanism for infrastructure

providers is also important. From a
user perspective, if performance and
data privacy concerns are resolved,
users will only benefit from offloading infrastructure. Fortunately, for
most cloud service providers, this fact
might implicitly motivate them to
adapt the technology to increase their
user base.

Cross-Layer Optimization
for Advanced Processing
As mentioned, current video coding
standards are composed of a series of
computational steps to optimize coding efficiency. You can find detailed
information elsewhere.5,6 However,
to better support future demands, it
might be better to decompose such
standards and take finer-grained
computational building blocks into
consideration for system-level optimization processes. Let’s look at one
example that jointly optimizes coding efficiency using other available
video. Mobile videos are often stored
in remote storage spaces outside the
mobile device, such as a backup drive
at home or distributed cloud storage such as Dropbox, Box, or AT&T
Locker. When it comes to considering storage space, videos (and photos also) are especially tricky to store
efficiently because the common techniques to optimize storage space,
such as deduplication and compression, won’t work well. This is mainly
because the redundancy imposed
on raw video data has already been
eliminated by its carefully designed
encoding process. However, if we can
find additional redundancy across
multiple videos at an earlier phase
in the encoding process, it might be
a different story. For instance, applying the deduplication technique across
the corpus of video files before the
entropy coding stage — for example,
adaptive arithmetic coding — might let
us improve coding efficiency further,
thereby reducing storage capacity
requirements. In particular, benefits
would be maximized when videos are
IEEE INTERNET COMPUTING
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captured under similar circumstances —
for instance, from the same building
or the same set of people. Arguably,
these cases are more common for the
videos mobile devices generate.

T

oday’s mobile devices already
have advanced capabilities, and
future devices could have even more
that are focused on processing and
sharing. Before we can realize these
capabilities, however, we must further evaluate the idea of offloading
infrastructure to provide performance guarantees and preserve privacy. The potential for cross-layer
optimization must also be verified
with concrete experimental evidence. Despite these challenges, I
hope this article can stimulate the
community and result in active
research efforts in this field.
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Technology Tackles Safety,
Eavesdropping, and Student Life
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T

hank you for reading this quarter’s
edition of Notes from the Community. Recent contributions to our
Reddit community focus on personal
safety, data privacy, home listening
devices, smartphone recycling, student
life, and two futuristic projects.

TECHNOLOGY TO THE RESCUE
Device miniaturization brings us new
experiences but also helps address ageold worries. One such worry is the
personal safety of those we care about.
Readers submitted links about two
different approaches to keeping our
friends and family safe.
Safety Jewelry
It seems like a great solution to pin an
alarm button to family members who
live alone or walk through an empty
parking garage after work. But what if
those you’re trying to protect care more
about fashion? How will you get them
to wear an alarm?
Long-established companies, such
as MedicAlert (www.medicalert.org),
have already solved this problem for
static medical warnings by turning the

bracelets into jewelry. Unfortunately,
for active alarms, such as the Life Alert
necklace (www.lifealerthelp.com), the
“jewelry” still looks like wearable hospital equipment.
Sense6 Design solves this problem by
disguising the alarm button in an accessory called the Artemis (www.artemisfashion.com). Tap three times on the
Artemis pendant (see Figure 1), and it
sends an alarm to a private security company and the potential victim’s loved
ones. The embedded sensing and communication device fits into your choice of
a silver, gold, or diamond-studded palladium necklace pendant or a no-nonsense
clip, both of which are shower proof. If
the rather bulky pendant isn’t your style,
future options appear to include a large
flat necklace or clunky bracelet. Maybe
eventually something more delicate will
be possible. For more information, see
www.psfk.com/2014/11/artemis-stylishsmart-jewelry.html.1

created a case called the Whistl that
fits over a smartphone and has buttons
on the outside of the case. If you press
those buttons, the case emits a very
loud sound (120 decibels) and starts
up a strobe light. The case also talks to
the phone via Bluetooth and causes it to
send a distress notification to the police
and your choice of pre-programmed
contacts. It even causes the phone to
start up video and audio recordings so
there may be some helpful clarity about
the incident afterward.
Of course, none of this is useful if
the phone is in the bottom of a purse

iPhone Home—Or the Police
A second approach is to attach an alarm
to something most people already have
handy: their smartphones. Lifeshel has

JOIN OUR SUBREDDIT
This column offers a summary of interesting news and research in pervasive and
mobile computing, with content drawn from submissions to a shared community on
the social news site Reddit, at www.reddit.com/r/pervasivecomputing. We encourage you to join our subreddit and spread the news of this site to others, so that
together we can build a sustainable online community for all aspects of pervasive
and ubiquitous computing.
—Mary Baker and Justin Manweiler

12

30
May 2015
PER VA SI V E computing

Figure 1. The Artemis safety pendant.
(Source: Sense6 Design; used with
permission.)
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or bag or in an awkward pocket. So
now there’s an excuse to keep that
phone in hand! To read more about the
device or the partnerships the company
has established with victim-service
agencies, see www.theatlantic.com/
technology/archive/2014/11/applyingtechnology-to-the-problem-of-sexualassault/382594.2

SAFETY FOR YOUR DATA TOO
Now that we’ve strapped on a variety of
personal safety devices, we can pause to
consider the safety of our data as well.
With almost ubiquitous sensing, there
are countless opportunities for sensitive data to escape our control. Readers
brought our attention to two articles.
The first describes privacy issues with
self-tracking gadgets and apps. The second suggests that if we’re going to put
personal data out there, we should be
compensated for it.
Your Quantified, But Not Very
Private, Self
The Quantified Self or Lifelogging
movement has generated many kinds
of personal tracking. There are now
gadgets and applications for us to track
our physical activities, fitness, diet,
sleep habits, alcohol and drug consumption, social interactions, mood,
and more. Although having this data
available might point out opportunities
to improve our health and lives, it can
also provide more opportunity for others to access our personal information.
Symantec recently performed a study
to determine just how bad the situation
really is. They built some relatively simple portable Bluetooth network scanners, walked around with them, and
attended sporting events with them.
They found that all of the wearable fitness trackers transmitted unique hardware addresses that allowed Symantec’s
scanners to track the location of the
devices—and thus the location of those
wearing the products. They also found
that 20 percent of tracking applications failed to encrypt user credentials
before transmitting them to the cloud,
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leaving personal data vulnerable, even
when stored in password-protected
individual accounts. More than half of
the self-tracking apps didn’t even have
privacy policies. To read more about the
Symantec study, its findings, and its suggestions to prevent others from tracking your trackers, see www.symantec.
com/content/en/us/enterprise/media/
security_response/whitepapers/howsafe-is-your-quantified-self.pdf.3
Payment for Your Lack of Privacy
We frequently see stories about governments and large companies gathering comprehensive personal information about us, sometimes without our
knowledge. Companies monetize this
information by selling it to others or
using it themselves for targeted advertising. Quartz (qz.com) recently reported
on companies that now consider your
personal data so valuable they’re willing to pay you for more of it. While the
long-established Neilsen ratings and
supermarket loyalty cards already offer
money or product discounts for data,
this move to enrich online data gathering is still somewhat experimental,
and pricing is likely to change. To hear
more about this opportunity to give
up your privacy for money, see http://
qz.com/257950/a-new-way-to-trackyour-data-with-your-permission-andfor-a-fee.4

MORE FUN WITH PHONES
Contributors to our subreddit brought
our attention to three articles featuring
smartphones. Two of these cover yet
more data we can use our phones to
sense—both cosmic and personal. The
third article is all about what to do with
our phones as they get old.
Your Phone and Cosmic Rays
We use our smartphone cameras to
take pictures of Halloween costumes,
our feet on vacation, crimes in progress, what we cooked last night for dinner, the pool our friends fell into, and
of course cute kittens and hedgehogs.
Some physicists at UC Irvine and UC

Davis hope to expand our photographic
horizons by asking us to take pictures
of ultra-high energy cosmic rays as well.
In a project reminiscent of SETI@
home, the Crayfis (Cosmic RAYs
Found In Smartphones) project aims to
use smartphones around the world as a
large-scale ground detector array. Air
showers generated by cosmic rays create high-energy particles detectable by
the CMOS sensors in our phone cameras. These sensors are small and inefficient, but there are potentially a lot of
them—over 1.5 billion—to make up for
that. Our phones also come equipped
with GPS and network connections
to label and upload the sensed data. If
you’re interested in being an astrophysicist, join their collaborative project by
checking out http://crayfis.ps.uci.edu/
about.html or read the team’s paper at
http://arxiv.org/pdf/1410.2895v1.pdf.5
Everything about College Students
While physicists are sensing cosmic rays
with smartphones, researchers at Dartmouth College, the University of Texas
at Austin, and Northeastern University
are sensing students—everything about
them. The StudentLife Study used the
smartphones of 48 Dartmouth undergraduate and graduate students over
a college term (10 weeks) to gather
information about the students’ mental
health, physical activity, sleep habits,
social activity, eating habits, academic
performance, and reactions to academic workload over the course of the
term (see Figure 2). The collected data
is rich, detailed, and very personal. For
example, it includes location information, conversational information, and
data about grades.
Going forward, the team hopes to
add feedback and intervention to the
phone app to help students live healthier
lives, get better grades, and stay safe.
One interesting finding is that there was
no correlation between the students’
class attendance and grades—just
knowing that should reduce stress for
some students! For more information
about the study, see http://studentlife.
31
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Figure 2. A chart from the StudentLife Study shows that things generally are grim
from midterms to the end of the term. (Source: Rui Wang; used with permission.)

Figure 3. Homey listens to your home
automation commands. (Source: Homey;
used with permission.)

cs.dartmouth.edu. The website includes
a link to the anonymized dataset (at
least those parts the researchers have
been able to anonymize).
Landfills of Past Sensing
and Fashion
The increasing performance and diversity of smartphone sensors should be a
good thing, but it has a dark side too.
Old phones don’t have the sensing
capabilities of new phones, and so we
give up on them, stick them in drawers, or throw them away. Fashion also
plays a role, because many people want
to be seen with only the latest gadgets. Chemical and Engineering News
presents a variety of alarming statistics about smartphone waste, as well
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as a description of new projects and
chemical processes to help combat the
problem.6
The world will purchase well over a
billion new phones in 2014, but if history is any predictor, owners will give
up on most of them after a few years.
Alas, only 3 percent of these phones are
actually recycled, which is an economic
and ecological calamity, especially
given the large amounts of precious
and poisonous metals in the phones.
There’s a vastly higher concentration of
gold in a phone than in ore from a mine!
How is the world trying to address this
problem?
Some organizations, such as Project Ara from Google (www.projectara.com) are creating more modular
phones, so we can replace individual
components without throwing away the
whole phone. Other organizations are
working to make recycling easier, more
efficient, and cheaper. One approach,
such as that taken by the England-based
project Clever (Closed Loop Emotionally Valuable E-waste Recovery; http://
gow.epsrc.ac.uk/NGBOViewGrant.
aspx?GrantRef=EP/K026380/1), is
to create phones whose materials are
more easily recycled. Other organizations strive toward better chemical
processes for recycling existing materials. For example, a new process called

eVOLV might be able to recover up to
98 percent of precious metals in e-waste,
and the process can be gradually scaled
up in size. Gradual scaling is important, because it allows countries such as
Japan, China, and the US (which don’t
have huge smelting operations) to enter
the e-waste recycling fray. Read more
on this important topic at http://cen.
acs.org/articles/92/i35/Dialing-BackCell-Phone-Waste.html.6

WHEN THE WALLS HAVE EARS
Audio sensing continues to find its way
into more use cases and gadgets. Three
submitted links involve audio sensing
in the home, each with a different purpose: home automation, security, and
ease-of-purchasing.
I’ll Tell You What to Do
Homey is a home automation hub
(see Figure 3) that developers hope
will eventually control everything in
your home: lights, HVAC, entertainment system, kitchen appliances, and
so forth. It is speech controlled, so
you’ll be able to tell it that when you
wake up you want your curtains to
open and a ZZ Top album to play at
high volume. Most of the functionality seems accessible via a phone app,
so you can issue remote commands
to ask the oven and hot tub to preheat themselves before you get home.
Check out this successfully funded
project at athom.nl.
Loud Sounds in the Night
A Kickstarter project called Point
hopes to offer a customizable home
security device that is somewhat less
invasive than others because it uses
audio rather than video. (Apparently,
we should feel comfortable with devices
listening to us instead of watching us.)
The device is a “house sitter” that can
send you an alert if it hears a loud
sound in a supposedly empty house.
It can ask your Airbnb guests (www.
airbnb.com) to turn down the TV late
at night. It includes other sensors too,
so it will let you know if guests are
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smoking inside the house or if humidity levels are so high the walls will
grow mold. To read more about this
“soft security” device, check out its
Facebook page (www.facebook.com/
athomnl/photos_stream) or watch a
video at www.kickstarter.com/projects/830527119/point-a-softer-takeon-home-security?ref=popular.
Don’t Name your Child Alexa
Perhaps the most curious of the new
home-listening devices is the Amazon
Echo (www.amazon.com/oc/echo).
This black cylinder will sit in your home
and listen. If it hears the name Alexa, it
will pay attention to what you’re saying and do something. You can ask it
questions, ask it to perform home automation tasks, and of course, ask it to
buy things from Amazon. At the time
of writing, the Echo can be purchased
by invitation only.
While readers didn’t submit a link
to the Echo directly, they did submit
a link to an amusingly edited version
of the Amazon Echo ad. For a small
dose of pervasive computing humor,
watch https://www.youtube.com /
watch?v=GijLoiVkmYI. To their credit,
Amazon has so far not squelched this
parody. It is also the case that we might
already have many other listening
devices around us in our homes, including smartphones with speech-enabled
personal assistants running on them.

THINGS WE WANT TO
PLAY WITH
Large and small, readers point us to systems and gadgets we can’t wait to play
with.

Figure 4. The RoomAlive gaming environment. (Source: Microsoft Research; used
with permission.)

does more than look pretty! To see a
demo of the pen, check out http://youtu.
be/e0NM1jJbjrM.
Gamer’s Paradise
As a follow-on from its IllumiRoom
research project, Microsoft has combined video projectors and the Kinect
to create RoomAlive, a more advanced
prototype that extends the Xbox gaming environment to an entire room.
The system tracks you throughout the
room so you can interact with game
objects in the middle of the room or
via any of the room’s surfaces—walls,
floors, and so on. As long as you don’t
trip over the coffee table, this seems
like magic for gamers. Take a look
at http://research.microsoft.com /
en-us/projects/roomalive for more
information.

3. M.B. Barcena, C. Wueest, and H. Lau,
“How Safe is your Quantified Self?”
Symantic, 11 Aug. 2014; www.symantec.com/content/en/us/enterprise/media/
security_response/whitepapers/howsafe-is-your-quantified-self.pdf.
4. E. Lopatto, “A New Way to Track your
Data: With your Permission and for a
Fee,” Quartz.com, 2 Sept. 2014; http://
qz.com/257950/a-new-way-to-trackyour-data-with-your-permission-andfor-a-fee.
5. D. Whiteson et al., “Observing UltraHigh Energy Cosmic Rays with Smartphones,” ArXiv.org, 10 Oct. 2014;
http://arxiv.org/pdf/1410.2895v1.pdf.
6. A. Scott, “Dialing Back On Cell Phone
Waste,” Chemical & Engineering
News, vol. 92, no. 35, 2014, pp. 30–33;
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Introduction to Circuits
Circuit Scribe is a pen that writes with
conductive ink so you can scribble circuits on paper. The kit also comes with
various components such as LEDs,
power adapters, and buzzers that you
can plop down on your circuits to make
all sorts of cool things happen. Imagine creating your own wearables with
paper, pen, and tape—or origami that
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W

ith service becoming the dominant economy in the world, service science is grow-

ing into a stand-alone discipline,1,2 a rising area
in management science research, and a promising
philosophy influencing the service management
practice. Increasingly, studies on innovation are
focusing on the service industry.3
Service operations and management have many
challenges that attract researchers from diverse
fields. Most of the challenges (for example, heterogeneity, perishability, and intangibility) come from
the nature of service, which is mostly related to
humans, which makes service systems, most inherently, complex systems.
The current practice of service management
has not been able to handle the complexity of
service systems. For instance, the understanding of
customers still relies on market surveys or, at best,
analysis of click data for online services. During the
service process, there is rarely any effective quality
control to capture the customer’s mood and realtime response. Meanwhile, the rapid development
of information technology—such as the Internet
of Things (IoT), smartphones, and location-based
services—has not been fully utilized to further
extend the boundary of service management.
Proposed by Fei-Yue Wang in 2004, the ACP
(artificial systems, computational experiments,
and parallel execution) approach has given us a
54
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new way to think about and work with complex
systems.4 It has been successfully adopted in
various industries, including urban traffic and rail
management 5,6 and petrochemical production.7
In this article, we propose a parallel service
management (PSM) framework that applies the
ACP approach to service systems. Compared to
traditional methods, PSM has three advantages:
• Interdisciplinary integration. Through the construction of artificial service systems, PSM, in
nature, incorporates behavioral science, environmental (nature and social) science, and other
domain knowledge, which extends the boundary of service science.
• Service strategy evaluation. Through computational experiments, PSM can use an artificial
service system to evaluate service management
decisions (planning and operations) and therefore provide scientific support for service management practices.
• Support service innovation. Through the parallel execution between the artificial service
system and the real service systems, PSM can
support intelligent, personalized service innovations, based on its better understanding of customer needs and the service system’s capability.
We demonstrate the potential of the PSM approach for complex service system analysis using
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Big data

Customer

an agent-based artificial service system we developed for the Chengdu
East Railway Station.

PSM Framework
Figure 1 shows the fundamental
framework of PSM. The left side represents the real system, which has
three major components: the real service systems, the customer, and the
environment. Its counterpart is the
artificial service system, which can
not only learn from the real service
system but can also learn about the
customers through big data analysis
and about the environment through
IoT and social computing. The ultimate purpose of PSM is to provide
decision support to the real service
system through parallel execution of
the artificial service system.
Two major features differentiate
PSM and the current service management practice. First, in the current practice, service providers
usually only collect data when a customer actually arrives and uses their
service, which means that their understanding about the customer is
highly based on transaction data. In
PSM, we consider using data from
various sources, including click data,
camera data, location data, and even
social network data, which means
that we don’t just focus on the customers who come and buy; instead,
we also consider potential customers’ needs.
Second, although many leading service providers are using techniques
such as ambush marketing to boost
sales in special events, most service
providers still cannot dynamically
track environmental (social and natural) changes to better serve their customers. In PSM, we believe that the
same customer could have very different service perceptions in different environments. Therefore, environmental
impacts on the customer’s behavior
MARCH/APRIL 2015
www.computer.org/computingedge
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Figure 1. Parallel service management (PSM) framework. An artificial service system
learns from and runs in parallel with the real service system. The artificial service
system also incorporates information about the customer and the environment to
provide better decision support.
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Figure 2. Three-tier scale model of PSM. The levels include person, group, and
crowd. Each level has a unique analysis technique and different levels of complexity.

are incorporated so that the artificial
service system can provide smart decision support to the real service system.
Another unique feature of PSM is
the scale flexibility (see Figure 2). Unlike the traditional Complex Adaptive
System approach, which focuses on
the macroscopic emergence behavior
generated from the interaction between agents and environments, we
model the service system as a three-

tier scale structure, which includes
person, group, and crowd. Along with
the increase in scale, the structural
complexity increases accordingly,
which leads the focus to the interconnections and interactions between
people—however, the mind/motivation/preference complexity becomes
vague.
At the person level, we model customer and employee behaviors in
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Figure 3. The service decision process in artificial service systems. The bridge that
fills the gap between the customer’s need and demand is the key to the artificial
service system. Through modeling the service choice process, the artificial service
system can generate service demand from the origin of all services—human needs.

detail, using techniques such as affect
computing. The key element in the
person level is a person’s mind, motivation, and preference, which are related to the person’s characteristics,
emotions, needs, and beliefs.
At the group level, we use techniques such as group dynamics to understand its unique behavior, such as
how a group of people becomes satisfied or dissatisfied with a service and
how a group makes choices in service.
At the crowd level, it is similar to
social network analysis, which uses
social computing techniques to observe and describe complex social
behaviors.
The reason we bring in the group
level and the crowd level is because,
in the current service management
study and practice, when we talk
about customer satisfaction we usually use different types of survey
methods (such as SERVQUAL) for
individual customers. We rarely care
about the difference of customer satisfaction within a group of customers. The structure, communication,
56
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and relationship within a group can
all affect the group’s overall service
satisfaction. When a group’s scale
increases, it will eventually become
a crowd—and the satisfaction of a
crowd is another critical issue that
needs exploration. Take public service as an example; when we consider
public welfare problems, we are actually considering a crowd service satisfaction problem.
The three-tier model will integrate
state-of-the-art results in cognitive
and behavioral science, social network, and group research.

Artificial Service System
Design
To support computational experiments and parallel execution in PSM,
the design of artificial service systems
requires three feature components:
the service need-demand model, the
service network, and parallel learning and optimization.
In service simulation, people usually
start with the arrival of customers,
which is called “demand.” However,
www.computer.org/intelligent
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customer demand actually comes
from the customers’ needs. Instead
of starting from customer demand,
we propose the service need-demand
model to mimic a customer’s demandgeneration process, shown in Figure 3.
In Figure 3, we can observe three
important features: periodic need and
demand, the gap between need and
demand, and service choice.
Periodic Need and Demand
In service practices, we usually use
realized service data (such as pointof-sale data in retailing) to analyze
customer demand. However, this has
two major limitations: the ignorance
of unmet demand, and the unrealized demand from the unobserved
need. In our artificial service system,
we propose the periodic need and demand model, which uses stochastic
models to represent the periodicity of
the customers’ needs, to generate customer demand.
Gap between Need and Demand
Between need and demand, there are
two important stages: motivation and
service choice. The motivation function will transform need into potential demand, depending on factors
such as strength of need, mood, and
so on. The service choice process will
consider the customer’s preferences
and the service product’s characteristics, such as price, convenience,
and reputation. Then the potential
demand becomes actual demand to
a selected service provider. One potential variation to the service choice
process is the recommendation function that comes from the interaction
between customers or between customer and environment.
Service Choice: Utility versus
Satisfaction
The service choice theory that we
follow is critical. In service system
IEEE INTELLIGENT SYSTEMS
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modeling, the dominating theory is
based mostly on utility theory. However, selecting service providers is
much more complicated than selecting
a product. For instance, customers of
Fab.com feel more satisfaction from
curiosity and fun, instead of from
a good price or simply high-quality
products. We adopt a satisfaction gap
model that compares customer expectation with perceived service, and we
integrate the satisfaction model with
utility theory models.
Service Network: Integration of
Service Provider and Customer
The service network in the artificial
service system has two components:
the operational network (from the
providers’ view) and the customer
network (from the customers’ view),
as shown in Figure 4.
The operational network is the “infrastructure” part of the service system. In the network aspect, it includes
service providers and their suppliers
and partners. In the operation aspect,
it includes the service processes, information system, and employees.
The customer network has three
scales: person, group, and crowd. Person follows the need-demand model,
whereas group and crowd define
the interconnection and interactions
among customers.
In the artificial service system, the
interaction between service providers
and customers helps us simulate the
service encounters, which is a major
source of service failure risk.
Parallel Learning and Optimization
Parallel execution requires that the
artificial service system has the capability of real-time learning from
the real service system, which raises
a big challenge to current machine
learning algorithms, not to mention
the extended processing of the observation and information of customer
MARCH/APRIL 2015
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Person

Group

Process

Suppliers
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Crowd
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Customers
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Figure 4. Service network structure. The customers and service providers make up
the complete service provision. The interactions between the customer network
and the operational network will determine the service system’s performance.

and environment. A semi-real-time
approach or concurrent processing
might be a feasible solution under the
current computing capacity.
Providing decision support for the
real service system is the essential
task of the artificial service system.
In our previous work, 8 we propose
an agent-based bilevel optimization
model, which computational experiments showed to be an effective approach for the urban transit service
optimization problem. In the bilevel
optimization model, we can use the
artificial service system at the lower
level to predict customer response
(for example, passenger flow in urban
transit) and use a heuristic algorithm
in the upper level to find a better solution to the service problem (for
example, bus frequencies in urban
transit). With the bilevel structure,
we can easily incorporate different
OR techniques in the upper level and
use the artificial system as an evaluation function, which brings huge
flexibility and potential to the PSM
framework.

Typical Application
Scenarios of PSM
There are multiple facets of the potential applications of PSM, which can
support decisions on both strategic

and operational levels. The typical
applications are service innovation
and evaluation analysis, intelligent
services development, and complex service network planning and
management.
Service Innovation
and Evolution Analysis
We believe, in most service industries,
that we can observe the pattern of service evolution, and we consider service
innovations the milestones along the
evolutionary path. However, whether
we can predict or evaluate service innovations by analyzing service evolution is an attractive question.
Taking the retail industry as an example, supermarket giants such as
Wal-Mart and Target opened their
first stores in the 1960s, after which
came the membership warehouse
clubs (Costco in the 1970s and Sam’s
Club in the 1980s), followed by online retailers such as Amazon in the
1990s. The timeline is just one matter. Another important dimension is
the market share. In China, online retailing grew from 1.5 percent in 2006
to 15 percent in 2012. The competitiveness in price and the increasing
convenience are the major driving
factors. Therefore, as long as we incorporate these factors in customers’
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service choice process, we should be
able to recreate the evolution of retailing service channels. Furthermore, we
can use computational experiments
to evaluate the potential development
path of innovative trends such as Online2Offline (O2O).
Intelligent Services Development
One way of using PSM is to directly
develop intelligent services with embedded PSM. This approach’s unique
advantages come from a better understanding of customer and environment, which is based on a significant
extension of information and knowledge sources using techniques from
big data, IoT, and so on.
The idea of using embedded PSM
to develop intelligent services is
similar to the Xbox One, the latest
Microsoft game platform, which can
recognize different family members
through Kinect cameras and recommend different movies to them.
With embedded PSM, the service
provider can recommend the proper
service to the customer according to
the results of computational experiments. In some cases, the recommended service can go way beyond
the customers’ expectation. For example, the dining suggestion service
provider, with embedded PSM, can
recommend a combination of lowcarbohydrate dishes or even a sequence of dining place suggestions
to a customer whose latest medical
reports suggest eating healthier food
for a month.
Complex Service Network
Planning and Management
For complex systems, the most frequent and challenging application is
still effective planning and management—for example, planning and
scheduling of urban traffic or transit
systems. The ACP approach has been
successfully implemented to facilitate
58
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the urban transit operation for the
2010 Asian Games in Guangzhou,
China.9 Adoption of the ACP approach in traffic and transit service
management scenarios is a PSM success story. This type of application of
PSM can also be extended to emergent management and service network evolutions. In this study, we use
the Chengdu East Railway station as
an example to test PSM’s effectiveness
for modeling passenger behaviors to
provide support to the layout modification for the station.

With embedded PSM,
the service provider can
recommend the proper
service to the customer
according to the results
of computational
experiments.
Case Study: Railway
Station Layout Modification
We study a railway station as a case
to test an artificial service system’s
potential for providing support for
important managerial decisions such
as layout modification.
Background
Enhancing the service perception is
important to increase the number
of passengers who entered the store
in the station. The station’s layout
critically impacts the service perception. Thus, we performed computational experiments on the Chengdu
East Railway Station, a representative
high-speed railway station in China.
www.computer.org/intelligent
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The number of passengers who entered the store increased as a result of
improving the station’s layout based
on the passengers’ decision-making
process.
Types of Agents
There are two types of agents in the
system: store and passenger. The store
agent represents the store in the station and has four attributes. The first
attribute is the type of store—for example, restaurant/coffee shop, convenience store, or spa. The second attribute is the store’s position related to
the station. The third attribute is the
brand impact of the store’s appearance on the probability of a passenger
entering the store. The fourth attribute is the impact of the store on passengers’ entering probability when the
passenger passes by the store.
The passenger agent represents the
passenger in the station and has the
following six attributes:
• The available time, which is categorized into three ranges: 0 to 45
minutes, 46 to 180 minutes, and
longer than 180 minutes.
• The travel mode that the passenger
used to get to the station. There are
three travel modes: private car, bus,
and subway.
• The passenger’s train type (traditional or high speed).
• The train’s travel distance, which
is categorized into long distance or
short distance.
• The maximum walking distance
that a passenger can accept. We
call this attribute the acceptable
walking distance and categorize it
into four categories: 0 to 150 meters, 151 to 250 meters, 261 to 500
meters, and 501 to 1,000 meters.
• The ticket barrier that the passenger should board through. There
are 26 ticket barriers for passengers
to choose from.
IEEE INTELLIGENT SYSTEMS
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We distributed 562 questionnaires
and received 537 valid responses in
the Chengdu East Railway Station.
Then we analyzed the relationship
between both the attributes of the
stores and the passengers and the
passengers’ decision making about
entering a store. All the attributes
expect that a passenger’s travel distance on the train is related to the
passenger’s decision making. The
initial probability that a passenger enters the store is determined
by the passenger’s three attributes:
available time, the travel mode that
the passenger used to get to the station, and the train type.
Passengers’ Decision-Making
Process about Entering the Store
Set A represents the set of stores that
the passenger has seen, and Set B represents the set of stores whose distance is shorter than the passenger’s
acceptable walking distance.
On the basis of the real situation
and the analytics from the questionnaires, the simulation system generates 13 stores and their attributes.
The system also generates 500, 1,000,
800, and 500 passengers per hour, respectively, from the east, west, south,
and north entrances. For each passenger, four attributes are generated:
time available, mode, train type, and
ticket barrier. Hence, the initial probability that one passenger enters the
store is determined.
Then, as shown in Figure 5, the
passenger walks from his or her entrance to his or her ticket barrier. On
the way to the ticket barrier, Set A is
updated per second. After arriving at
the ticket barrier, the update of Set A
and Set B completes. Then the passenger decides whether to enter the store:
• If the intersection of Set A and Set
B is an empty set, the passenger
won’t enter any store.
MARCH/APRIL 2015
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Arrive at ticket barrier

Update Set A and B

The intersection of
Set A and B has more
than one element?

Yes

Enter the store which
has the maximum total
probability?
No

No

Yes
Yes

The intersection of Set A
and B has one element?

Enter store?
No

No

Yes

The intersection of
Set A and B is empty

Update the number of
passengers who entered
the store

Wouldn’t enter store

End

Figure 5. The decision process of a passenger agent. Each passenger has a set of
“observable” stores along his or her path and a set of stores within an acceptable
distance. By choosing stores in the intersection of the two sets, the passenger
enters the store for services.

• If the intersection of Set A and Set B
contains only one element, the system will calculate the probability
that the passenger enters the store,
based on the initial probability, the
brand impact of the store, and the
impact of the stores that the passenger has passed by; the passenger’s
decision whether to enter the store
depends on the total probability.
• If the intersection of Set A and
Set B contains more than one element, the system calculates all the
probabilities that the passenger
enters the stores in the intersection; then, the passenger chooses
the store with the maximum total
probability.
www.computer.org/intelligent

In the end, we record the number of
the passengers who entered the store
from 8:00 a.m. to 9:00 a.m. based on
the data from the simulation system
and represent it as the thick line in
Figure 1.
Improving the Station’s Layout
As Figure 6 shows, the passenger’s
route from his or her entrance to
the ticket barrier passes through two
zones: zone A, between stores and
ticket barriers, and zone B, between
the two rows of ticket barriers. In
the simulation system, we modify the
station’s layout by adding two barrier walls, represented by the thick
red line in Figure 6. After the layout
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Figure 6. The Chengdu East Railway Station layout. The ticket barriers in the middle
area are the service system’s “sinks.” The proposed modification is to block the
direct pathway from the entrance to the ticket barriers in order to increase the
chance that the passengers can observe and choose the stores.
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Figure 7. Store entering counts before and after layout modification. The store
entering counts after layout modification show a significant increase compared to
the situation before modification.

modification, the passengers from the
east and west entrances can’t arrive
at the ticket barrier directly through
zone B; instead, they would walk
60

40

We record the number of passengers who entered the store from 8:00
a.m. to 9:00 a.m. after varying the
layout of the Chengdu East Railway
Station based on the data from the
simulation system, and we represent
it as the thin line in Figure 7.
On the other hand, we modify the
layout in the same way in reality. We
also record the number of passengers who entered the store from 8:00
a.m. to 9:00 a.m. before and after the
layout modification (see Figure 7).
A better performance index would
be the store entering rate, shown in
Figure 8. After the simulation warmup process (0 to 1,800 seconds), the
store entering rate stabilizes at about
21 percent, which is 24 percent higher
than before.
According to the field implementation of the layout modification, the
actual store entering counts increased
about 20 percent than before, which
is consistent with the results from the
artificial service system.

through zone A, and therefore pass
by more stores, which improves the
probability that the passenger enters
the store.
www.computer.org/intelligent
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ompared to ACP for common
complex systems, the PSM framework has three unique features and
major contributions: it is extremely
customer oriented, it goes beyond the
real service system, and it is highly
open and flexible.
Many challenges still stand in the
way of wide adoption of PSM. First,
service observation is a critical task to
understand customer preferences and
behaviors. It requires close monitoring
of the customer’s daily activities, which
incurs not only privacy issues but also
the load and cost of data acquisition
and processing. Second, when we try
to measure customer satisfaction, we
cannot overlook the challenge of measuring happiness, curiosity, and fun.
Despite the difficulties in future research, PSM’s huge potential makes it
IEEE INTELLIGENT SYSTEMS
May 2015
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8. G. Zhang et al., “Agent-Based Simulation and Optimization of Urban Transit
System,” IEEE Trans. Intelligent Transportation Systems, vol. 15, no. 2, 2013,
pp. 589–596.
9. G. Xiong et al., “Parallel Traffic Management for the 2010 Asian Games,”
IEEE Intelligent Systems, vol. 25, no.
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Lefei Li is an associate professor in the De-
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Figure 8. Store entering rate of passengers before and after layout modification.
After the system converges to a stable status, the store entering rate after
layout modification shows significant increase compared to the situation before
modification.

a valuable research field with numerous opportunities and possibilities, especially in the era of increasing interests in social networks, sustainability,
and well-being.
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O

ver decades and centuries, the practices
of art and science have diverged as separate disciplines and, driven by scrutiny
and opinions, have sought to define what makes a
great artist or scientist. It is not surprising, therefore, that many scientists remain unfamiliar with
the many and varied artistic contributions to scientific advancement. Artists and scientists have
refined their practices with discipline-specific
norms, leading to ever-unique practices within
subspecialties as well. For example, uniformitarianists practiced science during a productive phase
in geology whereby slow processes, occurring over
eons, were focused on understanding how our
planet reached its current geological state.1 In another example, romanticists practiced art during
a productive phase through a body of work that
revolted against aristocratic social and political
norms and against the scientific rationalization
of nature.2 The success of subspecialization reinforced further specialization.
A joint workshop with the National Science
Foundation and National Endowment for the Arts
held during September 2010 identified the current
state of science and art discipline silos while performing a gap analysis comparing the current state
of art and science practices to an ideal future state,
where transformative breakthroughs in science and
technology would be more likely through creativity and innovation benefitting from art’s participation.3 Workshop attendees identified differences
in professional norms regarding values, learning
methods, training experiences, and networking approaches as some of the drivers of the gap between
art and science today. Follow-on workshops have
focused on the benefits of collaborations suggested
by participants who share case studies that benefited by art-science collaborations.
6
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Art-science case studies aren’t encountered in
our everyday work, but they can be highly suggestive of approaches for creative thinking and innovation. Andrew Hanson’s article in CG&A’s July/
August 2014 Visualization Viewpoints department
provided a case study in the contribution of artists
working with scientists.4 Alternative visualizations
of Fermat surfaces presented in that article vary
in terms of attractiveness, faithful representation,
understandability, and complexity. Hanson commended various contributions of artists while at
the same time admonishing scientists for adopting some expressive features that misrepresent the
science involved. Hanson’s article serves us well
by suggesting that the artist’s contribution can be
more than a pretty picture—especially when the
scientist engages in the feedback loop.
Today you can readily find scientists whose work
could be shared with the general public more effectively. By introducing an Art on Graphics department to CG&A, we aim to expose the work of
teams that draw on the skills of art, science, and
technology professions to make rigorous innovative
contributions to the domain of computer graphics
and applications. By doing so, we can explore how
gaps can be overcome as we educate ourselves to
better understand and consider artistic process as
relevant to our work. The result of our explorations
may be unfamiliar as they suggest shifts in perspective, shifts in approach, and shifts in presentation
that might contribute to useful work, especially
when considered by both artist and scientist.

A Cognitive Tool
In an effort to help us frame an understanding of
the diverse and complex nature of art-sci-tech collaborations that we will be presenting in this and
future articles, we have put together a basic visual
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cognitive tool with which to facilitate thinking
and build a dialogue (see Figure 1). Art-sci-tech
collaborations exist on a number of spectrums.
Having an understanding of the spectrums will
help provide a language with which to think about
and discuss the field.
The first thing to consider is the intent of the
work. Is work being presented as a work of art, a
work of science, or some combination of both? The
goals and intent of the two fields are very different.
An often-suggested adage states that art seeks the
relevant questions while science seeks the provable
answers. Collaborations rarely produce just art or
just science. More commonly, work exists along
an intent continuum. Results of collaborative work
are more complex. Both artists and scientists report that often what begins as an artistic pursuit
often influences or impacts the scientific pursuit
and vice versa. It is important to look at work in
the light of its intended function and not judge it
for what’s unintended.
A second spectrum regards the breadth of the
subject matter. Just as scientific research can be
broad in scope, exploring wide reaching areas of
understanding, so often is art. Also like science,
art may instead be focused on a specific area of
scientific research or revolve around a specific experiment. Collaborative work can fall anywhere
along a narrow-broad focus continuum.
As a third example of a continuum on which
work can be considered, the physical-virtual continuum addresses the physical properties of the
work. Is it a sculpture that has mass and sits on a
pedestal, or is it an idea, differing by each person’s
interpretation? Or is it something in between that
resides on a disk, is broadcast via the airwaves, or
can be realized physically according to some digital template?
By subjectively considering work as existing in a
3D space, each reader can map each artist’s work
within a space of possibility, providing a creative
tool to help imagine what it might look like for the
work to move toward another location in that space.
Figure 1 demonstrates the concept (see an interactive version on the Web at http://bdcampbell.net/
ieee/cga/). Other characteristic spectrums could
be used instead—historical-current and staticdynamic, for example. If a shared goal of art and
science is to communicate about the world around
us, a visual mapping space provides a cognitive tool
for suggesting possible ways of doing so.

Representative Artists
Ruth West is an artist with background as a molecular genetics researcher. As a result, she’s been
www.computer.org/computingedge

Figure 1. Creative tool for categorizing each artist’s work in a 3D space.
An interactive version is available on the Web at http://bdcampbell.net/
ieee/cga/.

able to participate in art-science collaborations
with training and experiences from both art and
science professions. She conceived and led the
team to create ATLAS in silico, a large-scale installation, with significant impact as part of a “vibrant collaboration between artists and scientists
spanning new media, computer science, metagenomics, biology, and engineering” (see Figure
2). As West explains,
ATLAS in silico is a physically interactive
virtual reality installation. It fuses art and
emerging technologies with pioneering science. The installation offers an ethereal
and dreamlike immersive 3D environment
wherein you can explore life-size rendering
of the Global Ocean Survey—a recent pioneering voyage of discovery circumnavigating the Earth’s oceans, the results of which
give us a new picture of life on Earth.
Unlike other art explored in this article, ATLAS
in silico affords individuals or groups dynamic interaction with the presentation. One of several
themes explored in the work is the role of pattern
in creating meaning and knowledge in both science and culture. Participants experience an environment constructed as an abstract visual and
auditory pattern that is at once dynamic and coherently structured, yet which only reveals its underlying characteristics as the participant disturbs
the pattern through their exploration.
As patterns dynamically reform and are broken
by participants’ interaction with the luminous and
colorful 3D graphics and a responsive data-driven
sonic microworld, participants explore relationships
IEEE Computer Graphics and Applications
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(a)

(b)

(c)
Figure 2. ATLAS in silico by Ruth West. (a) Virtual environment with
Global Ocean Survey (GOS) dataset in overview mode. (b) Interaction
modes with Global Ocean Sampling Expedition data. (c) Participant
interacting with ATLAS in silico on the Varrier TM 100-million pixel
autostereographic display at UCSD Calit2. (Images courtesy of Ruth West.)

within data that span from the molecular to the
global. The project also yielded a novel approach
for visualizing the results of the Basic Local Alignment Search Tool (Blast), a foundational comparative genomics analysis utilized worldwide.5 In this
way, the art provides a context for science, and the
science for art. Although often playful and highly
immersive to the point of providing an overwhelming number of variables, a feedback loop
on the effectiveness of graphics can be explored
through observation and discussion.
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Nathalie Miebach has created sculptures from local data observations near her home in Cape Cod,
Massachusetts. For the piece Warm Winter made
of reed, wood, and data, Nathalie uses a base of 24
hours and converts locally collected data (at Herring Cove) with data from regional buoys (from the
Gulf of Maine Observation System) and historical
data (from the National Oceanic and Atmospheric
Administration [NOAA] and US Naval Observatory, www.wunderground.com). The data converted
includes temperature (air, water, and soil), wind
speed and direction, tides, and moon phases for the
timeframe between December 2006 and January
2007. Nathalie’s analysis process of integrating her
personal data with historical and global trends in
weather led to a series of sculptures (see Figure 3).
Trained and experienced as an artist, Nathalie
performs skills within the scientist’s trained skill
set and performs numerical analysis tasks that
have grown in magnitude for scientists as the
natural world has been embedded with sensors
and observation platforms. Her focus on weather,
among other domains, seems timely, as climate
change analyses have again become an emergent
focus of science. She represents potential contributions to science collaborations by developing
the observation skills of a citizen scientist, providing data for a crowdsourced input to weather
and climate models, and providing a differently
trained mind for performing analysis into what
all the data might be suggesting about change. Her
representation of an expressive interest in her local beach adds an emotional connection science
might consider a source of potential bias, but numerical methods are evolving that can ferret bias
out. The emotional aspect might engage others to
care enough to develop the citizen scientist skills
she’s been building.
Julia Buntaine creates art that attempts to
arouse specific subcomponent experiences of consciousness. She also creates art to communicate
the cumulative knowledge being acquired by neuroscientists. Because contemplative studies have
become a popular term for a field that investigates
the gap between experience of consciousness and
physical structure of elements involved in producing consciousness, Julia’s art brings awareness to
the field and opportunity to discuss the ramifications of scientific findings.
Her installation Raw Feels creates a visual and
aural experience of the color red, providing us the
ability to access the quale, or subjective experience
of the color red as the eye adjusts to overwhelming color while integrating sound (see Figure 4).
Her piece Neighborhoods shows a cross-section of
May 2015

Figure 3.
Nathalie
Miebach
sculptures.
Using local data
observations,
the artist
integrates
personal data
with historical
and global
weather trends
in a series of
sculptures.
(Images
courtesy of
Nathalie
Miebach.)

the East Village in Manhattan with a cross-section
of a digitally reconstructed brain, suggesting that
we consider parallels in structure and interacting
complexity of the two environments, a theme she
returns to continually in her work.
Having majored in both neuroscience and sculpture during college, Julia went on to earn her MFA
and keep up with current neuroscience on her own.
Her perspective on process is represented by her
founding of “a virtual platform and pop-up events
organization dedicated to bringing scientists and
artists together for a common cause, showcasing
artists and scientists work, and promoting a transdiciplinary cultural partnership between the arts
and sciences at large.”
Eric J. Heller was trained and gained experience as a scientist first. He worked as a theoretical
chemist during a time when quantum theory shed
light on many aspects of science. His interest in
art became a natural byproduct of being successful
as a scientist in a field that benefited from creative
visualization. He described art’s influence on his
work in this September 2014 artist statement:
Art has a unique capacity convey insights,
intuitively and emotionally, about complex
subject matter. If there is a short circuit to
www.computer.org/computingedge

wisdom, it is through art. I try to exploit
the powers of art to relate secrets of Nature
only recently uncovered. A key element in
my work is exploitation of Nature’s almost
narcissistic self-similarity, her repetition
of pattern on vastly different scales and in
radically different contexts. Consider, the
motion of the planets around the sun and
electrons orbiting a nucleus, or waves on water and electron waves in a semiconductor.
With such repetition, Nature provides her
own windows into otherwise secret worlds.
His piece Transport III is one of many he’s created
with this point of view that suggests possibilities in
art-science collaboration (see www.ericjhellergallery
.com/index.pl?page=aboutartist).

About the Department Editors
Realizing that new tools and approaches were being applied to science at a phenomenal rate, Bruce
Campbell’s research began in a virtual reality
laboratory at the University of Washington, where
scientist, artist, and newly minted VR researcher
professions collided. There, Bruce had 10 years to
contemplate how artists and scientist could work
together with new technologies to augment human
IEEE Computer Graphics and Applications
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Figure 4. Raw Feels by Julia Buntaine. The installation creates a visual and
aural experience of the color red. (Images courtesy of Julia Buntaine.)

cognition for the betterment of society. The lab’s
published papers and technologies demonstrated
that suggested collaborators could work together
to overcome technical hurdles to the lab’s overall
vision. The harder work often came when confronting the many identified cultural issues that
likely would be hard to manage given the rates of
human physical and intellectual development on
an evolutionary scale.
After 10 years of experimenting, Bruce turned
his attention to tool building and tool use at the
Center for Environmental Visualization, also at
the University of Washington. He continues to
work as part of CEV while performing an adjunct
faculty role at the Rhode Island School of Design,
performing activities that benefit from a better
understanding of how to blend technology and
artistic methods. Most of his students have had
formal training and highly regarded professional
experiences as artists.
Francesca Samsel has a 20-year history of art/
science collaboration. She first consulted scientists
while working on a series of sculptures, a 15-foot
tall photo-plankton that drifted down the Niagara
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River. A local aquatic biologist gave her access to
his specimen samples and microscope. Since then,
it has been a circuitous route, oft interweaving her
art with science, leading to her current position at
the Los Alamos National Laboratory (LANL) as an
artist-in-residence with the Data at Science Scale
project. There she uses her artistic training to enable scientists to gain greater understanding of the
underlying scientific phenomena through innovative use of design principles in visualizing their data.
Merging contemporary research, scientific data,
and visualization with a visual metaphor of poetry,
Francesca’s work provides an interactive framework
for the public to explore scientific issues through an
intuitive language. Her work is a means for viewers to contemplate the environmental issues of our
time and draw conclusions about options and actions that impact the future. Her recent collaborators include working with the COSIM Climate,
Ocean, and Sea-Ice Modeling team at LANL; the
Next-Generation Eco-System Experiments, Arctic
team, at LANL; Craig Tweedie and the System Ecology Laboratory at the University of Texas at El Paso,
researching extreme environments such as the Arctic, the Chihuahuan desert, and the Bornea rainforest; and visualizations of flu pandemic transmission with Lauren Meyers and Kelly Gaither of
Texas Advanced Computing Center (TACC) at the
University of Texas at Austin (see Figure 5).

A

ll scientists can pursue collaborations with
artists, like those introduced here, in an attempt to be more innovative through exposing a
successful scientific process to potential beneficial
disruptions. There need not be a feeling of jumping off a cliff while some leap of faith is explored.
By looking at the overall objectives of an activity’s
enterprise, the artists’ training and point of view
can be injected to move the work in a new direction. By getting to know the artists, we at least
begin to trust an artist’s intent and commitment
to science as they pore over the results of scientific work to enlighten their own work. This is the
most basic reasoning behind introducing an Art
on Graphics department in CG&A.
We hope to become your trusted editors when
you feel the desire to share your useful experiences
with art-science collaborations. We feel confident
such art-science collaborations are useful for each
participant’s growth and for the emergence of new
work that comes out of cooperation. In an effort
to promote art-science opportunity as a spectrum
of subopportunities, this article provides but one
cognitive tool to explore potential configurations
May 2015

Figure 5.
Transmission
by Francesca
Samsel.
Collaboration
between
Francesca
Samsel (artist),
Kelly Gaither
(visualization),
and Lauren
Meyers
(pandemic flu
transmission
research). Still
from a nine
panel video
installation.

of art-science work. We have certainly appreciated
the lessons learned and thoughts explored through
projects in the art-science realm—projects that had
us working with teams of people who span formal
education, training, and experiences from along
the art-science continuum.
Additional contributions on projects come from
areas beyond art or science. When that is the case,
explorations may be complex and beyond any definite quantification of what contribution provided
what tangible benefit to an activity. The use of the
scientific method to pursue quantification in artscience activities has frustrated many good scientists. That’s when the artist’s instinct is likely to be
a more expedient place to look for truth. Without
the art-science collaboration exposure, the scientist is more likely to continue to dismiss the artist’s perspective. We hope you will read the Art on
Graphics articles in an attempt to consider artists
in areas of scientific pursuit.

of Old Time’: Britain, the Elgin Marbles, and PostRevolutionary Hellenism,” Foundations, vol. III, no.
1, 2008, pp. 32–64.
3. D.F. Harrell and S.V. Harrell, “Strategies for Arts +
Science + Technology Research: Executive Report on
a Joint Meeting of the National Science Foundation
and the National Endowment for the Arts,” tech.
report, Nat’l Science Foundation, 22 Sept. 2010.
4. A. Hanson, “Putting Science First: Distinguishing
Visualizations from Pretty Pictures,” IEEE Computer
Graphics and Applications, vol. 34, no. 4, 2014, pp. 63–69.
5. S.F. Altschul et al., “Basic Local Alignment Search
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Cloud Security Auditing:

Challenges and Emerging Approaches
Jungwoo Ryoo, Syed Rizvi, William Aiken, and John Kissell | Pennsylvania State University

IT security audits determine whether an information system and its maintainers meet both the legal
expectations of customer data protection and the company’s standards of achieving financial success
against various security threats. These goals are still relevant in the emerging cloud computing model of
business, but they require customization.

C

loud computing, as defined by the National Institute of Standards and Technology (NIST), is “a
model for enabling ubiquitous, convenient, on-demand
network access to a shared pool of configurable computing resources (e.g., networks, servers, storage, applications, and services) that can be rapidly provisioned and
released with minimal management effort or service provider interaction.”1 In essence, cloud computing could be
described as the use of computing resources—both hardware and software—provided over a network, requiring
minimal interaction between users and providers.
Three service models are commonly implemented
in the cloud: software as a service (SaaS), platform as a
service (PaaS), and infrastructure as a service (IaaS). In
each of these service types, security is a significant challenge. Security audits provide a clear and recognizable
trail of resource access for various organizations.
Traditional IT audits typically fall into two main categories: internal and external. Internal audits refer to work
done by an organization’s own employees, concern very
specific organizational processes, and focus primarily
on optimization and risk management. External audits
give an outside perspective on an organization’s ability
to meet the requirements of various laws and regulations.
Organizations have used traditional IT audits to evaluate
issues such as availability to authorized users and integrity and confidentiality in data storage and transmission.
But what happens when an organization’s IT
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resources are moved to the cloud? Because cloud computing allows for multiple users across a large domain, it
exposes novel security issues such as cloud-specific confidentiality concerns. These threats pose new challenges
for security auditing, but cloud advocates are responding to them. For instance, groups such as Cloud Security Alliance (CSA; www.cloudsecurityalliance.org) are
urging standardization of cloud confidentiality, integrity, and availability auditing.
In this article, we highlight the challenges that separate cloud security auditing from traditional IT security auditing practices. These challenges illustrate the
importance of special provisions for cloud security
auditing in existing or newly emerging security auditing standards. We conducted a series of interviews with
experienced cloud security auditors and incorporated
their insights and advice into our discussions.

Challenges

A traditional IT security audit is an examination of an
IT group’s checks, balances, and controls. Auditors
enumerate, evaluate, and test an organization’s systems,
practices, and operations to determine whether the systems safeguard the information assets, maintain data
integrity, and operate effectively to achieve the organization’s business goals or objectives.2 To support these
objectives, IT security auditors need data from both
internal and external sources.
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Table 1. Cloud-specific auditing challenges.
Challenge

Traditional IT security
auditing practice

Cloud-specific challenge

Potential cloud security
auditing solution

Transparency

Data and information
security management systems
are more accessible.

Data and security are
managed by a third party.

Service-level agreements
should outline CSP policies and
assurances while CSPs provide
clients with audit results.

Encryption

The data owner has control.

Cloud service providers (CSPs) might Use a third party and
be responsible for encryption.
homomorphic encryption.

Colocation

This rarely occurs.

CSPs heavily depend on this.

Standardize and increase oversight.

Scale, scope, and
complexity

These are relatively less.

Auditors must be knowledgeable
and aware of these differences.

Implement continuing education
and new certification programs.

In addition, cloud computing comes with its own set
of security challenges. A cloud infrastructure is the result
of a constant three-way negotiation among service organizations, cloud service providers (CSPs), and end users
to ensure productivity while maintaining a reasonable
degree of security. A CSP should keep data safe from
security threats and yet give clients access anywhere
with Internet service. In addition, the client organization
must verify that the cloud computing enterprise contributes to its business goals, objectives, and future needs.
Although both conventional IT security auditing and cloud security auditing share many concerns,
a cloud security audit must address unique problems
typically not handled in traditional IT security audits.
According to our interviews, the most immediate and
obvious challenge lies in auditors acquiring sufficient
knowledge of cloud computing. Effective cloud security auditors must be familiar with cloud computing
terminology and have a working knowledge of a cloud
system’s constitution and delivery method. This knowledge ensures auditors pay attention to security factors
that might be more important in cloud security auditing
processes, including transparency; encryption; colocation; and scale, scope, and complexity (see Table 1).

Transparency
Cloud security audits must check whether securityrelevant data is transparent to CSP customers. Transparency lets organizations more easily identify potential
security risks and threats as well as create and develop
the right countermeasures and recommendations for
their enterprise.3 By having access to accurate information, cloud service users (CSUs) can reduce the risk of
manifesting threats.
A good cloud security audit questions whether a
CSP provides a solid balance between security controls
and end user access. Employees might need to access
the cloud from home or on a business trip. Does the
CSP allow for such types of access, and can it prevent
www.computer.org/computingedge
www.computer.org/security

others from impersonating legitimate users? More
important, is the CSP willingly transparent about its
access control mechanisms?
Typically, cloud computing systems are based in a
large datacenter, and a third-party subcontractor might
manage them. A client has no idea who handles the data or
where exactly on the system it’s stored. To expose the risks
associated with this undesirable situation, a cloud security
audit must strive to reveal these details to the client. Transparency of data privacy, data security, anonymity, telecommunications capacity, liability, reliability, and government
surveillance ensures strong client data security.3 For
example, a CSP that records personal information such as
credit card numbers is an invitation for cybercriminals. As
a result, a service-oriented company utilizing a third-party
cloud infrastructure or any CSUs should expect to know
what kind of information is in the cloud at any given time
to adequately respond to breaches.
Even in traditional IT audits, a lack of data transparency can lead to a loss of control over in-house company resources. For instance, an unreported back door
to a critical corporate system can result in devastating
damage to the organization. Systems administrators
shouldn’t be the only ones who understand the computing resources and the risks associated with them. A traditional IT security audit gathers and analyzes the data
on the organization premises. Without this type of audit,
a company has no idea what its assets are, where they’re
stored, or how to protect them from potential threats.
Transparency is even more critical in cloud security
auditing because the security-relevant data is harder to
obtain as CSPs, rather than CSUs, control most of the
data. A comprehensive understanding of CSP asset
data, data location, and data security policies is necessary in cloud security audits as well.

Encryption
It’s unsafe to store sensitive plaintext data anywhere, especially outside a home organization’s IT
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infrastructure. If a cloud is breached, the information in audited organization meet on the audited organization’s
it would be instantly available to hackers. To prevent this, premises and strive to reach a balance of privacy: audia client could encrypt all its data in-house before sending tors want to keep their queries secret, and the audited
it to the cloud provider, but this approach introduces the organization wants to preserve the privacy of all its
risk of system administrators abusing their privileges. encrypted data. Auditors are given just enough access
Leaving encryption to the CSP isn’t foolproof either: a to the organization’s data to complete their work; they
breach in its storage system might also mean a breach in have access but may not copy or remove anything.
its encryption and decrypThe struggle to obtain
tion tools.
a balance of priTraditional IT
vacy also occurs in
Effective cloud security auditors must be
infrastructures face
various cloud comfamiliar with cloud computing terminology
many encryption
puting scenarios.
and have a working knowledge of a cloud
concerns as well.
However, in a cloud
system’s constitution and delivery method.
Which is more
system, such colimportant: encryplaboration between
tion of data or
the audited orgaaccess to data? If an entire data pool is encrypted at rest, nization and the auditors might not be nearly as effihow can an organization quickly and efficiently query cient, possible, or necessary because all the data resides
the data without decrypting all of it? Due to its heavy in a third-party infrastructure (that is, the CSP’s datacomputational requirements, encryption might not centers). The CSP might not be willing or able to disalways be the most efficient solution. Only in situations close certain cryptographic information, even under
in which the sensitive data isn’t accessed frequently (for auditing circumstances. To help mitigate this cloudinstance, archived payroll information) does encryption specific problem, the Payment Card Industry (PCI)
at rest become a viable option.
Data Security Standard (DSS) Cloud Special Interest
A cloud infrastructure isn’t free from these pit- Group (SIG) strongly encourages that cryptographic
falls. The same question arises: should data at rest be keys and encryption algorithm information “be stored
encrypted? CSPs frequently provide encryption by and managed independently from the cloud service.”5
default—as in the case of Amazon’s Simple Storage Service (S3)—which could result in double encryption Colocation
(once by a CSU and once by a CSP). In contrast, Ama- The core benefit of cloud computing is that multiple
zon’s Elastic Compute Cloud service doesn’t provide user organizations can share one service organization’s
encryption by default, leaving it up to customers. Third- physical systems. Although it’s a great cost-reduction
party services, such as CipherCloud (www.ciphercloud. method, sharing technology infrastructure leads to
com), let clients encrypt the data before sending it to equally great security concerns. It’s crucial that CSPs
a CSP. Data in transmission is usually encrypted using keep user systems from gaining administrative access to
technologies such as Secure Socket Layer. Assuming a the physical hardware to prevent abuse of services and
CSU depends solely on the CSP for encryption, it must access to other clients’ data.
IaaS frequently encounters this problem; to address
allow the CSP to control its encryption and decryption
mechanisms and have access to all the data it stores (for it, CSPs turn to hypervisors that insulate virtual
machines (VMs) from physical computing hardware.
example, S3).
This isn’t a safe practice because if one part of the Examples of hypervisors in use today are Xen (open
cloud is compromised, it’s possible that all encrypted source), VMWare (proprietary), Microsoft’s Virtual
data will be compromised as well. As a result, it’s Server, the Kernel-Based Virtual Machine (KVM),
more desirable for encryption and decryption to take IBM’s PowerVM, and many others that incorporate Intel
place outside the reach of a CSP. But is encrypting and and AMD architectures. The security auditing problem
decrypting cloud storage data worth the extra computa- arises from this situation: there are countless ways to
tional resources outside the cloud? Possibly, but newer organize or establish a hypervisor in a cloud system, each
innovations in fully homomorphic encryption allow with its own strengths, weaknesses, and priorities.
A CSP must balance not only a hypervisor’s and
encrypted queries to search encrypted texts without
search engine decryption.4 This type of encryption has colocation system’s business needs but also the secuthe potential to solve the security issue of encrypted data rity issues. Despite the apparent need to standardize the
structure and security of colocation, no official standard
at rest in both traditional IT and cloud infrastructures.
According to the auditors we interviewed, in a tradi- exists. Even PCI DSS doesn’t list specialized standards
tional IT security audit, both external auditors and an regarding these evolving concerns. However, the PCI
50
70

ComputingEdge
IEEE Security & Privacy

May 2015
November/December 2014

DSS Cloud SIG has developed a few recommendations
for multitenancy.5 It provides three sample cloud segmentation environments: traditional separate servers
for each client’s cardholder data, virtualized servers
dedicated to each client and its cardholder data, and
applications running in separate logical partitions and
separate database management images with no sharing
of resources such as disk storage.
Considering the multitude of cloud–hypervisor
combinations and varying degrees of cloud adoption,
a PCI DSS–style evaluation of a cloud system must
include individual examinations of all CSPs. To assert
the importance of proper colocation security, the PCI
DSS Cloud SIG issued this statement regarding multitenancy: “Without adequate segmentation, all clients
of the shared infrastructure, as well as the CSP, would
need to be verified as being PCI-DSS-compliant in
order for any one client to be assured of the compliance of the environment.”5

Scale, Scope, and Complexity
In cloud computing, one physical machine typically
hosts many VMs, which drastically increases the number of hosts to be audited. Unless carefully managed, the
sheer number of these VMs could overwhelm IT staff
and auditors. However, when standardization is in place
(for instance, in the form of master VM images verified
for security), the auditing process can go smoother and
faster despite cloud computing elements’ larger scale.
Another factor to consider is the scope of auditing.
Whereas the scale problem results from the increased
number of IT elements to audit, the scope factor
emerges mainly due to the new technology types to
audit in cloud computing. For example, examining
hypervisor security is much more important when dealing with CSPs owing to the colocation problem. If a
hypervisor has a vulnerability that threatens the strict
separation among VMs, CSUs will be uncomfortable
with their VMs being adjacent to those belonging to
other organizations, including their competitors. In
addition, many cloud environments have intangible and
logical elements to audit, including virtual switches and
firewalls. Therefore, auditors must be aware of both subtle and obvious differences in the cloud-specific technologies that could threaten the security of CSUs.
Due to the increase in both scale and scope, the
complexity of the systems also increases. Cloud auditors should take this complexity into account, allocating
more time and resources than in a traditional IT auditing process.
In addition, cloud computing makes it possible for
a CSP to store an organization’s data and information
at its datacenters located in multiple countries. These
countries apply varying laws and regulations, so the
www.computer.org/computingedge
www.computer.org/security

client organization’s compliance requirements are no
longer bound to the CSU’s physical location. Therefore,
it’s crucial that cloud security auditors find out where
the CSP stores CSU data and information. Colocation
due to multitenancy also contributes to the importance
of the physical data and information storage location.

Domains to Consider

Cloud computing offers a large umbrella of services
that can be accessed anywhere. However, certain fields
of business in different domains will have various needs
of their own. Data types can also vary among domains,
as can the legal and regulatory requirements mandated
for keeping that data safe. Consequently, a one-sizefits-all audit might not satisfy all the needs that a specialized audit should. Domain-tailored audits are an
ideal solution.

Medical Domain
Hospitals, doctors’ offices, and medical specialists are
beginning to use various cloud-based software applications that allow the sharing of patient information with
other healthcare professionals. The medical domain
holds highly sensitive and confidential information but
must allow access by auditors, patients, pharmacies,
and other institutions such as hospitals. A sophisticated
authentication method is especially essential to the
medical cloud, both legally and ethically. Any breach
could result in an extreme loss to both the medical organization and their patients.
Legally, the medical domain is held to a very high
standard, facing large compensatory as well as punitive costs in the case of a breach. Several legal standards
exist to protect patients and regulate healthcare organizations, including the Health Insurance Portability
and Accountability Act (HIPAA), the Health Information Technology for Economic and Clinical Health
(HITECH) Act, the Food and Drug Administration
Amendments Act (FDAAA), and the American Recovery and Reinvestment Act (ARRA) of 2009.
Consequently, the medical domain requires a specifically tailored audit approach to comply with these legal
standards. A medical-domain cloud security audit must
thoroughly evaluate both the medical organization and
the cloud containing its information.
CipherCloud describes itself as an organization
dedicated to allowing other organizations to reap the
benefits of the cloud, which they otherwise wouldn’t
be able to due to concerns about data security, privacy,
residency, and regulatory compliance.6 CipherCloud
announced that Medical Audit & Review Solutions
(MARS) had used its encryption infrastructure
to create a hybrid MARS PROBE Platform,6 thus
forming a more comprehensive and secure auditing
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approach. The MARS PROBE Platform itself is cloud
based, and it might prove to have the power to effectively audit medical organizations and satisfy the
demands of both HIPAA and HITECH. This example
demonstrates the need for cooperation among different organizations to tackle the demands of cloud
security auditing in the medical domain. We expect
similar hybrids in the near future.

Banking Domain
Banks have a lot of traffic related to users accessing
services from various devices around the clock. Banks
must not only update information incessantly but must
also keep this information secure and available to all clients who want access. Yet, despite the apparently daunting task of constantly updating and securing sensitive
data, banking in the cloud holds great potential. Benefits include the sharing of information among banks if
a client has multiple accounts as well as cost reduction.
TEMENOS Online aims to eliminate large overhead
expenses for small banking institutions, which would
result in lower interest rates.7
Although perfect security is impossible, security
systems must be able to resist as well as respond to
breaches, especially when billions of dollars and numerous bank accounts are at risk. A big problem relatively
large banking clouds face is ensuring that client information can’t be stolen or sold. In our opinion, the safeguards need to be twofold. First, data stored in the cloud
should be encrypted. Second, access to it should be limited by permissions set by the online banking client.
A traditional IT audit of a bank that stores its data
locally (or at the bank’s headquarters) usually doesn’t
need to worry about other banks reaching the data.
However, when multiple banking institutions use the
same cloud infrastructure, there are additional risks,
including the possibility of unintended access to banking
data by competitors. In addition, a security breach of one
bank might result in the breach of other banks’ accounts.

Government Domain

The government is also entering the cloud domain.8
Maintaining security of and auditing the CSPs is even
more important in the government sector due to the
sensitive nature of its data and information. To authenticate, authorize, and audit CSPs, government agencies
use the Federal Risk and Authorization Management
Program (FedRAMP), which performs ongoing assessment of cloud providers.8
The three key areas of auditing are operation visibility, change control process, and incident response. Operation visibility requires that CSPs submit automated data
feeds to the agencies along with periodic evidence of
system performance and annual reports. Change control
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process restricts CSPs’ ability to make policy changes
that might affect FedRAMP requirements. Finally, incident response deals with new possible risks or vulnerabilities in the cloud system as well as protects government
information against leaks in the event of a breach. For
instance, if an attack compromises a government computer and causes military secrets to be exposed, an incident response team should stop the information leakage
immediately and prevent any further damage.

Emerging Approaches

To be effective, both cloud computing and traditional
IT security audits must conform to some form of standard; we believe this is where cloud computing finds
its biggest growth potential. Unlike traditional IT security audits, cloud computing security audits don’t have
comprehensive certifications to cover their vast number
of security concerns. Therefore, cloud security auditors often use a traditional IT security audit standard to
make an evaluation.
In our interviews with professional cloud security
auditors, we found three primary schools of thought
regarding cloud security auditing standardization.
One is a belief that we don’t need a new standard at
all. Because most traditional IT auditing standards are
technology neutral by design, existing standards are
still relevant. Auditors are responsible for developing
their expertise in cloud computing on their own and
gaining insights by simply doing it. Another school
of thought is to keep the technology-neutral nature
of the well-known IT security auditing standards but
supplement them with cloud-specific information, for
example, what to look for or avoid when conducting a
typical cloud security audit. Finally, some interviewees
wanted to develop an entirely new standard dedicated
to cloud security auditing. In our opinion, the supplement approach is a great compromise.
One of the most widely used IT security auditing standards is the ISO 27000 series. The ISO 27001
and ISO 27002 auditing standards have a long history;
ISO 27002 is based on a document published by the
English government in 1995.9 The ISO 27000 official
website lists current audit standards whose coverage
varies from internal audits to management responsibility, from security policy to physical security, and from
access controls to compliance. For a traditional IT security audit, these kinds of controls fit well as all these concerns exist inside the organization itself.
However, for organizations using the cloud, ISO
27001 and ISO 27002 can provide only limited support. As we discussed earlier, in this case an audit’s
quality depends heavily on the auditor’s cloud computing experience and knowledge, which could be problematic. For example, ISO 27000 series’ encryption
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Table 2. Standards applicable to cloud security auditing.
Standard

Type

Strength

Sponsoring organization

Service Organization
Control (SOC) 2

Audit for outsourced services

Technology neutral

American Institute of CPAs

ISO 27001 and 27002

Traditional security audit

Technology neutral

ISO

NIST 800-53 rev. 4

Federal government audit

Technology neutral

National Institute of
Standards and Technology

Cloud Security Alliance (CSA)

Cloud-specific audit

Dedicated to cloud
security auditing

CSA

Payment Card Industry (PCI)
Data Security Standard (DSS)

PCI Qualified Security
Assessor cloud supplement

Cloud specific and
provides guidance

PCI DSS

section simply states that “a policy on the use of cryptographic controls for protection of information shall
be developed and implemented” and that “key management shall be in place to support the organization’s
use of cryptographic techniques.”10 There’s no mention
of the different encryption scenarios cloud auditors
must understand to do their job effectively. The same
is true for other critical factors of cloud security auditing, such as transparency, colocation, scale, scope, and
complexity, because many of these problems arose after
the drafting of ISO 27001 and ISO 27002. As of this
writing, ISO is developing a new cloud-specific security
standard—ISO/International Electrotechnical Commission (IEC) 27017—to address this problem.
Unlike the technology-neutral approach, PCI DSS
has the Qualified Security Assessor cloud supplement
to guide auditors handling PCI DSS certifications in
the cloud computing domain.5 In terms of organizations preparing to directly tackle the issues associated
with cloud security auditing, the Cloud Security Alliance is using best practices to educate practitioners
and help secure the many forms of cloud computing.
Because CSA is a nonprofit, independent organization, it can contribute to various cloud security groups
and has come to encompass other smaller cloud interest groups. One such group is CloudAudit, which lists
its goals as automated audit, assertion, assessment, and
assurance of the cloud system while being “simple,
lightweight, and easy to implement” and supported
entirely by volunteer efforts.11 CSA and its member
groups aren’t tied to a specific organization or standard, meaning they’re free to cover all aspects of cloud
computing in the forms of SaaS, PaaS, IaaS, and many
more services. Moreover, this system based on volunteer efforts is reminiscent of the origins of the Internet Engineering Task Force (www.ietf.org), one of the
most important protocol-creating organizations in the
realm of computer networking.
Table 2 summarizes a wide spectrum of standards
and their coverage of cloud security auditing. Although
www.computer.org/computingedge
www.computer.org/security

not specifically mentioned in this article, Service Organization Control (SOC) 212,13 and NIST 800-53 revision 414 are similar to the current ISO 27000 series in
that they don’t have built-in cloud-specific provisions in
their standards. Unlike NIST 800-53 revision 4, NIST
800-144 offers specific guidelines on security and privacy in public cloud computing.15

O

ur future research will focus on improving the
existing cloud security auditing approaches discussed in this article. Another goal is to identify more
challenges that clearly differentiate cloud security auditing from traditional IT security auditing by conducting a formal survey of various stakeholders in the cloud
security auditing community. The more comprehensive
the list of the cloud security auditing challenges, the
more educated cloud security auditors will be and the
more thorough and reliable the audit results will be.
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14. “Recommended Security Controls for Federal Information Systems and Organizations. NIST Special Publication 800-53 Revision 4,” Nat’l Inst. Standards and
Technology, 2009; http://nvlpubs.nist.gov/nistpubs
/SpecialPublications/NIST.SP.800-53r4.pdf.
15. W. Jansen and T. Grance, “Guidelines on Security and
Privacy in Public Cloud Computing,” Nat’l Inst. Standards and Technology, Dec. 2011; http://csrc.nist.gov
/publications/nistpubs/800-144/SP800-144.pdf.
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Focus on
Your Job Search
IEEE Computer Society Jobs helps you easily find
a new job in IT, software development, computer engineering, research, programming, architecture, cloud
computing, consulting, databases, and many other
computer-related areas.
New feature: Find jobs recommending or requiring the
IEEE CS CSDA or CSDP certifications!
Visit www.computer.org/jobs to search technical job
openings, plus internships, from employers worldwide.

http://www.computer.org/jobs

The IEEE Computer Society is a partner in the AIP Career Network, a collection of online job sites for scientists, engineers, and computing professionals. Other partners include Physics Today, the American Association of Physicists in Medicine (AAPM), American
Association of Physics Teachers (AAPT), American Physical Society (APS), AVS Science and Technology, and the Society of Physics
Students (SPS) and Sigma Pi Sigma.

SCIENCE FICTION PROTOTYPING

Transforming
Business through
Science Fiction
Prototyping
Ari Popper, SciFutures

As science fiction prototyping is more widely
adopted, we can expect to see more radical
innovations in the world.
FROM THE EDITOR
The concept of science fiction prototyping grew from a personal process I used in
my work as a futurist. At the request of several persuasive university professors,
I elaborated on the idea in a textbook, Science Fiction Prototyping: Designing the
Future with Science Fiction, which focuses mainly on computer science and engineering. The textbook is now used by design, business, and law students in more
than 50 universities worldwide. I’m humbled by the visions that have bubbled up
from these curious and serious minds.
Science fiction prototyping has also moved into the business world, and no
practitioner is more adept at helping companies and organizations benefit from
the process than Ari Popper of SciFutures. We first met Ari in this column last year
(“Secret Science Fiction,” May 2013), and I asked him to update us on his work and
how he’s using science fiction prototyping to innovate and change the future of
businesses. —Brian David Johnson
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A

few years ago, I was
struggling to figure out
my next career move. I
had successfully established the North American division
of a global market research company
with more than 30 Fortune 500 company clients, yet I felt something was
missing. Uncertain what to tackle
next, I was advised to explore “doing
what you love, regardless of financial considerations.” I decided to try
my hand at writing science fiction
while still heading up the market research company. It turned out to be
great advice.
My experience in a writing class
gave birth to SciFutures—a foresight
and innovation firm powered by science fiction. SciFutures—which works
closely with Lowe’s, the Hershey Company, Ford Motors, and other blue chip

Published by the IEEE Computer Society

2376-113X/15/$31.00 © 2015 IEEE

0018-9162/15/$31.00 © 2015 IEEE and Ari Popper

EDITOR BRIAN DAVID JOHNSON
Intel, brian.david.johnson@intel.com

firms—combined my love of science
fiction with my professional experience
helping clients solve business challenges. After three years, I’m stunned to
see how science fiction prototyping is
changing organizational culture and
creating disruptive innovations.

Moreover, storytelling is a powerful way to change ingrained beliefs:
researchers at the Ohio State University have shown that fiction is more
effective at changing beliefs than
nonfiction.1 The more realistic the
portrayal of human interaction with

One of our services at SciFutures is
to help clients create inspirational and
transformative narratives of the future.
Half the battle is getting folks to understand complexity; the other half is getting teams aligned. Having a common
idea or mythology about a preferred

SCIENCE FICTION AND
DISRUPTIVE TECHNOLOGIES

It‘s undeniable that we live in remarkable times, driven largely by emerging
disruptive technologies. The world
is changing rapidly, and businesses
that can adapt will enter a period of
radical growth and significant value
creation. A huge prize awaits corporations that can quickly harness and
implement these powerful disruptive
technologies. Terms for this process
vary: blue sky innovation, disruptive
innovation, even creative destruction
(though I prefer “creative creation”
since “destruction” implies turmoil
and distress, but radical change isn’t
necessarily negative).
Whatever the terminology, very
few corporations can readily adapt.
I’ve found this is due to several factors, including an inability to fully
understand or communicate what
radical change involves, uncertainty
about the potential societal impact of
emerging technologies, and the fact
that corporations are risk-averse and
hardwired to reject initiatives with uncertain outcomes. Science fiction prototyping can address these barriers.
The simple act of writing science
fiction stories grounded in science fact
facilitates our understanding of, appreciation for, and ability to integrate
these technologies and their likely
impacts. Fans of the genre will probably agree that science fiction succeeds
when it conveys the effects of future
technologies on characters readers
can relate to. We engage with a story
when the characters share our own
basic aspirations and concerns.
www.computer.org/computingedge

A successful science fiction prototype will inspire
and align a wide variety of stakeholders within
and outside an organization.
emerging technologies, the more enjoyable the art is and the more likely
we are to viscerally appreciate radical futures. In other words, good science fiction wrestles with complexity and succeeds when it simplifies
and translates this complexity into
human applications.

SCIENCE FICTION
PROTOTYPING IN BUSINESS

Using science fiction prototyping in a
corporate setting is a powerful way to
generate new intellectual property. It
provides a platform—and a process—
to envision, create, and name new
business tools, products, and services
that are born from disruptive technologies. And because these products and
services are brought to life through an
engaging narrative, they will likely be
relevant to real people with real needs.
A successful science fiction prototype will inspire and align a wide variety of stakeholders within and outside
an organization. I have yet to find a
better way to share a complex corporate innovation strategy than with a
science fiction graphic novel, custom
sci-fi movie, or illustrated short story
that renders the likely impact of a new
technology or ecosystem of technologies on real people in an engaging narrative format.

future and a clear understanding of the
corporation’s role within that future is
proving to be very valuable. Once we
establish the narratives and choose
compelling disruptive ideas, we quickly build and test prototypes. Another
successful example of this process is a
class at MIT Labs where students read
science fiction novels and then build
prototypes from those stories.2
The SciFutures team was recently
in Toronto for the ribbon cutting of two
Lowe’s stores’ Holorooms—home improvement simulators that use stateof-the-art augmented reality technologies to help customers envision
complex home renovation projects (see
Figure 1). The idea was born out of a science fiction prototype and inspired by
the Star Trek holodeck. The fact that
we were able to successfully launch a
complex, disruptive, and highly technical innovation for a large corporate
retailer is testament to the power of
the original narrative. It captured and
aligned the imaginations of a highly
structured and conservative culture.

T

he idea of using science fiction
prototyping was new to me and
arose independently during a
creative writing class. However, futurists such as Brian David Johnson at Intel
JANUARY 2015

57
71

SCIENCE FICTION PROTOTYPING

Figure 1. SciFuture’s Holoroom—a home improvement simulator that uses augmented reality technologies to help customers envision complex home renovation projects—at a Lowe’s store in Toronto.

were already applying science fiction
prototyping3 to corporate culture. We
are standing on the shoulders of giants
and making great progress, yet science
fiction prototyping is still in its infancy.
As this tool is more widely adopted, we
can expect to see more radical innovations in the world. Perhaps more importantly, as long as these stories are optimistic and inspirational, I believe we
will also begin to see a radical and positive transformation in our society.

7 May 2012; http://researchnews.osu
.edu/archive/exptaking.htm.
2. R. Rosen, “Why Today’s Inventors
Need to Read More Science Fiction,”
The Atlantic, 20 Sep. 2013; www
.theatlantic.com/technology
/archive/2013/09/why-todays
-inventors-need-to-read-more
-science-fiction/279793.
3. B.D. Johnson, Science Fiction Prototyping: Designing the Future with Science
Fiction, Morgan & Claypool, 2011.
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ARI POPPER is the cofounder and CEO of SciFutures, a foresight and innovations
agency that produces fictional narratives for companies using formats such as
graphic novels and builds science fiction-inspired prototypes. Contact him at
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CAREER FOCUS

IEEE Computer
Society Expands
Its Educational
Oﬀerings

T

he position of software
developer―which features a nearly-six-ﬁgure median salary, 2.7-percent
unemployment rate, and bright
prospects for future demand―
ranks consistently high in various annual top-job rankings.
This year, software developer ranked third―behind
dentists and nurse practitioners―on US News & World
Report’s list of 100 best jobs.

2376-113X/15/$31.00 © 2015 IEEE

The US Bureau of Labor
Statistics projects 22.8 percent
employment growth for software developers between 2012
and 2022. The median salary
for the position is $92,660, with
an annual salary of $143,540
for the highest-paid 10 percent.
The best-paying positions in
the US are located throughout
the country―in places such as
San Jose, California; Sioux City,
Iowa; and Panama City, Florida.

Published by the IEEE Computer Society

To get hired or advance as a
software developer, staying upto-date on the latest technologies
is critical. The IEEE Computer
Society has provided education
and training for software developers and computer professionals for well over a decade and
now is expanding its oﬀerings
with new professional certiﬁcations and credentials.
Four new credentials are
available to members and
nonmembers:
•
•
•
•

p ro fe s s i o n a l s o f t wa re
developer
professional software engineering process master
professional software engineering master
professional scrum master

These represent an evolution of the IEEE Computer
Society’s respected Certified Software Development
Cont. on p. 70
May 2015
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CAREER OPPORTUNITIES
ENGINEERING. Ruckus Wireless, Inc.
has job opp. in Sunnyvale, CA: Consulting Systems Engineer. Support PreSales Account Teams on co. products.
May telecommute from home office anywhere in U.S. Mail resumes referencing
Req. #CSE37 to: Attn: N. Enzminger, 350
W Java Dr, Sunnyvale, CA 94089.

indust dsgn for Apl prdcts. Interested
applicants must submit a portfolio that
demonstrates skills required. Please
enclose a self-addressed stamped envelope if you wish your portfolio to be
returned. Refer to Job# & mail resume:
Apple Inc. ATTN: L.M. 1 Infinite Loop
104-1GM, Cupertino, CA 95014. Apple is
an EOE/AA m/f/disability/vets

DEVON ENERGY CORPORATION has
an opening for Sr. Data Analyst in Oklahoma City, OK to work w/ existing data
warehouse & provide overall enhancement. Requires exp. In data analytics
& design. Interested applicants mail
resumes to Attn: Christie McKeown,
Devon Energy Corporation, 333 W.
Sheridan Ave, Oklahoma City, OK 73102
& refer to Job Code #DE19

SAMSUNG SEMICONDUCTOR INC.
has Sr. Staff Engineers ( job code:
5BF1903) job opportunities in San Diego, CA: Work at various layers of multimode cellular protocol stack. Mail resume to Samsung Semiconductor, c/o
Staffing – PTCL, 601 McCarthy Blvd.,
Milpitas, CA 95035. Must reference job
code to be considered.

APPLE INC. has multiple openings for
the following in Cupertino, CA: Industrial Designers (Req #9EYTHZ) Dvlp
high qual dsgn cncpts to drv indust dsgn
for new Apl prdcts. Travel req’d 15%.
CAD Sculptors (Req #9ALTA8) Undrgen
sup, create high qual CAD mdls to drv

IT PROFESSIONALS: Established IT
firm has openings for Project Leads
(JDE), Technical Project Leads, and
Technical Team Leads. All positions require MS degree or equiv. in Engg (any),
CS, Comp Apps, or related and 12 mos.
exp. in the job offered, as a solutions

architect, software engineer, or related.
Will also accept BS degree or equiv. in
Engg (any), CS, Comp Apps, or related
field and 5 yrs of progressively responsible work exp. in the job offered, or as
a solutions architect, software engineer,
or related. JDE positions also require
exp. configuring and customizing JD Edwards modules. All positions based out
of Edison, NJ HQ and subject to relocation to various unanticipated locations
throughout the U.S. Mail resumes to: HR
Manager, Systime Computer Corporation (dba KPIT), 379 Thornall Street, Edison, NJ 08837.
EGENCIA, LLC. Currently has openings for the following opportunities
in our Bellevue, WA office (various/
levels/types): • Software Engineers:
(728.808) Design, develop, debug,
and modify components of software
applications and tools. Send your resume to: Egencia/Expedia Recruiting,
333 108th Avenue NE, Bellevue, WA
98004. Must reference position and
Job ID# listed above.

Cisco Systems, Inc. is accepting resumes for the following positions:
Austin, TX: Database Administrator (Ref.# AUS22): Provides database design and management function for business and/or engineering computer databases. Telecommuting permitted. Software QA/
Engineer (Ref.# AUS11): Debug software products through the use of
systematic tests to develop, apply, and maintain quality standards for
company products.
Boxborough, MA: Customer Support Engineer (Ref.# BOX7): Responsible for providing technical support regarding the company’s proprietary systems and software.
Columbia, MD: Software/QA Engineer (Ref.# COLU2): Debug software products through the use of systematic tests to develop, apply,
and maintain quality standards for company products. Technical Support Engineer (Ref.# COLU3): Process telephone and email requests
from enterprise customers. Troubleshoot system, software, and networking problems.
Lawrenceville, GA: Technical Lead/Leader (Ref.# LV10): Lead engineering groups on projects to design, develop or test hardware or
software products.
Los Angeles, CA: Systems Engineer (Ref.# LA2): Provide business-level guidance to the account team or operation on technology
trends and competitive threats, both at a technical and business level.
Telecommuting permitted.
Pleasanton, CA: Consulting Systems Engineer (Ref.# PL4): Provide
specific end-to-end solutions and architecture consulting, technical and
sales support for major account opportunities at the theater, area, or
operation level. Telecommuting permitted.

Research Triangle Park, NC: IT Engineer (Ref.# RTP13): Responsible for development, support and implementation of major system functionality of company’s proprietary networking products.
Richardson, TX: Software Engineer (Ref.# RIC3): Responsible for
the definition, design, development, test, debugging, release, enhancement or maintenance of networking software. Technical Marketing
Engineer (Ref.# RIC13): Responsible for enlarging company’s market
and increasing revenue by marketing, supporting, and promoting company’s technology to customers. Solutions Specialist (Ref.# RIC41):
Increase sales of Advanced Services for Advanced Technologies by
gathering customer requirements in order to design an Advanced Technologies Services Solution. Telecommuting Permitted.
Richfield, OH: Technical Marketing Engineer (Ref.# RICH6): Responsible for enlarging company’s market and increasing revenue
by marketing, supporting, and promoting company’s technology to
customers.
San Jose/Milpitas/Santa Clara, CA: User Experience Center
Designer (Ref.# SJ307): Identify user interaction requirements and
develop user experience interface specifications and guidelines. Network Consulting Engineer (Ref.# SJ107): Responsible for the support and delivery of Advanced Services to company’s major accounts.
Travel may be required to various unanticipated locations throughout
the United States. IT Engineer (Ref.# SJ7): Responsible for development, support and implementation of major system functionality
of company’s proprietary networking products. Hardware Engineer
(Ref.# SJ5): Responsible for the specification, design, development,
test, enhancement, and sustaining of networking hardware.

Please mail resumes with reference number to Cisco Systems, Inc., Attn: M51H, 170 W. Tasman Drive, Mail Stop: SJC 5/1/4, San Jose, CA
95134. No phone calls please. Must be legally authorized to work in the U.S. without sponsorship. EOE.

www.cisco.com
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CAREER OPPORTUNITIES

Juniper Networks is recruiting for our Sunnyvale, CA office:
Software Engineer Staff #14651: Design and develop platform management software and Unix device drivers for routing platforms. Provide software based solutions and develop unit tests and fix bugs for
software features.
QA Engineer Staff #13365: Review functional specifications. Perform
ambiguity reviews of engineering documents. Write test plans. Execute
network testing on Juniper Routers. Write automation scripts in PERL.
Technical Support Engineer #20497: Provide hands-on technical assistance and troubleshooting to resolve critical customer hardware
and software issues. Participate in a round robin on call rotation cycle during the weekends. Use technical expertise to identify and lead
service support initiatives to improve the supportability of processes,
products, and systems.
Software Engineer #26084: Design, develop and debug kernel networking features for JUNOS. Work on advance next hop management
and high availability features. Support customer deployments and
escalations.
Resident Engineer Staff #15983: Support design, testing and FIT at customers’ labs for the implementation of IPv6 on LTE internet-bound
traffic between EPC and internet peering connections. Provide expert level design and operational support in service provider routing,
switching, and security. May work at other undetermined locations
throughout the U.S. Relocation required.
Network/Systems Administrator #4525: Responsible for the bring-up
of new Contract Manufacturing sites. Work with operations staff to
provide operational support of CM sites including troubleshooting
and maintaining on system infrastructure.
Software Engineer #15418: Test high performance data path forwarding on networking technologies including MPLS, VPLS, Multicast, IRB
and VPNs. Telecommuting allowed.
QA Engineer #29200: Review design specification and functional
specifications for Juniper firewall features, provide technical feedback and write test plan document, review it and incorporate changes
based on the feedback.
ASIC Engineer #33145: Define, architect, code and deliver verification
suites/tests for networking ASICs. Develop complex feature verifi-

cation test suites using the latest verification methodologies such as
UVM/VMM/OVM and hardware description language (e.g., SystemVerilog or SystemC).
Technical Support Engineer #35764: Work with the customer to resolve technical and nontechnical problems related to routers, protocols and network design. Troubleshoot complicated hardware and
software issues, replicate customer environments and network problems in the lab.
Software Engineer Staff #33111: Design, develop and sustain packet
forwarding engines and associated software in highly complex, high
performance networks. Interface with cross-functional teams to ensure effective quality of all deliverables.
Software Engineer #30214: Design, develop and sustain packet forwarding engine and its associate software in highly complex, high
performance networks. Write design documents and functional
specification modules of packet forwarding and engine software for
switch QFX series.
Hardware Engineer #32394: Perform analysis, modeling, and simulation of advanced modulation formats, soft-decision FEC, and DSP modem functions for high-speed optical communications applications.
Define implementation strategies for DSP/FEC functional blocks.
QA Engineer #6053: Test company product family of IP and Security
routers. Test routing protocols, timing protocols, L2/L3 forwarding,
QoS, Firewall, and interfaces.
Technical Support Engineer #21114: Deliver in-depth diagnostics and
root-cause analysis for network impacting issues on company routing/
switching products (EX series) to large ISP and/or enterprise customers.
Understand customer’s network architecture, design, and layout and
provide focused troubleshooting relevant to customer’s network.
Software Engineer #34430: Design, develop and sustain packet forwarding engine and its associated software in highly complex, high
performance networks. Interface with cross-functional teams to ensure effective quality of all deliverables.
Software Engineer #8006: Design software architecture and efficient
algorithms in company operating system and products. Develop network security software on large scale real-time systems.

Juniper Networks is recruiting for our Westford, MA office:
Technical Support Engineer #30657: Support Secure Routing products, working directly with customers and partners. Work with highly
knowledgeable group of customers and act as an escalation point for
other TAC groups within the organization.

Technical Support Engineer Staff #22079: Support Secured Routing
products, working directly with our customers and partners. Work
with highly knowledgeable group of customers and as an escalation
point for other TAC groups within the organization.

Juniper Networks is recruiting for our Herndon, VA office:
Technical Support Engineer #30802: Provide high level expertise on
company specific products. Deliver in-depth diagnostics and rootcause analysis for network impacting issues on company routing

products (Internet backbone routers) to large Internet Service Provider and/or enterprise customers.

Juniper Networks is recruiting for our Durham, NC office:
ASIC Engineer #28531: Develop detailed verification plans for highend communications ASIC (Application Specific Integrated Circuit)
subsystems, including target functionality to be covered and architec-

ture of the test environment. Architect and implement ASIC verification code in SystemVerilog/UVM or System C.

Juniper Networks is recruiting for our San Francisco, CA office:
Software Engineer #32225: Create, maintain and communicate cloud
based and local security software architecture and blueprints to ensure that various technical leads understand the critical aspects of

security software design and implementation. Troubleshoot and perform software analysis, including writing operations infrastructure
applications and tools.

Mail single-sided resume with job code #
to Juniper Networks Attn:
MS 1.4.251 1133 Innovation Way
Sunnyvale, CA 94089

www.computer.org/computingedge
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CAREER OPPORTUNITIES
VP, GLOBALIZATION. (Santa Clara,
CA). Determine BU glblztn strategies &
lead multi prod dvlpmnt teams. Estblsh
& maintain comm w/ geo area mgrs &
global org SVPs & VPs & determine &
recommend methods to streamline &
imprve dvlpmnt procs & procdrs. Trnslte
prod direction into plans. REQ: 5 yrs exp
in the job &/or a rel occup. Must have
exp w/ leading distributed engg teams;
SaaS prod dvlpmnt & ops w/in a tech
company; Mnging budgets of $20 million or more; M/A re: private & pub small
& mid cap tech companies; Mnging
highly distributed global prod dvlpmnt
teams; Releasing SaaS prods to global
mktplce; Nat’l & Internat’l travel req 10%15%. Send resume to: Althea Wilson, CA
Technologies, One CA Plaza, Islandia,
NY 11749, Refer to Requisition # 85302.
SR. SAP PP CONSULTANT. Cambridge
MA. Design, development & deploy SAP
projects working w/cross-functional
teams in various industries such as
Electronics, Utility, Healthcare & Beauty
products manufacturers. Config & customize SAP PP, PP-PI, QM, MM/WM &

EWM modules. Develop interfaces between SAP & in-house systems such as
Dispatcher, MES, & ETM. Work w/legacy
systems such as Dispatcher, Red Prairie
(JDA) & ETM. Write technical specification using functional knowledge of SAP
MM/SRM & EAM/SUS integration. Work
w/various tools such as HP ALM, SAP
TAO, QTP, SAP-EDI, SolMan & Charm.
Req’d Master’s deg in CS, Eng., Math,
CIS or MIS & 1 yr exp. Bachelor’s deg
in a related field & 5 yrs exp would be
acceptable in lieu of Master’s deg in
related field. Any suitable combination of edu, training or exp would be
acceptable. Resume to Dipali Trivedi,
Director, CLOUDFOUNTAIN, INC., 125
Cambridge Park Drive, Suite 333, Cambridge, MA 02140.
EXPEDIA, INC. currently has openings for the following opportunities in
our Bellevue, WA office (various/levels/types:) • Software Engineers: (728.
SWE-AP) Design, implement, and debug
software for computers including algorithms and data structures. • Database
Developers: (728.DBD-AP) Coordinate

LECTURING VACANCIES
National College of Ireland is a third-level education provider committed to advancing knowledge in its specialist areas of computing, human resource management, psychology, entrepreneurship, accountancy, finance and business. The college offers full and part-time courses
to over 3,500 students in our schools of Computing and Business.
The School of Computing has greatly expanded in the last few years, becoming one of the biggest computing
departments in Ireland with over 1,400 students at undergraduate and postgraduate level including a PhD
programme in Technology Enhanced Learning and a world-class Cloud Competency Centre. The School has
over 60 faculty members with strong industrial links and research excellence in technology-enhanced learning, cloud computing, mobile technologies, data analytics, and parallel & distributed computing.
The School of Computing requires:
• LECTURER IN COMPUTING, 2 PERMANENT POSITIONS (NCI0621), APPLICANTS MUST HAVE
A PHD IN COMPUTING, COMPUTER SCIENCE OR INFORMATICS. Applicants should have lecturing
and/or industry experience.
• LECTURER IN COMPUTING, 8 FIXED TERM POSITIONS (3 YEAR CONTRACTS) (NCI0620),
APPLICANTS MUST HAVE A PHD IN COMPUTING, COMPUTER SCIENCE OR INFORMATICS. Applicants
should have lecturing and/or industry experience.
An established research track record in Data Analytics, Cloud Computing or eLearning is highly desirable.
Other current areas of interest to school are Mobile computing, Internet of Things, Social Computing, Pervasive Computing and Enterprise Computing.
Appointments to the Lecturer positions will be made at either Lecturer I €39,690 - €49,646 or Lecturer II
€51,859 - €85,118 Salary Scales with 31 days annual leave per annum.
To view the job descriptions or for further information, please visit: www.ncirl.ie and select Job Vacancies.
To apply for a position, please e-mail your Cover Letter and CV, quoting the reference number to recruitment@ncirl.ie Shortlisting will take place of applications received by the 15th May 2015. The closing date may
be extended if necessary. It is anticipated that interviews will take place in June 2015.
National College of Ireland is an equal opportunities employer.
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changes to computer databases, test
and implement the database applying knowledge of database management systems. • Analytics Managers:
(728.1269) Deliver analysis support and
data-driven guidance. Engage with customers to assess existing and upcoming
business needs and maintain regular
communication to update customer on
progress made on projects. • Analysts,
Oracle Functional: (728.1385) Document
business requirements, fit/gap analysis,
and functional design. Assess impacts
of system changes and ensure effective
delivery of application functionality and
integration. •Oracle Solutions Architects: (728.1195) Act as primary driver
for Procure-to-Pay process stream
functional design, and serve as liaison
between business stakeholders and
technology delivery teams. • Microsoft
SQLSvr Database Engineers (Database
Administrator): (728.1501) Research,
evaluate, and recommend technologies, hosted services, and monitoring/
management tools. • Managers, Oracle Business Transformation Team:
(728.1154) Develop business strategies
to plan and execute Oracle projects.
Provide end user support for Oracle GL
module. • Oracle Functional Analysts:
(728.1425) Understand and represent
complexities and interdependencies of
Oracle Financials business processes
across core modules. • Statisticians:
(728.782) Key contributor to statistics
and optimization organization to support data driven website features such
as product recommendations and sort. •
Program Managers: (728.1505) Responsible for microcomputer software product design features and coordinating
development of software among functional groups through product release.
• Directors, Technology: (728.770) Lead
and manage solution designs and testing efforts to deliver Oracle standard
features and custom developed objects. • Business Intelligence Developers: (728.1567) Ensure proper testing
and quality control processes are established, implemented, and followed to
enable high data integrity, volumes, and
frequency. • Pricing Analysts: (728.701)
Develop quantitative analysis based
on economic, financial, and statistical
methodology to support strategic and
tactical pricing decision for Expedia’s
package business. • Technical Product
Managers: (728.1439) Drive product development and project schedules from
design to release, make appropriate decisions to optimize revenue outcomes,
and market roll out. • Managers, Engineering: (728.695) Analyze, design, and
develop software for Data Warehouse
and Business Intelligence projects.
Send your resume to: Expedia Recruiting, 333 108th Avenue NE, Bellevue, WA
May 2015
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CAREER OPPORTUNITIES
98004. Must reference position and Job
ID# listed above.
HOTWIRE, INC. Currently has openings
for the following opportunities in our
San Francisco, CA office (various/levels/
types): • Software Engineers: (728.SWEAP-HW) Design, implement, and debug
software for computers including algorithms and data structures. • Senior Release Engineers: (728.1700) Deploy and
coordinate releases, patches/fixes/configuration changes, and updates to multiple Hotwire application environments.
• BI Support Engineers: (728.1578) Operate complex systems, and diagnose
and resolve job failures with multiple
dependencies. • Senior BI Engineers:
(728.1407) Participate in implementation
effort (developing, testing and debugging) of various DW projects. • Senior
BI Engineers: (728.1472) Participate in
implementation effort (developing, testing, tuning, and debugging) of DW agile
projects. Send your resume to: Hotwire/
Expedia Recruiting, 333 108th Avenue
NE, Bellevue, WA 98004 Must reference position and Job ID# listed above
SIEMENS PLM SOFTWARE INC. has the
following openings: Software Engineer/

Req#142964 in Milford, OH to develop
algorithms, write & review computer
software in team environment; Software
Engineer/Req#142965 in Milford, OH to
develop, enhance & maintain finite element software for various platforms;
Software Engineer Adv./Req#142967 in
Cypress, CA to design, develop, modify & implement software programming
for products. Email resumes to PLMCareers@ugs.com & refer to Req# of
interest.
SENIOR CONSULTANT F/T. (Fishkill,
NY) Position involves travel to various
unanticipated worksites up to 100% of
the time anywhere in the United States.
Must have Master deg or the foreign
equiv in Info Systems, Comp Sci, Comp
Engg, or related with one (1) yr of exp
designing, building, or fixing & supporting integration interfaces that meets
business requirements using VMWare,
EMC, Cisco, VCP5, EMCIE and CCNA,
Server, SAN, Virtualization and Fabric,
TCP/IP concepts, Windows O/S, Active
Directory in fairly large size environments. Provide comprehensive consultation to business unit & IT management
and staff at the highest technical level
on all phases of application. Respond

CLASSIFIED LINE AD SUBMISSION DETAILS: Rates are
$425.00 per column inch ($640 minimum). Eight lines per column inch and average five typeset words per line. Send copy
at least one month prior to publication date to: Debbie Sims,
Classified Advertising, Computer Magazine, 10662 Los Vaqueros Circle, Los Alamitos, CA 90720; (714) 816-2138; fax (714)
821-4010. Email: dsims@computer.org.
In order to conform to the Age Discrimination in Employment
Act and to discourage age discrimination, Computer may reject
any advertisement containing any of these phrases or similar
ones: “…recent college grads…,” “…1–4 years maximum experience…,” “…up to 5 years experience,” or “…10 years maximum experience.” Computer reserves the right to append to
any advertisement without specific notice to the advertiser.
Experience ranges are suggested minimum requirements, not
maximums. Computer assumes that since advertisers have
been notified of this policy in advance, they agree that any
experience requirements, whether stated as ranges or otherwise, will be construed by the reader as minimum requirements
only. Computer encourages employers to offer salaries that are
competitive, but occasionally a salary may be offered that is
significantly below currently acceptable levels. In such cases
the reader may wish to inquire of the employer whether extenuating circumstances apply.
www.computer.org/computingedge

timely to issues reported. Responsible
for application design, database administration, business continuity, disaster
recovery planning and network security
concepts. Assign and provide support
in Cloud-based technologies including
public, private and hybrid designs. Provide leadership in recommending and
implementing continuous process improvement, education and training requirements to management staff. Send
resume: Novisync Solutions, Inc., Recruiting (VP), 300 Westage Bus Ctr Dr,
Ste 350, Fishkill, NY 12524.
ELECTRICAL GEODESICS, INC. seeks
to hire a Director of Product Engineering to work at its office in Eugene, OR.
Successful candidate will manage multiple complex software and hardware
engineering projects to develop neurological diagnostic devices and neuromodulation treatment devices; provide
leadership and technical guidance to
hardware/software engineering department; ensure project compliance
with quality system procedures and external standards. Mail resume to: Electrical Geodesics, Inc. 500 E. 4th Avenue, Ste. 200 Eugene, OR 97401 Attn:
Denise Syron

The Federal Bureau of Investigation (FBI) is the premier national
law enforcement and domestic intelligence agency in the world. The
mission of the FBI is to protect and
defend the United States against
terrorist and foreign intelligence
threats, to uphold and enforce the
criminal laws of the United States,
and to provide leadership and criminal justice services to federal, state,
municipal, and international agencies and partners.
We adhere strictly to our core values of: Rigorous Obedience to
the Constitution, Respect, Compassion, Fairness, Integrity, Accountability, and Leadership.
We are actively seeking computer scientists and computer engineers to design, build, and maintain the information systems that we
use to support the financial and logistical aspects of our mission. We
are particularly interested in applicants who have specialized experience in software engineering, virtualized environments, network
engineering, data management, and/or system security. Our current
openings are at the GS-12, 13, and 14 levels.
If you are a US Citizen and have at least a bachelor’s degree in computer science, mathematics, or a related engineering field then take the
first step toward serving the American people and send a copy of your
resume and college transcripts to: FSS_STAFFING@ic.fbi.gov
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Apple Inc. has the following job opportunities in Cupertino, CA:
ASIC Design Engineer (Req
#9FN3A6). Respon for creating
sw to verify architecture & func
of pre-silicon hw designs.
Systems Design Engineer (Req
#9D92RZ). Respon for eval latest iPad, iPhone, hw sys in the
field. Travel req 30%.
Software Engineer Applications
(Req#9F4V3U).
Manage the
complete lifecycle of geographic
data processing products.
iPhone Operating System Product Support Engineer (Req#
9E3PEV). Provide tech & customer support, status info, issue
resolution regarding escalations
from Apple’s contact centers WW.
Software Development Engineer
(REQ#9Q4UX6). Des & dev SW
for server backend used by apps.
Software Development Engineer
(Req #9GC4WF). Respon for
the test of the back end storage
model of sw apps.
ASIC Design Engineer (Req#
9AJV95 ). Ddsgn & implmnt
partitions. Wrk on flr plan, pin
assgnmnt & macro placemnt.
Software
Engineer
Systems
(Req#98NVME). Des & dev SW
for video HW acceleration.
Software Engineer, Applications
(Req#9DH37N) Mnge Maps
services in prod environments &
provide design, support, & automation of bus systems critical for
Maps org to build great user exp.
Software Development Engineer
(Req#9NNNLY) Des & implement RESTful App Program Interfaces for Web & Data Storage
solutions.
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Software Engineer Applications
(Req#9G929K) Test SW for
iCloud products & services.
Database Administrator (REQ#
9GP4PS). Provide solutions in the
area of VLDB des & architecture.
Software
Engineer, Systems
(REQ#9LFLTT). Architect, des
& dvlp SW programs for cloud
platform.
Software Engineer Applications
(Req#9GHNDA). Des, dvlop, &
maintain SW for iTunes Connect.
Software Development Engineer
(Req#9EZ3BT). Work w/ thirdparty Apple dev to trblsht, build
& ship top quality iOS & OS X
apps. Travel req. 15 %.
Systems Design Engineer (Req
#9G3VM2). Respon for eval latest iPhone & iPad hw sys in the
field. Travel req 50%.
Hardware Development Engineer (Req#9C9NK8). Sensor design for next gen of human-comp
interaction HW, includ design
&optimize through finite element analysis using multi-physics SW & tech SW.
Software Engineer Applications
(Req#9JXUBE). Engineer & dev
web sites & other SW for Apple’s
internet services.
ASIC Design Engineer (Req#
9DE3NK). Conduct reliability
& supplier Quality Eng for SoC/
LPDDR. Travel Req’d: 20%.
Product Design Engineer (Req#
9985DD). Drive the rapid advancement of materials & manuf
processes that are the building blocks of Apple’s products.
Travel req’d 20%.

Software Engineer Applications
(Req#9JJ28R) Des & dvlp Rule
language & compiler for Access
Management services.
Software Engineer Applications
(Req#9JMUFW). Design & dev
SW serv for large scale distributed enterprise syst.
Software Engineer Applications
(Req#9FN5DH) Dvlp SW on
iOS & web platforms for client (user facing) apps related to
fraud analytics, search, HW diagnostics, product recommendations, & social networking.
Systems Design Engineer (Req#
9D93KZ). Create & execute detailed test plans for antenna passive & OTA performance.
Systems Design Engineer (Req#
9MT2FN). Perform RF parametric qualification, eval & adherence to carrier and industry
standard reqs.
ASIC Design Engineering Manager (Req#9KLL2E). Mng core
verification team for Apple microprocessor dsgn used in mobile devices.
Software Engineer, Applications
(Req#9MWNS7). Prfrm SAP
prfrmnce testing, trbleshting &
tuning.
Senior Software Engineer (Req#
9RFVMB). Des & dev Ident
Mgmt Web Apps.
System Design Engineer (Req#
9ATPMX). Create & execute
detailed test plans for antenna
passive & OTA performance.
Hardware Development Engineer (Req#9FKP3N). Respon for design, develop, &
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implement of novel materials,
opt films & new process tech to
enhance display perform & user
exp. Travel req 20%.

Engineer (Req#9T97XA). Perform User Acceptance Testing w/
downstream fin systems to identify SW problems & their causes.

Mechanical Design Engineer
(Req#9PA34M). Supp prod develop by driving develop of 1 of
the key process develop focus areas across iPod & iPhone. Travel
req 25%.

ASIC
Design
Engineer
(Req#9DCTMD) Responsible
for SOC physical design of Apple SOCs.

Software Development Engineer (Req#9HDTVE). Respon
for work in Siri Speech Recognition group & perform research
in area of lang models & natural
lang process.
Software Engineer Applications (Multiple positions) (Req#
9JPUNN) Build high quality
search for prod include Map
search, Siri local search, & other
feat focus on understand what’s
interesting in the world around a
given location.
Software Engineer Applications
(Req #9GFW4H). Respon for
adv troubleshoot for SAP & Oracle db.
Software Engineer, Applications
(Req#9KYVMM) Resp for overall health & quality of software
apps.
Software

Quality

Assurance

Hardware Development Engineer (Req#99BVEZ) Des & facilitate sub audio studies includ
data analysis. Travel req 30%.
Senior FPGA Design Engineer
(Req#9LLTGQ) Design modem
algo in Field Program Gate Array (FPGA) & opt the segment of
the design for a target FPGA, syn
to FPGA, & exe timing closure.
Travel req 15%.
Software Engineer, Systems (Req
#9MHVAY) Gthr reqs, dsgn,
dvlp, tst & dply web apps.
Senior Network Engineer (Req#
9LTQ2M). Help build & maintain Apple’s Data Center Network Infrastructure.
ASIC Design Engineer(Req#
9D2TLS). Design verification for
ASIC designs used in HW systs.
Hardware Development Engineer
(Req#9EASU9). Design & dev
HW systems for Mac products.

Firmware
Engineer
(Req#
9E4U3A). Design & develop
embedded diagnostic SW. Bring
up SW & drivers for platforms,
SoCs, chipsets, & other HW
components. Travel Req’d 20%
Software Engineer, Applications
(REQ#9LDPVT). Dsgn & dvlp
web & mobile apps for used by
emplyees & cstmrs in retail area.
Software Development Engineer
(REQ#9M5TFA). Dev new &
existng Android apps for consumer media.
Software Engineer Applications
(REQ#9NE2CZ). Des & dev
softw for Access & Authorization serv’s.
Application
Engineer
(Req#98NW33). Support Apple’s Enterprise doc archival &
SW release syst.
Software Engineer Applications
(Req#9FN4KM). Design & dev
SW & algorithms for pattern
recognition, machine learning &
3D reconstruction.
Software QA Engineer (Req#9JDLRN) Res for the des, develop
& exe of test suites for Apple
Mac & iOS based HW and SW
Pltfms to ensure prod quality.

Apple Inc. has the
following job opportunity in Austin, TX:

Refer to Req# & mail resume to

ASIC
Design
Engineer
(Req#9DH3MT). Fabricate microprocessor integrated circuits
in deep sub-micron tech in high
volumes & ensure design fidelity.

Apple is an EOE/AA m/f/disability/vets.

www.computer.org/computingedge

Apple Inc., ATTN: L.M.,
1 Infinite Loop 104-1GM,
Cupertino, CA 95014.
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CLOUDERA, INC. is recruiting for our
Palo Alto, CA office: Software Engineer:
Design & implement large distributed
systems that scale well – to petabytes of
data and tens of thousands of nodes. Mail
resume w/job code SE-AS to: Cloudera,
Attn.: HR, 1001 Page Mill Rd., Bldg. 2, Palo
Alto, CA 94304.
INSTRUCTIONAL DESIGNER. Apple
Inc. has the following job opportunities
in Cupertino, CA: Instructional Designer
[REQ#9GXRLF]. Des & dvlp instructional
materials & tools to provide guidelines
to sales staff consistent w/branding objectives Refer to Req# & mail resume to
Apple Inc., ATTN: L.M., 1 Infinite Loop 1041GM, Cupertino, CA 95014. Apple is an
EOE/AA m/f/disability/vets.
ROCKLEY PHOTONICS, INC. is seeking a
High Speed Optoelectronic Device Design
Engineer in Pasadena, California to design
and model novel high speed integrated silicon photonic optoelectronic components.
E-mail resume to careers@rockleyphotonics.com, referencing Job # 11294.1.
VLOCITY, INC. has an opening for a Software Engineer [REQ# 9NYTAG] in San
Francisco, CA to design & implement

products that are usable, scalable, extensible, & maintainable on the Force.com
platform. Refer to Req# & mail resume to
Vlocity, Attn: T. Dilley at 50 Fremont, Suite
2250, San Francisco, CA 94105.
PEOPLESOFT TECHNICAL ANALYST:
Anal. PeopleSoft Financials 9.0 & 9.1 production issues & propose sol’ns; define &
conduct sys. tests & validation; troubleshoot app integration issues; enhance &
optimize processes in production environ.
Multi. openings. BS in CS, EE or related,
plus 5 yrs of relev. PeopleSoft exp. Email
mathew.carrico@laureate.net w/ Job#
6534BR in subj. line. Laureate Education, Inc. 650 S. Exeter St., Baltimore MD
21202. EOE.
SOFTWARE DEVELOPER—Design develop test & implement application software. Knowledge of java Oracle, SQL
Server, J2ee, Web sphere, RSA, WODM(ILOG), IID, JUNIT, Foritify, PMD, webservices. Spring, hibernate, Struts, Agile
methodology, Apache Tomcat, SOAP/
REST, WINSCP, UNIX & WINDOWS 00/NT/
XP/2007 is reqd: MUST be willing to travel
& reloc. Reqs MS in Comp sci, eng or rel.
Mail resume to Nartal Systems ,INC 2650
Route 130, Suite # E, Cranbury, NJ 08512.

INFOSYS LIMITED

has multiple, full-time openings in
Plano, TX and various and unanticipated locations throughout the U.S. Must be willing to work anywhere in the U.S. as
the positions may involve relocation to various and unanticipated client site locations; any relocation to be paid by
employer pursuant to internal policy. Equal Opportunity Employer M/F/D/V. Please apply online at: http://www.infosys
.com/careers/apply-now/apply.asp. Select ‘Americas’ under
‘Job Opportunities’ and follow the link for ‘Experienced Professionals.’ Once a user account has been created, please
follow the link for ‘Search Openings’ and enter the job # listed
below in the ‘Auto Req ID’ box. Apply to each job # of interest.

SENIOR PROJECT MANAGERS-U.S. needed in Plano, Texas, and
various and unanticipated locations throughout the U.S. to lead medium- to large-scale IT engagements with responsibility for drafting
proposals, schedules, and cost estimates, performing requirements
analysis, defining architecture, and testing and implementing IT
solutions. (JOB# 8838BR).
PROJECT MANAGERS-U.S. needed in Plano, Texas, and various and
unanticipated locations throughout the U.S. to help gather requirements, define architecture, and determine scope to deliver IT solutions. (JOB# 8834BR).
PROJECT MANAGERS-U.S. (Engineering) needed in Plano, Texas,
and various and unanticipated locations throughout the U.S. to help in
application of industry standard methods for development to perform
design tasks in concept design, preliminary design, detailed design, and
testing support phases of the product development. (JOB# 8836BR).
66
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SR. DATABASE ANALYSTS in Shreveport, LA. Plan, participate & oversee
design/development
of
programs,
processes & procedures to extract,
transform & load data into relational
database mgmnt systems. Send res.
to: Gremillion and Pou and Associates,
Inc., 7225 Fern Ave., Ste. 100, Shreveport, LA 71105.
VIATOR, INC. currently has openings
in our San Francisco location for Operations Research Analysts: Utilize
database tools and mathematical modeling to develop model for analyzing
substantial amounts of data and variables. Mail resume to Viator/TripAdvisor Recruiting, 141 Needham St Bldg.
N2, Newton, MA 02464 indicating job
reference number 10173.182. EOE.
RIPPLE LABS, INC. has a Sr. Software
Engineer (Job code: 5CD2208) position
available in San Francisco, CA: Design
and develop software for Open Source
software application. Responsible for
client side JavaScript, interfacing with
the Ripple API and for maintaining the
client codebase. Mail resume referencing job code to Tammi Yee via email:
tammi@ripple.com.

TECHNOLOGY LEADS-U.S. (Enterprise Solutions) needed in Plano,
Texas, and various and unanticipated locations throughout the U.S.
to design, develop, test and deploy specific modules for software
products. (JOB# 8846BR).
TECHNICAL TEST LEADS-U.S. needed in Plano, Texas, and various
and unanticipated locations throughout the U.S. to test assigned
modules for software products. (JOB# 8840BR).
TECHNOLOGY LEADS-U.S. (Infrastructure Management) needed
in Plano, Texas, and various and unanticipated locations throughout
the U.S. to design, develop and deploy IT solutions for infrastructure
environments, including evaluation of OS, DB, storage, network enterprise applications and middleware. (JOB# 8847BR).
TECHNOLOGY LEADS-U.S. (Open Systems) needed in Plano, Texas,
and various and unanticipated locations throughout the U.S. to design, develop, test, and deploy specific modules for software products. (JOB# 8850BR).
TECHNOLOGY LEADS-U.S. (Mainframe) needed in Plano, Texas,
and various and unanticipated locations throughout the U.S. to design, develop, test, and deploy specific modules for software products. (JOB# 8849BR).
TECHNOLOGY LEADS-U.S. (Engineering) needed in Plano, Texas,
and various and unanticipated locations throughout the U.S. to design, develop, test, and deploy specific modules for software products. (JOB# 8845BR).
TECHNOLOGY LEADS-U.S. (Business Intelligence) needed in
Plano, Texas, and various and unanticipated locations throughout the
U.S. to design, develop, test and deploy specific modules for software products. (JOB# 8842BR).
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It’s work that matters. It's what we do at Symantec. Symantec is the world leader in providing solutions to help individuals and enterprises assure
the security, availability, and integrity of their information. In essence, we protect the free flow of information in a connected world. As the fourth
largest independent software company in the world, Symantec has operations in more than 40 countries with 475 out of Fortune's global 500
companies using our solutions.
People look to us to safeguard the integrity of their information, ensuring it is secure and available. Achieving this ambitious goal is only possible
through the combined efforts of the innovators and visionaries that Symantec continuously attracts. Symantec draws the very best people with a
variety of backgrounds, experiences and perspectives and provides them with a work environment where uniqueness is valued and empowered.
The creative people we attract help define the spirit of innovation at Symantec. Symantec is proud to be an equal opportunity employer.
We currently have openings for the following positions (various levels/types):
San Francisco, California
Software Engineers: (SWESF415) Responsible for analyzing, designing, debugging and/or modifying software; or evaluating, developing, modifying, and coding software programs to support programming needs.
Software QA Engineers (SQASF415) Responsible for developing, applying and maintaining quality standards for company products. Develop and
execute software test plans. Analyze and write test standards and procedures.
Submit resume to JOBADS@symantec.com . Must reference position & code listed above. EOE.
For additional information about Symantec and other positions visit our website at http://www.symantec.com.

Seagate US LLC. has the following opportunities (various levels) available in different locations:
Bloomington , MN:
Sr. Transducer Product Design & Integration Engineer [Ref# BMN0625] Work as part of a devel team to define, integrate & productize transducer tech. Sr. Engineer
[Ref# BMN1919] Responsible for integrating emerging technology into new products. HAMR Recording Physics Test Engineer [Ref# BMN1916] Design & develop
technology for next generation magnetic recording heads.
Shakopee, MN:
Read/Write Engineer [Ref# SMN1619] Integrate LDPC RW channel and data path electronics. Engineer-Servo Embedded Firmware Integration [Ref# SMN1226]
Resp to specify & communicate the design reqs of the servo embedded firmware sys. Engineer-Servo Controls [Ref# SMN1105] Develop testing & integration of
algorithms for position tracking control.
Longmont, CO:
Engineer ASIC Integration [Ref# LCO1411] Design & perform verification of custom integrated circuits for the storage industry. SSD Test Engineer II [Ref# LCO2219]
Responsible for development, automation & execution of testing of Solid State Drives.
Cupertino, CA:
Sr. Program/Project Manager [Ref# CCA0201] Extract data from various sources, transform data, and present easy visualizations of data.
Scotts Valley, CA:
Sr. Analyst [Ref# SVCA1101] Responsible for software development processes & disciplines.
Fremont, CA:
Engineer II [Ref# FCA1002] Oversees definition, design, verification & documentation for ASIC development. Senior Staff Engineer [Ref# FCA0326] Oversees definition,
design, verification & documentation for ASIC development.
Mail resume to Seagate US LLC, Attn: PRB CPCAO-4D8, 10200 S. De Anza Blvd. Cupertino, CA, 94014. Must include Ref# to be considered.
Must have unrestricted U.S. work authorization. No phone calls, pls.
www.computer.org/computingedge

M AY 2 0 1 5

67
113

CAREER OPPORTUNITIES

It’s work that matters. It's what we do at Symantec. Symantec is the world leader in providing solutions to help individuals
and enterprises assure the security, availability, and integrity of their information. In essence, we protect the free flow of
information in a connected world. As the fourth largest independent software company in the world, Symantec has operations in more than 40 countries with 475 out of Fortune's global 500 companies using our solutions.
People look to us to safeguard the integrity of their information, ensuring it is secure and available. Achieving this ambitious
goal is only possible through the combined efforts of the innovators and visionaries that Symantec continuously attracts.
Symantec draws the very best people with a variety of backgrounds, experiences and perspectives and provides them with a
work environment where uniqueness is valued and empowered. The creative people we attract help define the spirit of
innovation at Symantec. Symantec is proud to be an equal opportunity employer.
We currently have openings for the following positions (various levels/types):
Mountain View, California
Agile Product Owner (APRHQ415) Proactively drive a cross-functional team of UI developers, architects, designers and QA
testers to ensure that the website is intuitive and designed with a long lifespan in mind in a mobile-friendly way.
Data Scientists (DSHQ415) Conduct research into fundamental computer and information science. Develop novel solutions
and technologies in the field of computer science and engineering. Lead research efforts in area of network and end-point
security (algorithms, systems, methods).
Network Systems Engineer (NSEHQ415) Design, architect and maintain network system. Engage in capacity planning for
application and performance management of the network. Participate in production selection, evaluation and deployment of
emerging technologies for network.
Product Managers (PMHQ415) Participate in all software product development life cycle activities. Move software
products through the product development cycle from design and development to implementation and testing. Work as part
of a team for the design, process, manufacturing, testing, and quality of products as they move from conception to distribution. Gather and analyze information to define product specifications and review design specifications.
Roseville, Minnesota
Software Engineers (SWEMN415) Responsible for analyzing, designing, debugging and/or modifying software; or evaluating, developing, modifying, and coding software programs to support programming needs;
Software QA Engineers (SQAMN415) Responsible for developing, applying and maintaining quality standards for company
products. Develop and execute software test plans. Analyze and write test standards and procedures.

Submit resume to JOBADS@symantec.com . Must reference position & code listed above. EOE. For additional
information about Symantec and other positions visit our website at http://www.symantec.com.
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ADVERTISER INFORMATION • MAY 2015
Advertising Personnel
Debbie Sims: Advertising Coordinator
Email: dsims@computer.org
Phone: +1 714 816 2138 | Fax: +1 714 821 4010
Chris Ruoff: Senior Sales Manager
Email: cruoff@computer.org
Phone: +1 714 816 2168 | Fax: +1 714 821 4010
Advertising Sales Representatives (display)
Central, Northwest, Far East:
Eric Kincaid
Email: e.kincaid@computer.org
Phone: +1 214 673 3742
Fax: +1 888 886 8599
Northeast, Midwest, Europe, Middle East:
David Schissler
Email: a.schissler@computer.org,
d.schissler@computer.org

Phone: +1 508 394 4026
Fax: +1 508 394 1707
Southwest, California:
Mike Hughes
Email: mikehughes@computer.org
Phone: +1 805 529 6790
Southeast:
Heather Buonadies
Email: h.buonadies@computer.org
Phone: +1 973 585 7070
Fax: +1 973 585 7071
Advertising Sales Representatives (Classifieds & Jobs Board)
Heather Buonadies
Email: h.buonadies@computer.org
Phone: +1 201 887 1703

Linkedin Corp. has openings in our Mountain View, CA location for:
Software Engineer (All Levels/Types) (6597.936, 6597.833, 6597.575, 6597.1077, 6597.726) Design,
develop & integrate cutting-edge software technologies.
Senior Oracle Database Administrator(All Levels/Types) (6597.855) Perform ongoing database administration, maintenance, troubleshooting, tuning, installation, backup/recovery, & data migration of Oracle databases running on Solaris servers.
Linkedin Corp. has openings in our Sunnyvale, CA location for:
Software Engineer (All Levels/Types) (6597.704, 6597.786, 6597.1031, 6597.712) Design, develop &
integrate cutting-edge software technologies.
Please email resume to: 6597@linkedin.com. Must ref. job code above when applying.
www.computer.org/computingedge
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Professional (CSDP) and Certified Software Development Associate (CSDA) credentials, launched
in 2002 and 2006, respectively.
“The new certiﬁcation program
has expanded to address growing challenges, speciﬁc knowledge
competencies, and special skill sets
that are now required in the practice of software engineering,” said
John Keppler, the IEEE Computer
Society’s senior manager of certiﬁcations and professional education.
“These new oﬀerings represent
much discussion and study by software engineering leaders and those
working in the ﬁeld.”
In addition to credentials, the
IEEE Computer Society oﬀers

certiﬁcates of proﬁciency and
achievement. The certiﬁcates
of proﬁciency are oﬀered in 12
software-engineering knowledge
areas, as well as agile and scrum.
Designed to assess professionals’
proﬁciency and competency, the
certiﬁcates are awarded upon successful completion of a 90-minute
online, proctored exam.
Developers receive certiﬁcates
of achievement after completing a
program or speciﬁed continuingeducation courses and passing the
required assessments.
The IEEE Computer Society’s
software engineering education
and assessment tools are based
on the world-renowned Guide to
the Software Engineering Body of

WWW.COMPUTER.ORG/SOFTWARE

JANUARY/FEBRUARY 2013

MARCH/APRIL 2013

WWW.COMPUTER.ORG/SOFTWARE

Knowledge (SWEBOK) to ensure
that they address core competencies and meet the essential needs
of today’s software professionals.

F

or more information on
the new credential and
certiﬁcate program, visit
www.computer.org/certiﬁcation.

Selected CS articles and columns
are also available for free at http://
ComputingNow.computer.org.

KEEP YOUR
COPY OF
IEEE SOFTWARE
FOR YOURSELF!
Give subscriptions
to your colleagues

Cyber Dumpster Diving // 9
The Airbus A380’s Cabin Software // 21
Programming with Ghosts // 74

WWW.COMPUTER.ORG/SOFTWARE

MAY/JUNE 2013

or as graduation or
promotion gifts—
way better than a tie!

From Minecraft to Minds // 11
Landing a Spacecraft on Mars // 83
Design Patterns: Magic or Myth? // 87

IEEE Software
is the authority on
translating software
theory into practice.

Storytelling for Software
Professionals // 9
In Defense of Boring // 16
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Cont. from p. 72
SimCity publisher Maxis (now an Electronic
Arts division) stated it imposed the Internet-connection requirement so that the system could
oﬄoad large amounts of processing to the cloud,
freeing up local computing resources. Nonetheless,
about a year after the new SimCity was released, a
single-player, oﬄine version was added. Of course,
damage to the brand had already been done.
With the ongoing move to mobile gaming and
video, not having persistent-connection requirements and letting users download content to a
device so that it can be played locally seems particularly important, especially if the users are in a
jet or on Catalina Island.

Behavioral Contrast
We’ve done our best to raise our son to experience―and be OK with―occasional Internet hiccups. It’s important to us that he understands
technology’s limitations so that he doesn’t fall prey
to behavioral contrast, a social-psychology term
that describes the change in a user’s response
when the rewards coming from diﬀerent actions in
a given situation change.
In game theory, if a user is accustomed to
receiving a certain reward for doing a task in a
game and then randomly receives a greater prize
for doing the same thing, behavioral contrast will
cause the player to experience disappointment if
the system reverts to the original reward.

Many of us have seen this happen in our lives.
Each technology iteration raises our expectations.
I no longer have to wait to talk to a friend to know
what they’re doing because I can see it happen
live on social media. I no longer have to leave the
house to rent a movie because I can stream it to
my TV. An even temporary return to anything less
suddenly seems disappointing.

I

nternet-service interruptions can fall into
this category. However, they could also give
us pause to think about how lucky we are
to have technology that generally meets our high
standards in the ﬁrst place. And they could also be
an opportunity to disconnect from the seemingly
constant ﬂow of information for a bit.
So while you’re in the middle of your hectic life,
ﬁlled to the brim with content streaming from all
corners of the cloud, try unplugging and marveling at it all. Take some deep breaths and enjoy the
calm.
And when you plug back in, you can tweet
about your experience.

Brian Kirk is IEEE Computer Society’s associate manager for editorial project development. Contact him
at bkirk@computer.org.

Selected CS articles and columns are also available for
free at http://ComputingNow.computer.org.
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To Connect or not to Connect,
that Is the Question
Brian Kirk

W

e recently took a trip 26 miles
across the sea to the little town of
Avalon on Catalina Island, California. We’ve been fortunate enough to head that way
several times over the past few years, and we stay
in the same condo each visit.
When you have a ﬁve-year-old, there is often
a ﬁne line between what you need and what you
think you should bring on vacation. This doesn’t
always translate to the ability to travel light.
When on vacation, we try to maintain the nighttime routine that we’ve created for our son over the
past few years, which includes entertainment limited to a TV show and two books. It seems like we
could cover both bases with a simple little invention: our tablet. Just pull up Netﬂix for an episode
of Wild Kratts and then open an e-book. Easy
peasy! Or not.
The complicating factor is the lack of Internet service in the condo where we stay. Yes, we
may be too cheap to have 4G on our tablet. And
yes, we may be too cheap to splurge for a mobile
hotspot while balancing a monthly data cap that
basically prevents video streaming. And yes, one
of our e-book apps must connect to the content
provider’s servers to display the book covers. But
usually, it’s doable―if not a little inconvenient.
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In general, the cloud gives us access to a tremendous amount of content. But getting to the
material requires a persistent Internet connection.
Without it, our little tablet can show us only the
content we’ve pre-loaded onto the hard drive.
And in this required Internet connectivity lies
the problem.

Always On
The persistent-connection issue has aﬀected
gaming, as well as online books and movies. The
latest releases of Diablo III and SimCity―both
popular and successful franchises―included persistent-connection requirements, which generated
vitriol from fans. Requiring an active connection
to the Internet, which doesn’t seem like that big a
deal at ﬁrst glance, brought along with it a host of
problems―server load, bug patches, and player
expectations―that the games’ publishers were illequipped to address.
Many gamers said that the online requirements were merely attempts at draconian digital-rights management aimed at discouraging
software piracy and exploits via persistent online
authentication.
Cont. on p. 71
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