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Securing Mobile 
Applications
Elisa Bertino, Purdue University

This installment highlighting the 

work published in IEEE Computer Society 

journals comes from IEEE Transactions on 

Dependable and Secure Computing.

 

W idespread mobile de-
vice use has stimulated 
a rich market for ap-
plications. Many apps, 

however, reveal sensitive user infor-
mation such as location, movements, 
and habits1 and/or spread malware.2 

Network anonymization tech-
niques alone don’t ensure privacy 
because the OS together with the in-
voked mobile apps might still release 
information that reidentifies users 
or devices. Even when users are care-
ful not to provide identifying data to 
smartphone apps over anonymous 
connections, the apps can leak such 
information without user knowledge. 
Thus, we must devise accurate meth-
ods of checking apps for the presence 
of malware and spyware. 

Although third-party application 
markets exist, most users download 
apps from well-known markets such 
as Google Play, Amazon Appstore, 
iTunes App Store, and Windows Store. 
The availability and widespread use of 
these markets might allow centralized 
deployment of techniques that iden-
tify potentially malicious apps. 

Uncovering potentially malicious 
apps isn’t a trivial task. Proposed 

approaches typically differ in the fea-
tures they use to identify such apps, 
their use of machine-learning tech-
niques, and their accuracy.

In their 2015 IEEE Transactions on 
Dependable and Secure Computing ar-
ticle, Lei Cen and his colleagues pro-
posed a highly accurate model for 
detecting malware in Android apps.3 
The authors observed that application 
markets distribute apps in a form that 
allows easy decompilation and thus 
analysis. Moreover, they noted that 
mobile platforms provide semanti-
cally rich APIs. Drawing on these two 
observations, the authors devised a 
discriminative probabilistic learning 
model, based on regularized logistic 
regression, that detects malware by 
using apps’ decompiled code and infor-
mation about required permissions. 

Despite this important break-
through, more work is needed 
on mobile application security. 

Cen and his colleagues’ technique is 
static and thus doesn’t protect apps 
compromised after being uploaded 
to a mobile device. Syed Hussain and 
his colleagues recently proposed an 

approach that monitors database apps 
for anomalous behaviors.4 A promis-
ing research direction would be to ap-
ply a similar method to mobile device 
apps. By using static analysis, profiles 
of apps’ expected behavior could be 
created and then monitored at run-
time for anomalies. 

REFERENCES
1. B. Shebaro et al., “IdentiDroid: An-

droid Can Finally Wear Its Anony-
mous Suit,” Trans. Data Privacy, vol. 7, 
no. 1, 2014, pp. 27–50.

2. S.-H. Seo et al., “Detecting Mobile 
Malware Threats to Homeland Se-
curity through Static Analysis,” 
 J. Network and Computer Applications, 
vol. 38, 2014, pp. 43–53.

3. L. Cen et al., “A Probabilistic 
Discriminative Model for Android 
Malware Detection with Decompiled 
Source Code,” IEEE Trans. Dependable 
and Secure Computing, vol. 12, no. 4, 
2015, pp. 400–412.

4. S.R. Hussain, A. Sallam, and E. 
Bertino, “DetAnom: Detecting 
Anomalous Database Transactions 
by Insiders,” Proc. 5th ACM Conf. Data 
and Application Security and Privacy 
(CODASPY 15), 2015, pp. 25–35.
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University. Contact her at bertino@
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The IEEE Computer 
Society’s lineup of 13 
peer-reviewed technical 

magazines covers cutting-edge 
topics ranging from software 
design and computer graphics 
to Internet computing and secu-
rity, from scientifi c applications 
and machine intelligence to 
cloud migration and microchip 
manufacturing. Here are high-
lights from recent issues.

Computer

Computer’s February 2016 spe-
cial issue explores compelling 
new cloud-computing trends 
and advances. Cloud computing 
research―once focused on the 
management of virtual machines 
and provision of infrastructure as 
a service―now includes virtu-
ally all aspects of modern distrib-
uted computing. Article topics in 

this issue include an approach 
that software developers can 
use to weigh the pros and cons 
of moving their applications to 
the cloud, ways to manage trust 
in the cloud, and the evaluation 
of cloud resource-orchestration 
frameworks.

IEEE Software

Misbehaving software has 
been around for decades but is 
now so widespread that develop-
ers must take this problem more 
seriously and fi nd solutions, 
according to “Developer, Debug 
Thyself,” from IEEE Software’s 
January/February 2016 issue.

IEEE Internet Computing

The Internet has facilitated pre-
viously unimaginable economic 
applications, including targeted 

online advertising, crowdsourc-
ing, peer-to-peer lending, and 
digital currencies. IEEE Internet 
Computing’s January/February 
2016 special issue on Inter-
net economics discusses the 
modeling, analysis, and design 
of Internet-specifi c economic 
activity and the research chal-
lenges this entails.

Computing in Science & 
Engineering

Database management systems 
have become an indispensable 
tool for industry, government, 
and academia, and form a sig-
nifi cant component of modern 
datacenters. “Hardware Accel-
eration for Query Processing: 
Leveraging FPGAs, CPUs, and 
Memory,” “which appears in 
CiSE ’s January/February 2016 
issue, looks at the organization 
of a modern relational database 
management system and pro-
poses optimizations and rede-
signs in several areas.

IEEE Security & Privacy

The safety and dependability of 
software is just as important as 

Magazine 
Roundup



6 ComputingEdge March 2016

CS FOCUS

its security and privacy. IEEE S&P’s 
January/February 2016 special issue 
on software everywhere focuses on 
these four aspects of the technology, 
examining issues such as ethics, 
open source software, and the Inter-
net of Things.

IEEE Cloud Computing

The social Internet of Things is 
creating unprecedented online and 
offl  ine social experiences and is 
changing our social patterns. The 
social cloud has the potential to 
use social relationships to improve 
resource sharing in social networks. 
Both fi elds require more research, 
which is examined by IEEE Cloud 
Computing’s November/December 
2015 special issue on enabling 
the social Internet of Things and 
social cloud.

IEEE Computer Graphics and 
Applications

CG&A’s January/February 2016 
special issue showcases articles on 
using computing environments 
to improve the human experi-
ence. A common element is add-
ing touch to visual representations, 
long established as necessary for 
improving human–computer inter-
action. The articles look at diff erent 
approaches to improving, mim-
icking, or facilitating the need for 
human touch in digital experiences.

IEEE Intelligent Systems

Online behavioral analysis and 
modeling has aroused consider-
able interest from professionals 
in closely related research fi elds 

such as data mining, machine 
learning, and information retrieval. 
IEEE Intelligent Systems’ January/
February 2016 special issue pro-
vides a forum for behavioral-
analysis researchers to review 
pressing needs, discuss challeng-
ing research issues, and showcase 
state-of-the-art R&D in modern 
Web platforms.

IEEE MultiMedia

In recent years, the number of 
social-media services―which facil-
itate a more socially connected 
Web―has increased. At the same 
time, the growth of massively open 
online courses (MOOCs) has made 
previously expensive educational 
resources available to learners 
throughout the world. Using these 
resources eff ectively via social-
media services is the topic of IEEE 
MultiMedia’s January–March 2016 
special issue on social media for 
learning.

IEEE Annals of the History of 
Computing

The beginning of Internet devel-
opment in Latin America’s largest 
country is the topic of “The Dawn 
of the Internet in Brazil,” from 
IEEE Annals’ October–December 
2015 issue.

IEEE Pervasive Computing

During the past few decades, cars 
have transformed into complex 
computational platforms, under-
pinned by key intelligent-systems 
elements. IEEE Pervasive Comput-
ing’s January–March 2016 special 

issue off ers insight into what we 
can expect from smart vehicle 
spaces and the technology that 
enables them. 

IT Professional

In power grids, demand–response 
mechanisms integrate demand 
management into the power-
scheduling process. IT will play 
a crucial role in managing such 
mechanisms for datacenters, allow-
ing more effi  cient scheduling, 
according to “IT-Driven Power Grid 
Demand Response for Datacenters,” 
from IT Pro’s January/February 
2016 special issue on cyberspace 
and energy management.

IEEE Micro

The authors of “Architectural Simu-
lators Considered Harmful,” which 
appears in IEEE Micro’s November/
December 2015 issue, examine the 
detrimental eff ect of overreliance 
on quantitative hardware simu-
lators. They describe three broad 
pitfalls of simulators and simulator 
use, discuss how to avoid them, 
and propose a way to recalibrate 
evaluation standards.

Computing Now

The Computing Now website (http://
computingnow.computer.org) fea-
tures up-to-the-minute comput-
ing news and blogs, along with 
articles ranging from peer-reviewed 
research to opinion pieces by indus-
try leaders. 

Selected CS articles and columns 
are also available for free at http://
ComputingNow.computer.org.
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O rganizations are gathering an ever-
increasing amount of sensitive data 
about customers, medical patients, 

research projects, and other sources. As the 
amount of collected data grows, securing it 
becomes progressively harder. 

Meanwhile, so many computing systems, 
smartphones, and even everyday objects are now 
connected to the Internet and to one another that 
hackers have more attack vectors than ever before.

These factors make it diffi  cult to provide the 
security necessary to protect data, systems, indi-
viduals, and organizations. This ComputingEdge
issue examines some of today’s important cyber-
security issues and challenges.

Computer’s “Four Software Security Find-
ings” discusses key results from an analysis of 78 
fi rms―based on the Building Security in Maturity 
Model―that could help fi rms protect and secure 
their assets.

“Biological Warfare: Tampering with Implant-
able Medical Devices,” from IT Professional, 
explores the ability of hackers to attack implant-
able medical devices, such as cardiac pacemakers, 
and how to address this potentially deadly threat.

IEEE Security & Privacy’s “Colluding Apps: 
Tomorrow’s Mobile Malware Threat” looks at deal-
ing with the problems that could occur if groups of 
mobile apps work together to play a small, unde-
tectable role in a larger malicious operation.

“Managing Risk in a Cloud Ecosystem,” from 

IEEE Cloud Computing, focuses on security risks 
related to the use of cloud-based information 
systems.

IT Professional’s “Protecting Digital Assets: 
Legal Protections Do Not Equal Practical Security” 
examines how traditional legal protections don’t 
meet contemporary digital-property owners’ needs.

IEEE Internet Computing’s “The Research Hori-
zon: Four Nearly Practical Concepts” outlines four 
examples of what could be the next big infl uence 
on cybersecurity.

The best chance for getting security right is 
to make the cryptography as simple and public 
as possible, according to Bruce Schneier in IEEE 
Security & Privacy’s “Cryptography Is Harder than 
It Looks.”

ComputingEdge articles on other subjects 
include the following:

• “Developer, Debug Thyself,” from IEEE Soft-
ware, says the risks of misbehaving software 
have become so widespread that the industry 
must take corrective action now.

• In a world of big data, sometimes having the 
right amount of small data at the right time can 
also pack a powerful punch, a concept explored 
in IEEE MultiMedia’s “Small Data, Big Impact.”

•  “To Know or Not to Know, What Is the Need?,” 
from IEEE Intelligent Systems, discusses a new 
“need to know” principle for developing intel-
ligent cyberdefense systems. 

The Struggle to Provide Security

EDITOR’S NOTEEDITOR’S NOTEEDITOR’S NOTEEDITOR’S NOTEEDITOR’S NOTEEDITOR’S NOTEEDITOR’S NOTE
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Software security continues to grow and evolve, 
currently accounting for more than 10 percent 
of global IT security revenue worldwide. On the 
surface, it seems obvious that we must make 

software systems secure from the start, but opinions vary 
as to implementation. Through a multiyear process of ob-
serving and measuring security initiatives, we can move 
beyond opinion into the realm of fact. What follows are 

four indisputable facts we learned 
about software security through 
our work with the Building Security 
In Maturity Model (BSIMM; http://
bsimm.com).

THERE’S NO SPECIAL SNOWFLAKE
The BSIMM is an observation-based study of software se-
curity that began in 2008 with nine fi rms. The sixth re-
lease (BSIMM6) includes data gathered from 78 fi rms, in-
cluding Adobe, Aetna, Bank of America, Experian, Fannie 
Mae, Fidelity, Intel, LinkedIn, McAfee, PayPal, Siemens, 
Sony Mobile, Symantec, Visa, VMware, Wells Fargo, and 
Zephyr Healthcare. This latest data set is more than 20 
times larger than it was in 2008.

Using the BSIMM measurement tool, a fi rm can directly 
compare its software security approach to the BSIMM com-
munity through 112 well-defi ned activities—for example, 
performing design review for high-risk applications—
organized in 12 practices. One way to represent this mea-
surement is shown in Figure 1, which illustrates how a tar-
get fi rm can be scored in a high-resolution fashion using 
the BSIMM scorecard.

Four Software 
Security Findings
Gary McGraw, Cigital

 Analyzing data from 78 fi rms using the Building 

Security In Maturity Model (BSIMM) revealed 

four truths about software security that will 

help fi rms protect and s ecure their assets.

DISCLAIMER
Some of the material in this article is used by permission of 

BSIMM coauthors Gary McGraw, Sammy Migues, and Jacob 

West. Download the BSIMM at http://bsimm.com. 
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The BSIMM model has been used to 
measure more than 110 fi rms to date, 
and many fi rms have been measured 
multiple times over several years. 
BSIMM measurements take the form 
of intensive in-person interviews 
with various stakeholders in a fi rm’s 
software security initiative. A typi-
cal measurement process—including 
data gathering and analysis—takes 
two or three weeks to complete and re-
sults in a formal report.

The BSIMM community includes 
fi rms of various sizes in diff erent 
industry verticals and with a range 
of levels of software security matu-
rity. We’ve never come across a fi rm 
that couldn’t be measured with the 
BSIMM—in other words, there’s no 
special snowfl ake.

To give you some idea of the breadth 
of BSIMM6’s coverage, consider that 
the model itself describes the work 
of 3,195 full-time software security 
professionals attempting to control 
the security of software developed 
by 287,006 developers building and 
evolving 69,750 applications. The 
BSIMM6 community includes 33 fi -
nancial services fi rms, 27 independent 
software vendors, 13 consumer elec-
tronics fi rms, and 10 healthcare fi rms. 
Development groups in the BSIMM 
community range from a small group 
of 23 developers to a large population 
of 35,000 developers, with a median of 
1,200 developers in a typical fi rm.

YOUR FIRM NEEDS 
A SOFTWARE 
SECURITY GROUP
Each of the 78 software security ini-
tiatives described in BSIMM6 has a 
software security group (SSG). Suc-
cessfully carrying out the BSIMM ac-
tivities without an SSG is very unlikely 
(and hasn’t been observed in the fi eld 
to date), so it’s essential to create an 
SSG before you start working to adopt 
the BSIMM activities. 

SSGs come in a variety of shapes and 
sizes. Strong SSGs tend to include peo-
ple with deep coding experience and 
architectural chops. Software security 
can’t only be about fi nding specifi c 
bugs such as the Open Web Application 
Security Project Top 10 (www.owasp
.org/index.php/Category:OWASP_Top
_Ten_Project). Code review is a very 
important best practice, but reviewers 
must actually understand code (not 

to mention the huge piles of security 
bugs). However, the best code review-
ers sometimes make very poor soft-
ware architects, and asking them to 
perform an architecture risk analysis 
will only result in blank stares. Make 
sure code and architectural capabili-
ties are equally covered in your SSG. 

An SSG is often asked to mentor, 
train, and work directly with hundreds 
of developers. Communication skills, 

Figure 1. The Building Security In Maturity Model 6 (BSIMM6) scorecard can be used to 
rate a target fi rm against the BSIMM population on 112 activities. To read about particu-
lar activities, download the BSIMM at http://bsimm.com. 
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teaching capability, and good consult-
ing sense are must-haves for at least 
a portion of the SSG staff. For more 
about this, see SearchSecurity’s article 
“How to Build a Team for Software Se-
curity Management,” which was based 
on SSG structure data gathered at the 
2014 BSIMM Community Conference 
(http://searchsecurity.techtarget.com 
/opinion/McGraw-How-to-build-a-team 
-for-software-security-management). 

Though no two of the 78 firms we 
examined had exactly the same SSG 
structure—suggesting that there are 
multiple ways to structure an SSG—we 
did observe some commonalities. At 
the highest level of organization, SSGs 
have five major roles: 

 › provide software security 
services,

 › set policy,
 › mirror business unit 

organizations,
 › use a hybrid policy and services 

approach,
 › and manage a distributed 

network of those doing software 
security work. 

Some SSGs are highly distributed 
across a firm and others are very 

centralized. Looking at all the SSGs 
in our study, we see several common 
“subgroups”: people dedicated to pol-
icy, strategy, and metrics; internal 
services groups that (often separately) 
cover tools, penetration testing, 
middle ware development, and shep-
herding; incident response groups; 
training development and delivery 
groups; externally facing marketing 
and communications groups; and 
vendor-control groups. 

We observed an average ratio of 
SSG to development of 1.51 percent 
across the entire group of organiza-
tions, meaning there’s one SSG mem-
ber for every 75 developers when we 
average the ratios for each participat-
ing firm. The largest ratio found was 
16.7 percent and the smallest, 0.03 
percent. The average SSG size among 
the 78 firms is approximately 14 people 
(range = 1–130, median = 6). 

If you intend to take on software se-
curity in a firm-wide fashion, start by 
forming an SSG that’s the right size to 
get the job done. 

EXPERIENCE AND MATURITY 
MAKE A BIG DIFFERENCE
With a larger BSIMM data set than ever 
before, we can now analyze large-scale 

trends. For example, we were able to 
graph the distribution of maturity 
scores among the participating firms 
by dividing the scores into six bins 
(see Figure 2). The scores represent a 
slightly skewed bell curve. We also 
plotted the firms’ average age in each 
bin, represented by the orange line on 
the graph. In general, firms with more 
observed BSIMM activities have older 
software security initiatives. 

We also compared groups of firms 
by maturity. On average, the top 11 
firms in the BSIMM population have 
a development group size of 10,000, 
have been doing software security at 
the enterprise level for 6.8 years, have 
an SSG with 29 members, and have a 
satellite (developers, architects, and 
others who are directly engaged in 
software security but aren’t part of the 
SSG) of 118 people. In contrast, the bot-
tom 11 firms have an average develop-
ment group size of 600, have been do-
ing software security at the enterprise 
level for 1.25 years, have an SSG with 
3.4 members, and don’t have a satellite. 

Comparing activities commonly 
found among the top 11 versus bottom 
11 firms is telling. Although six of the 
same activities are found in both popu-
lations (ranging from code review and 
training activities to data classifica-
tion and standards activities), nine are 
observed in the top firms and none are 
observed in the bottom firms. These 
nine activities emphasize governance 
and outreach: 

 › SM1.1: Publish process (roles, 
responsibilities, plan); evolve as 
necessary. 

 › SM1.3: Educate executives. 
 › SM2.1: Publish data about soft-

ware security internally. 
 › SM2.2: Enforce gates with mea-

surements and track exceptions. 
 › CP1.3: Create policy. 
 › CP2.5: Ensure executive aware-

ness of compliance and privacy 
obligations. 

 › SR1.2: Create a security portal. 
 › AM1.3: Identify potential 

attackers. 
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Figure 2. Distribution of BSIMM maturity scores among 78 firms (referred to as “Earth” 
in the BSIMM). SSG is software security group.
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 › AA1.4: Use a risk questionnaire 
to rank applications. 

With this analysis, not only do we 
know the kinds of activities under-
taken in more mature software secu-
rity initiatives, but we also generally 
know when those activities are under-
taken in the initiative’s life cycle. Less 
mature firms, or those just getting 
started with software security, have 
plenty to learn from their more expe-
rienced peers.

We know what to do for software 
security and even how and when to 
do it. Now we just need to make it so 
everywhere.

SOFTWARE SECURITY 
SHOULD BE EVENLY 
DISTRIBUTED
One of the most commonly held myths 
of software security is that develop-
ers and development staff should just 
“take care of” software security. The 
theory is that with some training, de-
velopers can do it all. Our work with 
the BSIMM shows that this isn’t the 
case, and that an SSG is necessary.

However, development staff and 
other members of a firm should even-
tually be directly involved in software 
security. In fact, satellites play a major 
role in executing software security 
activities among the most mature 
BSIMM community firms. BSIMM6 
describes the work of 1,084 SSG mem-
bers working directly with a satellite 
of 2,111 people (that’s right—the satel-
lite population is twice as large as the 
SSG population).

A satellite can be widely distributed 
with one or two members in each prod-
uct group, or it can be more focused, 
getting together regularly to compare 
notes, learn new technologies, and ex-
pand the understanding of software 
security in an organization. Identify-
ing and fostering a strong satellite is 
important to the success of many soft-
ware security initiatives, but not all of 
them. Some BSIMM activities target 
the satellite explicitly. 

Each of the 10 firms with the highest 

BSIMM scores has a satellite (100 per-
cent) with an average size of 131 peo-
ple. Thirty of the remaining 68 firms 
have a satellite (44.1 percent), and none 
of the 10 firms with the lowest BSIMM 
scores has a satellite. This suggests 
that as a software security initiative 
matures, its activities become distrib-
uted and institutionalized into the 
organizational structure. Among the 
BSIMM population of 78 firms, initia-
tives tend to evolve from centralized 
and specialized to decentralized and 
distributed, with an SSG orchestrating 
things at the core.

The time has come to put away   the 
bug parade boogeyman (www 
.informit.com/articles/article 

.aspx?p=1248057), the top 10 tea leaves, 
the black box Web app goat sacrifice, 
and the occult reading of penetration 
testing entrails. It’s science time. The 
BSIMM provides an important step 
forward in the institutionalization of 
software security as a discipline. Im-
provement is only possible when mea-
surement is in place, and the BSIMM 
remains the only measurement tool in 
the software security field. 
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teaching capability, and good consult-
ing sense are must-haves for at least 
a portion of the SSG staff. For more 
about this, see SearchSecurity’s article 
“How to Build a Team for Software Se-
curity Management,” which was based 
on SSG structure data gathered at the 
2014 BSIMM Community Conference 
(http://searchsecurity.techtarget.com 
/opinion/McGraw-How-to-build-a-team 
-for-software-security-management). 
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Figure 2. Distribution of BSIMM maturity scores among 78 firms (referred to as “Earth” 
in the BSIMM). SSG is software security group.
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Biological Warfare
Tampering With 
 Implantable Medical 
 Devices

A
lmost everyone has seen 
a James Bond movie and 
has enjoyed all the intri-
cate contraptions de-

signed for 007. In today’s throes 
of mystery and intrigue, we might 
even envision a modern-day hack-
er tinkering with an influential, 
high-ranking official’s pacemaker 
to cause his or her ultimate de-
mise. Research now seems to 
indicate that security concerns 
about implantable medical devices 
(IMDs) are not “Bond-ish”—they 
are real and potentially deadly.1,2 
Even back in 2007, Vice President 
Dick Cheney’s cardiologist dis-
abled the wireless functionality  
of his pacemaker because of just 
that fear.3

IMDs have been around since 
1958. They include pacemakers, 
implantable cardiac defibrillators, 
insulin pumps, cochlear implants, 
and neurostimulators. In the US, 
they’re regulated by the Food and 
Drug Administration (FDA). How-
ever, over the years, there has been 
a lack of focus on issues surround-
ing possible cyberattacks that tam-
per with IMDs.2 We certainly have 
made advances in IMDs over the 
past six decades, especially in the 

areas of biocompabitility, structural 
design of devices and delivery sys-
tems, power management, and de-
tection or wireless communication 
issues.4 We still need, however, to 
take a closer look at security issues 
relating to IMDs in the near future.

Current Trends
According to a new market re-
search report,5 the nanotechnol-
ogy in the medical devices market 
was valued at around US$5 bil-
lion in 2014 and expected to reach 
around $8.5 billion by 2019. Every 
year, about 300,000 Americans 
receive wireless medical devices, 
including IMDs, such as pace-
makers, glucose monitors, and 
pain pumps.6 The key question 
is, “Can these Internet-connected 
medical implants, like pacemak-
ers, be hacked?” A new report in 
the journal Science suggests that 
this could be the case.3 Many 
of these devices connect with a 
hand-held controller over short 
distances using Bluetooth.3 Ac-
cording to the April 2015 issue of 
Communications of the ACM,

Security and safety issues in 
the medical domain take many 

 different forms. Examples range 
from purposely contaminated 
medicine to recalls of vascular 
stents, and health data breach-
es. Security risks resulting 
from intentional threats have 
only recently been confirmed, 
as medical devices increasingly 
use newer technologies such as 
wireless communication and 
Internet access. Intentional 
threats include unauthorized 
access of a medical device or 
unauthorized change of settings 
of such a device.7

In the coming years, more IMDs 
will be approved and used by pa-
tients. On 14 January 2015, the FDA 
approved the Maestro Recharge-
able System, the first FDA-ap-
proved obesity device since 2007. 
According to the Centers for Disease 
Control and Prevention (CDC), one 
third of all US adults are obese (www.
fda.gov/NewsEvents/Newsroom/
PressAnnouncements/ucm430223 
.htm), suggesting a potentially broad 
user base. 

Background
Cardiac implantable electronic de-
vices (permanent pacemakers and 
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implantable cardioverter defibril-
lators) are particularly appealing 
targets for cyberattacks due to the 
life-saving services that they pro-
vide and the complexity of their 
platforms. These devices utilize 
embedded software to monitor 
heart rates in patients with heart 
rhythm disorders. Randomized 
clinical trials have consistently 
shown benefits in certain patient 
populations, leading to a dramatic 
rise in implantation rates.8

Practitioners use commercial 
device programmers that com-
municate with these devices to 
extract clinical information, test 
particular features, and modify 
programming. Radio software 
makes it possible to communi-
cate when in close proximity but 
without a direct connection. Re-
cent advancements have allowed 
communication over the Internet 
to facilitate more expedient and 
efficient patient–physician com-
munication, which has also re-
sulted in financial savings. These 
same conveniences also make 
these devices more vulnerable to 
cyberattacks.

According to one study,9 secure 
system design for IMDs has the 
following challenges:

•	Battery life. Security algorithms 
increase IMDs’ operation com-
plexity and degrade the battery 
life dramatically.

•	Adaptability. New countermea-
sures might be needed to com-
bat new attacks, thus the IMD 
must be modifiable.

•	Availability. IMDs should be 
available to a doctor for emergen-
cy treatment, even if that doctor 
wasn’t previously authorized.

•	Reliability. Security mechanisms 
should be robust enough to en-
sure system reliability.

Some secur it y threats to 
IMDs fall into the categories of 
 eavesdropping, impersonation, and 

jamming. Current approaches 
for dealing with these potential 
threats are through cryptography, 
external device deployment (pair-
ing an external wearable device 
with the IMD), anomaly detection, 
and frequency hopping-spread 
spectrum (FHSS) and direct se-
quence-spread spectrum (DSSS) 
defenses.9

Is There Still a Concern?
So, the key question remains, “Can 
these IMDs be tampered with and 
hacked by others who aren’t sup-
posed to have access?” In 2008, 
William Maisel, a Harvard Medi-
cal School cardiologist, coau-
thored a paper that indicated that 
hackers could reprogram an IMD 
without authorization.1 Using a 
commercial ICD programmer and 
a software radio, researchers were 
able to gain wireless access to a 
Medtronic defibrillator to garner 
personal patient data and enable 
potentially malicious therapy. 
Despite significant advantages (a 
team of researchers, expensive lab 
equipment, and close proximity to 
the device), they were able to show 
that potential security problems 
do exist.

The report encouraged IMD 
manufacturers to heed this warn-
ing and provide proper security 
precautions. Medtronic, Boston 
Scientific, and St. Jude Medi-
cal are the main manufacturers 
of defibrillators. Back in 2008, 
Medtronic (after seeing the report) 
said it was increasing the sophis-
tication of the devices to make it 
difficult for outside tampering. 
Also, Boston Scientific said at that 
time that it used encryption in its 
defibrillators, and doubted its de-
vices could be hacked.1

In 2013, Billy Rios and Terry 
McCorkle of Cylance reported a 
hard-coded password vulnerabil-
ity affecting roughly 300 medical 
devices across approximately 40 
vendors. Based on their research, 

the vulnerability could be exploit-
ed to potentially change critical 
settings or modify device firm-
ware (https://ics-cert.us-cert.gov/
alerts/ICS-ALERT-13-164-01).

A 2014 medical device cyber-
security workshop hosted by the 
FDA noted that “it’s only a matter 
of time before a patient is killed or 
injured due to a targeted cyber- 
attack against a medical device—
or even as the result of an unin-
tentional cyber vulnerability.”10

Also, in 2014, the US Depart-
ment of Homeland Security in-
dicated that it was investigating 
about two dozen cases of suspect-
ed cybersecurity flaws in medical 
devices and hospital equipment 
that officials fear could be exploit-
ed by hackers.11

But while preemptive investiga-
tion in an effort to identify vul-
nerable firmware is one thing, 
criminal investigation after the 
fact is another. The medical ex-
aminer’s office does not necessar-
ily have the expertise or resources 
to perform basic device interroga-
tions, let alone the capability to 
conduct composite computer fo-
rensics investigations.

What Still Needs  
to Be Done?
It’s crucial to anticipate threats 
and create systems that are ad-
equately protected. In addition to 
encouraging the industry to in-
crease security, Maisel’s team also 
presented “zero-power” defenses 
(that is, defenses that don’t rely 
on the IMD’s battery but rather 
harvest power from external RF), 
including audible notifications 
warning a patient of tampering or 
requiring that an incoming signal 
be authenticated. Additional re-
search aimed at defending such 
activity involved the creation of a 
“noise shield” that can block out 
certain attacks, the use of ultra-
sound waves to determine the dis-
tance between a transmitter and a 
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medical device to prevent remote 
attacks, and the development of 
a biometric heartbeat sensor to 
allow devices within a body to 
communicate with each other, 
keeping out external devices and 
signals.12–14 As with all evolving 
technologies, complex security 
systems must be balanced with 
ease of use for practitioners on a 
daily basis.

F rom an IT security perspec-
tive, this is certainly a new 
potential type of “biologi-

cal warfare.” IMD manufacturers 
must find ways to better secure 
their devices from possible outside 
hacking by incorporating secu-
rity technologies such as encryp-
tion, and the FDA needs to study 
this issue carefully. If not, people 
may certainly be able to get at “the 
heartbeat of America”! 
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Due to economies of scale, cutting-
eDge technology aDvancements, 
anD higher concentration of exper-
tise, clouD proviDers have the poten-
tial to offer state-of-the-art clouD 
ecosystems that are resilient, self-
regenerating, anD secure—far more 
secure than the environments of 
consumers who manage their own 
systems. This has the potential to greatly benefit 
many organizations. The key to successful implemen-
tation of a cloud-based information system is a level 
of transparency into the cloud provider’s service. This 
level of transparency allows businesses to build the 
necessary trust and to properly weigh the benefits of 
adopting such solutions. In this assessment process, 
businesses need to consider the sensitivity of the 
stored information against the incurred security and 
privacy risks. For example, the benefits of a cloud-
based solution would depend on the cloud model, type 
of cloud service considered, type of data involved, the 
system’s criticality/impact level, cost savings, service 
type, and any associated regulatory requirements.

Cloud-based information systems are exposed 
to threats that can have adverse effects on organi-
zational operations (such as missions, functions, 
image, or reputation), organizational assets, individ-
uals, and other organizations. Malicious entities can 
exploit both known and unknown vulnerabilities to 
compromise the confidentiality, integrity, or avail-
ability of the information being processed, stored, 
or transmitted by those systems.

Risk management activities can be grouped 
based upon the level at which they address the risk-
related concerns: 

•	 organization level (tier 1); 
•	 mission and business process level (tier 2); and 
•	 information system level (tier 3).

In this article, we focus only on the tier 3 security 
risks related to the operation and use of cloud-based 
information systems. To prevent and mitigate any 
risks, adverse actions, service disruptions, attacks, 
or compromises, organizations need to quantify their 
residual risk (that is, the portion of risk remaining af-
ter security measures have been applied1) below the 
threshold of the acceptable level of risk. 

Security Risk and Cloud
Information systems risk management (tier 3) is 
guided by the risk decisions at tier 1 and tier 2. In-
formation security requirements are satisfied by the 
selection of appropriate management, operational, 
and technical security controls from standardized 
catalogs of security and controls.2–4

Volume 1 of National Institute of Standards and 
Technology (NIST) Special Publication (SP) 500-293, 
US Government Cloud Computing Roadmap, high-
lights that boundaries in a cloud ecosystem are more 
complex and therefore renders traditional risk manage-
ment mechanisms, such as perimeter-based defense 
mechanisms, less effective.5 Moreover, in a cloud eco-
system, the complex relationships among cloud actors,6 

Managing Risk 
in a Cloud 
Ecosystem
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the actors’ individual missions, business processes, 
and their supporting information systems require an 
integrated, ecosystem-wide risk management frame-
work (RMF) that addresses all cloud actors’ needs. 
As with any information system, for a cloud-based 
information system, cloud actors are responsible for 
evaluating their acceptable risk, which depends on 
the threshold set by their risk tolerance to the cloud 
ecosystem-wide residual risk. 

In general, organizations have maximum flex-
ibility in how risk assessments are conducted. Be-
cause risk assessments facilitate decision making at 
all three tiers (organization level, mission/business 
process level, and information system level), they’re 
key processes of effective risk management and in 
maintaining the residual risk below the threshold, 
and therefore the methods employed to assess the 
risks are of crucial importance. We recommend 
reading NIST SP 800-30, Guide for Conducting Risk 
Assessment, which provides quantitative, qualitative, 
or semiqualitative methods that use scores or levels, 
respectively.7

To effectively manage information security risk 
at the ecosystem level, the following high-level ele-
ments must be established: 

•	 Assignment of risk management responsibilities 
to the cloud actors involved in the orchestration 
of the cloud ecosystem. Internally, cloud actors 
need to further assign responsibilities to their 
senior leaders, executives, and representatives. 

•	 Establishment of a cloud ecosystem-wide toler-
ance for risk and communication of this risk tol-
erance through service-level agreements (SLA), 
including information on decision-making ac-
tivities that impact the risk tolerance. 

•	 Near real-time monitoring, recognition, and un-
derstanding, by each cloud actor, of the infor-
mation security risks arising from the operation 
and/or use of the information system leveraging 
the cloud ecosystem.

•	 Accountability by the cloud actors and near real-
time information sharing of the cloud actors’ in-
cidents, threats, risk management decisions, and 
solutions. 

Risk is often expressed as a function of the mag-
nitude of harm caused by the occurrence of a cir-

cumstance or event, multiplied by the likelihood of 
its occurrence. In information security, likelihood of 
occurrence is a weighted risk factor based on an anal-
ysis of the probability that a given threat is capable of 
exploiting a given vulnerability. Accordingly, security 
risk assessments focus on identifying where in the 
cloud ecosystem damaging events could take place. 

The risk-based approach to managing informa-
tion systems is a holistic activity that needs to be 
fully integrated into every aspect of the organiza-
tion. An RMF provides a disciplined and structured 
process that integrates information security and risk 
management activities into the system development 
life cycle. An RMF operates primarily at tier 3 in 
the risk management hierarchy, but it can also have 
interactions at tier 1 and tier 2. 

NIST SP 800-37, Revision 1, Guide for Applying 
the Risk Management Framework to Federal Infor-
mation Systems, introduces a risk management pro-
cess mandated for federal agencies but widely vetted 
by state and local governments and by private sector 
organizations as a best practice for traditional infor-
mation systems.8 As that document states, defining 
information system requirements is a critical part of 
any system development process and needs to begin 
in a system’s initiation phase. Since the security re-
quirements are a subset of the overall functional and 
nonfunctional requirements, security requirements 
need to be integrated into the system development 
life cycle (SDLC) simultaneously with the func-
tional and nonfunctional requirements. Treating 
security as a patch or addition to the system and ar-
chitecting and implementing solutions independent 
of the SDLC is a more difficult process that can in-
cur higher costs with a lower potential to effectively 
mitigate risk.

We encourage you to review NIST SP 800-37, 
Revision 1, as well, which we use here as a reference 
framework for the current discussion of applying the 
RMF in a cloud ecosystem. For the sake of brevity, 
we won’t review in this article the six steps and the 
tasks described in that document. It’s important to 
note that even though the NIST document addresses 
complex information systems composed of multiple 
subsystems operated by different entities, it doesn’t 
address cloud-based information systems, or any oth-
er kind of systems that leverage utility-based resourc-
es, and hence the need for the current discussion. 
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When orchestrating a cloud ecosystem for a 
cloud-based information system, cloud consumers, as 
owners of the data associated with the system, remain 
responsible for securing the system and the data com-
mensurate with the data sensitivity. However, cloud 
consumers’ level of control and direct management 
varies based on the cloud deployment model. NIST 
defined in SP 800-145, The NIST Definition of Cloud 
Computing, the cloud, cloud deployment models 
(public, private, hybrid, and community), and cloud 
service models (infrastructure as a service [IaaS], 
platform as a service [PaaS], and software as a service 
[SaaS]).9 In an IaaS cloud, the cloud consumer man-
ages the top part of the functional stack above the 
hypervisor, while the consumer-managed functional 
stack proportionally decreases for a PaaS cloud and 
is reduced to a minimum in a SaaS cloud ecosystem. 

The RMF introduced in NIST SP 800-37, Re-
vision 1 is applicable by a cloud actor to the layers 
of the functional stack that are under management. 
In a simplified cloud ecosystem model, which is or-
chestrated only by the cloud consumer and the cloud 
provider, the cloud provider applies the RMF to the 
lower part of the stack, which is built as part of the 
service offered. Cloud consumers will apply the 
RMF to the upper functional layers, the ones built 
and deployed on top of the cloud infrastructure of-
fered as a service. 

However, prior to acquiring a cloud service, a 
cloud consumer needs to analyze the risk associated 
with adopting a cloud-based solution for a particular 
information system, and plan for the risk-treatment 
and risk-control activities associated with the cloud-
based operations of this system. To do so, a cloud 
consumer needs to gain the perspective of the en-
tire cloud ecosystem that will serve the operations 
of their cloud-based information system. Cloud con-
sumers must also apply the RMF in a customized 
way that allows them to

•	 perform a risk assessment, 
•	 identify the best-fitting cloud architecture, 
•	 select the most suitable cloud service, 
•	 gain necessary visibility into the cloud offering, 

and 
•	 define and negotiate necessary risk treatment and 

risk control mitigations before finalizing the SLA 
and proceeding with the security authorization. 

Figure 1 depicts this RMF for the cloud eco-
system (RMF4CE) from the cloud consumer’s per-
spective, showing it as a repeatable process that 
encompasses the entire cloud ecosystem. 

In a cloud ecosystem, cloud consumers must es-
tablish the clear demarcation of information-system 
boundaries on all levels in a vendor-neutral manner. 
Furthermore, the cloud consumer must establish 
measures to ensure appropriate protection, regard-
less of vendor, ownership, or service level for the 
cloud-based information system.

Cloud Provider’s Risk Management Process
A cloud provider’s selection and implementation of 
its security and privacy controls consider their ef-
fectiveness, efficiency, and constraints based on the 
applicable laws, directives, policies, standards, or 
regulations with which the provider must comply. 
The cloud consumers’ specific requirements and 
mandates are unknown and therefore are projected 
as a generic core set.

Cloud providers have significant flexibility in 
determining what constitutes a cloud service and 
therefore its associated boundary, but at the time 
the system is architected and implemented, they can 
only assume the nature of data their cloud consum-
ers will generate. Therefore, the security and privacy 
controls selected and implemented by a cloud pro-
vider are sets that meet the needs of a large number 
of potential consumers. However, the centralized 
nature of the offered cloud service enables a cloud 
provider to engineer highly technical, specialized se-
curity solutions that can provide a higher security 
posture than that in traditional IT systems.

Applying standardized or well-vetted approaches 
to cloud service risk management is critical to the 
success of the entire cloud ecosystem and its sup-
ported information systems. Since the offered cloud 
service is directly managed and controlled by the 
cloud provider, applying the RMF to this system 
doesn’t require additional tasks beyond those of a 
classical IT system; therefore, a risk management 
approach like the one discussed previously is a good 
example of a broadly accepted, well-vetted approach. 

It’s important to note that a cloud ecosystem’s 
security posture is only as strong as the weakest 
subsystem or functional layer. Since a cloud pro-
vider’s reputation and business continuity depend 
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the actors’ individual missions, business processes, 
and their supporting information systems require an 
integrated, ecosystem-wide risk management frame-
work (RMF) that addresses all cloud actors’ needs. 
As with any information system, for a cloud-based 
information system, cloud actors are responsible for 
evaluating their acceptable risk, which depends on 
the threshold set by their risk tolerance to the cloud 
ecosystem-wide residual risk. 

In general, organizations have maximum flex-
ibility in how risk assessments are conducted. Be-
cause risk assessments facilitate decision making at 
all three tiers (organization level, mission/business 
process level, and information system level), they’re 
key processes of effective risk management and in 
maintaining the residual risk below the threshold, 
and therefore the methods employed to assess the 
risks are of crucial importance. We recommend 
reading NIST SP 800-30, Guide for Conducting Risk 
Assessment, which provides quantitative, qualitative, 
or semiqualitative methods that use scores or levels, 
respectively.7

To effectively manage information security risk 
at the ecosystem level, the following high-level ele-
ments must be established: 

•	 Assignment of risk management responsibilities 
to the cloud actors involved in the orchestration 
of the cloud ecosystem. Internally, cloud actors 
need to further assign responsibilities to their 
senior leaders, executives, and representatives. 

•	 Establishment of a cloud ecosystem-wide toler-
ance for risk and communication of this risk tol-
erance through service-level agreements (SLA), 
including information on decision-making ac-
tivities that impact the risk tolerance. 

•	 Near real-time monitoring, recognition, and un-
derstanding, by each cloud actor, of the infor-
mation security risks arising from the operation 
and/or use of the information system leveraging 
the cloud ecosystem.

•	 Accountability by the cloud actors and near real-
time information sharing of the cloud actors’ in-
cidents, threats, risk management decisions, and 
solutions. 

Risk is often expressed as a function of the mag-
nitude of harm caused by the occurrence of a cir-

cumstance or event, multiplied by the likelihood of 
its occurrence. In information security, likelihood of 
occurrence is a weighted risk factor based on an anal-
ysis of the probability that a given threat is capable of 
exploiting a given vulnerability. Accordingly, security 
risk assessments focus on identifying where in the 
cloud ecosystem damaging events could take place. 

The risk-based approach to managing informa-
tion systems is a holistic activity that needs to be 
fully integrated into every aspect of the organiza-
tion. An RMF provides a disciplined and structured 
process that integrates information security and risk 
management activities into the system development 
life cycle. An RMF operates primarily at tier 3 in 
the risk management hierarchy, but it can also have 
interactions at tier 1 and tier 2. 

NIST SP 800-37, Revision 1, Guide for Applying 
the Risk Management Framework to Federal Infor-
mation Systems, introduces a risk management pro-
cess mandated for federal agencies but widely vetted 
by state and local governments and by private sector 
organizations as a best practice for traditional infor-
mation systems.8 As that document states, defining 
information system requirements is a critical part of 
any system development process and needs to begin 
in a system’s initiation phase. Since the security re-
quirements are a subset of the overall functional and 
nonfunctional requirements, security requirements 
need to be integrated into the system development 
life cycle (SDLC) simultaneously with the func-
tional and nonfunctional requirements. Treating 
security as a patch or addition to the system and ar-
chitecting and implementing solutions independent 
of the SDLC is a more difficult process that can in-
cur higher costs with a lower potential to effectively 
mitigate risk.

We encourage you to review NIST SP 800-37, 
Revision 1, as well, which we use here as a reference 
framework for the current discussion of applying the 
RMF in a cloud ecosystem. For the sake of brevity, 
we won’t review in this article the six steps and the 
tasks described in that document. It’s important to 
note that even though the NIST document addresses 
complex information systems composed of multiple 
subsystems operated by different entities, it doesn’t 
address cloud-based information systems, or any oth-
er kind of systems that leverage utility-based resourc-
es, and hence the need for the current discussion. 
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on the smooth operation and high performance of 
their consumers’ solutions, when applying the RMF 
a cloud provider aims to compensate for possible 
weakness in their cloud consumers’ solutions.

Cloud Consumer’s Risk Management 
Process
For successful adoption of a cloud-based information 
system solution, the cloud consumer must be able to 
clearly understand the system’s cloud-specific charac-
teristics, the architectural components for each service 
type and deployment model, and the cloud actors’ roles 
in establishing a secure cloud ecosystem. Further-
more, it is essential to cloud consumers’ business and 
mission-critical processes that they have the ability to 

•	 identify all cloud-specific, risk-adjusted security 
and privacy controls; 

•	 request from the cloud providers and brokers 
(when applicable and via contractual means) 
service agreements and SLAs where the cloud 
providers are responsible for implementing se-
curity and privacy controls; 

•	 assess the implementation of said security and 
privacy controls; and 

•	 continuously monitor all identified security and 
privacy controls. 

Since the cloud consumers directly manage and 
control the functional capabilities they implement, 
applying the RMF to these functional layers doesn’t 
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FiguRe 1. Applying a risk management framework (RMF) to a cloud ecosystem (RMF4CE). (Functional stack image courtesy of 

Cloud Security Alliance, 2009)
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require more tasks or operations than necessary in a 
classical IT system; therefore, the risk management 
approach discussed earlier is a good example of a 
broadly accepted, well-vetted approach. 

With cloud-based services, some subsystems or 
subsystem components fall outside the direct control 
of a cloud consumer’s organization. Since a cloud-
based solution doesn’t inherently provide the same 
level of security and compliance as the traditional IT 
model, being able to perform a comprehensive risk as-
sessment is key to building trust in the cloud-based 
system as the first step in authorizing its operation.

Cloud characteristics often present a cloud con-
sumer with security risks that are different from 
those in traditional information technology solu-
tions. To preserve the security level of their infor-
mation system and data in a cloud-based solution, 
cloud consumers must be able to identify all cloud-
specific, risk-adjusted security and privacy controls 
in advance of cloud service acquisition. They must 
also request from the cloud providers and brokers, 
through contractual means and SLAs, that all secu-
rity and privacy components are identified and that 
their controls are fully and accurately implemented.

Understanding the relationships and interde-
pendencies between the different cloud computing 
deployment models and service models is critical to 
understanding the security risks involved in cloud 
computing. The differences in methods and re-
sponsibilities for securing different combinations 
of service and deployment models present a signifi-
cant challenge for cloud consumers. They need to 
perform a thorough risk assessment to accurately 
identify the security and privacy controls necessary 
to preserve their environment’s security level as part 
of the risk treatment process, and to monitor the 
operations and data after migrating to the cloud in 
response to their risk control needs.

In general, a cloud consumer adopting a cloud-
based solution needs to follow the same RMF steps 
discussed earlier in addition to the tasks listed in 
Table 1. The table aligns risk management activities 
with their corresponding steps from NIST SP 800-
37, Revision 1, and provides additional tasks (in ital-
ics) that map to Figure 2.

The RMF applied to the cloud ecosystem from 
the consumer’s perspective can be used to address the 
security risks associated with cloud-based information 

systems by incorporating the outcome into the terms 
and conditions of the contracts with external cloud 
providers and cloud brokers. Performance aspects of 
these terms and conditions are also incorporated into 
the SLA, which is an intrinsic part of the security 
authorization process and of service agreements be-
tween the cloud consumer, provider, and broker (when 
applicable). Contractual terms should include guaran-
tees of the cloud consumer’s timely access to or the 
provider’s timely delivery of cloud audit logs, continu-
ous monitoring logs, and any user access logs. 

The approach covered by the steps in Table 1 
enables organizations to systematically identify their 
common, hybrid, and system-specific security con-
trols and other security requirements to procure-
ment officials, cloud providers, carriers, and brokers. 

Before aDopting a clouD-BaseD so-
lution for an information system, 
clouD consumers must Diligently 
iDentify their security requirements. 
In addition, they must assess each prospective ser-
vice provider’s security and privacy controls, nego-
tiate SLAs and service agreements, and build trust 
with the cloud provider before authorizing the ser-
vice. A thorough risk analysis coupled with the se-
cure cloud ecosystem orchestration introduced here, 
along with adequate guidance on negotiating SLAs, 
are intended to assist cloud consumers in managing 
risk and making informed decisions when adopting 
cloud services.
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on the smooth operation and high performance of 
their consumers’ solutions, when applying the RMF 
a cloud provider aims to compensate for possible 
weakness in their cloud consumers’ solutions.

Cloud Consumer’s Risk Management 
Process
For successful adoption of a cloud-based information 
system solution, the cloud consumer must be able to 
clearly understand the system’s cloud-specific charac-
teristics, the architectural components for each service 
type and deployment model, and the cloud actors’ roles 
in establishing a secure cloud ecosystem. Further-
more, it is essential to cloud consumers’ business and 
mission-critical processes that they have the ability to 

•	 identify all cloud-specific, risk-adjusted security 
and privacy controls; 

•	 request from the cloud providers and brokers 
(when applicable and via contractual means) 
service agreements and SLAs where the cloud 
providers are responsible for implementing se-
curity and privacy controls; 

•	 assess the implementation of said security and 
privacy controls; and 

•	 continuously monitor all identified security and 
privacy controls. 

Since the cloud consumers directly manage and 
control the functional capabilities they implement, 
applying the RMF to these functional layers doesn’t 

R
M

F4
C

E
 

R
M

F4
C

E
 

Y
o

u
 m

an
ag

e

RMF provider

RMF consumer

IaaS

PaaS

SaaS

FiguRe 1. Applying a risk management framework (RMF) to a cloud ecosystem (RMF4CE). (Functional stack image courtesy of 

Cloud Security Alliance, 2009)

d6gov.indd   54 2/19/16   8:11 PM



20 ComputingEdge March 2016
56 I EEE  clo u D co m p u t I N g w w w.co m p u t Er .o r g /clo u D co m p u t I N g

Cloud and the Government

ISO/IEC 27001, 2013; www.iso.org/iso/home/ 
store /cata logue_tc /cata logue_deta i l.htm? 
csnumber=54534.

 4. International Organization for Standardiza-
tion, Information Technology—Security Tech-
niques—Code of Practice for Information Security 
Controls, ISO/IEC 27002, 2013; www.iso.org/

iso/home/store/catalogue_tc/catalogue_detail 
.htm?csnumber=54533.

 5. L. Badger et al., US Government Cloud Comput-
ing Technology Roadmap, NIST Special Publi-
cation 500-293, volumes 1 and 2, 2014; http://
nvlpubs.nist.gov/nistpubs/SpecialPublications/
NIST.SP.500-293.pdf.

Table 1. Risk management framework (RMF) applied to a cloud ecosystem from a cloud consumer’s perspective. 

Risk management 
activities

NiST
SP 800-37  
RMF steps Description

Risk assessment 
(analyze cloud 
environment to 
identify potential 
vulnerabilities and 
shortcomings)

1. Categorize Categorize the information system and the information processed, stored, and 
transmitted by that system based on a system impact analysis. Identify operational, 
performance, security, and privacy requirements.

2. Select  
(includes 
evaluate-
select-
negotiate)

Identify and select functional capabilities for the entire information system. 
Identify and select the associated baseline security controls based upon the system’s 
impact level, and the privacy controls. 

Tailor and supplement the security controls by selecting enhancements and/or 
additional controls deemed necessary. 

Identify and select best-fitting cloud architecture for this information system.

Evaluate/review cloud providers that meet consumer’s criteria (architecture, functional 
capabilities, and controls). 

Select cloud provider(s) that best meet(s) the desired architecture and the security 
requirements (ideally should select the provider that provides as many controls as 
possible to minimize the number of controls that will have to be tailored).
In the process, identify the controls that will be implemented by the consumer, the 
controls implemented by the provider as part of the offering, and the controls that need 
to be tailored (via compensating controls and/or parameter selection). 

Negotiate SLA, metrics, and sign service agreement as part of the procurement process.
Document all the controls in the security plan. Review and approve the security plan.

Risk treatment 
(design mitigation 
policies and plans)

3. Implement Implement security and privacy controls for which the cloud consumer is responsible.

4. Assess Assess the cloud provider’s implementation of the tailored security and privacy controls.

Assess the implementation of the security and privacy controls, and identify any 
inheritance and dependency relationships between the provider’s controls and 
consumer’s controls. 

5. Authorize Authorize the cloud-based information system to operate. 

Risk control 
(risk monitoring— 
surveying, reviewing 
events, identifying 
policy adjustments)

6. Monitor Continuous/near real-time monitoring of operations and effectiveness of the security 
and privacy controls under consumer’s management.

Continuous/near real-time monitoring of cloud provider’s operations related to the 
cloud-based information system and assessment of the systems’ security posture.

Reassess and reauthorize (periodic or ongoing) the cloud provider’s service.
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Table 1. Risk management framework (RMF) applied to a cloud ecosystem from a cloud consumer’s perspective. 

Risk management 
activities

NiST
SP 800-37  
RMF steps Description

Risk assessment 
(analyze cloud 
environment to 
identify potential 
vulnerabilities and 
shortcomings)

1. Categorize Categorize the information system and the information processed, stored, and 
transmitted by that system based on a system impact analysis. Identify operational, 
performance, security, and privacy requirements.

2. Select  
(includes 
evaluate-
select-
negotiate)

Identify and select functional capabilities for the entire information system. 
Identify and select the associated baseline security controls based upon the system’s 
impact level, and the privacy controls. 

Tailor and supplement the security controls by selecting enhancements and/or 
additional controls deemed necessary. 

Identify and select best-fitting cloud architecture for this information system.

Evaluate/review cloud providers that meet consumer’s criteria (architecture, functional 
capabilities, and controls). 

Select cloud provider(s) that best meet(s) the desired architecture and the security 
requirements (ideally should select the provider that provides as many controls as 
possible to minimize the number of controls that will have to be tailored).
In the process, identify the controls that will be implemented by the consumer, the 
controls implemented by the provider as part of the offering, and the controls that need 
to be tailored (via compensating controls and/or parameter selection). 

Negotiate SLA, metrics, and sign service agreement as part of the procurement process.
Document all the controls in the security plan. Review and approve the security plan.

Risk treatment 
(design mitigation 
policies and plans)

3. Implement Implement security and privacy controls for which the cloud consumer is responsible.

4. Assess Assess the cloud provider’s implementation of the tailored security and privacy controls.

Assess the implementation of the security and privacy controls, and identify any 
inheritance and dependency relationships between the provider’s controls and 
consumer’s controls. 

5. Authorize Authorize the cloud-based information system to operate. 

Risk control 
(risk monitoring— 
surveying, reviewing 
events, identifying 
policy adjustments)

6. Monitor Continuous/near real-time monitoring of operations and effectiveness of the security 
and privacy controls under consumer’s management.

Continuous/near real-time monitoring of cloud provider’s operations related to the 
cloud-based information system and assessment of the systems’ security posture.

Reassess and reauthorize (periodic or ongoing) the cloud provider’s service.
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Protecting Digital 
Assets
Legal Protections ≠  
Practical Security

T
he Internet is a lawless 
place. Before the digital 
era, items such as books, 
photographs, and mail 

were all owned in the physical 
world. Physical ownership comes 
with legal protections against 
theft, misappropriation, and sei-
zure. As books become e-books, 
cameras become just another 
connected Web application, and 
communications become entirely 
digital, the law struggles to ap-
ply traditional legal concepts of 
privacy and property ownership 
to digitization. Here, we examine 
the ways in which traditional legal 
protections fail to meet the needs 
of digital property owners, look-
ing first at two legal concepts rel-
evant to protecting digital assets. 
We then examine how these laws 
apply—or don’t—to data in the 
digital world.

Ownership
Legal ownership of property can 
be best described as a bundle of 
exclusive rights, including posses-
sion, use, and disposition.1 Strong 
property rights exist when a single 
person or entity can substanti-
ate that he or she has actual and 

exclusive possession of, is in use 
of, and is free to dispose of a given 
piece of property. The old adage 
“possession is nine-tenths of the 
law” does not mean that use and 
disposition are worth only one-
tenth of a legal property claim. 
Rather, possession presents a re-
buttable presumption that the 
possessor is indeed the lawful 
owner.2 Take, for example, a Fer-
rari—the driver in possession is 
presumed to be the lawful owner.

The full bundle of rights is dif-
ficult to effectuate in our modern 
digital world. For example, in the 
case of the digital file “example.
txt,” the file’s original creator is in 
exclusive possession, can use the 
file in any way he or she wishes, 
and is free to dispose of the file 
by sale, deletion, copying, shar-
ing, and so on. This seems like 
a clear-cut example of property 
rights in practice. Digital assets, 
however, have certain characteris-
tics that physical or analog prop-
erty do not. File duplication is one 
characteristic that makes enforce-
ment of classic property rights 
less certain. Duplication defeats 
exclusivity of possession because 
a copied file can be held by mul-

tiple users who can use or dispose 
of it in any way they wish. Con-
trast this digital reality with the 
physical realities of any piece of 
tangible property, like our Ferrari. 
The Ferrari cannot be copied for 
personal gain, stored all over the 
world, and seamlessly replaced 
when lost.

The Fourth Amendment
In addition to property law, digital 
assets can fall under the protec-
tions of the Fourth Amendment 
to the US Constitution, which 
provides protections from the US 
government. To fall under this 
protection, digital assets must be 
entitled to a “reasonable expec-
tation of privacy.”3 More specifi-
cally, an owner must exhibit “an 
actual expectation” of privacy, 
and that expectation must be one 
“that society is prepared to ac-
cept.”4 Simply put, to have an ex-
pectation of privacy owners must 
take some steps to protect their 
property, and those steps must be 
ones that are recognized by soci-
ety as valid means of protecting 
the privacy of that property (for 
example, storing documents in a 
locked safe).
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Data at Rest
It is difficult to apply the laws of 
property ownership and Fourth 
Amendment privacy protections 
to the digital world. The relation-
ship between users and cloud 
services aptly illustrates these dif-
ficulties. This relationship is de-
fined by the contract for services 
that is accepted when the user 
establishes an account. The ser-
vice is a third party to whom users 
are voluntarily giving stewardship 
of some of their digital property. 
Contained in a typical set of terms 
are a number of provisions that 
are inconsistent with full property 
ownership. Google’s terms of ser-
vice state, “you retain ownership 
of any intellectual property rights 
that you hold in [your] content. In 
short, what belongs to you stays 
yours.” But these terms also grant 
to Google a “worldwide license 
to use, host, store, reproduce, 
modify, create derivative works, 
communicate, publicly perform, 
publicly display, and distribute 
such content” (see www.google.
com/intl/en/policies/terms/). The 
first clause creates and maintains 
the user’s property rights, but the 
second is inconsistent with no-
tions of sole ownership. While 
cloud providers such as Google 
would not be able to provide their 
products and services without this 
broad license, the result is that ex-
clusive ownership is not held by 
the user. Rather, this is shared 
ownership in which users give 
up some portion of their rights. 
Additionally, cloud providers are 
not governmental entities. Thus, 
Fourth Amendment protections 
are not available to users, who 
have already consented to cloud 
providers viewing, using, hosting, 
storing, and modifying their files.

Worse yet, if the government 
wants to seize a user’s files from 
a cloud provider, it can compel 
the provider to turn over files—
in some cases without a warrant! 

The Stored Communications Act5 
presents two methods for the gov-
ernment to seize and search stored 
electronic records. If the records 
have been stored for less than 180 
days, a warrant is required in all 
circumstances. If the records have 
been stored for 180 or more days, 
the government has three options: 
seize with a warrant, and demand 
that the user not be notified of the 
seizure indefinitely; seize with an 
administrative subpoena, and de-
mand that the user not be notified 
of the seizure for 90 days; or seize 
with a subpoena, and within 90 
days, file a warrant for the same 
records, providing the ability to 
extend the 90-day notice delay 
indefinitely.5

Contrast cloud data with prop-
erty that is locked in a filing cabi-
net: the contents of the cabinet are 
free from prying eyes; the cabinet 
maker does not search the con-
tents in return for providing the 
key; and if the government wishes 
to gain access to the cabinet, it 
must obtain a warrant based on 
probable cause. Another, more 
analogous example is a safety de-
posit box—the critical similarity 
being the hiring of a third party 
to act as a steward. Here, terms 
of service do not grant the bank 
license to use the contents of the 
box. Banks do not view, scan, 
copy, share, or transport any of 
the items in the box; the bank 
cannot inform on you about the 
contents of the box to intellectual 
property rights holders.

Data in Motion
The development of modern le-
gal doctrine around the privacy of 
property in transit began with the 
US Postal Service (USPS). Since 
the nineteenth century, the US 
Supreme Court has accepted that 
envelopes and other packaging, 
which shield a parcel’s contents 
from plain sight, create a reason-
able expectation of privacy.6 The 

only features of these forms of 
communication that are subject to 
inspection are the “outward form 
and weight.”6 In Ex Parte Jackson, 
the Court specifically pointed out 
that a distinction must be made 
between mail that is intentionally 
shielded from inspection, such 
as letters and sealed packages, 
and mail that is open to inspec-
tion, like magazines or post cards. 
The constitutional guaranty of 
privacy attaches to a person’s 
property “where ever [it] may be,” 
including while in transit with the 
USPS.6 Mail in transit may only 
be opened and examined under 
a warrant “particularly describ-
ing the thing to be seized, as is 
required when papers are subject-
ed to search in one’s own house-
hold.”6 This law is not antiquated; 
rather, it forms the bedrock on 
which more modern recitations of 
the rule are built.7

Digital communications (that 
is, data moving over any com-
mon networking protocol) do 
not cleanly fit this constitutional 
standard because the Internet was 
built to be public by design. The 
USPS was designed to protect the 
privacy of sealed packages with 
locked mailboxes, secure sort-
ing facilities, and its own police 
force. The Internet is replacing se-
cure networks such as the USPS, 
even though many of the privacy 
and security mechanisms haven’t 
been addressed. The incongruity 
between the public design of the 
Internet and the now private de-
sires of its users creates a legal and 
regulatory gulf.

Communications routing infor-
mation does not experience a rea-
sonable expectation of privacy8; as 
such, physical addresses or dialed 
phone numbers are not private. 
Accordingly, many courts cast 
packet metadata in the same light. 
After all, how could information 
freely shared with the network 
and its participants  enjoy any 
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world. Physical ownership comes 
with legal protections against 
theft, misappropriation, and sei-
zure. As books become e-books, 
cameras become just another 
connected Web application, and 
communications become entirely 
digital, the law struggles to ap-
ply traditional legal concepts of 
privacy and property ownership 
to digitization. Here, we examine 
the ways in which traditional legal 
protections fail to meet the needs 
of digital property owners, look-
ing first at two legal concepts rel-
evant to protecting digital assets. 
We then examine how these laws 
apply—or don’t—to data in the 
digital world.

Ownership
Legal ownership of property can 
be best described as a bundle of 
exclusive rights, including posses-
sion, use, and disposition.1 Strong 
property rights exist when a single 
person or entity can substanti-
ate that he or she has actual and 

exclusive possession of, is in use 
of, and is free to dispose of a given 
piece of property. The old adage 
“possession is nine-tenths of the 
law” does not mean that use and 
disposition are worth only one-
tenth of a legal property claim. 
Rather, possession presents a re-
buttable presumption that the 
possessor is indeed the lawful 
owner.2 Take, for example, a Fer-
rari—the driver in possession is 
presumed to be the lawful owner.

The full bundle of rights is dif-
ficult to effectuate in our modern 
digital world. For example, in the 
case of the digital file “example.
txt,” the file’s original creator is in 
exclusive possession, can use the 
file in any way he or she wishes, 
and is free to dispose of the file 
by sale, deletion, copying, shar-
ing, and so on. This seems like 
a clear-cut example of property 
rights in practice. Digital assets, 
however, have certain characteris-
tics that physical or analog prop-
erty do not. File duplication is one 
characteristic that makes enforce-
ment of classic property rights 
less certain. Duplication defeats 
exclusivity of possession because 
a copied file can be held by mul-

tiple users who can use or dispose 
of it in any way they wish. Con-
trast this digital reality with the 
physical realities of any piece of 
tangible property, like our Ferrari. 
The Ferrari cannot be copied for 
personal gain, stored all over the 
world, and seamlessly replaced 
when lost.

The Fourth Amendment
In addition to property law, digital 
assets can fall under the protec-
tions of the Fourth Amendment 
to the US Constitution, which 
provides protections from the US 
government. To fall under this 
protection, digital assets must be 
entitled to a “reasonable expec-
tation of privacy.”3 More specifi-
cally, an owner must exhibit “an 
actual expectation” of privacy, 
and that expectation must be one 
“that society is prepared to ac-
cept.”4 Simply put, to have an ex-
pectation of privacy owners must 
take some steps to protect their 
property, and those steps must be 
ones that are recognized by soci-
ety as valid means of protecting 
the privacy of that property (for 
example, storing documents in a 
locked safe).
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 expectation of privacy? Theoreti-
cally, this seems like a reasonable 
extension of the rule; however, 
it incorrectly analogizes packet 
metadata with phone numbers or 
address information. Packet meta-
data conveys more information 
than the simple “to” and “from” 
data that is found in addressing 
information. In aggregate, it can 
paint complex maps of intercon-
nection and association that can 
intrusively reveal far more than 
simple addressing informa-
tion about the parties involved. 
Furthermore, unlike mail sent 
through USPS, Internet traffic is 
not carried by delivery agents; it 
is designed to route packets pub-
lically through a flexible patch-
work of nodes. Thus, the routing 
that makes the Internet possible 
comes at a privacy cost—it reveals 
packet data to every Internet rout-
ing participant.

The revelations by Edward 
Snowden regarding practices at 
the US National Security Agency 
(NSA) demonstrate how wide-
spread bulk metadata collection 
programs have become. As autho-
rization for the bulk collection of 
packet metadata, the NSA used the 
Uniting and Strengthening Ameri-
ca by Providing Appropriate Tools 
Required to Intercept and Obstruct 
Terrorism Act (or “Patriot Act”).9 It 
is now expired, but was updated 
as the Uniting and Strengthening 
America by Fulfilling Rights and 
Ending Eavesdropping, Dragnet-
collection and Online Monitoring 
Act (or “USA FREEDOM Act”).10 
With its expiration, the challenges 
regarding the constitutionality of 
the Patriot Act are settled (likely 
candidates include ACLU v. Clap-
per, no. 13-3994, 2013; Klayman 
v. Obama, no. 13-0881, 2013; and 
Smith v. Obama, no. 14-35555, 
2014). However, the legal prece-
dent equating metadata with dialed 
phone numbers8 remains unchal-
lenged  because the data is  publicly 

known and required to route 
transmissions (follow the appeals 
of ACLU v. Clapper).

Additionally concerning is the 
fact that more than just packet 
metadata gets trapped, copied, 
and read by third parties. In fact, 
deep-packet inspection is an in-
creasingly important network 
administration tool, used com-
monly in firewalls and data-loss-
prevention systems. While packet 
capture might not be the product 
of malfeasance, it is inconsistent 
with the basic principles of prop-
erty ownership and constitutional 
notions of privacy. Returning to 
the mailed letter analogy, there is 
an expectation, both practically 
and at law, that a mail carrier will 
not open a sealed envelope, make 
copies of the contents to read and 
store, and then reseal the enve-
lope before delivery. In fact, such 
mail tampering would be a federal 
crime. Here again, we see the con-
flict between classical property 
rights and their application to the 
digital world.

Legal Protection ≠ Practical 
Protection
Legal protections do not cleanly 
apply to the digital world, and the 
woes of digital property owners do 
not end there. Frequently, a legal 
remedy provides no practical help. 
Take a legal victory in a criminal 
case: the remedy is exclusion of 
the seized and searched evidence 
at trial. In civil cases, the remedy 
is monetary compensation. Most 
digital property owners, however, 
are not looking for evidentiary 
exclusion or money; they want 
barriers to data loss and real pri-
vacy protections. Moreover, most 
violators of digital property rights 
are often not deterred by the law. 
If fact, you probably know some-
one who rampantly ignores digital 
property ownership.

There are two hurdles that 
digital property owners face in 

attempting to reform legal protec-
tions. The first is legislative change. 
To curtail government surveil-
lance programs, the laws that gov-
ern the operations of surveillance 
and law enforcement agencies 
would have to be amended to re-
strict their activities or limit their 
funding. The passage of the USA 
FREEDOM Act shows that this 
option is time consuming, subject 
to political dispute, and delivers 
imperfect outcomes. The second 
hurdle is an individual’s right of 
contract. Placing restrictions on 
terms-of-service agreements for 
third-party providers could in-
fringe on the service providers’ 
and users’ ability to freely enter 
into contracts.11 Finally, these re-
forms do nothing to deter cyber-
criminals who rampantly ignore 
the law entirely. 

A s we move to a more digital 
world that relies on cloud 
computing and greater 

connectedness, we are required to 
recognize the security vulnerabili-
ties of digital property. This issue 
is both legal and technological by 
nature, and conforming current 
legal paradigms to digital property 
proves untenable. More proactive 
protective measures that enhance 
the security of digital property 
where traditional legal protec-
tions fall short are needed. The 
legal landscape is ever-changing, 
and it is likely that a proper legal 
paradigm will eventually emerge. 
Until that day comes, however, us-
ers should take proactive steps to 
protect themselves. 
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cally, this seems like a reasonable 
extension of the rule; however, 
it incorrectly analogizes packet 
metadata with phone numbers or 
address information. Packet meta-
data conveys more information 
than the simple “to” and “from” 
data that is found in addressing 
information. In aggregate, it can 
paint complex maps of intercon-
nection and association that can 
intrusively reveal far more than 
simple addressing informa-
tion about the parties involved. 
Furthermore, unlike mail sent 
through USPS, Internet traffic is 
not carried by delivery agents; it 
is designed to route packets pub-
lically through a flexible patch-
work of nodes. Thus, the routing 
that makes the Internet possible 
comes at a privacy cost—it reveals 
packet data to every Internet rout-
ing participant.

The revelations by Edward 
Snowden regarding practices at 
the US National Security Agency 
(NSA) demonstrate how wide-
spread bulk metadata collection 
programs have become. As autho-
rization for the bulk collection of 
packet metadata, the NSA used the 
Uniting and Strengthening Ameri-
ca by Providing Appropriate Tools 
Required to Intercept and Obstruct 
Terrorism Act (or “Patriot Act”).9 It 
is now expired, but was updated 
as the Uniting and Strengthening 
America by Fulfilling Rights and 
Ending Eavesdropping, Dragnet-
collection and Online Monitoring 
Act (or “USA FREEDOM Act”).10 
With its expiration, the challenges 
regarding the constitutionality of 
the Patriot Act are settled (likely 
candidates include ACLU v. Clap-
per, no. 13-3994, 2013; Klayman 
v. Obama, no. 13-0881, 2013; and 
Smith v. Obama, no. 14-35555, 
2014). However, the legal prece-
dent equating metadata with dialed 
phone numbers8 remains unchal-
lenged  because the data is  publicly 

known and required to route 
transmissions (follow the appeals 
of ACLU v. Clapper).

Additionally concerning is the 
fact that more than just packet 
metadata gets trapped, copied, 
and read by third parties. In fact, 
deep-packet inspection is an in-
creasingly important network 
administration tool, used com-
monly in firewalls and data-loss-
prevention systems. While packet 
capture might not be the product 
of malfeasance, it is inconsistent 
with the basic principles of prop-
erty ownership and constitutional 
notions of privacy. Returning to 
the mailed letter analogy, there is 
an expectation, both practically 
and at law, that a mail carrier will 
not open a sealed envelope, make 
copies of the contents to read and 
store, and then reseal the enve-
lope before delivery. In fact, such 
mail tampering would be a federal 
crime. Here again, we see the con-
flict between classical property 
rights and their application to the 
digital world.

Legal Protection ≠ Practical 
Protection
Legal protections do not cleanly 
apply to the digital world, and the 
woes of digital property owners do 
not end there. Frequently, a legal 
remedy provides no practical help. 
Take a legal victory in a criminal 
case: the remedy is exclusion of 
the seized and searched evidence 
at trial. In civil cases, the remedy 
is monetary compensation. Most 
digital property owners, however, 
are not looking for evidentiary 
exclusion or money; they want 
barriers to data loss and real pri-
vacy protections. Moreover, most 
violators of digital property rights 
are often not deterred by the law. 
If fact, you probably know some-
one who rampantly ignores digital 
property ownership.

There are two hurdles that 
digital property owners face in 

attempting to reform legal protec-
tions. The first is legislative change. 
To curtail government surveil-
lance programs, the laws that gov-
ern the operations of surveillance 
and law enforcement agencies 
would have to be amended to re-
strict their activities or limit their 
funding. The passage of the USA 
FREEDOM Act shows that this 
option is time consuming, subject 
to political dispute, and delivers 
imperfect outcomes. The second 
hurdle is an individual’s right of 
contract. Placing restrictions on 
terms-of-service agreements for 
third-party providers could in-
fringe on the service providers’ 
and users’ ability to freely enter 
into contracts.11 Finally, these re-
forms do nothing to deter cyber-
criminals who rampantly ignore 
the law entirely. 

A s we move to a more digital 
world that relies on cloud 
computing and greater 

connectedness, we are required to 
recognize the security vulnerabili-
ties of digital property. This issue 
is both legal and technological by 
nature, and conforming current 
legal paradigms to digital property 
proves untenable. More proactive 
protective measures that enhance 
the security of digital property 
where traditional legal protec-
tions fall short are needed. The 
legal landscape is ever-changing, 
and it is likely that a proper legal 
paradigm will eventually emerge. 
Until that day comes, however, us-
ers should take proactive steps to 
protect themselves. 
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D oes the world of academic research have 
anything to contribute to the world of 
practical security? That was the ques-

tion I asked myself recently while attending the 
annual IEEE Symposium on Security and Pri-
vacy. This year there were 55 papers, a record 
number. At least one of them was considered 
practical, because it won the “Distinguished 
Practical Paper” award. I found at least three 
other papers that seemed both practical and 
interesting: ways of using a hybrid capability 
architecture for a variety of process protection 
mechanisms, a near-term solution to privacy 
of DNS queries, and a methodology that turned 
up several exploitable errors in Transport Layer 
Security (TLS) state machine implementations. 
That last paper was one of two selected for the 
overall “Distinguished Paper” award.

In some sense, almost all security research 
papers are practical. They must surmount a high 
bar by covering new ground. Solutions that 
haven’t been tried before, attacks that haven’t 
been analyzed, and new ways to analyze exist-
ing systems are all aspects of the collection of 
papers for a good security research conference.

Today’s research papers usually address a 
real-world problem in some way. The research-
ers will apply analysis to gain a deeper under-
standing of the problem, or they’ll investigate 
a proposed solution’s effectiveness. Some solu-
tions aren’t practical due to computational over-
head or the amount of infrastructure that would 
have to be changed, but generally the paper is 
about something that might be used in the fore-
seeable future. Nonetheless, some things are 
more practical than others, and some things are 
more important than others. The four papers I 
have selected to discuss in this issue’s “Practical 
Security” column occupy different places on the 
axes of practicality, novelty, and importance.

Practically Competing for Attention
The first paper is “Ad Injection at Scale: Assess-
ing Deceptive Advertisement Modifications,” 
and it’s an investigation into how some ads get 
placed on webpages.1 Webpages are a digital 
battleground when it comes to ads. There’s a 
complex ecosystem feeding that war, and part of 
the system relies on some shady characters who 
use browser extensions to turn the ad selection 
system upside down.

When visiting a retailer’s webpage, a user 
expects to see ads for products sold through the 
site. Similarly, when visiting a search results page, 
the user understands that some of the entries 
are paid for by advertisers. The retailers might 
think they’re paying for an ideal kind of tailored 
shopping experience — a thoughtful selection 
of products suited to the shopper’s preferences 
and budget and current best deals offered by the 
retailer. This is unlikely to be the experience for 
users who have installed browser extensions that 
promise an enhanced shopping experience.

A user might visit Walmart’s website looking 
for a TV and see ads for Crazy Ed’s Electronics, as 
a hypothetical example. Those ads weren’t there 
when the Walmart server composed the page, but 
by the time the page is displayed in an afflicted 
user’s browser, the entire process of selecting and 
inserting ads has been repeated by code that was 
installed as a browser extension. The extensions 
often are touted as advantageous for the user. In 
theory, they automatically do product searches 
and price comparisons. In practice, they’re a nui-
sance because they slow down all page loads and 
don’t deliver the promised value. On top of that, 
they can be almost impossible to remove.

The researchers were able to learn a great 
deal about the prevalence of ad injectors in the 
wild by utilizing their association with Google. 
Their methodology inserted monitoring code 
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into webpages delivered by Google 
servers, but the code did nothing 
to change what was displayed. Any 
ads that were inserted after the page 
was delivered were undisturbed. The 
monitoring software waited for the 
“unload” event generated when the 
user navigated away from the page, 
and at that point the page’s contents 
were compared to what was origi-
nally delivered. In this way, they 
learned that a few percent of all web-
page deliveries are affected by ad 
injectors. The injectors affect many 
kinds of browsers, notably Chrome, 
Firefox, and Internet Explorer.

The research project then moved 
on to investigating the variety of 
software libraries that implement 
ad injection, the software providers, 
and the revenue stream that supports 
the practice. Unsurprisingly, only a 
few entities dominate ad replace-
ment technology: Superfish, Jol-
lyWallet, VisAdd, and Nav-Links. 
Superfish is notorious because of its 
short-lived deal with Lenovo to pre-
install its ad software on Windows 
machines, thus opening a security 
hole.2 The researchers found that the 
advertisers who work with the ad 
injection companies form a tangled 
web, sometimes looping back to the 
unknowing retailer, who can end up 
paying for his own ads to be replaced 
with different ads of his own!

An interesting side note on this 
subject is in a different paper from 
the IEEE Symposium on Security 
and Privacy, one that detects and 
analyzes the function of embedded 
scripts in webpages.3 I wonder if the 
research behind it might have come 
across the monitoring scripts used in 
the ad injection research.

While you have to admire the 
depth of the investigation and inter-
esting information about the danger 
of browser extensions, the work leaves 
me wondering, Where’s the security, 
where’s the practicality? Web browsers 
are applications with unlimited exten-
sibility and no  security model, and it 

seems obvious that they’re vectors for 
unpleasant surprises. Is ad replace-
ment a security problem, or is it really 
a tug-of-war between competing ad 
companies? Is the user harmed by the 
ad replacements? Could there be ad 
replacement services that are mutually 
beneficial to the user and the website 
owner? It’s likely that the war for user 
attention is only beginning, and this 
article won’t be the last word on the 
subject.

Practical Privacy  
for DNS Queries
Web browsing is critically dependent 
on DNS lookups, a little piece of magic 
that turns a name like Walmart.com 
into an Internet address. Although 
the authenticity of the DNS response 
can be assured through cryptog-
raphy, and although the webpage 
that you ultimately access may be 
delivered with privacy-preserving 
encryption, the DNS query itself is in 
plain view of all network-observing 
eyes. Can this privacy gap be closed?

Researchers at Verisign Labs and 
USC’s Information Sciences Institute 
teamed up to validate the assertion 
that it’s eminently feasible and prac-
tical to use TLS to gain this privacy.4 
Their work shows that the fears 
of server overload can be allayed 
through careful connection manage-
ment, a few implementation changes, 
and a protocol extension. Their con-
clusions are based on analysis of a 
huge sample of DNS queries to three 
different, heavily used, servers: a 
proxy resolver, an ISP DNS server, 
and a root nameserver.

TLS runs over TCP, but DNS has 
historically used User Datagram 
Protocol (UDP). The connectionless 
nature of UDP originally seemed 
suited to the simplicity of the query/
reply nature of DNS. But, there are 
downsides to this simplicity, one of 
them being an “amplification attack” 
in which malicious senders use their 
victim’s IP address to trick DNS 
servers into sending large replies 

that overwhelm the victim’s network 
capacity. There’s evidence that most 
denial-of-service attacks utilize DNS 
amplification. TCP and TLS together 
thwart a good number of these sim-
ple attacks, giving yet another rea-
son to switch away from UDP.

The TLS approach is an interest-
ing contrast to an older proposal for 
DNS query privacy5 that works over 
UDP, but has been slow to catch on. 
That method seems roughly compa-
rable to this new proposal in terms of 
performance.

There are two nonobvious imple-
mentation changes that the research-
ers used to argue that TCP is a good 
choice for a transport protocol. Tra-
ditional query/response systems pro-
cess requests in order, but this blocks 
the connection until the response is 
ready. If instead the server delivers 
replies when they’re ready, even if 
they’re out of order, the connection 
can be kept open without blocking. 
Because DNS already has provisions 
for matching responses to queries, 
this change isn’t onerous for clients. 
The clients can improve things fur-
ther by sending the queries without 
waiting for responses; the typical 
webpage has at least four unique 
domain names, and all those que-
ries can be sent in one batch. Finally, 
clients could help servers avoid the 
expense of tearing down connec-
tions and restarting them by advis-
ing the server that it would be a good 
idea to extend the timeout period.

Based on the data available, the 
researchers feel that two other modi-
fications would help with the rather 
expensive process of starting up a 
new TLS connection for DNS. They 
propose adding a new bit to the 
extensions vector to indicate that the 
client wants to use TLS immediately. 
They also recommend adopting the 
strategy of letting the server bundle 
the TLS session state into an opaque 
object that can be stored by the client 
while the session is closed. The cli-
ent could request session  resumption 
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by sending the opaque object back 
to the server, and both could then 
restore their cryptographic contexts 
securely.

How practical is all of this? The 
paper is based on traffic analyses, 
not actual implementations, but it 
suggests that the time to make this 
a practical reality is at hand. There’s 
even a working group for that: the 
DNS PRIVate Exchange (dprive).6

A Practical Approach  
to Finding TLS State 
Machine Errors
The TLS security protocol is widely 
used for authenticating and pro-
tecting connections to webserv-
ers. Briefly, it’s the lock icon shown 
next to the address bar in a browser. 
The protocol has also been the sub-
ject of many detailed analyses and 
the source of many bugs.7 Prob-
lems don’t come from the protocol’s 
formal definition, which has been 
analyzed extensively, but from the 
implementations that are burdened 
with legacy functionality, cipher 
suite variability, and complex error 
handling. Practically speaking, how 
can we vet a TLS implementation 
for correct handling of everything 
thrown at it?

The problem is especially difficult 
because there’s not just one sequence 
of messages between a client and 
server that sets up the cryptographic 
context for a TLS session. If there 
were, it would be easy to test for cor-
rectness. At each state, a testing sys-
tem would try sending one of the 10 
or so messages associated with a dif-
ferent, out-of-order state transition. 
But TLS isn’t that simple, and there 
are multiple valid pathways that 
weave through its state transition 
graph. Not all implementers coded 
this correctly, which led to a number 
of exploitable vulnerabilities.

Can all the errors in TLS imple-
mentations be found and corrected? 
Perhaps not all of them, but Benja-
min Beurdouche and his colleagues8 

have an innovative testing meth-
odology that automatically detects 
problems in real-life implemen-
tations of TLS. They probe at an 
implementation (either a client or a 
server) by sending messages out of 
order and looking for responses that 
fail to “alert” the bad message. This 
was a surprisingly fruitful inves-
tigation. For example, they found 
that one implementation incorrectly 
allowed some cryptographic setup 
messages to be skipped. In one case, 
this omission disabled subsequent 
data encryption.

One of the discoveries was an 
exploitable downgrade attack that 
has been named “FREAK.” The prob-
lem comes about because some cli-
ent implementations incorrectly 
accept a key exchange message, 
even though they already have the 
server’s RSA key from its certificate. 
The key exchange message can have 
a very weak RSA key (from the days 
when US export controls required 
weakness in exported cryptographic 
products). As a result, a man-in-the-
middle (MITM) can factor the key 
and read the traffic. In fact, for many 
implementations, the MITM can read 
the traffic for several days, because 
the key is changed infrequently.

A second part of the research 
produced a verified implementation 
of the complete TLS state machine. 
Their implementation requires anno-
tations on critical memory areas to 
assure that they’re well-defined and 
not overlapping. This verified imple-
mentation could be used within 
another implementation as a check 
that each protocol message left the 
implementation in a valid state.

As practical as this seems to be, 
as a way of locking down the TLS 
state machine, the authors note that 
the whole protocol, including all the 
cryptography, is unlikely to be veri-
fied anytime soon. Still, we can only 
applaud any method that finds bugs 
for the good guys to fix before the 
bad guys find them.

Capabilities Made  
(Almost) Practical
Finally, wouldn’t it be nice if the 
computer hardware protected pro-
cesses from all unauthorized data 
accesses, rendered buffer overflow 
bugs innocuous, and generally kept 
us all safe? Of course it would, and 
that idea is behind the venerable 
capability machine which has long 
been the Holy Grail of the secure 
processing community.

Capability machines use special 
hardware to mediate interactions 
between different “domains” (roughly 
speaking, processes and/or libraries). 
A capability architecture can securely 
implement the principle of “least privi-
lege” for trusted computing bases. A 
capability is an immutable system 
object that we can use for resource 
access. For example, we could control 
read access to a section of memory from 
another process through a capability 
rather than a bare memory pointer or 
kernel-mediated interprocess commu-
nication. Capabilities are also useful for 
controlling access to resources such as 
files or network connections.

The problem that has beset capa-
bility machines from their outset is 
that they’re slow. Compared to tradi-
tional processors of similar instruction 
sets, they seem like sack race contes-
tants trying to run Olympic sprints. 
That slowness comes from the number 
of independent address space descrip-
tors needed to represent a capability-
based process. Each one requires a 
memory-page mapping. The transla-
tion from address to page map index 
is done via the fast associative memory 
cache structure called the translation 
lookaside buffer or TLB (which is gen-
erally as well understood as a spleen). 
If there are more active entries than 
can fit in the TLB, memory lookups go 
through a much slower lookup mech-
anism that makes a modern computer 
seem to be running in low gear.

Undissuaded by this history, a large 
research team has embarked on the 
Capability Hardware-Enhanced RISC 
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Instructions (CHERI) project to “do 
capabilities right” on their Business 
Environment Risk Intelligence (BERI) 
processor, a RISC field-programmable 
gate array (FPGA) softcore processor 
(open sourced). Their recent work9 
builds on a capability architecture, but 
sidesteps some of its associative mem-
ory limitations by way of a hybrid 
approach that selectively integrates a 
C compiler with software capabilities 
on a FreeBSD (BSD stands for Berke-
ley Software Distribution) operating 
system. If that sounds familiar, it’s 
because the capabilities of FreeBSD 
were the subject of work published 
in 2010.10 That paper investigated the 
“capabilitization” of common utilities 
like tcpdump and zlib.

The work described at the sym-
posium is an interesting architecture 
that lets a developer choose security/
performance tradeoffs in a capability 
architecture. At one end of the spec-
trum, everything could be a capabil-
ity: all library accesses, all memory 
pointers, all interprocess communi-
cation. That would be prohibitively 
expensive, as noted in the past. That’s 
why CHERI supports intermediate 
solutions that can set the protection 
boundaries in several different ways. 
Capabilities can be used to wrap an 
untrusted library operating within an 
otherwise unmodified application, for 
example. Or, a capability-based pro-
cess can access “compartmentalized” 
legacy C code. The compartment limits 
the damage from buffer overflows or 
improper addressing to the resources 
of the software and data within the 
compartment’s address space.

The performance results are greatly 
favorable to the capabilities when 
used correctly, as opposed to sand-
boxing. Interprocess memory copies, 
for example, are much speedier with 
a capability than with sandboxed 
processes. The tcpdump utility is an 
interesting case study, because it has 
known bugs when handling some 
kinds of malformed packets. CHERI is 
flexible enough to support isolation 

based on packet types or addresses, 
packet processing time, or other cri-
teria. An error in a compartment is 
limited to damage within its own 
scope. These techniques mitigated all 
but two known vulnerabilities in the 
utility.

The CHERI work isn’t ready for 
immediate use, and their FPGA pro-
cessor isn’t going to be fabricated for 
use in mobile devices anytime soon. 
Yet the work does show that stronger 
protections for real-world legacy code 
could be a reality in a future world 
that values secure processing. As a 
practical matter, security-enhanced 
processors still seem a distant hope, 
unless there’s some overwhelmingly 
lucrative use for them. This seems a 
bit odd, because the estimated losses 
from cybercrime are astounding.

T here’s no crystal ball that tells 
us when research will turn into 

practice. Although computer security 
research is very much an applied sci-
ence (I’m reminded of Edsger Dykstra’s 
cutting remark that computer science 
is no more a science than surgery is 
“knife science”), and even though 
most researchers would be delighted 
to have their work used commercially, 
the pathway from the research lab to 
the sales-in-the-billions product is 
unpredictable. Economics, physics, 
and psychology must all align per-
fectly. The four examples presented 
here are novel approaches expanding 
computer security, and each of them 
represent ongoing work that could 
be in your hands within a few years. 
They’re only a small sample of what 
comes out of academic and industrial 
research labs every year, so keep your 
eye out for the gems that might be the 
next big influence on security. 
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by sending the opaque object back 
to the server, and both could then 
restore their cryptographic contexts 
securely.

How practical is all of this? The 
paper is based on traffic analyses, 
not actual implementations, but it 
suggests that the time to make this 
a practical reality is at hand. There’s 
even a working group for that: the 
DNS PRIVate Exchange (dprive).6

A Practical Approach  
to Finding TLS State 
Machine Errors
The TLS security protocol is widely 
used for authenticating and pro-
tecting connections to webserv-
ers. Briefly, it’s the lock icon shown 
next to the address bar in a browser. 
The protocol has also been the sub-
ject of many detailed analyses and 
the source of many bugs.7 Prob-
lems don’t come from the protocol’s 
formal definition, which has been 
analyzed extensively, but from the 
implementations that are burdened 
with legacy functionality, cipher 
suite variability, and complex error 
handling. Practically speaking, how 
can we vet a TLS implementation 
for correct handling of everything 
thrown at it?

The problem is especially difficult 
because there’s not just one sequence 
of messages between a client and 
server that sets up the cryptographic 
context for a TLS session. If there 
were, it would be easy to test for cor-
rectness. At each state, a testing sys-
tem would try sending one of the 10 
or so messages associated with a dif-
ferent, out-of-order state transition. 
But TLS isn’t that simple, and there 
are multiple valid pathways that 
weave through its state transition 
graph. Not all implementers coded 
this correctly, which led to a number 
of exploitable vulnerabilities.

Can all the errors in TLS imple-
mentations be found and corrected? 
Perhaps not all of them, but Benja-
min Beurdouche and his colleagues8 

have an innovative testing meth-
odology that automatically detects 
problems in real-life implemen-
tations of TLS. They probe at an 
implementation (either a client or a 
server) by sending messages out of 
order and looking for responses that 
fail to “alert” the bad message. This 
was a surprisingly fruitful inves-
tigation. For example, they found 
that one implementation incorrectly 
allowed some cryptographic setup 
messages to be skipped. In one case, 
this omission disabled subsequent 
data encryption.

One of the discoveries was an 
exploitable downgrade attack that 
has been named “FREAK.” The prob-
lem comes about because some cli-
ent implementations incorrectly 
accept a key exchange message, 
even though they already have the 
server’s RSA key from its certificate. 
The key exchange message can have 
a very weak RSA key (from the days 
when US export controls required 
weakness in exported cryptographic 
products). As a result, a man-in-the-
middle (MITM) can factor the key 
and read the traffic. In fact, for many 
implementations, the MITM can read 
the traffic for several days, because 
the key is changed infrequently.

A second part of the research 
produced a verified implementation 
of the complete TLS state machine. 
Their implementation requires anno-
tations on critical memory areas to 
assure that they’re well-defined and 
not overlapping. This verified imple-
mentation could be used within 
another implementation as a check 
that each protocol message left the 
implementation in a valid state.

As practical as this seems to be, 
as a way of locking down the TLS 
state machine, the authors note that 
the whole protocol, including all the 
cryptography, is unlikely to be veri-
fied anytime soon. Still, we can only 
applaud any method that finds bugs 
for the good guys to fix before the 
bad guys find them.

Capabilities Made  
(Almost) Practical
Finally, wouldn’t it be nice if the 
computer hardware protected pro-
cesses from all unauthorized data 
accesses, rendered buffer overflow 
bugs innocuous, and generally kept 
us all safe? Of course it would, and 
that idea is behind the venerable 
capability machine which has long 
been the Holy Grail of the secure 
processing community.

Capability machines use special 
hardware to mediate interactions 
between different “domains” (roughly 
speaking, processes and/or libraries). 
A capability architecture can securely 
implement the principle of “least privi-
lege” for trusted computing bases. A 
capability is an immutable system 
object that we can use for resource 
access. For example, we could control 
read access to a section of memory from 
another process through a capability 
rather than a bare memory pointer or 
kernel-mediated interprocess commu-
nication. Capabilities are also useful for 
controlling access to resources such as 
files or network connections.

The problem that has beset capa-
bility machines from their outset is 
that they’re slow. Compared to tradi-
tional processors of similar instruction 
sets, they seem like sack race contes-
tants trying to run Olympic sprints. 
That slowness comes from the number 
of independent address space descrip-
tors needed to represent a capability-
based process. Each one requires a 
memory-page mapping. The transla-
tion from address to page map index 
is done via the fast associative memory 
cache structure called the translation 
lookaside buffer or TLB (which is gen-
erally as well understood as a spleen). 
If there are more active entries than 
can fit in the TLB, memory lookups go 
through a much slower lookup mech-
anism that makes a modern computer 
seem to be running in low gear.

Undissuaded by this history, a large 
research team has embarked on the 
Capability Hardware-Enhanced RISC 

This article originally appeared in  IEEE Internet Computing, vol. 19, no. 5, 2015.
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Colluding Apps: 

Tomorrow’s Mobile Malware Threat

Atif M. Memon | University of Maryland, College Park
Ali Anwar | Montgomery Blair High School

M obile devices (tablets, 
smartphones, watches, and 

wearable gadgets) carry a wealth of 
personal and professional data that 
software apps can read, access, and 
modify. Unfortunately, some apps 
are malicious, stealing users’ data 
and transmitting it without their 
knowledge. Given that an estimated 
7.22 billion mobile devices are in 
use—a number rivaling the human 
population1—and that mobile plat-
forms are increasingly reporting mal-
ware,2,3 mobile malware might put 
our privacy at unprecedented risk.

App Isolation  
and Interaction
Today’s mobile OSs are designed 
with a focus on security. Android, 
the most popular mobile OS, iso-
lates each app in an application 
sandbox by leveraging the security 
features of its underlying Linux 
kernel. Each app runs in its own 
memory space, has access to a 
permission -protected file system, 
and has protected CPU cycles. 
Unless the user explicitly bypasses 
it, this sandbox design protects apps 
from interfering or interacting with 
one another and other vital system 
components. For example, a bank-
ing app can’t access files from a mes-
saging app and vice versa.

Although it successfully isolates 
apps from one another, the sand-
box design doesn’t completely pre-
clude malware exploitation. For 
example, an app might intentionally 
or unintentionally leak the device’s 

GPS coordinates by encoding them 
in the URL of an HTTP request. 
Android provides additional mech-
anisms to protect against such 
leaks. Each protected feature of the 
device (such as GPS or the net-
work) requires explicit access per-
mission. Hence, for an app to leak 
GPS location information over the 
network, it must have simultaneous 
permission to ACCESS_FINE_
LOCATION for GPS and access to 
INTERNET for the network. Only 
users can grant these permissions 
when they install the app. However, 
because most users ignore permis-
sion warnings at app install time,4 
they might end up installing over-
privileged apps—those requesting 

more permissions than they need 
to do their job5—some of which 
might be malicious.

It’s not practical to completely 
isolate apps from one another and 
the system. Numerous use cases 
require that apps be allowed (and 
even encouraged) to interact; for 
example, a messaging app might 
need to interact with the device 
contacts app and the camera app so 
users can capture and send pictures 
to their contacts. Moreover, apps 
might invoke parts of other apps to 
enhance the user experience. For 
example, an app that wants to show 
a map as part of its user interface 
doesn’t need to write map-viewing 
code from scratch. Instead, it can 
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invoke the default map app’s map 
screen (similar to a subroutine); 
users can then view the map, close 
it, and return control back to the 
calling app. In another example, 
users might want a certain app to be 
invoked for a system event such as a 
text’s arrival. 

To cater to such use cases, 
Android allows apps to interact 
with one another and the system, 
pass data, return results, and share 
resources; apps need to explic-
itly allow for such interaction via 
permissions. However, allowing 

interaction such as communica-
tion via messages (implemented as 
Intent objects in Android) opens 
the door to malware. For example, 
the DroidDreamLight malware used 
receipt of the android.intent.action 
.PHONE_STATE Intent as its 
 trigger—such as when users receive 
a phone call. Once triggered,  this 
malware executes its own code.6

Detecting and Removing 
Mobile Malware
The Internet abounds with advice 
and best practices for avoiding 

mobile malware. Yet malware con-
tinues to proliferate, indicating 
that prevention alone isn’t suffi-
cient. Several techniques can detect 
and remove mobile malware. First, 
basic static techniques check the 
app’s attributes such as file name, 
checksums or hashes, file type, and 
file sizes. Any discrepancies are 
flagged as potential malware. Sec-
ond, static code search techniques, 
such as those used in virus scan-
ners, search for syntactic signatures 
in the app’s code. Using a database 
of code sequence patterns that are 

Covert Communication Channels 

C onsider two apps: FFitt and IIMsgg. FFitt collects and maintains 
fitness data locally on the user’s mobile device. It has permis-

sion to communicate unshared local storage, device location, and 
system settings via Bluetooth to a fitness device. It has no Internet 
access. IIMsgg sends and receives text messages via an Internet-
based messaging service. It has permission to access the Internet, 
contacts, and system settings. Security analysis tools would deem 
both apps safe because there’s no way to leak sensitive fitness and 
location data.

Unbeknownst to these analysis tools is that there’s malicious 
code (a snippet is shown in Figure A) embedded in the apps by 
developers or a hacked integrated development environment1 that 
allows them to communicate via an unconventional channel: the 
device’s screen-off time-out. In Android, this is the time in milli-
seconds before the device goes to sleep or begins to dream after a 
period of inactivity. Apps are allowed to read and modify this value. 
Using this mechanism, the FFitt app covertly sends fitness and 
location data to the IIMsgg app, which then leaks this information 
to a contact via a message. Figure A implements an oversimplified 
but illustrative protocol that allows FFitt to transmit its sensitive 
data as a set of numbers (message in the code). FFitt encodes 
each number as a time-out value and sets it using Settings.
System.putInt (full code not shown due to space); IIMsgg 
reads the value (Settings.System.getInt) and resets it to 
indicate successful receipt. FFitt then “sends” the next number. This 
process continues until all the numbers have been transmitted. This 
example illustrates how two apps’ shared resource (screen time-out) 
might be used as a covert communication channel to effectively 
complete a path from a source of sensitive data (location, fitness 
data) to an external sink. None of today’s malware tools would 
detect this collusion.2
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considered malicious, the tech
nique identifies a program as mal
ware if part of its code matches a 
pattern in the database. Third, static 
code analysis techniques perform 
flow analysis of the app’s code to 
check whether there’s a control flow 
path that allows the app to access 
and leak sensitive information to an 
external entity. 

These static techniques are 
severely limited because today’s 
mobile apps increasingly use dyna
mic runtime mechanisms such as 
virtual function calls, dynamic class 

loading, reflection, multithreading, 
and event handler callbacks. Such 
mechanisms necessitate a fourth 
technique: dynamic analysis. This 
technique manually or automati
cally runs the app and observes its 
runtime behavior; for example, it 
monitors system processes, file
system and registry changes, and 
network activity. Dynamic analy
sis is typically done in a safe (most 
likely emulated) environment in 
which the analyst can run the mal
ware and observe its behavior with
out interference from other apps. 

However, this technique is incom
plete because it’s generally impos
sible to run a software program on 
all its possible inputs. Moreover, 
because dynamic analysis involves 
actually executing the app, the app 
might fool the analysis by “turning 
off ” malicious behavior in certain 
configurations (such as for particu
lar platforms, locations, time, and 
devices). For example, the Den
droid malware used emulation
detection code to successfully evade 
Google Bouncer, an automated app
vetting tool.7

Figure A. A snippet of malicious code embedded in the FFitt and IIMsgg apps that lets them communicate via an unconventional 
channel: the device’s screen-off time-out. FFitt encodes sensitive fitness and location data as time-out values, which IIMsgg then sends 
to a contact via a message.

FFitt

IIMsgg

//List of secret  numbers to send
int message = {14, 63, 75, 381, 127, 141};
j = 0;
//inform reader that writer is alive by setting timeout to 777
Settings.System.putInt(getContentResolver( ), Settings.System.
    SCREEN_OFF_TIMEOUT, 777);
while (j < message.length) {
    //Wait for reader to be ready
    while (timeout !=555)
        timeout = Settings.System.getInt(getContentResolver( ),
                                Settings.System.SCREEN_OFF_TIMEOUT, -1;
        //Reader is ready. Send the number
        Settings.System.putInt(getContentResolver( ), Settings.System.
            SCREEN_OFF_TIMEOUT, message[j]);
        j++; }
//Tell reader that message has ended by setting timeout to 777
Settings.System.putInt(getContentResolver( ), Settings.System.
    SCREEN_OFF_TIMEOUT, 777);

i = 0;
timeout = 0;
//Wait for writer to show up until timeout is 777
while (timeout !=777)
timeout = Settings.System.getInt(getContentResolver( ),
                                 Settings.System.SCREEN_OFF_TIMEOUT, -1);
//Reset variable to enter next loop
timeout = 0;
//Writer is alive. Start reading the secret numbers
while (timeout != 777) {
    //Change timeout to 555; reader ready to receive number
    Settings.System.putInt(getContentResolver( ), Settings.System.
          SCREEN_OFF_TIMEOUT, 555);
    //Wait until writer modifies the timeout
    while (timeout == 555)
        timeout = Settings.System.getInt(getContentResolver( ),
                        Settings.System.SCREEN_OFF_TIMEOUT, -1);
        //Store the secret number if not end of transmission
        if (timeout != 777) {
            secret[i] = timeout;
            i++;
        } }
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allows them to communicate via an unconventional channel: the 
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data as a set of numbers (message in the code). FFitt encodes 
each number as a time-out value and sets it using Settings.
System.putInt (full code not shown due to space); IIMsgg 
reads the value (Settings.System.getInt) and resets it to 
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process continues until all the numbers have been transmitted. This 
example illustrates how two apps’ shared resource (screen time-out) 
might be used as a covert communication channel to effectively 
complete a path from a source of sensitive data (location, fitness 
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detect this collusion.2
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App Collusion
Even as the security community is 
starting to understand and detect 
individual malicious apps, a new 
threat is emerging: colluding apps.8 
In collusion attacks, a malicious 
operation is broken into smaller 
parts and distributed across mul-
tiple apps. These apps communi-
cate (or wait for a signal) to play 
their small, individually undetect-
able roles in the operation. Each 
app avoids suspicion by requesting 
the minimum permissions needed 
for its role. For example, when two 
apps collude, the first app might 
read sensitive data and transmit it 
to the second app, which transmits 
it to the outside world. Analyzed 
individually, the apps would be con-
sidered benign because there’s no 
direct path from sensitive data to its 
transmission. In an effort to detect 
colluding apps, recent research has 
extended flow analysis to include 
app message-passing channels.9 
These messages can be monitored 
at runtime to identify app pairs that 
exchange messages and, hence, pos-
sibly collude.10

In the “Covert Communica-
tion Channels” sidebar, the exam-
ple of collusion between the FFitt 
and IIMsgg apps demonstrates 
the serious and complex nature of 
collusion. In 1973, Butler Lamp-
son identified a general form of 
this “confinement problem,”11 
although its application to today’s 
mobile apps gives it new light. Mal-
ware detection tools considering 
each app in isolation have no hope 
of detecting collusion because they 
aren’t designed to analyze sets of 
apps simultaneously. Even if new 
tools could target collusion, they’d 
be limited in at least two ways. 
First, they wouldn’t know which 
apps to analyze together: there 
are millions of apps in the mar-
ketplace, and any two (or more) 
might be malicious and colluding. 
To analyze all possible app pairs, 
the tool would need to analyze N2 

pairs, where N is the number of 
apps in the marketplace. Analyzing 
all possible triples—to detect sets 
of three colluding apps—would 
require N3 runs. Thus, the cost of 
analysis grows exponentially with 
the number of concurrently ana-
lyzed apps. Second, the analysis 
wouldn’t know which communica-
tion channels to intercept.

Apps share dozens of resources, 
each with multiple attribute val-
ues that apps are allowed to read 
or modify (including network sta-
tus, sound volume level, device 
orientation, Bluetooth status, USB 
connection, and altitude). Any of 
these resources might be used—
individually  or together—as covert 
communication channels. In prin-
ciple, a successful analysis tool must 
monitor all possible communica-
tion channels, which means moni-
toring every possible code path 
to every read/write of a shared 
resource’s attribute. This is a practi-
cally impossible task. 

Potential Security 
Improvements 
The problem of colluding mal-
ware hits at the very core of today’s 
mobile OS security model: individ-
ually restricting apps (for example, 
via permissions or sandboxing) is 
sufficient for their safe composi-
tion on a single device. This model 
is inadequate in light of collud-
ing malware. Thus, we must revise 
and enhance the model, which 
will involve an expensive, major 
rewrite of the security components 
of today’s mobile OSs. Detecting 
colluding apps remains an open 
research problem, the solution to 
which eludes both practitioners 
and researchers. We believe that any 
solution must address two funda-
mental challenges: which covert 
channels to examine and which 
sets of apps to analyze together  for 
collusion. 

To identify covert channels, we 
propose the following steps:

 ■ Exhaustively list all possible 
shared resources and their attri-
butes that apps can access and 
modify (originally called “shared-
resource matrix methodology”12).

 ■ Examine the code of all apps in 
today’s mobile marketplace to deter-
mine the shared resources and attri-
butes being accessed in practice.

To identify which sets of apps to 
analyze together for collusion, we 
propose the following approaches:

 ■ Examine app advertisements that 
ask users to download other apps.

 ■ Mine social media postings and 
Internet sites that ask users to 
download apps. For example, 3 
million Minecraft fans—looking  
for cheat sheets and playing 
tips—were tricked into down-
loading more than 30 fake apps.13

T here’s no way to tell how many 
covert-channel colluding apps 

are in the mobile marketplace, already 
stealing our information. Many users 
are unaware that their devices have 
even been compromised. Indeed, if 
rogue nations use malware to spy on 
other countries’ government agents, 
businesses, and diplomats to gain 
strategic advantage, then the results 
of exploits might not translate to a 
traceable outcome (such as a credit 
card charge)—meaning that the 
malware can go undetected for years.

Given that shared resource 
attributes are easily repurposed as 
covert communication channels, 
we believe that we’re on the edge 
of a massive influx of apps using 
such channels to go undetected for 
long periods. It’s not difficult to 
imagine the developers of today’s 
individual malicious apps splitting 
their malware code across multiple 
and seemingly benign apps, using 
a covert channel to communicate 
between the apps, and successfully 
performing malicious operations. If 

80 IEEE Security & Privacy November/December 2015

BUILDING SECURITY IN



www.computer.org/computingedge 35

their exploits are discovered, they 
can quickly move the malware to 
other apps, change the covert com-
munication to an alternative shared 
resource, and repenetrate the mar-
ketplace. This practice could con-
tinue indefinitely, until we develop 
better solutions to the problem of 
malware avoidance and detection. 
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App Collusion
Even as the security community is 
starting to understand and detect 
individual malicious apps, a new 
threat is emerging: colluding apps.8 
In collusion attacks, a malicious 
operation is broken into smaller 
parts and distributed across mul-
tiple apps. These apps communi-
cate (or wait for a signal) to play 
their small, individually undetect-
able roles in the operation. Each 
app avoids suspicion by requesting 
the minimum permissions needed 
for its role. For example, when two 
apps collude, the first app might 
read sensitive data and transmit it 
to the second app, which transmits 
it to the outside world. Analyzed 
individually, the apps would be con-
sidered benign because there’s no 
direct path from sensitive data to its 
transmission. In an effort to detect 
colluding apps, recent research has 
extended flow analysis to include 
app message-passing channels.9 
These messages can be monitored 
at runtime to identify app pairs that 
exchange messages and, hence, pos-
sibly collude.10

In the “Covert Communica-
tion Channels” sidebar, the exam-
ple of collusion between the FFitt 
and IIMsgg apps demonstrates 
the serious and complex nature of 
collusion. In 1973, Butler Lamp-
son identified a general form of 
this “confinement problem,”11 
although its application to today’s 
mobile apps gives it new light. Mal-
ware detection tools considering 
each app in isolation have no hope 
of detecting collusion because they 
aren’t designed to analyze sets of 
apps simultaneously. Even if new 
tools could target collusion, they’d 
be limited in at least two ways. 
First, they wouldn’t know which 
apps to analyze together: there 
are millions of apps in the mar-
ketplace, and any two (or more) 
might be malicious and colluding. 
To analyze all possible app pairs, 
the tool would need to analyze N2 

pairs, where N is the number of 
apps in the marketplace. Analyzing 
all possible triples—to detect sets 
of three colluding apps—would 
require N3 runs. Thus, the cost of 
analysis grows exponentially with 
the number of concurrently ana-
lyzed apps. Second, the analysis 
wouldn’t know which communica-
tion channels to intercept.

Apps share dozens of resources, 
each with multiple attribute val-
ues that apps are allowed to read 
or modify (including network sta-
tus, sound volume level, device 
orientation, Bluetooth status, USB 
connection, and altitude). Any of 
these resources might be used—
individually  or together—as covert 
communication channels. In prin-
ciple, a successful analysis tool must 
monitor all possible communica-
tion channels, which means moni-
toring every possible code path 
to every read/write of a shared 
resource’s attribute. This is a practi-
cally impossible task. 

Potential Security 
Improvements 
The problem of colluding mal-
ware hits at the very core of today’s 
mobile OS security model: individ-
ually restricting apps (for example, 
via permissions or sandboxing) is 
sufficient for their safe composi-
tion on a single device. This model 
is inadequate in light of collud-
ing malware. Thus, we must revise 
and enhance the model, which 
will involve an expensive, major 
rewrite of the security components 
of today’s mobile OSs. Detecting 
colluding apps remains an open 
research problem, the solution to 
which eludes both practitioners 
and researchers. We believe that any 
solution must address two funda-
mental challenges: which covert 
channels to examine and which 
sets of apps to analyze together  for 
collusion. 

To identify covert channels, we 
propose the following steps:

 ■ Exhaustively list all possible 
shared resources and their attri-
butes that apps can access and 
modify (originally called “shared-
resource matrix methodology”12).

 ■ Examine the code of all apps in 
today’s mobile marketplace to deter-
mine the shared resources and attri-
butes being accessed in practice.

To identify which sets of apps to 
analyze together for collusion, we 
propose the following approaches:

 ■ Examine app advertisements that 
ask users to download other apps.

 ■ Mine social media postings and 
Internet sites that ask users to 
download apps. For example, 3 
million Minecraft fans—looking  
for cheat sheets and playing 
tips—were tricked into down-
loading more than 30 fake apps.13

T here’s no way to tell how many 
covert-channel colluding apps 

are in the mobile marketplace, already 
stealing our information. Many users 
are unaware that their devices have 
even been compromised. Indeed, if 
rogue nations use malware to spy on 
other countries’ government agents, 
businesses, and diplomats to gain 
strategic advantage, then the results 
of exploits might not translate to a 
traceable outcome (such as a credit 
card charge)—meaning that the 
malware can go undetected for years.

Given that shared resource 
attributes are easily repurposed as 
covert communication channels, 
we believe that we’re on the edge 
of a massive influx of apps using 
such channels to go undetected for 
long periods. It’s not difficult to 
imagine the developers of today’s 
individual malicious apps splitting 
their malware code across multiple 
and seemingly benign apps, using 
a covert channel to communicate 
between the apps, and successfully 
performing malicious operations. If 
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LAST WORD

Bruce Schneier 
Resilient Systems

Cryptography Is Harder than  
It Looks

W riting a magazine column is always 
an exercise in time travel. I’m writing 

these words in early December. You’re read-
ing them in February. This means anything 
that’s news as I write this will be old hat in 
two months, and anything that’s news to you 
hasn’t happened yet as I’m writing.

This past November, a group of research-
ers found some serious vulnerabilities in an 
encryption protocol that I, and probably most 
of you, use regularly. The group alerted the 
vendor, who is currently working to update 
the protocol and patch the vulnerabilities. The 
news will probably go public in the middle 
of February, unless the vendor successfully 
pleads for more time to finish their security 
patch. Until then, I’ve agreed not to talk about 
the specifics.

I’m writing about this now because these 
vulnerabilities illustrate two very important tru-
isms about encryption and the current debate 
about adding back doors to security products:

1. Cryptography is harder than it looks.
2. Complexity is the worst enemy of security.

These aren’t new truisms. I wrote about 
the first in 1997 and the second in 1999. I’ve 
talked about them both in Secrets and Lies 
(2000) and Practical Cryptography (2003). 
They’ve been proven true again and again, 
as security vulnerabilities are discovered in 
cryptographic system after cryptographic sys-
tem.  They’re both still true today.

Cryptography is harder than it looks, 
primarily because it looks like math. Both 
algorithms and protocols can be precisely 
defined and analyzed. This isn’t easy, and 
there’s a lot of insecure crypto out there, but 
we cryptographers have gotten pretty good 
at getting this part right. However, math 
has no agency; it can’t actually secure any-
thing. For cryptography to work, it needs to 
be written in software, embedded in a larger 
software system, managed by an operating 

system, run on hardware, connected to a net-
work, and configured and operated by users. 
Each of these steps brings with it difficulties 
and vulnerabilities.

Although cryptography gives an inher-
ent mathematical advantage to the defender, 
computer and network security are much 
more balanced. Again and again, we find vul-
nerabilities not in the underlying mathemat-
ics, but in all this other stuff. It’s far easier for 
an attacker to bypass cryptography by exploit-
ing a vulnerability in the system than it is to 
break the mathematics. This has been true 
for decades, and it’s one of the lessons that 
Edward Snowden reiterated. 

The second truism is that complexity is 
still the worst enemy of security. The more 
complex a system is, the more lines of code, 
interactions with other systems, configuration 
options, and vulnerabilities there are. Imple-
menting cryptography involves getting every-
thing right, and the more complexity there is, 
the more there is to get wrong. 

Vulnerabilities come from options within 
a system, interactions between systems, 
interfaces between users and systems—
everywhere. If good security comes from 
careful analysis of specifications, source code, 
and systems, then a complex system is more 
difficult and more expensive to analyze. We 
simply don’t know how to securely engineer 
anything but the simplest of systems. 

I often refer to this quote, sometimes 
attributed to Albert Einstein and sometimes 
to Yogi Berra: “In theory, theory and practice 
are the same. In practice, they are not.”

These truisms are directly relevant to the 
current debate about adding back doors to 
encryption products. Many governments—
from China to the US and the UK—want 
the ability to decrypt data and communica-
tions without users’ knowledge or consent. 
Almost all computer security experts have 
two arguments against this idea: first, adding 
this back door makes the system vulnerable 
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to all attackers and doesn’t just pro-
vide surreptitious access for the 
“good guys,” and second, creating 
this sort of access greatly increases 
the underlying system’s complexity, 
exponentially increasing the possi-
bility of getting the security wrong 
and introducing new vulnerabilities.

Going back to the new vulner-
ability that you’ll learn about in 
mid-February, the lead researcher 
wrote to me: “If anyone tells you 
that [the vendor] can just ‘tweak’ 
the system a little bit to add key 
escrow or to man-in-the-middle 
specific users, they need to spend 
a few days watching the authenti-
cation dance between [the client 
device/software] and the umpteen 
servers it talks to just to log into 
the network. I’m frankly amazed 
that any of it works at all, and you 
couldn’t pay me enough to tamper 

with any of it.” This is an important 
piece  of wisdom.

The designers of this system 
aren’t novices. They’re an experi-
enced team with some of the best 
security engineers in the field. If 
these guys can’t get the security 
right, just imagine how much worse 
it is for smaller companies without 
this team’s level of expertise and 
resources. Now imagine how much 
worse it would be if you added a 
government-mandated back door. 
There are more opportunities to get 
security wrong, and more engineer-
ing teams without the time and 
expertise necessary to get it right. 
It’s not a recipe for security.

U nlike what much of today’s 
political rhetoric says, strong 

cryptography is essential for our 

information security. It’s how we 
protect our information and our 
networks from hackers, criminals, 
foreign governments, and terrorists. 
Security vulnerabilities, whether 
deliberate backdoor access mecha-
nisms or accidental flaws, make us 
all less secure. Getting security right 
is harder than it looks, and our best 
chance is to make the cryptography 
as simple and public as possible. 

Bruce Schneier is the CTO of Resil-
ient Systems. His new book is 
Data and Goliath: The Hidden Bat-
tles to Collect Your Data and Con-
trol Your World. Contact him via 
www.schneier.com.
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Developer, Debug Thyself
Diomidis Spinellis

IT WAS A NEAR MISS. The press 
portrayed Volkswagen as the cor-
porate villain that manipulated its 
diesel engines’ performance during 
emissions tests. Yet, we software 
professionals know that a developer 
ultimately implemented the code 
that detected when the tests were be-
ing conducted and changed the en-
gine’s behavior accordingly. On the 
next scandal our profession won’t 
escape unscathed. As professionals, 
we’re already on the hook for devel-
oping software that regularly leaks 
embarrassing amounts of personal 
data, allows the � ourishing of illegal 
botnets that control millions of PCs, 
and has provided backdoors to gov-
ernment agencies. Clearly, we must 
deal more effectively with our pro-
fessional responsibility.

Continuing business as usual isn’t 
an option. Software increasingly af-
fects our personal lives, the econ-
omy, society, and our planet. Soft-
ware engineers are daily called to 
participate in tricky decisions at the 
crossroads between ethics and more 
narrowly de� ned corporate interests. 
For example, consider a smartphone. 
Should it click when taking pictures, 

thereby alerting others that they’re 
being photographed? (Mine doesn’t 
when in silent mode.) What should it 
do when recording video? Should it 
raise the headphone audio to harm-
ful levels? (Mine issues a warning 
but lets me override it.) Should it of-
fer the option to record phone calls? 

How should it handle its owner’s 
personal data? Should the engineers’ 
allegiance be to the phone’s owner or 
the company’s shareholders? Should 
the phone offer a backdoor to law 
enforcement authorities? Should that 
backdoor’s existence be kept secret?

The questions we face are dif� -
cult and will become even more so. 
If you think it’s easy to answer the 
questions I outlined because a smart-
phone’s legal owner should have 

some clear rights, re� ect on the case 
of the customers using “free” social-
networking applications. Also keep 
in mind that these questions might 
be more dif� cult to answer when a 
product or service is made available 
in totalitarian countries that regu-
larly violate human rights. And the 

list of areas in which software plays 
a crucial role keeps growing. Apart 
from the well-known areas of trans-
port, medical devices, and nuclear 
energy, consider that software in 
self-driving cars, wearables, enter-
tainment, and the smart grid easily 
raises even thornier questions.

Any response dealing with soft-
ware developers’ professional re-
sponsibility should take into account 
the software’s complete life cycle. 

FROM THE EDITOR 

Software increasingly affects our 
personal lives, the economy, society, 
and the planet.
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societies regarding the engineers re-
sponsible for the Volkswagen case 
has been missing in action.

Transparency can also help. In 
code developed as open source, de-
velopers are less likely to commit 
shenanigans, especially if they know 
that from day one their contributions 
will be openly available, as code 
commits signed with their name. 
Furthermore, open source software 
exposes what’s technically possible 
and what’s not, providing the gov-
ernment and society with the reliable 
information needed to make policy 
decisions regarding the software’s 
desired attributes. In contrast, pro-
prietary software obscures true tech-
nical affordances, providing many 
people with a false sense of security 
while only marginally inconvenienc-
ing criminals. Examples of this phe-
nomenon include ostensibly secure 
systems of lawful interception and 
digital rights management.

Transparency can also help moti-
vate compliance: organizations that 
are found to � out the rules should 

be forced to release their software as 
open source. This would be a power-
ful deterrent, while providing the re-
search community and professional 
societies with material we can use to 
improve our understanding of com-
pliance monitoring and enforcement.

T he risks of misbehaving soft-
ware have been with us for 
decades but are now becom-

ing too ubiquitous to casually brush 
under the carpet. We must act now; 
otherwise, the next software scandal 
might take down software develop-
ment as we know it.

Reference
 1. P. Kruchten, “Licensing Software 

Engineers?,” IEEE Software, vol. 25, 

no. 6, 2008, pp. 35–37.

EDITORIAL 
STAFF

Lead Editor: Brian Brannon, 
bbrannon@computer.org
Content Editor: Dennis Taylor
Staff Editors: Lee Garber, Meghan O’Dell, 
and Rebecca Torres
Publications Coordinator: 
software@computer.org
Lead Designer: Jennie Zhu-Mai
Production Specialist: Mark Bartosik
Webmaster: Brandi Ortega
Multimedia Editor: Erica Hardison
Illustrators: Annie Jiu, Robert Stack, 
and Alex Torres
Cover Artist: Peter Bollinger
Director, Products & Services: 
Evan Butter� eld
Senior Manager, Editorial Services: 
Robin Baldwin
Manager, Editorial Services Content 
Development: Richard Park
Senior Business Development Manager: 
Sandra Brown
Senior Advertising Coordinators: 
Marian Anderson, manderson@computer.org
Debbie Sims, dsims@computer.org

CS PUBLICATIONS BOARD

Jean-Luc Gaudiot (VP for Publications), Alain 
April, Alfredo Benso, Laxmi Bhuyan, Greg 
Byrd, Robert Dupuis, David S. Ebert, Ming C. 
Lin, Linda I. Shafer, Forrest Shull, H.J. Siegel

MAGAZINE OPERATIONS 
COMMITTEE
Forrest Shull (chair), M. Brian Blake, Maria 
Ebling, Lieven Eeckhout, Miguel Encarna-
ção, Nathan Ensmenger, Sumi Helal, San 
 Murugesan, Yong Rui, Ahmad-Reza  Sadeghi, 
 Diomidis Spinellis, George K.  Thiruvathukal, 
Mazin Yousif, Daniel Zeng

Editorial: All submissions are subject to editing for 
clarity, style, and space. Unless otherwise stated, bylined 
articles and departments, as well as product and service 
descriptions, re� ect the author’s or � rm’s opinion. 
Inclusion in IEEE Software does not necessarily constitute 
endorsement by IEEE or the IEEE Computer Society.

To Submit: Access the IEEE Computer Society’s Web-
based system, ScholarOne, at http://mc.manuscriptcentral
.com/sw-cs. Be sure to select the right manuscript type 
when submitting. Articles must be original and not exceed 
4,700 words including � gures and tables, which count for 
200 words each.

IEEE prohibits discrimination, harassment and bullying: 
For more information, visit www.ieee.org/web/aboutus
/whatis/policies/p9-26.html.

Selected CS articles and columns 
are also available for free at 
http://ComputingNow.computer.org.

We welcome your letters. 
Send them to software@computer.org. 
Include your full name, title, 
af� liation, and email address. 
Letters are edited for clarity and space.

FROM THE EDITOR

4 IEEE SOFTWARE  |  W W W.COMPUTER.ORG/SOFT WARE   |  @IEEESOFT WARE  JANUARY/FEBRUARY 2016  |  IEEE SOFTWARE 5

Going back to the Volkswagen case, 
there were probably people who 
speci� ed the requirement for the en-
gine test manipulation, designed it, 
modeled it, constructed it, tested it, 
put it under con� guration manage-
ment, and passed it through quality 

assurance. Managers, development 
leads, and programmers allowed the 
mischief to happen.

The Problems of Regulation
If we don’t act decisively and ef-
fectively through our professional 
organizations, such as the IEEE 
Computer Society and the ACM, 
governments will step in with thick-
ets of regulation. This outcome will 
be catastrophic to our � eld, ending a 
half century of magni� cent innova-
tion and growth that have provided 
countless bene� ts to mankind.

Excessive government regulation 
of the rapidly evolving � eld of soft-
ware development will be destruc-
tive because the precise and rigid 
oversight of software products and 
processes will sti� e innovation. This 
is already happening in many other 
industries, including the control of 
car emissions, in which targets are 
rigidly set through unrealistic test 
scenarios. Instead, some people have 
argued that environmental outcomes 
could be improved at a lower cost by 
addressing the problem systemically 
through the use of GPS and informa-
tion technology to differentiate the 

engine parameters of cars driving in 
a congested city center from those 
of cars driving on a desert highway. 
These are optimizations that large 
and small IT companies, from Ama-
zon to Zimbra, make daily as part of 
their business.

Under a tight regulation regime, 
we can easily imagine governments 
gumming up the global software in-
dustry by micromanaging product 
speci� cations and auditable deliv-
erables between development pro-
cesses. In addition, in some coun-
tries, tight regulation will breed 
corruption, whereas other countries 
will use regulation to erect new trade 
barriers. All the while, these coun-
tries will lose their intellectual capi-
tal as software innovation moves to 
those with more enlightened regula-
tion regimes.

Regulation will also likely be in-
effectual. The huge amount of soft-
ware available today, coupled with 
the practice of end-user program-
ming and the fact that software is 
woven in thin air and thus dif� cult 
to control, will leave any regulations 
that can be applied in practice too 
vague and full of loopholes.

Governments are trying to side-
step these problems by vertically 
regulating speci� c industries, as is 
the case for medical devices. How-
ever, this is becoming more and 
more dif� cult as software is increas-
ingly interlinked into complex large 

systems of systems with � uid, per-
meable boundaries. Consider an 
implanted pacemaker that a patient 
can monitor through a phone app 
and that a physician can � ne-tune 
remotely. What will be regulated 
as medical software apart from the 
pacemaker’s code? The tuning soft-
ware? The � rmware on the physi-
cian’s broadband router? The pa-
tient’s phone app? The phone’s OS? 
Other apps on the phone? All these 
entities could be maliciously used 
to attack the pacemaker. And if you 
think that strict regulation is war-
ranted because it’s better to be safe 
than sorry, take into account the re-
spected voices who now argue that 
overregulation of drug trials often 
hurts patients by delaying the use of 
life-saving medicines.

Better Alternatives
Instead of increased government 
meddling, a more effective and ef-
� cient approach would be a well-
functioning regime of self-regulation. 
Professional bodies would set broad 
standards of professional conduct 
and practice related to software de-
velopment, and developers would be 
bound to follow them and would be 
responsible for their actions. Gov-
ernments would oversee the regime’s 
monitoring and enforcement.

Getting such a system to work 
won’t be trivial. Current regimes of 
accreditation, certi� cation, and li-
censing1 mus t be adjusted to cover all 
areas where intervention is needed. 
Standardization must be extended to 
cover any important gaps. Software 
professionals’ education and training 
must be updated to deal with these 
changes. Codes of ethics and profes-
sional conduct must be better com-
municated and enforced through ac-
tions that will have teeth. Sadly, up 
to now, the reaction of professional 

Organizations that are found to � out 
the rules should be forced to release 
their software as open source.
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societies regarding the engineers re-
sponsible for the Volkswagen case 
has been missing in action.

Transparency can also help. In 
code developed as open source, de-
velopers are less likely to commit 
shenanigans, especially if they know 
that from day one their contributions 
will be openly available, as code 
commits signed with their name. 
Furthermore, open source software 
exposes what’s technically possible 
and what’s not, providing the gov-
ernment and society with the reliable 
information needed to make policy 
decisions regarding the software’s 
desired attributes. In contrast, pro-
prietary software obscures true tech-
nical affordances, providing many 
people with a false sense of security 
while only marginally inconvenienc-
ing criminals. Examples of this phe-
nomenon include ostensibly secure 
systems of lawful interception and 
digital rights management.

Transparency can also help moti-
vate compliance: organizations that 
are found to � out the rules should 

be forced to release their software as 
open source. This would be a power-
ful deterrent, while providing the re-
search community and professional 
societies with material we can use to 
improve our understanding of com-
pliance monitoring and enforcement.

T he risks of misbehaving soft-
ware have been with us for 
decades but are now becom-

ing too ubiquitous to casually brush 
under the carpet. We must act now; 
otherwise, the next software scandal 
might take down software develop-
ment as we know it.
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tient’s phone app? The phone’s OS? 
Other apps on the phone? All these 
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think that strict regulation is war-
ranted because it’s better to be safe 
than sorry, take into account the re-
spected voices who now argue that 
overregulation of drug trials often 
hurts patients by delaying the use of 
life-saving medicines.
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Professional bodies would set broad 
standards of professional conduct 
and practice related to software de-
velopment, and developers would be 
bound to follow them and would be 
responsible for their actions. Gov-
ernments would oversee the regime’s 
monitoring and enforcement.

Getting such a system to work 
won’t be trivial. Current regimes of 
accreditation, certi� cation, and li-
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areas where intervention is needed. 
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cover any important gaps. Software 
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Small Data, Big Impact

I n a world of big data, sometimes having the

right amount of small data at the right time

can also pack a powerful punch. Tasked with cre-

ating a straightforward network visualization for

a growing institution, we began an exploration

of the organization’s activities that ultimately

led to a radical refocusing and restructuring of

the institution itself. Our small interdisciplinary

team, combining skills in data visualization,

music composition, and computational pro-

graming, produced theOrb—a data visualization

project leveraging perceived affordances of 3D

data representation to support human under-

standing of institutional networks. Here, we

present our multistage design process and les-

sons learned from this ongoing project.

ICAT: An Evolving Institution
The Institute for Creativity, Arts, and Technol-

ogy (ICAT) is one of seven institutes at Virginia

Tech charged with tackling large-scale research

problems through interdisciplinary collabora-

tion. Although formally launched in October

2011, the evolution of ICAT has a storied and

ongoing development trajectory, lending itself

well to an investigation of organizational

dynamics emerging over time.

The current ICATmission statement declares

that it “will forge a pathway between transdisci-

plinary research and artistic output, scientific

and commercial discovery, and educational

innovation” by fostering the creative process in

creating “new possibilities for exploration and

expression” (see www.icat.vt.edu). The path to

crafting this mission began more than 10 years

ago with a cluster-hire initiative at Virginia

Tech across four departments: Art, Music, Com-

puter Science, and Cinema. Four faculty mem-

bers were hired within these departments with

the express goal of developing cross-discipli-

nary, collaborative projects that helped breach

institutional boundaries and silos.

As projects and the number of collaborating

partners grew, the idea of developing an encom-

passing institution to conduct this type of work

at scale also emerged. The initial concept was to

structure the institute’s activities around focused

research studios, whereby the use of the term

“studio” as opposed to “lab” served to empha-

size the creative components and outcomes of

the work carried out. As these studies flourished

over time, Ben Knapp, the director of ICAT,

asked us if we would be interested in creating a

quick visualization graphic of the emerging

institutional structure. From this initial informal

request, we expanded the concept to encompass

dynamic and interactive elements, leading to

the design and development of theOrb.

The Orb
The Orb is a data visualization tool (see Figure

1) created using the open source development

environment Processing (https://processing.

org). The project has come through two major

development cycles: building the core visual

structure, and extending its functionality by

integrating into the structure an aural compo-

nent and applying external sensor technologies

to support gestural interaction.

The Orb visualizes the “connectedness” of

the various research initiatives associated

within ICAT, whereby the connectedness is cal-

culated based on an analysis of the keywords

and descriptions associated with each research

project. The viewer is presented initially with

an interactive representation of a 3D sphere

with individual nodes along its surface. The

viewer can then select the individual nodes to

view written descriptions andmovie files show-

casing the work. Weighted values are assigned

to each project based on their relevancy to any

other project, so when any one project is

selected, arching lines that meet a certain

threshold value are drawn from that selected

project to those that aremost similar to it.

Keep the Design, Change
the Organization
Illustrating the interconnectedness of the insti-

tution’s various research, outreach, and creative

DaneWebster and
Ivica Ico Bukvic
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projects was central to our design methodology

for the Orb. The use of a 3D sphere as a hub for

the visual interface—a visual representation

that adds a certain level of complexity to the

interface design—was intentional from the out-

set. Using the 3D form provided a dynamic

multidirectionality that is symbolic of the

transdisciplinary research space.

Our decision to organize the visualization

generally around projects (as opposed to the

foundational studio model) created several

design challenges and, indeed, disagreements.

During an early critique session, some stake-

holders pushed for the studio projects to be

organized into defined areas within the Orb.

For example, projects associated with one par-

ticular studio might be located at the top of the

sphere, with a different studio having its proj-

ects falling between its own defined latitudes

along the Orb. These stakeholders suggested

flipping the design methodology, setting the

defined boundaries of the studios at the center

of the visualization, but this approach did not

fit our designed structure of the visualization

tool.

In working toward a design solution, we had

inadvertently uncovered a more pressing issue

about ICAT’s organizational structure—whether

projects or an organizational structure (the stu-

dios) should define the next steps in the insti-

tute’s evolution.

With the benefit of hindsight, it could be

argued that a valid measure of success for such a

transdisciplinary research institute should be the

frequency of projects that are difficult to fit

within clearly defined boundaries of particular

institutionalized research areas—or studios in

the case of ICAT. But when setting out to create a

new organization of any type, it is only natural

to want to define categories and assign various

members of your team the responsibility of over-

seeing these particular areas. As we iterated

through various versions of the Orb, it became

clear to the various stakeholders that the existing

organizational structure had outlived its useful-

ness, and a more diffuse structure was required.

The notion of a studio lead was replaced with

that of a senior fellow, who, rather than being

responsible for a defined area, is pushed to

develop projects and make connections to any

and all relevant collaborators.

Deployment in a Public Space
A second phase of our project involves retrofit-

ting the existing visualizationwith an interactive

kiosk-like interface placed in a public transitional

space. Sponsored by the Virginia Tech National

Capital Region (VTNCR), this ongoing iteration

aims to provide a series of visual catalysts to

encourage passerby participation using different

interaction interfaces (such as Kinect or Leap

Motion), and engage audiences in the explora-

tion of (in this case) cross-referenced informa-

tion onVTNCR’s research and outreach efforts.

Creating the Interface

In creating this robust, remotely maintainable

audio-visual data experience, on the front end,

wemust further

� broaden the visual vocabulary to reflect new

possible interaction states (such as a standby

mode, which resets the Orb into a default

state, waiting for a new user interaction);

� streamline the user experience to better

match the kiosk format and gesture-based

human-computer interaction; and

� inject an aural framework into the applica-

tion to support the multimedia project

materials (such as video footage).

In addition, to enhance the overall experience

and ease the cognitive load,1 we plan to associate

specific actions with a vocabulary of earcons—an

audio counterpart to an icon.2 We will pay par-

ticular attention to allowing earcons to be clearly

discernible while also maintaining musical

Figure 1. Photo of the Orb interface. Here, the selected project is the Center for

the Arts, with arching blue lines indicating other closely related projects.
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consonance with the underlying background

music. While exploring the malleability of the

aural stimuli, the team chose to use the Beads

native Processing library,3 because it greatly sim-

plifies the network communication protocol.

However, this means using only minimal algo-

rithmic elements to provide variance—namely,

an envelope ramp and randomly selected pre-

generated subtle earcon variants.

The ensuing installation will be situated in

the front window outside the VTNCR’s main

building in Arlington, Virginia (see Figure 2).

We will use Kinect as a long-throw motion

sensor for monitoring a passerby’s motion

throughout the width of the sidewalk, where

observed kinetic energy rotates the Orb to

attract participant attention. We envision pro-

jecting aural output using Holosonics’ highly

directional ultrasonic speaker array to limit

environmental sound pollution and restrict the

area within which the sound can be observed

(see www.holosonics.com). The ultrasonic

speaker array’s output is only audible to the

human ear, so after it refracts from a surface (a

human body), the ensuing sound perception

offers a uniquely surreal impression of someone

speaking or whispering into one’s ear.

We chose to leverage this effect to reinforce

the intent of capturing a passerby’s attention by

directing a prerecorded voice to a listener, thus

encouraging the person to step closer to the

installation. Simultaneously, the display will

show a pulsating outline of a human palm,

encouraging potential participants to step closer

within the range of a Leap Motion, whose pri-

mary purpose is to track armmotion as a means

of primary interaction with the user interface.

Once a participant enters the Leap Motion

controller’s field of view, the Orb will wake

from its dormant state, zoom out, and populate

project nodes across the Orb’s surface while also

displaying possible actions in the top left corner

of the screen.

The participant can navigate through the

nodes of projects by rotating the X and Y axes

(with Z being an alternative to the Y axis,

depending on the orientation of the Leap

Motion’s mount point). By extending an index

finger, a magnetic cursor appears on screen that

can be navigated to any of the front-facing proj-

ect nodes using X and Yaxes (once again, with Z

being an alternative to the Yaxis, depending on

the orientation of the Leap Motion’s mount

point). For the sake of making the navigation

simpler, the cursor has a built-in gravitational

pull toward the nearest project node.

Once a project is invoked (with a small delay

used to highlight a rendering of new visual con-

nections), the project overlay slides in from

either the right or left (depending on where it

was stowed the last time it was invoked) and the

media (if any) commences playback. Within

this mode, the default icons describing possible

hand gestures (actions) are replaced with sliding

Figure 2. Rendition of the Virginia TechNational Capital Region (VTNCR). The kiosk-like implementation

showcases an ultrasonic (holosonic) sound beam for localized audio and an embedded gesture sensor (street

photo courtesy of Google Inc. Street View).
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left or right action designed to stow the project

description returning to the default navigation

mode.

Following the stowing of the project descrip-

tion, users can return to the default top-level

mode or continue to navigate through the tree

of related objects using the Orb rotation and

cursor navigation.

Through an iterative design process, we have

worked through possible outlier or unusual

occurrences, such as the user pointing his or

her index finger with an extended thumb,

which could cause problems with gesture detec-

tion. Minimizing potential misrepresentation

of hand states will require additional filtering

and the use of distinct gestures and hand posi-

tions that are significantly distinguishable from

each other.

Generating the Database

Another critical aspect of the second phase is

the work on the back end. Although we primar-

ily generated the database during the first

phase, it was OS-specific, lacked automation,

and lacked a simple way for adding new entries.

As a result, the second phase focuses on provid-

ing a Web-based interface for adding new con-

tent, including supporting media materials, as

well as implementing and automating database

generation in an OS-agnostic fashion.

For this purpose, we’re using a combination

of Python and Apache tools, generating a sim-

ple tab-delimited text file that references locally

stored media materials. We’ve also adapted the

Orb to handle up to 20 concurrent data nodes,

always referencing the 20 newest projects and

leveraging their relationships to older projects

to let users, in due time, navigate through the

entire tree, should they desire.

A lthough the current iteration of the Orb is

designed to theoretically scale up to han-

dle much larger datasets, it is not entirely clear

whether the usefulness of its relational naviga-

tion would scale with the growing database. For

us, the greatest lesson learned by embarking on

this journey was ultimately not its big data

potential. Rather, it is the unpredicted impact

achieved by exploring cross-relations in a con-

trolled small data setting. Our experimentation

with a small dataset uncovered a disconnect

between an organization’s structure and the

evolving mission and intent of the institute,

ultimately revealing actionable insights and

leading to concrete change. MM
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consonance with the underlying background

music. While exploring the malleability of the

aural stimuli, the team chose to use the Beads

native Processing library,3 because it greatly sim-

plifies the network communication protocol.

However, this means using only minimal algo-

rithmic elements to provide variance—namely,

an envelope ramp and randomly selected pre-

generated subtle earcon variants.

The ensuing installation will be situated in

the front window outside the VTNCR’s main

building in Arlington, Virginia (see Figure 2).

We will use Kinect as a long-throw motion

sensor for monitoring a passerby’s motion

throughout the width of the sidewalk, where

observed kinetic energy rotates the Orb to

attract participant attention. We envision pro-

jecting aural output using Holosonics’ highly

directional ultrasonic speaker array to limit

environmental sound pollution and restrict the

area within which the sound can be observed

(see www.holosonics.com). The ultrasonic

speaker array’s output is only audible to the

human ear, so after it refracts from a surface (a

human body), the ensuing sound perception

offers a uniquely surreal impression of someone

speaking or whispering into one’s ear.

We chose to leverage this effect to reinforce

the intent of capturing a passerby’s attention by

directing a prerecorded voice to a listener, thus

encouraging the person to step closer to the

installation. Simultaneously, the display will

show a pulsating outline of a human palm,

encouraging potential participants to step closer

within the range of a Leap Motion, whose pri-

mary purpose is to track armmotion as a means

of primary interaction with the user interface.

Once a participant enters the Leap Motion

controller’s field of view, the Orb will wake

from its dormant state, zoom out, and populate

project nodes across the Orb’s surface while also

displaying possible actions in the top left corner

of the screen.

The participant can navigate through the

nodes of projects by rotating the X and Y axes

(with Z being an alternative to the Y axis,

depending on the orientation of the Leap

Motion’s mount point). By extending an index

finger, a magnetic cursor appears on screen that

can be navigated to any of the front-facing proj-

ect nodes using X and Yaxes (once again, with Z

being an alternative to the Yaxis, depending on

the orientation of the Leap Motion’s mount

point). For the sake of making the navigation

simpler, the cursor has a built-in gravitational

pull toward the nearest project node.

Once a project is invoked (with a small delay

used to highlight a rendering of new visual con-

nections), the project overlay slides in from

either the right or left (depending on where it

was stowed the last time it was invoked) and the

media (if any) commences playback. Within

this mode, the default icons describing possible

hand gestures (actions) are replaced with sliding

Figure 2. Rendition of the Virginia TechNational Capital Region (VTNCR). The kiosk-like implementation

showcases an ultrasonic (holosonic) sound beam for localized audio and an embedded gesture sensor (street

photo courtesy of Google Inc. Street View).
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said, the 9/11  attacks might have 
been averted. Government agencies 
have established various information-
sharing portals. The Department of 
Homeland Defense was created to al-
low individuals who ordinarily would 
remain cloistered in individual acro-
nyms (CIA, FBI, DoD) to work col-
laboratively. In 2004, FBI Deputy 
Assistant Director for Counterterror-
ism Willie Hulon testified before the 
House Government Reform Subcom-
mittee on Technology, Informational 
Policy, Intergovernmental Relations 
and the Census, saying,5

To achieve success in this war on terror, 

we have transformed the FBI’s Counter-

terrorism Division…to one that is more 

collaborative and proactive…we have 

improved information sharing with other 

federal agencies and state and local law 

enforcement entities…A major element…

is our increasing integration and coordi-

nation with our partners in the US and 

international law enforcement and in-

telligence communities. More than any 

other type of enforcement mission, coun-

terterrorism requires the participation of 

every level of local, state, national, and 

international government.

The urgency of developing im-
proved cyberdefense capabilities, on 
the part of businesses as well as gov-
ernments, has been expressed point-
edly across the US political landscape, 
including statements made by Presi-
dent Barack Obama. Executive Order 
13636 says,6

Repeated cyber intrusions into criti-

cal infrastructure demonstrate the need 

for improved cybersecurity. The cyber 

threat to critical infrastructure continues 

to grow and represents one of the most 

serious national security challenges we 

must confront. The national and eco-

nomic security of the United States de-

pends on the reliable functioning of the 

Nation’s critical infrastructure in the 

face of such threats. It is the policy of 

the United States to enhance the security 

and resilience of the Nation’s critical in-

frastructure and to maintain a cyber en-

vironment that encourages efficiency, in-

novation, and economic prosperity while 

promoting safety, security, business con-

fidentiality, privacy, and civil liberties.

The Need to Share
Continuing from Executive Order 
13636,6

We can achieve [cyber security] goals 

through a partnership with the owners 

and operators of critical infrastructure…

Policy coordination, guidance, dispute 

resolution, and periodic in-progress re-

views for the functions and programs 

described and assigned herein shall be 

provided through [an] interagency pro-

cess…It is the policy of the United States 

Government to increase the volume, 

timeliness, and quality of cyber threat 

information shared with U.S. private 

sector entities so that these entities may 

better protect and defend themselves 

against cyber threats…The Secretary 

[of Homeland Security] and the Attor-

ney General…shall establish a process 

that rapidly disseminates the reports…

Such process shall also, consistent with 

the need to protect national security in-

formation, include the dissemination of 

classified reports to critical infrastruc-

ture entities authorized to receive them…

the Secretary [of Homeland Security]…

in collaboration with the Secretary of 

Defense, shall…establish procedures to 

expand the Enhanced Cybersecurity Ser-

vices program to all critical infrastruc-

ture sectors.

In other words, we have to share. 
The executive order continues,6

The Secretary [of Homeland Security]…

shall expedite the processing of security 

clearances to appropriate personnel em-

ployed by critical infrastructure owners 

and operators, prioritizing the critical 

infrastructure…the Secretary [of Home-

land Security] shall expand the use of 

programs that bring private sector sub-

ject-matter experts into Federal service 

on a temporary basis. These subject mat-

ter experts should provide advice regard-

ing the content, structure, and types of 

information most useful to critical infra-

structure owners and operators in reduc-

ing and mitigating cyber risks.

Again, we have to share. But there 
is an important caveat in Executive 
Order 13636:6

This voluntary information sharing pro-

gram will provide classified cyber threat 

and technical information from the Gov-

ernment to eligible critical infrastructure 

companies or commercial service provid-

ers that offer security services to critical 

infrastructure.

The key words here are “classified” 
and “eligible.” We have to share, but 
we must maintain the Need to (Not) 
Know policy. Thus, we seem to have 
a paradox on our hands.

The Real Need (Is to Know)
In the current climate and situation, 
Need to (Not) Know is a recipe for 
disaster, if not just failure. Thus, 
we propose the New Need to Know 
principle:

At any given time, any given person 

might need to know anything and must 

be supported in finding it.

This principle accords with HCC 
and, in particular, the Sacagawea 
Principle discussed in a previous es-
say, which states,7

Human-centered computational tools 

need to support active organization of 
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The old idea that we will only share information with 

someone who needs to know, that’s sort of the tagline 

from movies and whatnot, is basically fl awed because—

who knows who needs to know? — Stanley McChrystal, 

US Army (Retired)1

technology is vastly outpaced by the time frame of 
change in technology. This essay deals with another 
fundamental disconnect related to intelligent systems 
technology, hinted at by this essay’s title. In a recent 
essay on current challenges for the intelligence com-
munity, Josh Kerbel, the chief analytic methodologist 
for the Defense Intelligence Agency, said,3

Analytic organizations need to be much fl atter and more 

dynamically networked. The traditional fi xed and com-

partmentalized hierarchies—often rooted in secrecy-driv-

en compartmentalism, are not agile and impede holistic 

thinking…Analysts need to think of and use technology 

as a cognitive aid and not just as a tool for data manage-

ment and communication…visualization is a crucial aid to 

thinking holistically and understanding complex issues…

[also] analysts need to get past their “secrecy bias”—the 

notion that classifi ed information is almost always better 

than open source. In an open world, this simply cannot 

remain a fundamental presence.

These comments eloquently express the themes of 
this essay.

The Need to (Not) Know
At any given time, there will be certain things that 
a given person does not need to know and that he 

or she must be prevented from knowing. Techni-
cally, the custodians of classifi ed information must 
establish, prior to disclosure, that the intended 
recipient must have access to the information to 
perform his or her offi cial duties.4 This “need to 
know” tradition and policy is ensured and main-
tained through mechanisms of security clearance 
and compartmentalization. It is really a “need to 
not know” policy. Compartmentalization is with 
respect to types, sources, and topics of informa-
tion, and the methods by which information is col-
lected. Even if an individual has a high-level clear-
ance with regard to a certain topic, he or she would 
be prohibited from knowing information that was 
not pertinent to the assigned duties and immedi-
ately necessary to fulfi ll specifi c obligations. For 
example, an individual might have a high-level 
clearance regarding information about cyberde-
fense, but would only be permitted to obtain in-
formation pertinent to his or her specialization in 
the security of the electric utilities. As another ex-
ample, this same hypothetical individual might be 
able to obtain information about the most recent 
hacker activity aimed at some part of the nation’s 
utilities infrastructure, but might not be able to 
learn how that information was obtained.

To Share, or Not to Share, 
That Is the Question
Cyber threats (such as identify theft, hacks, cyber-
attacks, and the use of Twitter to promote radi-
calism) have become clear and present in recent 
years. We have heard strident pleas that there 
needs to be more information sharing within and 
between organizations, with business and gov-
ernment sharing more information, and govern-
ment agencies sharing more information. If only 
the FBI and CIA had shared information, it was 

A previous essay in this department discussed 

the implications of a “fundamental dis-

connect”2: that the time frame for effective ex-

perimentation to validate new intelligent systems  
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said, the 9/11  attacks might have 
been averted. Government agencies 
have established various information-
sharing portals. The Department of 
Homeland Defense was created to al-
low individuals who ordinarily would 
remain cloistered in individual acro-
nyms (CIA, FBI, DoD) to work col-
laboratively. In 2004, FBI Deputy 
Assistant Director for Counterterror-
ism Willie Hulon testified before the 
House Government Reform Subcom-
mittee on Technology, Informational 
Policy, Intergovernmental Relations 
and the Census, saying,5

To achieve success in this war on terror, 

we have transformed the FBI’s Counter-

terrorism Division…to one that is more 

collaborative and proactive…we have 

improved information sharing with other 

federal agencies and state and local law 

enforcement entities…A major element…

is our increasing integration and coordi-

nation with our partners in the US and 

international law enforcement and in-

telligence communities. More than any 

other type of enforcement mission, coun-

terterrorism requires the participation of 

every level of local, state, national, and 

international government.

The urgency of developing im-
proved cyberdefense capabilities, on 
the part of businesses as well as gov-
ernments, has been expressed point-
edly across the US political landscape, 
including statements made by Presi-
dent Barack Obama. Executive Order 
13636 says,6

Repeated cyber intrusions into criti-

cal infrastructure demonstrate the need 

for improved cybersecurity. The cyber 

threat to critical infrastructure continues 

to grow and represents one of the most 

serious national security challenges we 

must confront. The national and eco-

nomic security of the United States de-

pends on the reliable functioning of the 

Nation’s critical infrastructure in the 

face of such threats. It is the policy of 

the United States to enhance the security 

and resilience of the Nation’s critical in-

frastructure and to maintain a cyber en-

vironment that encourages efficiency, in-

novation, and economic prosperity while 

promoting safety, security, business con-

fidentiality, privacy, and civil liberties.

The Need to Share
Continuing from Executive Order 
13636,6

We can achieve [cyber security] goals 

through a partnership with the owners 

and operators of critical infrastructure…

Policy coordination, guidance, dispute 

resolution, and periodic in-progress re-

views for the functions and programs 

described and assigned herein shall be 

provided through [an] interagency pro-

cess…It is the policy of the United States 

Government to increase the volume, 

timeliness, and quality of cyber threat 

information shared with U.S. private 

sector entities so that these entities may 

better protect and defend themselves 

against cyber threats…The Secretary 

[of Homeland Security] and the Attor-

ney General…shall establish a process 

that rapidly disseminates the reports…

Such process shall also, consistent with 

the need to protect national security in-

formation, include the dissemination of 

classified reports to critical infrastruc-

ture entities authorized to receive them…

the Secretary [of Homeland Security]…

in collaboration with the Secretary of 

Defense, shall…establish procedures to 

expand the Enhanced Cybersecurity Ser-

vices program to all critical infrastruc-

ture sectors.

In other words, we have to share. 
The executive order continues,6

The Secretary [of Homeland Security]…

shall expedite the processing of security 

clearances to appropriate personnel em-

ployed by critical infrastructure owners 

and operators, prioritizing the critical 

infrastructure…the Secretary [of Home-

land Security] shall expand the use of 

programs that bring private sector sub-

ject-matter experts into Federal service 

on a temporary basis. These subject mat-

ter experts should provide advice regard-

ing the content, structure, and types of 

information most useful to critical infra-

structure owners and operators in reduc-

ing and mitigating cyber risks.

Again, we have to share. But there 
is an important caveat in Executive 
Order 13636:6

This voluntary information sharing pro-

gram will provide classified cyber threat 

and technical information from the Gov-

ernment to eligible critical infrastructure 

companies or commercial service provid-

ers that offer security services to critical 

infrastructure.

The key words here are “classified” 
and “eligible.” We have to share, but 
we must maintain the Need to (Not) 
Know policy. Thus, we seem to have 
a paradox on our hands.

The Real Need (Is to Know)
In the current climate and situation, 
Need to (Not) Know is a recipe for 
disaster, if not just failure. Thus, 
we propose the New Need to Know 
principle:

At any given time, any given person 

might need to know anything and must 

be supported in finding it.

This principle accords with HCC 
and, in particular, the Sacagawea 
Principle discussed in a previous es-
say, which states,7

Human-centered computational tools 

need to support active organization of 
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from movies and whatnot, is basically fl awed because—

who knows who needs to know? — Stanley McChrystal, 

US Army (Retired)1

technology is vastly outpaced by the time frame of 
change in technology. This essay deals with another 
fundamental disconnect related to intelligent systems 
technology, hinted at by this essay’s title. In a recent 
essay on current challenges for the intelligence com-
munity, Josh Kerbel, the chief analytic methodologist 
for the Defense Intelligence Agency, said,3

Analytic organizations need to be much fl atter and more 

dynamically networked. The traditional fi xed and com-

partmentalized hierarchies—often rooted in secrecy-driv-

en compartmentalism, are not agile and impede holistic 

thinking…Analysts need to think of and use technology 

as a cognitive aid and not just as a tool for data manage-

ment and communication…visualization is a crucial aid to 

thinking holistically and understanding complex issues…

[also] analysts need to get past their “secrecy bias”—the 

notion that classifi ed information is almost always better 

than open source. In an open world, this simply cannot 

remain a fundamental presence.

These comments eloquently express the themes of 
this essay.

The Need to (Not) Know
At any given time, there will be certain things that 
a given person does not need to know and that he 

or she must be prevented from knowing. Techni-
cally, the custodians of classifi ed information must 
establish, prior to disclosure, that the intended 
recipient must have access to the information to 
perform his or her offi cial duties.4 This “need to 
know” tradition and policy is ensured and main-
tained through mechanisms of security clearance 
and compartmentalization. It is really a “need to 
not know” policy. Compartmentalization is with 
respect to types, sources, and topics of informa-
tion, and the methods by which information is col-
lected. Even if an individual has a high-level clear-
ance with regard to a certain topic, he or she would 
be prohibited from knowing information that was 
not pertinent to the assigned duties and immedi-
ately necessary to fulfi ll specifi c obligations. For 
example, an individual might have a high-level 
clearance regarding information about cyberde-
fense, but would only be permitted to obtain in-
formation pertinent to his or her specialization in 
the security of the electric utilities. As another ex-
ample, this same hypothetical individual might be 
able to obtain information about the most recent 
hacker activity aimed at some part of the nation’s 
utilities infrastructure, but might not be able to 
learn how that information was obtained.

To Share, or Not to Share, 
That Is the Question
Cyber threats (such as identify theft, hacks, cyber-
attacks, and the use of Twitter to promote radi-
calism) have become clear and present in recent 
years. We have heard strident pleas that there 
needs to be more information sharing within and 
between organizations, with business and gov-
ernment sharing more information, and govern-
ment agencies sharing more information. If only 
the FBI and CIA had shared information, it was 

A previous essay in this department discussed 

the implications of a “fundamental dis-

connect”2: that the time frame for effective ex-

perimentation to validate new intelligent systems  
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surprisingly, many of the software 
tools ended up  collecting dust.8,9 
The Friends offered themselves as 
fair witnesses who would comment 
on emergent procurements and of-
fer independent evaluations. Such 
a solution corresponds to strategies 
used by large government contract-
ing companies that recruit retired 
personnel from military organiza-
tions, thus constituting pools of in-
house domain experts. The Friends 
would have extended such a strategy 
to a larger community of interest and 
might have entrained connections in-
spiring new research opportunities.

Something like the Friends, but 
turned on its head, might be one way 
to deal with the paradox of the Need 
to (Not) Know versus the New Need 
to Know. Specifically, retiring experts 
in cyberdefense would make them-
selves available on an ad hoc basis to 
provide reality checks to computer 
scientists and cognitive systems engi-
neers on their notions and designs for 
intelligent systems that are intended 
to assist in cyberdefense operations. 
Because many analysts and cyber 
workers who retire from government 
service go into lucrative consulta-
tions, their service as reality checkers 
would have to be incentivized, even 
though their service would hinge 
on intrinsic motivation. Certainly, 
a single reality check consultation 
would not require much time. Even 
at a standard government rate for se-
nior scientists, the net sum would be 
a rounding error at the third decimal 
point compared to most major de-
fense acquisition projects.

Such an institution of reality check-
ers would require mechanisms and 
procedures, of course, but these need 
not and should not be detailed pre-
maturely. It is, however, important to 
note that the institution could serve 
multiple purposes. It would help the 
first generation of cyber defenders 

pass their knowledge on to the sec-
ond generation and stay engaged after 
their retirement. And it might help a 
generation of technologists build gen-
uinely usable and useful intelligent 
systems. Furthermore, creating a com-
munity of reality checkers might lead 
to enhanced common ground between 
the operational and R&D communi-
ties. Such common ground would fa-
cilitate exchanges in particular by al-
lowing reality checkers to understand 
what matters for R&D and thus pro-
vide more targeted information.

Solution #2: Private Sector Analogs
Many work situations are not ob-
servable directly: when cognitive 
systems engineers studied firefight-
ers, they were not, for obvious safety 
reasons, inside the buildings shad-
owing the firemen. Different cogni-
tive task analysis techniques let re-
searchers gather data about work 
situations without relying on direct 
observation. Another approach is to 
use analogs—that is, to rely on work 
situations that present similar char-
acteristics despite differing on specif-
ics. Such an approach allows for the 
study of the problem of interest while 
working around safety and security 
constraints. A recent study examined 
cybersecurity in the context of the en-
ergy sector.10 Although cyber opera-
tions conducted on the military side 
differ, they face some of the same 
fundamental problems as those as-
sociated with securing a private com-
pany or organization network. When 
appropriate, similar activities in the 
private sector provide relevant ana-
logs. Another example is the use of 
business intelligence as an analogue 
to open source intelligence.

Two main issues are associated 
with using analogs. The first relates to 
the risk of missing significant differ-
ences between two seemingly equiva-
lent domains (where specifics might 

create fundamentally different situa-
tions). Domain experts such as the re-
ality checkers discussed earlier would 
constitute an effective source for in-
sights into analogs’ limitations—they 
would be able to point out differences 
to consider in order to investigate the 
problem in a meaningful way. Addi-
tionally, organizations funding the re-
search must agree on the relevance of 
using analogs in lieu of the situations 
they are specifically intending to sup-
port. This issue requires researchers 
to be able to convince those organiza-
tions, a process that can be difficult in 
more exploratory contexts (for exam-
ple, when researchers are interested 
in finding out whether a situation can 
serve as a relevant analogue to the one 
under investigation).

When it comes to designing tech-
nologies to improve a cognitive work 
domain, there is no substitute for 
first learning how to do the work.11 
But in the case of cyberdefense, the 
difficulty of overcoming the clear-
ance hurdle mandates that we come 
up with alternative solutions, any so-
lutions that might help, whether in 
small ways or large ways.

There is great benefit to keeping re-
search at an unclassified level in order 
to be able to share insights and results 
outside of the project team. R&D pro-
gresses in a large part through shar-
ing, via publications and communica-
tions. That being said, the New Need 
to Know principle is not actionable 
within the operational cyber defense 
community. But, as we argue in this 
essay, it does encourage consideration 
of possibilities for advancing cyber-
defense intelligent systems. 
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 information, active search for informa-

tion, active exploration of information, 

reflection on the meaning of informa-

tion, and evaluation and choice among 

action sequence alternatives.

This principle was in reference to 
work system design, and displays 
in particular, but it is a broad state-
ment proclaiming the necessity, and 
not just the importance, of human 
sensemaking. 

Such a proclamation notwithstand-
ing, the Need to (Not) Know policy 
and its associated laws and mecha-
nisms are not likely to change any-
time soon. Scientists might like to en-
gage in research on, say, cyberdefense 
or the development of software tools 
to assist intelligence analysts, or the 
creation of new visualizations for big 
data, but if they do not already have 
clearance, they can look forward to at 
least a six-month delay in obtaining 
even a minimum clearance. And that 
would be after additional months of 
delay in navigating the bureaucratic 
machinery needed to get the gears of 
the clearance approval process mov-
ing in the first place. The primary 
means that organizations exercise for 
coping with this is to anticipate clear-
ance issues by hiring people who are 
eligible for clearance, but many proj-
ects cannot exercise this option. In 
general, there is a lack of flexibility 
due to time constraints in bringing 
in new resources. For ourselves, we 
have seen many bright and enthused 
young computer scientists and cogni-
tive systems engineers express interest 
in helping to solve the urgent national 
and international problems and work 
on the core issues to develop scientific 
solutions—but they can’t.

Getting around the Paradox
What is being done about the par-
adox? Mostly it is being ignored, 
and people continue to just muddle 

through. The clearance bottleneck 
is routinely bemoaned when shorter-
term projects are designed and stood 
up. Looking back over the past 10 or 
so years, we have seen many Small 
Business Innovation Research (SBIR) 
opportunities in which the clearance 
bottleneck was a potential showstop-
per. By the time you get the clearance, 
the final report is due.

Because it is difficult for an indi-
vidual or an organization (especially 
a small business or researchers in ac-
ademia) to hold all the potential lev-
els and types of clearance necessary 
in the compartmentalized world of 
security, a potential approach is to 
rely on the constitution of the work 
team. Large organizations might 
be able to cover the various types 
of requirements internally, whereas 
smaller ones might rely on project-
based collaborations with other or-
ganizations. In any case, the common 
situation is that not everybody in the 
research team holds all or even most 
of the necessary credentials. By itself, 
this situation hinders communication 
and collaboration concerning the spe-
cifics of the systems or events under 
investigation that fall under the Need 
to Know framework. As a conse-
quence, for collaboration to be mean-
ingful, the team members who are al-
lowed to access information need to 
be able to abstract away and describe 
to others the nature of the situations 
at hand. From our experience work-
ing in such teams with diverse levels 
or types of clearance, this is a diffi-
cult task. In addition to uncertainties 
related to what specifics can be dis-
cussed, and how, such exchange of 
information requires that people “in 
the know” understand what kind of 
information might be valuable to oth-
ers. This is possible only if there is 
common ground about each other’s 
interests and expertise—that is, it is 
effective only in teams of people who 

have sufficient overlap and experi-
ence working with each other.

There have been grumblings of dis-
content about Need to (Not) Know in 
the acronymmed hallways. The con-
cept of a New Need to Know princi-
ple has been raised explicitly at recent 
meetings on cyberdefense and intelli-
gence analysis. When the New Need 
to Know postulate was formulated 
more than 10 years ago (by the senior 
author of this essay), it was scary be-
cause it advocated a taboo and was 
proposed by an “outsider.” Now, it is 
not so scary—and it has to be on the 
table.

Solution #1: Reality Checkers
One potential way forward is sug-
gested by another statement in Exec-
utive Order 13636.6

In order to maximize the utility of cyber 

threat information sharing with the pri-

vate sector, the Secretary [of Homeland 

Security] shall expand the use of pro-

grams that bring private sector subject-

matter experts into Federal service on a 

temporary basis. These subject matter 

experts should provide advice regard-

ing the content, structure, and types of 

information most useful to critical infra-

structure owners and operators in reduc-

ing and mitigating cyber risks.

Some years ago, cognitive systems 
engineers proposed the establishment 
of a group called the Friends of the 
Intelligence Community. This collec-
tive was motivated by the recognition 
that private sector vendors were cre-
ating software decision support and 
visualization tools intended for use in 
defense and in intelligence analysis, 
and thrust into the workplace, but 
which were not human-centered in 
their design. The software tools and 
interfaces were based on a designer-
centered philosophy rather than a 
robust cognitive work analysis. Not 
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surprisingly, many of the software 
tools ended up  collecting dust.8,9 
The Friends offered themselves as 
fair witnesses who would comment 
on emergent procurements and of-
fer independent evaluations. Such 
a solution corresponds to strategies 
used by large government contract-
ing companies that recruit retired 
personnel from military organiza-
tions, thus constituting pools of in-
house domain experts. The Friends 
would have extended such a strategy 
to a larger community of interest and 
might have entrained connections in-
spiring new research opportunities.

Something like the Friends, but 
turned on its head, might be one way 
to deal with the paradox of the Need 
to (Not) Know versus the New Need 
to Know. Specifically, retiring experts 
in cyberdefense would make them-
selves available on an ad hoc basis to 
provide reality checks to computer 
scientists and cognitive systems engi-
neers on their notions and designs for 
intelligent systems that are intended 
to assist in cyberdefense operations. 
Because many analysts and cyber 
workers who retire from government 
service go into lucrative consulta-
tions, their service as reality checkers 
would have to be incentivized, even 
though their service would hinge 
on intrinsic motivation. Certainly, 
a single reality check consultation 
would not require much time. Even 
at a standard government rate for se-
nior scientists, the net sum would be 
a rounding error at the third decimal 
point compared to most major de-
fense acquisition projects.

Such an institution of reality check-
ers would require mechanisms and 
procedures, of course, but these need 
not and should not be detailed pre-
maturely. It is, however, important to 
note that the institution could serve 
multiple purposes. It would help the 
first generation of cyber defenders 

pass their knowledge on to the sec-
ond generation and stay engaged after 
their retirement. And it might help a 
generation of technologists build gen-
uinely usable and useful intelligent 
systems. Furthermore, creating a com-
munity of reality checkers might lead 
to enhanced common ground between 
the operational and R&D communi-
ties. Such common ground would fa-
cilitate exchanges in particular by al-
lowing reality checkers to understand 
what matters for R&D and thus pro-
vide more targeted information.

Solution #2: Private Sector Analogs
Many work situations are not ob-
servable directly: when cognitive 
systems engineers studied firefight-
ers, they were not, for obvious safety 
reasons, inside the buildings shad-
owing the firemen. Different cogni-
tive task analysis techniques let re-
searchers gather data about work 
situations without relying on direct 
observation. Another approach is to 
use analogs—that is, to rely on work 
situations that present similar char-
acteristics despite differing on specif-
ics. Such an approach allows for the 
study of the problem of interest while 
working around safety and security 
constraints. A recent study examined 
cybersecurity in the context of the en-
ergy sector.10 Although cyber opera-
tions conducted on the military side 
differ, they face some of the same 
fundamental problems as those as-
sociated with securing a private com-
pany or organization network. When 
appropriate, similar activities in the 
private sector provide relevant ana-
logs. Another example is the use of 
business intelligence as an analogue 
to open source intelligence.

Two main issues are associated 
with using analogs. The first relates to 
the risk of missing significant differ-
ences between two seemingly equiva-
lent domains (where specifics might 

create fundamentally different situa-
tions). Domain experts such as the re-
ality checkers discussed earlier would 
constitute an effective source for in-
sights into analogs’ limitations—they 
would be able to point out differences 
to consider in order to investigate the 
problem in a meaningful way. Addi-
tionally, organizations funding the re-
search must agree on the relevance of 
using analogs in lieu of the situations 
they are specifically intending to sup-
port. This issue requires researchers 
to be able to convince those organiza-
tions, a process that can be difficult in 
more exploratory contexts (for exam-
ple, when researchers are interested 
in finding out whether a situation can 
serve as a relevant analogue to the one 
under investigation).

When it comes to designing tech-
nologies to improve a cognitive work 
domain, there is no substitute for 
first learning how to do the work.11 
But in the case of cyberdefense, the 
difficulty of overcoming the clear-
ance hurdle mandates that we come 
up with alternative solutions, any so-
lutions that might help, whether in 
small ways or large ways.

There is great benefit to keeping re-
search at an unclassified level in order 
to be able to share insights and results 
outside of the project team. R&D pro-
gresses in a large part through shar-
ing, via publications and communica-
tions. That being said, the New Need 
to Know principle is not actionable 
within the operational cyber defense 
community. But, as we argue in this 
essay, it does encourage consideration 
of possibilities for advancing cyber-
defense intelligent systems. 
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Is an Athletic Approach 
the Future of Software 
Engineering Education?
Emily Hill, Philip M. Johnson, and Daniel Port

IN THE PAST 10 YEARS, there has been 
considerable evidence of the harmful ef-
fects of multitasking and other distrac-
tions on learning. One study found that 
multitasking students spend only 65 per-
cent of their time actively learning, take 
longer to complete assignments, make 
more mistakes, are less able to remember 
material later, and show less ability to 
generalize the information they learned 
for use in other contexts.1

Traditional software engineering edu-
cation approaches—in-class lectures, un-
supervised homework assignments, and 
occasional projects—create many op-
portunities for distraction.

To address this problem, coauthor 
Philip M. Johnson developed an “ath-
letic” software engineering education 
approach, which coauthors Emily Hill 
and Daniel Port adapted for use in their 
courses. We wanted to determine if soft-
ware engineering education could be re-
designed to be like an athletic endeavor 
and whether this would improve learning.

Athletic Software Engineering
We wanted to design the educational 
process to incentivize students to avoid 
multitasking and focus on learning com-
plex, multistep tasks.

Athletic software engineering educa-
tion adopts simple features of conven-
tional athletic training. The primary 

goal is to minimize the time students 
need to accomplish a task. Many sports, 
such as running and cycling, are based 
on completing a task in a minimal 
amount of time. Another goal is to en-
courage a high-quality effort, which 
leads to better results.

Generally, neither feature is found in 
the software engineering classroom. As-
signments usually eliminate time con-
straints. For example, if instructors be-
lieve a problem could be completed in a 
day, they might provide a week, thereby 
preventing students from claiming that 
they didn’t have enough time to fi nish. 
Also, in software engineering, working 
quickly is typically viewed as working 
sloppily. This contrasts with athletic en-
deavors, in which sloppiness often pro-
duces slowness.

Athletic software engineering educa-
tion resolves this dichotomy by differen-
tiating between the creative aspects—for 
which minimum times can’t be de-
fi ned—and the mechanics—for which 
they can—of each skill to be taught.

Let’s use writing a unit test as a sim-
ple example. In a lecture-based survey 
course, students might read a chapter 
about unit testing and learn how to com-
pare and contrast it with integration test-
ing, load testing, and other kinds of test-
ing. The instructor might require students 
to express this conceptual  knowledge via 
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Students agreed that the athletic 
software engineering education 
approach kept them focused. 

a written exam. In a project- based 
practicum, students might have to 
develop unit tests for an application. 
Different groups might develop their 
tests at different times and with dif-
ferent technologies. In a fl ipped class-
room, students might learn about 
unit testing at home via videos and 

develop unit tests in class under the 
instructor’s guidance.

In the athletic approach, unit-
test writing combines creative de-
cisions (deciding what to test and 
why) and mechanics (performing the 
tasks necessary to yield high-quality 
software).

The mechanics of developing 
even a simple unit test involve mul-
tiple languages, tools, and technol-
ogies. Students can be incapable of 
developing unit tests or take a lot of 
time to do so not because of their 
creative decisions but because they 
haven’t mastered the mechanics. 
The good news is that by integrat-
ing athletic concepts into the cur-
riculum, students can master these 
mechanics without experiencing 
distractions. 

In a nutshell, athletic software en-
gineering education involves

• structuring the curriculum as a 
sequence of skills to master, not 
concepts to memorize;

• creating a set of training prob-
lems for each skill, accompanied 
by a video demonstrating how to 

solve them in a minimal amount 
of time;

• providing the opportunity to 
learn to solve the problems in 
the prescribed amount of time;

• testing mastery of a skill through 
an in-class, timed problem, simi-
lar to physical training’s work-

out of the day (WOD); and
• acquiring the next skill, typically 

by employing many of the tools 
and technologies previously 
learned.

  The website for Johnson’s Spring 
2015 advanced software engineer-
ing class at the University of Hawaii 
at Manoa (http://philipmjohnson
:github:io/ics613s15) provides a 
complete example of applying ath-
letic software engineering to a vari-
ety of skills.

This approach requires students 
to demonstrate mastery of various 
software engineering skill sets’ me-
chanics via assessments that they 
must complete correctly within a 
time limit. This reduces distraction, 
improves focus, and makes learning 
more effi cient.

Evidence
The athletic approach has been eval-
uated in two software engineering 
courses by Johnson, adapted to a 
business-school curriculum by Port, 
and adapted to an elementary pro-
gramming class by Hill.

Athletic Education 
in Software Engineering
Johnson used an athletic style to 
teach software engineering to an 
undergraduate software engineer-
ing class in 2014 and a graduate 
software engineering class in 2015. 
The two had a total of 29 students. 
To assess the approach, he required 
students to write technical essays 
on their progress and administered 
a questionnaire near the semester’s 
end that obtained their opinions. 

Of the students surveyed, all 
but one (97 percent) preferred 
the athletic course structure to 
the traditional one. A participant 
commented, 

I would choose to do [academic] 
WODs over the traditional ap-
proach because it helps you to be-
come accustomed to working  under 
pressure. I fi nd myself learning 
more this way due to having to re-
member what I’ve done rather than 
searching for how to do something 
and then forgetting soon after.

Athletic software engineering lets 
students repeat training problems 
if they don’t achieve adequate per-
formance. In our study, 72 percent 
of them found it useful to repeat the 
problems, and most repeated more 
than half of the problems at least once.

Of responding students, 82 per-
cent said athletic software engi-
neering improved their focus while 
they learned the material. One 
commented,

Like many students, when I do 
work at home, I get distracted eas-
ily. … WODs defi nitely helped me 
to accomplish more in less time.

Pressure is a part of a software de-
veloper’s life. More than 80  percent 
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of the students said the athletic ap-
proach helped them feel comfortable 
programming under pressure.

Athletic Education in Business School
Port adapted the athletic approach 
to an introductory Web-application-
programming course for manage-
ment of information systems (MIS) 
majors. The challenge was to give 
novices basic programming fl uency, 
skills and strategies for becoming 
effi cient in all software develop-
ment phases, and an understanding 
of why and where MIS workers use 
these abilities. We wanted to use the 
athletic approach to rapidly build 
competence and confi dence in devel-
oping software to improve students’ 
future performance in MIS courses.

Our experience over the past year 
indicates the athletic approach was 
highly effective in achieving these 
goals. Unexpectedly, it also gener-
ated enjoyment and enthusiasm for 
building software once the students 
achieved competence and confi -
dence. In addition, it fostered both 
the determination to make software 
work and elation when it did, rather 
than fear and sadness when it didn’t. 
Port’s students said that the athletic 
approach promoted greater collabo-
ration and that they didn’t feel com-
petition but instead wanted to help 
one another understand the material 
and master the assignments.

Students liked the practice WODs 
and learned a great deal by trying 
them and then watching a video 
of the solution. However, they 
didn’t like in-class WODs and were 
 frustrated when they repeatedly 
didn’t fi nish them. Nevertheless, 
they eventually succeeded and de-
cided that WODs were essential for 
building programming competence. 
Running WODs until students could 
fi nish them built confi dence and en-

thusiasm. Upon completion, students 
felt ready to take on the challenge of 
building full applications with more 
complexity and less guidance.

Students who experienced the 
athletic approach did better than 
those whose classes took a more 
traditional approach, and a higher 
percentage performed successfully 
in subsequent MIS courses that de-
pended on development skills. How-
ever, the athletic approach discour-
aged some students who didn’t do as 
well as they expected or who weren’t 
as successful as other students.

Athletic Education in
Introductory Programming
Hill adapted the athletic approach 
for introductory programming 
classes in Python and Java. She as-
signed the in-class, timed problems 
as homework if the students didn’t 
fi nish. However, to receive an A on 
an assignment, they had to correctly 
complete it in class.

Students said they liked working 
on the practice WODs and learning 

from the videos, and sometimes re-
quested more of each to help learn 
diffi cult concepts.

Anonymous student survey feed-
back was mixed. In the Python 
course, 18 of the 25 students re-
sponded, with two-thirds preferring 
the athletic approach over a more 
traditional style. Unfortunately, in 
the Java course, only fi ve of 24 stu-

dents responded, rendering the re-
sults insignifi cant. Unlike Port’s 
students, those in Hill’s Python and 
Java classes complained that the 
WODs’ competitive nature discour-
aged collaborative learning. For ex-
ample, one said,

[I]t created a hostile environment 
where people were afraid to admit 
that they didn’t understand course 
material outside of class. Also, it 
made peers less likely to help each 
other or provide advice.

On the other hand, another student 
noted that the competition spurred 
them to “do additional work using 
resources outside of the class.”

Both courses’ students agreed 
that the athletic structure kept them 
focused and that they really liked the 
practice WODs. Said one,

It was less stressful doing [practice 
WODs] because I knew that the 
homework was not graded. The 
homework was there solely to help 

me learn, and that absence of nega-
tive pressure allowed me to focus and 
concentrate more than I usually do.

B ased upon our initial expe-
riences, we believe an ath-
letic pedagogy will fi nd its 

place as a way to help students effi -
ciently master software engineering’s 

Traditional software engineering 
education approaches create many 
opportunities for distraction.
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Different groups might develop their 
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room, students might learn about 
unit testing at home via videos and 

develop unit tests in class under the 
instructor’s guidance.

In the athletic approach, unit-
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cisions (deciding what to test and 
why) and mechanics (performing the 
tasks necessary to yield high-quality 
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even a simple unit test involve mul-
tiple languages, tools, and technol-
ogies. Students can be incapable of 
developing unit tests or take a lot of 
time to do so not because of their 
creative decisions but because they 
haven’t mastered the mechanics. 
The good news is that by integrat-
ing athletic concepts into the cur-
riculum, students can master these 
mechanics without experiencing 
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by a video demonstrating how to 
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• providing the opportunity to 
learn to solve the problems in 
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• testing mastery of a skill through 
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lar to physical training’s work-

out of the day (WOD); and
• acquiring the next skill, typically 
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:github:io/ics613s15) provides a 
complete example of applying ath-
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to demonstrate mastery of various 
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must complete correctly within a 
time limit. This reduces distraction, 
improves focus, and makes learning 
more effi cient.

Evidence
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courses by Johnson, adapted to a 
business-school curriculum by Port, 
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Athletic Education 
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Johnson used an athletic style to 
teach software engineering to an 
undergraduate software engineer-
ing class in 2014 and a graduate 
software engineering class in 2015. 
The two had a total of 29 students. 
To assess the approach, he required 
students to write technical essays 
on their progress and administered 
a questionnaire near the semester’s 
end that obtained their opinions. 

Of the students surveyed, all 
but one (97 percent) preferred 
the athletic course structure to 
the traditional one. A participant 
commented, 

I would choose to do [academic] 
WODs over the traditional ap-
proach because it helps you to be-
come accustomed to working  under 
pressure. I fi nd myself learning 
more this way due to having to re-
member what I’ve done rather than 
searching for how to do something 
and then forgetting soon after.

Athletic software engineering lets 
students repeat training problems 
if they don’t achieve adequate per-
formance. In our study, 72 percent 
of them found it useful to repeat the 
problems, and most repeated more 
than half of the problems at least once.

Of responding students, 82 per-
cent said athletic software engi-
neering improved their focus while 
they learned the material. One 
commented,

Like many students, when I do 
work at home, I get distracted eas-
ily. … WODs defi nitely helped me 
to accomplish more in less time.

Pressure is a part of a software de-
veloper’s life. More than 80  percent 
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mechanics and better enable them to 
handle the creative problem solving 
that our discipline requires. As the 
diverse student responses to different 
adaptations showed, the approach is 
still in its infancy. We will continue 
to refine and improve it with addi-
tional experience and invite software 
engineering educators who find this 
approach of interest to join us.

Reference
 1. A. Murphy Paul, “How Does Multi-

tasking Change the Way Kids Learn?” 

MindShift, 3 May 2013; http://ww2 

.kqed.org/mindshift/2013/05/03/how 

-does-multitasking-change-the-way 

-kids-learn.
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DANIEL PORT is an associate professor in 
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This article originally appeared in 
IEEE Software, vol. 33, no. 1, 2016.
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Descaling Your Scrum

James O. Coplien

T he waterfall software development pro-
cess seemed to be well-suited to devel-
oping simple or perhaps complicated 

systems. Such systems can be master-planned 
from the outset, with work done by special-
ized teams. Waterfall has feedback but success 
does not depend on effi  cient feedback, because 
the process presumed to foresee the next steps. 
Because its stages (analysis, design, implementa-
tion, testing) were held to be largely independent 
and simple, the work was partitionable. You could 
scale each phase independently to achieve maxi-
mum throughput.

Scrum is optimized for complex, adaptive sys-
tems. In the early days of our Scrum patterns eff ort, 
we included some scaling patterns. Jeff  Sutherland 
rebuked us with the reminder that Scrum is fractal in 
nature: that is, it’s a scale-free system. It grows the 
way an ecosystem grows: by local adaptation and 
piecemeal growth. It comprises cross-functional 
teams rather than independent (scalable) teams. 
Specialization doesn’t handle this kind of com-
plexity well because a problem in coding in this 
minute may require testing insight in the next min-
ute and analysis insight two minutes hence.

A Scrum view envisions growth diff erently. 
You can grow a team’s learning without add-
ing people―the mind, at this level, is unlimited. 
Learning in turn increases throughput (better Kai-
zen) and, to quip a well-known book title, allows 
twice the work in half the time. In terms of human 
mass, Scrum organizations grow not by simple 
aggregation but by diff erentiation―the way an 
embryo develops. It is this diff erentiation rather 
than any notion of “scaling” that should be the 
business focus―unless you’re building pyramids. 
That means thinking in terms of federations and 
partnerships instead of armies.

 The goal isn’t to grow one’s organization, but 
rather to generate as much value with as few peo-
ple as you can. Alex Lope-Bello, CEO of Comtrade, 
says, “Grow your business―not your teams.” 
Scrum pundits talk about increasing teams’ capac-
ity to do work (called their velocity) by large inte-
gral factors or even orders of magnitude. If you can 
improve the process to realize a ten-fold gain, why 
would you hire ten times as many people instead? 
Twice the work in half the time.

Management feels safety in numbers, so de-
scaling takes more courage than scaling. Let’s say 
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that you have seen the light of agile and want to 
convert your organization. If you have a 70-person 
development organization, you might be tempted 
to teach Scrum to everyone on Thursday and 
Friday and to turn on the Scrum switch Monday 
morning. First, this is likely to be painful in the 
sense that Scrum will make it visible that you 
don’t need many of the roles in your current orga-
nization. Second, it locks the organization into a 
local optimum from which it is unlikely to escape. 
Instead, start over with ten people. If you’re coura-
geous, you’ll start with only fi ve.

Start by cutting people; continue by shortening 
the work week. Sutherland relates a story about 
Scott Maxwell at OpenView Venture Partners. 
Maxwell noticed that increased hours at the offi  ce 
decreased output. Sutherland relates: “The peak 

of productivity actually falls at just under 40 hours 
a week. Armed with this data, Scott started to send 
people home early. ‘It took them a while to get that 
I was serious,’ Maxwell says.” (Sutherland, “The 
Art of Doing Twice the Work in Half the Time”)

How about the rest of the workers? Have them 
innovate new features or new products by build-
ing prototypes or talking with end-users. Have 
them start up a new product or a new business 
within the company. Grow the business―not 
the team.

Selected CS articles and columns are also available for 
free at http://ComputingNow.computer.org.
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R akesh Verma is a professor of computer 
science at the University of Houston 
and director of its ReDAS (Reasoning 

and Data Analytics for Security) Laboratory. His 
research interests are formal methods and data 
analytics applied to natural-language understand-
ing and cybersecurity. Thus, he is very knowl-
edgeable about security-related careers. We asked 
Verma several questions about career opportuni-
ties in this increasingly important fi eld.

ComputingEdge: What careers in computing 
technology will see the most growth in the next 
several years, and why?

Verma: I believe that cybersecurity careers will prob-
ably see the most growth and will be particularly 
good choices for data science/data analytics stu-
dents in computer science. The reason is that the 
amount of data is growing exponentially and there is 
no way for organizations to analyze it all manually for 
cyberthreats. Another area that shows high potential 
is digital criminal forensics because digital and Inter-
net espionage and cybercrime are on the upswing.

ComputingEdge: What would you tell college 
students to give them an advantage over the 
competition?

Verma: I would advise CS students to take data 
analytics―data mining, machine learning, natural 

language processing―and cybersecurity classes. 
I think these courses will make them stand out 
from the competition. 

ComputingEdge: What advice would you give 
people changing careers midstream?

Verma: For those changing careers, my advice 
would be to get into cybersecurity. The more digi-
tal the society, the higher the demand for cyberse-
curity professionals. Besides digital and Internet 
espionage and crime, there could also be digital 
wars in the future between nation–states.

ComputingEdge: What should applicants keep in 
mind when applying for computer and cybersecu-
rity jobs?

Verma: Applicants should remember that they must 
have good conceptual knowledge that is generaliz-
able―since the computer fi eld and cyberthreats are 
constantly evolving―as well as some solid practi-
cal skills so that they can hit the ground running.

C omputingEdge’s Lori Cameron inter-
viewed Verma for this article. Contact 
her at l.cameron@computer.org if you 

would like to contribute to a future ComputingEdge
article on computing careers. Contact Verma at 
rmverma@cs.uh.edu. 

Finding the Cybersecurity 
Job You Want
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CAREER OPPORTUNITIES

PROGRAMMER ANALYST: Analyze, 
design, develop, test & implement 
Web based applications and Windows 
based applications using knowledge of 
C#.NET, VS 2010, XML, HTML, ASP.NET, 
VB.NET, WCF, Oracle 11g,SQL Server 
2008, Javascript & Windows 98/00/03/
NT. Must be willing to travel & reloc to 
unanticipated client locations through-
out the US. Req MS comp sci, eng or rel. 
Mail resumes to Virtuosa Global Sols 
LLC 674 US Highway 202/206,Suite 4, 
Bridgewater,NJ 08807.

SOFTWARE ENGINEER - design, de-
velop, test & implement application s/w 
utilizing knowledge of HP LoadRunner, 
HP Performance Center, Jira, Confl u-
ence, QTP/UFT, C, VB Script, Java, 
.NET, JavaScript, Oracle 10g/9i/8i, CA 
Wily Introscope 9.2, HP Sitescope, HP 
Quality Center/HP ALM, ITKO LISA, HP 
ALM, SQL and PL/SQL. Must be willing 
to travel & reloc to unanticipated client 
locations throughout the US. Reqs MS 

in comp sci, eng or rel. Mail resumes to 
Strategic Resources International, Inc. 
777 Washington Rd, Suite 2, Parlin, NJ 
08859

VLOCITY is seeking a Software Engi-
neer in San Francisco, CA to design 
and implement product requirements 
that are usable, scalable, extensible, 
and maintainable. Ref Job ID: 9QE2NY 
& send res. to T. Dilley at hiring@vlocity.
com

NETWORK SYSTEMS ADMINISTRA-
TOR IN SKOKIE, IL. Responsible for 
dsgng, installing, & supporting the 
company’s network & computer sys-
tems. Responsible for WANs, LANs, 
the internet & network segments & en-
sures system effi  ciency. Reqrd: Bache-
lor Deg or foreign equiv in Comp Info. 
Systems or Comp Sci., & 2 yrs exp in 
job off d. Must have exp working in a 
medical/home healthcare service en-
vrmt performing database maintenance, 

systems integration & mgmt info. sys-
tems, including ability to use dsgn & 
dvlpmt skills (e.g. CSS, HTML), & mgmt 
& support of the WANs, LANs, internet, 
& network segments. Ability to work on 
problems of diverse scope in network & 
systems administration including mgmt, 
human resources, government regula-
tions, planning, & dvlpmt, according to 
our customers’ needs. Mail resumes to 
Fazlur Rahman, President, Home and 
Wound Care Physicians, PC, 8328 Lin-
coln Ave., Skokie, IL 60077. Ref. No. 
814407392D; no calls, emails or fax.

ENGINEER: Broadcom Corporation, the 
leading provider of highly integrated 
complete system-on-a-chip solutions 
for digital and satellite cable set-top 
boxes, cable and DSL modems, residen-
tial gateways, high speed transmission 
area networking, home and wireless 
networking, cellular and terrestrial wire-
less communications, VoIP gateway and 
telephony systems, broadband network 

INFOSYS LIMITED has multiple, full-time 
openings in Plano, TX and various and unanticipated locations 
throughout the U.S. Must be willing to work anywhere in the 
U.S. as the position may involve relocation to various and 
unanticipated client site locations; any relocation to be paid 
by employer pursuant to internal policy. Equal Opportunity 
Employer M/F/D/V. Please apply to Infosys Limited online at: 
https://www.infosys.com/careers/job-opportunities/pages/
index.aspx. Select the green button “Search for Jobs in Ameri-
cas” which will bring you to the site for Experienced Profes-
sionals. Once a user account has been created, please follow 
the link for ‘Search Openings’ and enter the job # listed below 
in the ‘Auto Req ID’ box.”

SENIOR PROJECT MANAGER(S) - U.S. needed in Plano, Texas, 
and various and unanticipated locations throughout the U.S. to 
lead medium- to large-scale IT engagements with responsibility 
for drafting proposals, schedules, and cost estimates, performing 
requirements analysis, defi ning architecture, and testing and 
implementing IT solutions. (JOB # 12949BR).

PROJECT MANAGER(S) - U.S. needed in Plano, Texas, and various 
and unanticipated locations throughout the U.S. to help gather 
requirements, defi ne architecture, and determine scope to deliver 
IT solutions. (JOB # 12953BR).

PROJECT MANAGER(S) - U.S. (Testing) needed in Plano, Texas, 
and various and unanticipated locations throughout the U.S. to 
perform activities to ensure that quality software work products 
are delivered on schedule, including coordination with clients and 
internal teams across the globe. (JOB # 12952BR).

TECHNOLOGY LEAD(S) - U.S. (Enterprise Solutions) needed in 
Plano, Texas, and various and unanticipated locations throughout 
the U.S. to design, develop, test and deploy specifi c modules for 
software products. (JOB # 12958BR).

TECHNICAL TEST LEAD(S) - U.S. needed in Plano, Texas, and 
various and unanticipated locations throughout the U.S. to test 
assigned modules for software products. (JOB # 12954BR ).

TECHNOLOGY LEAD(S) - U.S. (Infrastructure Management) 
needed in Plano, Texas, and various and unanticipated locations 
throughout the U.S. to design, develop and deploy IT solutions 
for infrastructure environments, including evaluation of OS, DB, 
storage, network enterprise applications and middleware. (JOB # 
12959BR).

TECHNOLOGY LEAD(S ) - U.S. (Open Systems) needed in Plano, 
Texas, and various and unanticipated locations throughout the U.S. 
to design, develop, test, and deploy specifi c modules for software 
products. (JOB # 12961BR).

TECHNOLOGY LEAD(S ) - U.S. (Mainframe) needed in Plano, Tex-
as, and various and unanticipated locations throughout the U.S. 
to design, develop, test, and deploy specifi c modules for software 
products. (JOB # 12960BR).

TECHNOLOGY LEAD(S) - U.S. (Engineering) needed in Plano, 
Texas, and various and unanticipated locations throughout the U.S. 
to design, develop, test, and deploy specifi c modules for software 
products. (JOB # 12957BR).

TECHNOLOGY LEAD(S) - U.S. (Business Intelligence) needed in 
Plano, Texas, and various and unanticipated locations throughout 
the U.S. to design, develop, test and deploy specifi c modules for 
software products. (JOB # 12955BR).

TECHNOLOGY LEAD(S) - U.S. (Enterprise Application Inte-
gration) needed in Plano, Texas and various and unanticipated 
locations throughout the U.S. to design, develop, test, and deploy 
specifi c modules for software products. (JOB # 12956BR).
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processors, and server solutions seeks 
all levels of Engineers/Scientists in Ir-
vine, CA, Santa Clara, CA, San Jose, 
CA, Sunnyvale, CA San Diego, CA, Ma-
tawan, NJ, Chandler, AZ, Duluth, GA, 
Andover, MA, Edina, MA, Bellevue, WA, 
Horsham, PA, Austin, TX, Fort Collins, 
CO, Durham, NC, and Federal Way, WA: 
Test (ENG472), Product Engineering 
(ENG476), RF/Wireless (ENG484), Hard-
ware Development (ENG502), Electronic 
Design (ENG506), IC Design (ENG507), 
Software Development (ENG510), Soft-
ware Applications (ENG514), Software 
Systems (ENG516), Software Quality 
Assurance (ENG518), Systems Design 
(ENG520), Firmware (ENG521), Prod-
uct Applications/Systems Integration 
(ENG584), DSP (ENG509), CAD (ENG 
511), Configuration/Release (ENG519), 
Packaging (ENG524), Design (ENG537), 
Field Applications (ENGS87), Layout 
Design (ENG0313), Product/Prod. Line 
Manager (ENG586), Systems/Database 
Administrator (ENG641), Applications 
Programmer (ENG6555), and Pro-
cess Development (ENG526), Sales/
Business Development (ENG567), IT 
Security Analyst (ENG658); Business 
Systems Analyst (ENG646); Product 
Development (ENG558); Engineering 

Systems Analyst (ENG533) Compliance 
Engineer (ENG463); and Manager En-
terprise Application (ENG347) (Oracle, 
SAP, Baan, etc). Education/experience 
requirements vary by position/level. 
Some positions may require domestic 
and/or international travel. Must have 
unrestricted right to work in U.S. Mail 
all resumes to HR Ops Specialist, 5300 
California Avenue, Bldg. 2 #22108-B, 
Irvine, CA 92617. Must reference job 
code.

ERICSSON INC. has openings for po-
sitions of: TECHNICAL SUPPORT EN-
GINEER _ in ATLANTA, GA to perform 
as domain lead for SAP application 
Provide operational Tier-2 support to 
customers. Job ID: 15-GA-3583. CON-
SULTING MANAGER _ in ATLANTA, 
GA to provide leadership for the man-
agement & delivery of strategy projects 
for Ericsson & external clients by inte-
grating telecom, media, & technology 
industry expertise & knowledge related 
to business operations. Job ID: 15-GA-
1703. ENGINEER – QUALITY ASSUR-
ANCE _ in MANCHESTER, NH to per-
form requirement reviews, all phases 
of software testing, metrics tracking, 
& technical feature ownership. Job ID: 

ARROWSIGHT INC.,  
TEAM LEAD VIDEO BROWSING  
SOFTWARE.
Opening at Arrowsight, Inc, advanced tech-
nology surveillance firm in Mt. Kisco, NY 
for Team Lead, Video Browsing Software 
to: 1) Lead a team of software engineers 
implementing new components for 
browsing compressed video, using Agile / 
Scrum techniques. 2) Architect new soft-
ware components, written in a C++ -family 
object-oriented language, that analyze 
bitstreams in H.264 format, selecting video 
frames of interest, and assembling, tag-
ging, and caching subsequences of these 
video and audio bitstreams for the purpose 
of browsing compressed video, using 
3rd-party video decompression libraries 
as a foundation. 3) Review in detail and 
debug existing C++ video tools based on 
Microsoft DirectShow, ActiveX, Microsoft’s 
Component Object Model (COM), and the 
Intel Integrated Performance Primitives 
library, including focus on interoperability 
mechanisms and memory management 
between C++, COM, and Microsoft CLR 
(Common Language Runtime). 4) Propose, 
architect, and implement extensions 
to video tools, written in C++ -family 
object-oriented languages, adding multi-
threaded code to retrieve and play multiple 
video and audio streams simultaneously 
and synchronously ensuring robust 
response to variations in frame durations. 
5) Design and implement new multi-scale 
change-detection algorithms, written in 
C++ -family object-oriented languages, 
using hardware-accelerated multi-stream 
image filtering. 6) Analyze recorded 
bitstreams from surveillance cameras that 
claim to generate H.264 or MPEG4-com-
pliant bitstreams to determine compliance 
and features used or omitted. 7) Lead 
reviews of multithreaded C++ -family 
object-oriented code written by colleagues 
and subordinates to identify bugs and 
ensure efficiency, and provide documen-
tation for new and modified software. 8) 
Deliver new and modified code using SVN 
revision control software. 9) Supervise 
weekly testing of video tools and web site 
for individual software changes and during 
quality assurance phase of release cycle. 
Work with remote software customers to 
test new releases in their environments. 
Requires Master’s degree in Computer 
Science or Computer Engineering and 
two years’ experience. Forward resume 
to SWEng Hiring - Code CC16, Arrowsight, 
Inc. 45 Kensico Drive, Mt. Kisco, NY 10549 
or via email with Code CC16 in subject line 
to jobs.cc16@arrowsight.com 

Juniper Networks is recruiting for our Sunnyvale, CA office:

Software Engineer Staff #16072: 
Design, develop troubleshoot, and 
sustain packet forwarding engine and 
its associated software in highly com-
plex, high performance networks. 

Resident Engineer Staff #6660: 
Design, develop, and troubleshoot 
networks and provide operations 
support along with network and con-
figuration analysis.

Resident Engineer Staff #24084: De-
sign, develop and implement hard-
ware and software certification test-
ing and troubleshooting systems for 

company products. Prepare individ-
ual test cases incorporating the cus-
tomer’s proprietary network design 
elements, diagnostic programs, test 
fixtures, and equipment, for compa-
ny’s routing, switching, and security 
products against customized plans. 
May work at other undetermined lo-
cations throughout the U.S.

Software Engineer #19001: Design, 
develop, troubleshoot and debug mo-
bility packet core gateway protocols, 
features, and infrastructure software 
support on company’s MX Edge rout-
er series/distributed platform.

Mail single-sided resume with job code # to 
Juniper Networks
Attn: MS A.8.429A

1133 Innovation Way 
Sunnyvale, CA 94089
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CAREER OPPORTUNITIES

PROGRAMMER ANALYST: Analyze, 
design, develop, test & implement 
Web based applications and Windows 
based applications using knowledge of 
C#.NET, VS 2010, XML, HTML, ASP.NET, 
VB.NET, WCF, Oracle 11g,SQL Server 
2008, Javascript & Windows 98/00/03/
NT. Must be willing to travel & reloc to 
unanticipated client locations through-
out the US. Req MS comp sci, eng or rel. 
Mail resumes to Virtuosa Global Sols 
LLC 674 US Highway 202/206,Suite 4, 
Bridgewater,NJ 08807.

SOFTWARE ENGINEER - design, de-
velop, test & implement application s/w 
utilizing knowledge of HP LoadRunner, 
HP Performance Center, Jira, Confl u-
ence, QTP/UFT, C, VB Script, Java, 
.NET, JavaScript, Oracle 10g/9i/8i, CA 
Wily Introscope 9.2, HP Sitescope, HP 
Quality Center/HP ALM, ITKO LISA, HP 
ALM, SQL and PL/SQL. Must be willing 
to travel & reloc to unanticipated client 
locations throughout the US. Reqs MS 

in comp sci, eng or rel. Mail resumes to 
Strategic Resources International, Inc. 
777 Washington Rd, Suite 2, Parlin, NJ 
08859

VLOCITY is seeking a Software Engi-
neer in San Francisco, CA to design 
and implement product requirements 
that are usable, scalable, extensible, 
and maintainable. Ref Job ID: 9QE2NY 
& send res. to T. Dilley at hiring@vlocity.
com

NETWORK SYSTEMS ADMINISTRA-
TOR IN SKOKIE, IL. Responsible for 
dsgng, installing, & supporting the 
company’s network & computer sys-
tems. Responsible for WANs, LANs, 
the internet & network segments & en-
sures system effi  ciency. Reqrd: Bache-
lor Deg or foreign equiv in Comp Info. 
Systems or Comp Sci., & 2 yrs exp in 
job off d. Must have exp working in a 
medical/home healthcare service en-
vrmt performing database maintenance, 

systems integration & mgmt info. sys-
tems, including ability to use dsgn & 
dvlpmt skills (e.g. CSS, HTML), & mgmt 
& support of the WANs, LANs, internet, 
& network segments. Ability to work on 
problems of diverse scope in network & 
systems administration including mgmt, 
human resources, government regula-
tions, planning, & dvlpmt, according to 
our customers’ needs. Mail resumes to 
Fazlur Rahman, President, Home and 
Wound Care Physicians, PC, 8328 Lin-
coln Ave., Skokie, IL 60077. Ref. No. 
814407392D; no calls, emails or fax.

ENGINEER: Broadcom Corporation, the 
leading provider of highly integrated 
complete system-on-a-chip solutions 
for digital and satellite cable set-top 
boxes, cable and DSL modems, residen-
tial gateways, high speed transmission 
area networking, home and wireless 
networking, cellular and terrestrial wire-
less communications, VoIP gateway and 
telephony systems, broadband network 

INFOSYS LIMITED has multiple, full-time 
openings in Plano, TX and various and unanticipated locations 
throughout the U.S. Must be willing to work anywhere in the 
U.S. as the position may involve relocation to various and 
unanticipated client site locations; any relocation to be paid 
by employer pursuant to internal policy. Equal Opportunity 
Employer M/F/D/V. Please apply to Infosys Limited online at: 
https://www.infosys.com/careers/job-opportunities/pages/
index.aspx. Select the green button “Search for Jobs in Ameri-
cas” which will bring you to the site for Experienced Profes-
sionals. Once a user account has been created, please follow 
the link for ‘Search Openings’ and enter the job # listed below 
in the ‘Auto Req ID’ box.”

SENIOR PROJECT MANAGER(S) - U.S. needed in Plano, Texas, 
and various and unanticipated locations throughout the U.S. to 
lead medium- to large-scale IT engagements with responsibility 
for drafting proposals, schedules, and cost estimates, performing 
requirements analysis, defi ning architecture, and testing and 
implementing IT solutions. (JOB # 12949BR).

PROJECT MANAGER(S) - U.S. needed in Plano, Texas, and various 
and unanticipated locations throughout the U.S. to help gather 
requirements, defi ne architecture, and determine scope to deliver 
IT solutions. (JOB # 12953BR).

PROJECT MANAGER(S) - U.S. (Testing) needed in Plano, Texas, 
and various and unanticipated locations throughout the U.S. to 
perform activities to ensure that quality software work products 
are delivered on schedule, including coordination with clients and 
internal teams across the globe. (JOB # 12952BR).

TECHNOLOGY LEAD(S) - U.S. (Enterprise Solutions) needed in 
Plano, Texas, and various and unanticipated locations throughout 
the U.S. to design, develop, test and deploy specifi c modules for 
software products. (JOB # 12958BR).

TECHNICAL TEST LEAD(S) - U.S. needed in Plano, Texas, and 
various and unanticipated locations throughout the U.S. to test 
assigned modules for software products. (JOB # 12954BR ).

TECHNOLOGY LEAD(S) - U.S. (Infrastructure Management) 
needed in Plano, Texas, and various and unanticipated locations 
throughout the U.S. to design, develop and deploy IT solutions 
for infrastructure environments, including evaluation of OS, DB, 
storage, network enterprise applications and middleware. (JOB # 
12959BR).

TECHNOLOGY LEAD(S ) - U.S. (Open Systems) needed in Plano, 
Texas, and various and unanticipated locations throughout the U.S. 
to design, develop, test, and deploy specifi c modules for software 
products. (JOB # 12961BR).

TECHNOLOGY LEAD(S ) - U.S. (Mainframe) needed in Plano, Tex-
as, and various and unanticipated locations throughout the U.S. 
to design, develop, test, and deploy specifi c modules for software 
products. (JOB # 12960BR).

TECHNOLOGY LEAD(S) - U.S. (Engineering) needed in Plano, 
Texas, and various and unanticipated locations throughout the U.S. 
to design, develop, test, and deploy specifi c modules for software 
products. (JOB # 12957BR).

TECHNOLOGY LEAD(S) - U.S. (Business Intelligence) needed in 
Plano, Texas, and various and unanticipated locations throughout 
the U.S. to design, develop, test and deploy specifi c modules for 
software products. (JOB # 12955BR).

TECHNOLOGY LEAD(S) - U.S. (Enterprise Application Inte-
gration) needed in Plano, Texas and various and unanticipated 
locations throughout the U.S. to design, develop, test, and deploy 
specifi c modules for software products. (JOB # 12956BR).
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15-NH-3482. APPLICATIONS DEVEL-
OPER _ in OVERLAND PARK, KS to 
work with internal & external customers 
to translate business requirements into 
syst-level requirements & implement 
into a developed application. Job ID: 
15-KS-2358. APPLICATION SUPPORT 
ANALYST _ in OVERLAND PARK, KS to 
ensure that the application is perform-
ing adequately & enough capacity is 
available to meet the business require-
ments & growth projections of the cus-
tomer. Telecommuting is available from 
anywhere in the US. Job ID: 15-KS-2573. 
ENGINEER – SERVICES SOFTWARE _ 
in PLANO, TX to deliver services within 
site engineering, integration &/or config-
uration or support of products & ntwrks 
in accordance with a customer service 
contract. Frequent travel required. Job 
ID: 16-TX-2843. ENGINEER – SERVICES 
RF _ in PLANO, TX to perform radio 

network design, RF tuning & optimiza-
tion for high capacity wireless networks 
using GSM, CDMA, LTE and WCDMA 
technologies. Job ID: 16-TX-1913. PROJ-
ECT MANAGER _ in PLANO, TX to es-
tablish project plan baseline by defining 
project scope, secure the necessary 
resources, & plan and monitor all ac-
tivities. Job ID: 15-TX-2480. BUSINESS 
CONSULTANT _ in PLANO, TX to as-
sist in the management and delivery of 
technology consulting projects. Job ID: 
16-TX-2662. ENGINEER – SOFTWARE 
_ in SANTA CLARA, CA to architect, de-
sign & build end-to-end premium media 
service; shape the new look of televi-
sion & entertainment experiences. Job 
ID: 16-CA-2373. ENGINEER – SOFT-
WARE _ in WALTHAM, MA to provide 
technical leadership with our MetraNet 
product User Interface (UI) & middle tier 
development. Job ID: 15-MA-3195. To 

apply, please mail resume to Ericsson 
Inc. 6300 Legacy Dr., R1-C12 Plano, TX 
75024 & indicate appropriate job ID.

SPLUNK INC. has the following job 
opportunities in San Francisco, CA: 
Software Engineer (REQ#9D735Q). 
Utilize cloud infrastructure to provide 
high availability services to users us-
ing Splunk SaaS. Software Engineer 
(REQ#9FC2G6). Create robust, fault-tol 
distr sys in multi-threaded, multi-pro-
cess environment. IT Project Analyst 
(REQ#9QYSQA). Facilitate IT portfolio 
mngmnt & dev of IT portfolio mngmnt 
office. Contribute to strategic, annual, 
and quarterly planning across mult lines 
of business. Senior Release Engineer 
(REQ#9SSU8F). Develop & support 
multi-platform build & release mngmnt 
tools & infrastructure to build, package 
& deploy co. prods. Software Engineer 

INFOSYS LIMITED is in need of individuals 
to work full-time in Plano, Texas and various and unantici-
pated locations throughout the U.S.  Must be willing to work 
anywhere in the U.S. as all job opportunities may involve 
relocation to various and unanticipated client site locations; 
any relocation to be paid by employer pursuant to internal 
policy. We have multiple openings for each job opportunity, 
and are an Equal Opportunity Employer M/F/D/V.  Please 
apply to Infosys Limited online at: https://www.infosys.com/
careers/job-opportunities/pages/index.aspx. Select the green 
button “Search for Jobs in Americas” which will bring you to 
the site for Experienced Professionals. Once a user account 
has been created, please follow the link for ‘Search Openings’ 
and enter reference ID(s) for the position(s) of interest in the 
‘Auto Req ID’ box.

ASSOCIATE ENGAGEMENT MANAGER(S) needed to contribute to 
IT competitor analysis and prospect identification; provide ground 
intelligence to pursuit teams, as well as account context and cli-
ent introductions required for opening diverse service offerings in  
account(s). Travel required. (REQ ID: 12963BR).

CONSULTANT(S) (DOMAIN) – US needed to help conduct IT 
requirements gathering, define problems, provide solution 
alternatives, create detailed computer system design documen-
tation, implement deployment plan, and help conduct knowledge 
transfer with the objective of providing high-quality IT consulting 
solutions. (REQ ID: 12964BR).

CONSULTANT(S) (PRODUCTS AND PACKAGES) – US needed to 
help conduct IT requirements gathering, define problems, provide 
solution alternatives, create detailed computer system, design 
documentation, implement deployment plan, and help conduct 
knowledge transfer with the objective of providing high-quality IT 
consulting solutions. (REQ ID: 12972BR).

LEAD CONSULTANT(S) (DOMAIN) - US needed to anchor different 
phases of the IT engagement including business process con-
sulting, problem definition, discovery, solution generation, design, 

development, deployment and validation. (REQ ID: 12965BR).

LEAD CONSULTANT(S) (PRODUCTS AND PACKAGES) - US needed 
to anchor different phases of the IT engagement including busi-
ness process consulting, problem definition, discovery, solution 
generation, design, development, deployment and validation. (REQ 
ID: 12971BR).

PRINCIPAL(S) – Business Consulting needed to lead small pro-
posals and multiple streams on complex proposals. Develop best 
in class proposals that present Infosys Point of View, approach 
and IT solution. Help identify clients and opportunities for the 
practice, present preliminary ideas and proposals to clients, lead 
engagements from launch to closure. Travel Required. (REQ ID: 
12970BR).

PRINCIPAL CONSULTANT(S) (DOMAIN) - US needed to lead the 
engagement effort for IT assignments, from business process 
consulting and problem definition to solution design, development 
and deployment. Lead proposal development. Travel required. 
(REQ ID: 12966BR).

SENIOR TECHNOLOGY ARCHITECT(S) – US needed to provide IT 
architectural solutions for one or more projects. Provide input to 
create technology and architectural frameworks. Understand and 
analyze client business & IT problems, technology landscape, IT 
standards, and enterprise roadmaps. (REQ ID: 12969BR).

TECHNOLOGY ARCHITECT(S) - US needed to provide inputs on 
IT solution architecture based on evaluation/understanding of 
solution alternatives, frameworks and products. Will interact with 
clients to elicit architectural and non-functional requirements like 
performance, scalability, reliability, availability, maintainability. 
(REQ ID: 12968BR).

TECHNOLOGY ARCHITECT(S) (BUSINESS INTELLIGENCE) - US 
needed to provide inputs on IT solution architecture based on 
evaluation/understanding of solution alternatives, frameworks 
or products. Will interact with clients to elicit architectural and 
non-functional requirements like performance, scalability, reliabil-
ity, availability, maintainability. (REQ ID: 12967BR).



www.computer.org/computingedge 61
  M A R C H  2 0 1 6  117

CAREER OPPORTUNITIES

(REQ#9XBTQP). Automate tests for 
sw features using Python-based 
test framework. Software Engineer 
(REQ#9XQVSA). Design, develop & de-
liver cloud based apps & sys for SaaS 
for users. Senior Software Engineer 
(REQ#97R27H). Develop & maintain 
the Co.’s core UI framework, APIs & 
tooling. Software Engineer (REQ#9UB-
VFP). Support Co.’s cloud eng team & 
app dev team to provide cloud infra-
structure services to customers. Senior 
Web Developer (REQ#9R8RSF). Dev 
Content Mngmnt Sys apps, templates, 
& components based on packaged 
WCMS sw. Senior Software Engineer 
(REQ#9RMTQ3). Design, dev, test & 
sustain Co. apps. Authorize sw tests & 
provide sw solutions. Splunk Inc. has 
the following job opportunity in Palo 
Alto, CA: Principal Software Engineer 
(REQ#9Z5VY9). Architect, design & 
develop Co.’s ETL engine, data plat-
form, connectors, parsers, & associated 
logic. Splunk Inc. has the following job 
opportunity in Seattle, WA: Principal 
Product Manager (REQ#9UQQ32). 
Define market position, determine user 
personas, define & execute UX R&D, 
create & prioritize feature back logs, 
& drive prod adoption. 25% travel req. 

Cisco Systems, Inc. is accepting resumes 
for the following positions: 

Beaverton, OR: Software Engineer (Ref.# BEA1): Responsible for the 
definition, design, development, test, debugging, release, enhancement 
or maintenance of networking software.

Carlsbad, CA: Customer Operations Analyst (Ref.# CARL3): Provide 
leadership in definition of the requirements gathering process.

Irvine, CA: Software Engineer (Ref.# IRV13): Responsible for the definition, 
design, development, test, debugging, release, enhancement or 
maintenance of networking software. Telecommuting permitted and 
travel may be required to various unanticipated locations throughout 
the United States.

Iselin/Edison, NJ: Technical Leader (Ref.# ED22): Lead engineering 
groups on projects to design, develop or test hardware or software 
products.

Research Triangle Park, NC: IT Engineer (Ref.# RTP13): Responsible for 
development, support and implementation of major system functionality 
of company’s proprietary networking products.

San Francisco, CA: Technical Lead (Ref.# SF2): Lead engineering groups 
on projects to design, develop or test hardware or software products.

San Jose/Milpitas/Santa Clara, CA: Data Scientist (Ref.# SJ585): 
Drive key success metrics related to yield management and revenue 
generation. Solutions Integration Architect (Ref.# SJ596): Lead the 
project team on the build of a major software releases, including building 
the software, hardware, networking and participating in scheduling, 
(from conception, testing, releasing and maintaining infrastructure). 
IT Engineer (Ref.# SJ7): Responsible for development, support and 
implementation of major system functionality of company’s proprietary 
networking products. Software Engineer (Ref.# SJ10): Responsible for the 
definition, design, development, test, debugging, release, enhancement 
or maintenance of networking software. Software/QA Engineer (Ref.# 
SJ11): Debug software products through the use of systematic tests to 
develop, apply, and maintain quality standards for company products. 
Information Security Engineer (Ref.# SJ540): Develop and maintain 
strong relationships with company’s business units to understand their 
business drivers and challenges over the secure use and storage of data 
throughout the entire life cycle. Technical Lead/Leader (Ref.# SJ14): 
Lead engineering groups on projects to design, develop or test hardware 
or software products. Component Engineer (Ref. #SJ71): Responsible 
for assessment and qualification of component technologies used in 
company products. Quality Engineer, Failure Analysis (Ref.# SJ864): 
Perform in-depth failure analysis on circuit board components and 
assembly throughout different stages of the product. Test Engineer (Ref. 
#SJ16): Build test equipment and test diagnostics for new products 
based on manufacturing designs. Systems Administrator (Ref.# SJ12): 
Provide systems design and management function for business and/or 
engineering computer systems. Principal Technical Marketing Engineer 
(Ref.# SJ896): Contribute to BUs business outcomes by leading and 
influencing architectural and technical decisions in major customer 
engagements.

PLEASE MAIL RESUMES WITH REFERENCE NUMBER TO CISCO SYSTEMS, 
INC., ATTN: M51H, 170 W. TASMAN DRIVE, MAIL STOP: SJC 5/1/4, SAN 
JOSE, CA 95134. No phone calls please. Must be legally authorized to 
work in the U.S. without sponsorship. EOE. 

www.cisco.com

LinkedIn Corp. 
has openings in our 

Sunnyvale, CA location for: 

ASSOCIATE WEB
DEVELOPER 

(6597.992) 

Own the front-end development for one 
or more products and collaborate with 
Visual/Interaction Designers, Engineers, 
and Product Managers to launch new 
products, iterate on existing features, and 
build a world-class user experience.
 

Please email resume to:  
6597@linkedin.com. 

Must ref. job code above when applying.

TECHNOLOGY
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15-NH-3482. APPLICATIONS DEVEL-
OPER _ in OVERLAND PARK, KS to 
work with internal & external customers 
to translate business requirements into 
syst-level requirements & implement 
into a developed application. Job ID: 
15-KS-2358. APPLICATION SUPPORT 
ANALYST _ in OVERLAND PARK, KS to 
ensure that the application is perform-
ing adequately & enough capacity is 
available to meet the business require-
ments & growth projections of the cus-
tomer. Telecommuting is available from 
anywhere in the US. Job ID: 15-KS-2573. 
ENGINEER – SERVICES SOFTWARE _ 
in PLANO, TX to deliver services within 
site engineering, integration &/or config-
uration or support of products & ntwrks 
in accordance with a customer service 
contract. Frequent travel required. Job 
ID: 16-TX-2843. ENGINEER – SERVICES 
RF _ in PLANO, TX to perform radio 

network design, RF tuning & optimiza-
tion for high capacity wireless networks 
using GSM, CDMA, LTE and WCDMA 
technologies. Job ID: 16-TX-1913. PROJ-
ECT MANAGER _ in PLANO, TX to es-
tablish project plan baseline by defining 
project scope, secure the necessary 
resources, & plan and monitor all ac-
tivities. Job ID: 15-TX-2480. BUSINESS 
CONSULTANT _ in PLANO, TX to as-
sist in the management and delivery of 
technology consulting projects. Job ID: 
16-TX-2662. ENGINEER – SOFTWARE 
_ in SANTA CLARA, CA to architect, de-
sign & build end-to-end premium media 
service; shape the new look of televi-
sion & entertainment experiences. Job 
ID: 16-CA-2373. ENGINEER – SOFT-
WARE _ in WALTHAM, MA to provide 
technical leadership with our MetraNet 
product User Interface (UI) & middle tier 
development. Job ID: 15-MA-3195. To 

apply, please mail resume to Ericsson 
Inc. 6300 Legacy Dr., R1-C12 Plano, TX 
75024 & indicate appropriate job ID.

SPLUNK INC. has the following job 
opportunities in San Francisco, CA: 
Software Engineer (REQ#9D735Q). 
Utilize cloud infrastructure to provide 
high availability services to users us-
ing Splunk SaaS. Software Engineer 
(REQ#9FC2G6). Create robust, fault-tol 
distr sys in multi-threaded, multi-pro-
cess environment. IT Project Analyst 
(REQ#9QYSQA). Facilitate IT portfolio 
mngmnt & dev of IT portfolio mngmnt 
office. Contribute to strategic, annual, 
and quarterly planning across mult lines 
of business. Senior Release Engineer 
(REQ#9SSU8F). Develop & support 
multi-platform build & release mngmnt 
tools & infrastructure to build, package 
& deploy co. prods. Software Engineer 

INFOSYS LIMITED is in need of individuals 
to work full-time in Plano, Texas and various and unantici-
pated locations throughout the U.S.  Must be willing to work 
anywhere in the U.S. as all job opportunities may involve 
relocation to various and unanticipated client site locations; 
any relocation to be paid by employer pursuant to internal 
policy. We have multiple openings for each job opportunity, 
and are an Equal Opportunity Employer M/F/D/V.  Please 
apply to Infosys Limited online at: https://www.infosys.com/
careers/job-opportunities/pages/index.aspx. Select the green 
button “Search for Jobs in Americas” which will bring you to 
the site for Experienced Professionals. Once a user account 
has been created, please follow the link for ‘Search Openings’ 
and enter reference ID(s) for the position(s) of interest in the 
‘Auto Req ID’ box.

ASSOCIATE ENGAGEMENT MANAGER(S) needed to contribute to 
IT competitor analysis and prospect identification; provide ground 
intelligence to pursuit teams, as well as account context and cli-
ent introductions required for opening diverse service offerings in  
account(s). Travel required. (REQ ID: 12963BR).

CONSULTANT(S) (DOMAIN) – US needed to help conduct IT 
requirements gathering, define problems, provide solution 
alternatives, create detailed computer system design documen-
tation, implement deployment plan, and help conduct knowledge 
transfer with the objective of providing high-quality IT consulting 
solutions. (REQ ID: 12964BR).

CONSULTANT(S) (PRODUCTS AND PACKAGES) – US needed to 
help conduct IT requirements gathering, define problems, provide 
solution alternatives, create detailed computer system, design 
documentation, implement deployment plan, and help conduct 
knowledge transfer with the objective of providing high-quality IT 
consulting solutions. (REQ ID: 12972BR).

LEAD CONSULTANT(S) (DOMAIN) - US needed to anchor different 
phases of the IT engagement including business process con-
sulting, problem definition, discovery, solution generation, design, 

development, deployment and validation. (REQ ID: 12965BR).

LEAD CONSULTANT(S) (PRODUCTS AND PACKAGES) - US needed 
to anchor different phases of the IT engagement including busi-
ness process consulting, problem definition, discovery, solution 
generation, design, development, deployment and validation. (REQ 
ID: 12971BR).

PRINCIPAL(S) – Business Consulting needed to lead small pro-
posals and multiple streams on complex proposals. Develop best 
in class proposals that present Infosys Point of View, approach 
and IT solution. Help identify clients and opportunities for the 
practice, present preliminary ideas and proposals to clients, lead 
engagements from launch to closure. Travel Required. (REQ ID: 
12970BR).

PRINCIPAL CONSULTANT(S) (DOMAIN) - US needed to lead the 
engagement effort for IT assignments, from business process 
consulting and problem definition to solution design, development 
and deployment. Lead proposal development. Travel required. 
(REQ ID: 12966BR).

SENIOR TECHNOLOGY ARCHITECT(S) – US needed to provide IT 
architectural solutions for one or more projects. Provide input to 
create technology and architectural frameworks. Understand and 
analyze client business & IT problems, technology landscape, IT 
standards, and enterprise roadmaps. (REQ ID: 12969BR).

TECHNOLOGY ARCHITECT(S) - US needed to provide inputs on 
IT solution architecture based on evaluation/understanding of 
solution alternatives, frameworks and products. Will interact with 
clients to elicit architectural and non-functional requirements like 
performance, scalability, reliability, availability, maintainability. 
(REQ ID: 12968BR).

TECHNOLOGY ARCHITECT(S) (BUSINESS INTELLIGENCE) - US 
needed to provide inputs on IT solution architecture based on 
evaluation/understanding of solution alternatives, frameworks 
or products. Will interact with clients to elicit architectural and 
non-functional requirements like performance, scalability, reliabil-
ity, availability, maintainability. (REQ ID: 12967BR).
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requirements. Telecommuting is avail-
able for this position from anywhere in 
the US. Job ID: 16-TX-3697. ENGINEER 
_ in PLANO, TX to perform software 
loading, confi guration, integration, ver-
ifi cation, & troubleshooting of existing 
solutions on a customer site or in a lab 
environment using company products. 
Up to 20% domestic travel required. 
Job ID: 16-TX-3705. BUSINESS CON-
SULTANT _ in PLANO, TX to engage 
with clients to identify business needs, 
design solutions, and utilize idea pack-
aging skills to propose defi ned frame-
works and solutions. Up to 75% domes-
tic travel required. Job ID: 15-TX-2098. 
ENGINEER - SERVICES SOFTWARE 
_ in OVERLAND PARK, KS to perform 
network analysis, software loading & 
confi guration, verifi cation, & optimiza-
tion activities related to Ericsson’s IMS 
networks, nodes, & related platforms. 
Requires 30% domestic travel. Job ID: 
16-KS-1455. To apply, mail resume to 
Ericsson Inc. 6300 Legacy Dr., R1-C12, 
Plano, TX 75024 & indicate appropriate 
job ID.

OPTIMIZATION-based software com-
pany providing solutions for transporta-
tion scheduling and logistics problems 
has the following openings in Gaines-
ville, FL: Senior Manager (1) – Gather, 
defi ne and formalize business require-
ments and project objectives; prepare 
detailed task plan; supervise develop-
ment and testing team. Master’s de-
gree (or Bachelor’s degree, or foreign 
equivalent, and 5 years progressive ex-
perience in the fi eld managing software 
development projects) in Operations 
Research, Computer Science, Indus-
trial & Systems Engineering, or related 
fi eld required. $100,000/year. Use ref. 
no. 20161. Senior Systems Engineers 
(3) - Conduct research on network and 
heuristic optimizations; lead algorithmic 
development team; develop prototypes. 
Ph.D. degree (or Master’s degree and 2 
years experience performing the job du-
ties) in Operations Research, Computer 
Science, Industrial & Systems Engineer-
ing, or related fi eld required. $90,000/
year. Use ref. no. 20162. Systems Engi-
neer (1) - Develop prototypes for opti-
mization and simulation based software 
solutions. Master’s degree (or Bache-
lor’s degree, or foreign equivalent, and 
5 years progressive experience per-
forming the job duties) in Operations 
Research, Computer Science, Industrial 
& Systems Engineering, or related fi eld 
required. $75,000/year. Use ref. no. 
20163. Software Engineer (1) – Design, 
implement and test optimization and 
simulation software solutions. Master’s 
degree (or Bachelor’s degree, or foreign 
equivalent, and 5 years progressive 

experience performing the job duties) 
in Computer Science, Operations Re-
search, Industrial & Systems Engineer-
ing, or related fi eld required. $80,000/
year. Use ref. no. 20164. Full-time. Send 
resume by mail, specifying the specifi c 
position, with reference number, you are 
applying for to: HR, Innovative Schedul-
ing, LLC., 7600 NW 5th Place, Gaines-
ville, FL 32607, or, by email to job.us@
optym.com. 

PROGRAMMER ANALYST- design, de-
velop, test & implement applications 
utilizing knowledge of.Net, SharePoint 
Portal technologies like Windows 
SharePoint Server(WSS 3.0), Microsoft 
SharePoint  (SP2010) and SharePoint 
2013, SQL Server, Microsoft Info-path 
forms 2010 /2013, Nintex Forms and 
Workfl ows. Must be willing to travel & 
reloc to unanticipated client locations 
throughout the US. Reqs MS in comp 
sci, eng or rel. Mail resumes to Strategic 
Resources International, Inc. 777 Wash-
ington Rd, Suite 2, Parlin, NJ 08859

4XVENTURES LLC seeks Dist’d. Engg 
(Strategy, Design, Architect) & VP Engg. 
(Lead, Plan, Manage, Architect) in Menlo 
Park, CA. Must have Bachelor’s deg./
equi. in CS, CA, CIS, MIS, Engg and 5+ 
years in rel. fi eld. Travel reqd. Apply: Ca-
reers@4xventures.com

MANAGER. Job location:  Miami, FL 
& any other unanticipated locations in 
U.S.  Travel Required. Duties:  Identify & 
resolve fi nan. systems issues critical to 
clients’ strategic & oper. success. Gather 
business & design requirements among 
stakeholders enterprise wide & develop 

detailed design doc. to align with client’s 
requirement & specs. Provide tech/func. 
content. Develop & present conclusions 
& recommends. to sr. client mgmt. De-
velop detailed admin. guide for end 
users using Oracle & SAP. Lead design 
of plan, budget & forecast processes.  
Manage client relationships & report 
project progress.  Requires:  M.S. degree 
in Comp. Sci., Acctg. or related fi eld & 3 
yrs. exp. in the job off ered or 3 yrs. exp. 
as a Consultant or Audit Ass’t.  Will ac-
cept B.S. (or foreign equiv.) & 5 yrs. exp. 
in fi nance/acctg. ind. in lieu of M.S. & 3 
yrs. exp.  Concurrent exp. must incl.: 3 
yrs. exp. with fi nan. systems.; 3 yrs. exp. 
leading design of plan, budget & forecast 
processes; & 3 yrs. exp. with SAP.  Send 
resume (no calls) to: Michelle Ramirez, 
The Hackett Group, Inc., 1001 Brickell 
Bay Dr., Suite 3000, Miami, FL  33131.

CLASSIFIED LINE AD SUBMISSION DETAILS: Rates are $425.00 per column inch 
($640 minimum). Eight lines per column inch and average five typeset words per line. 
Send copy at least one month prior to publication date to: Debbie Sims, Classified 
Advertising, Computer Magazine, 10662 Los Vaqueros Circle, Los Alamitos, CA 90720; 
(714) 816-2138; fax (714) 821-4010. Email: dsims@computer.org.

In order to conform to the Age Discrimination in Employment Act and to discourage 
age discrimination, Computer may reject any advertisement containing any of these 
phrases or similar ones: “…recent college grads…,” “…1–4 years maximum experi-
ence…,” “…up to 5 years experience,” or “…10 years maximum experience.” Computer 
reserves the right to append to any advertisement without specific notice to the ad-
vertiser. Experience ranges are suggested minimum requirements, not maximums. 
Computer assumes that since advertisers have been notified of this policy in advance, 
they agree that any experience requirements, whether stated as ranges or otherwise, 
will be construed by the reader as minimum requirements only. Computer encourages 
employers to offer salaries that are competitive, but occasionally a salary may be of-
fered that is significantly below currently acceptable levels. In such cases the reader 
may wish to inquire of the employer whether extenuating circumstances apply.

www.computer.org/itpro

118 C O M P U T E R   W W W . C O M P U T E R . O R G / C O M P U T E R118 C O M P U T E R   W W W . C O M P U T E R . O R G / C O M P U T E R

Refer to Req# & mail resume to Splunk 
Inc., ATTN: J. Aldax, 250 Brannan 
Street, San Francisco CA 94107. Indi-
viduals seeking employment at Splunk 
are considered without regards to race, 
religion, color, national origin, ancestry, 
sex, gender, gender identity, gender 
expression, sexual orientation, marital 
status, age, physical or mental disabil-
ity or medical condition (except where 
physical fitness is a valid occupational 
qualification), genetic information, vet-
eran status, or any other consideration 
made unlawful by federal, state or local 
laws. To review US DOL’s EEO is The 
Law notice please visit: https://careers.
jobvite.com/Splunk/EEO_poster.pdf. To 
review Splunk’s EEO Policy Statement 
please visit: http://careers.jobvite.com/
Careers/Splunk/EEO-Policy-Statement.
pdf. Pursuant to the San Francisco Fair 
Chance Ordinance, we will consider for 
employment qualified applicants with 
arrest and conviction records.

MARKETING ANALYST, Memphis, TN: 
Gather data, support, analyze, maintain 
marketing data/reports for IT resourcing; 

Work with vendors/end clients to gather 
data and prepare reports for manage-
ment. Monitor marketing information/
reports continuously for qualified can-
didates/vendors/end clients. Reply to: 
SVS Technologies Limited, 8700 Trail 
Lake Drive, #228 Memphis, TN 38125

ERICSSON INC. has openings for posi-
tions of: SOLUTIONS ARCHITECT _ in 
BELLEVUE, WA to support customer 
units & engagement practices; answer 
statements of compliance docs & de-
velop solution descriptions. Job ID: 16-
WA-3643. BUSINESS CONSULTANT _ 
in BELLEVUE, WA to drive key decisions 
& implementations; identify & translate 
customer’s business scenarios & work-
loads into functional requirements. Re-
quires 75% domestic travel. Job ID: 16-
WA-2811. SOLUTIONS ARCHITECT _ 
in BELLEVUE, WA to provide customer 
requirements; work with account from 
pre-sales to implementation. Job ID: 
16-WA-3501. SOLUTIONS ARCHITECT 
_ in PLANO, TX to launch & optimize 
telecom networks around the world & 
propose solutions based on customer 

SanDisk Corporation 
has openings in 

Milpitas, California for:

TECHNICAL 
ROTATION ENGINEERS 

To design, simulate, and verify analog 
IP (including regulators, oscillators, 
reference generators), of system on 
chip memory controllers. Job code: 
SD375. 

To apply, reference job code # & mail 
resume to: SanDisk Corporation, 951 
SanDisk Drive, MS: HRGM, Milpitas, CA 
95035. EOE

ENGINEERING

Intuit Inc. 
has openings for the following positions in Santa Clara County, including Mountain View, California or any office within normal commuting distance: 

Technical Data Analysts (Job code: I-2269): Understand the business and work to deliver business monitoring analytics. Collaborate with business stakehold-
ers in acting on complex, multi-source data to explore, generate and test business assumptions. Database Administrators (Job code: I-283): Design and 
install database systems including setting up monitoring, backup and alert mechanism. Senior Application Operations Engineers (Job code: I-482): Develop 
highly scalable, secure and efficient software that support critical functions of Intuit’s engineering operations and/or Intuit’s leading commercial software 
products. Product Managers (Job code: I-145):  Become an internal and external champion, evangelist, and expert on mobile payments for small businesses. 
Cross-functional development, marketing and support teams to execute on the GoPayment product strategy and roadmap.  Staff Software Engineers in 
Quality (Job code: I-453): Partner with cross-functional leaders and team members to deliver Intuit products, with greater efficiency and speed.  

Positions located in Woodland Hills, California: 
Software Engineers in Quality (Job code: I-1376):  Apply best software engineering practices to ensure quality of products and services by designing and 
implementing test strategies, test automation, and quality tools and processes. Managers 3 Development (Job code: I-218):  Design and implement software 
applications, and discover and evaluate the most relevant factors to be considered in the creation, design, and implementation of software and services. 

Positions located in San Diego, California: 
Senior Software Engineers in Quality (Job code: I-489):  Apply senior level software engineering practices and procedures to design, influence, and drive 
quality and testability of products and services.  Software Engineers (Job code: I-208): Apply software development practices to design, implement, and 
support individual software projects.  

Positions located in Plano, Texas: 
Senior Software Engineers (Job code: I-125):  Exercise senior level knowledge in selecting methods and techniques to design, implement, modify and 
support a variety of software products and services to meet user or system specifications. Software Engineers (Job code: I-945):  Apply software develop-
ment practices to design, implement, and support individual software projects. 

To apply, submit resume to Intuit Inc., Attn: Olivia Sawyer, J203-6, 2800 E. Commerce Center Place, Tucson, AZ 85706. 
You must include the job code on your resume/cover letter.  Intuit supports workforce diversity.
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requirements. Telecommuting is avail-
able for this position from anywhere in 
the US. Job ID: 16-TX-3697. ENGINEER 
_ in PLANO, TX to perform software 
loading, confi guration, integration, ver-
ifi cation, & troubleshooting of existing 
solutions on a customer site or in a lab 
environment using company products. 
Up to 20% domestic travel required. 
Job ID: 16-TX-3705. BUSINESS CON-
SULTANT _ in PLANO, TX to engage 
with clients to identify business needs, 
design solutions, and utilize idea pack-
aging skills to propose defi ned frame-
works and solutions. Up to 75% domes-
tic travel required. Job ID: 15-TX-2098. 
ENGINEER - SERVICES SOFTWARE 
_ in OVERLAND PARK, KS to perform 
network analysis, software loading & 
confi guration, verifi cation, & optimiza-
tion activities related to Ericsson’s IMS 
networks, nodes, & related platforms. 
Requires 30% domestic travel. Job ID: 
16-KS-1455. To apply, mail resume to 
Ericsson Inc. 6300 Legacy Dr., R1-C12, 
Plano, TX 75024 & indicate appropriate 
job ID.

OPTIMIZATION-based software com-
pany providing solutions for transporta-
tion scheduling and logistics problems 
has the following openings in Gaines-
ville, FL: Senior Manager (1) – Gather, 
defi ne and formalize business require-
ments and project objectives; prepare 
detailed task plan; supervise develop-
ment and testing team. Master’s de-
gree (or Bachelor’s degree, or foreign 
equivalent, and 5 years progressive ex-
perience in the fi eld managing software 
development projects) in Operations 
Research, Computer Science, Indus-
trial & Systems Engineering, or related 
fi eld required. $100,000/year. Use ref. 
no. 20161. Senior Systems Engineers 
(3) - Conduct research on network and 
heuristic optimizations; lead algorithmic 
development team; develop prototypes. 
Ph.D. degree (or Master’s degree and 2 
years experience performing the job du-
ties) in Operations Research, Computer 
Science, Industrial & Systems Engineer-
ing, or related fi eld required. $90,000/
year. Use ref. no. 20162. Systems Engi-
neer (1) - Develop prototypes for opti-
mization and simulation based software 
solutions. Master’s degree (or Bache-
lor’s degree, or foreign equivalent, and 
5 years progressive experience per-
forming the job duties) in Operations 
Research, Computer Science, Industrial 
& Systems Engineering, or related fi eld 
required. $75,000/year. Use ref. no. 
20163. Software Engineer (1) – Design, 
implement and test optimization and 
simulation software solutions. Master’s 
degree (or Bachelor’s degree, or foreign 
equivalent, and 5 years progressive 

experience performing the job duties) 
in Computer Science, Operations Re-
search, Industrial & Systems Engineer-
ing, or related fi eld required. $80,000/
year. Use ref. no. 20164. Full-time. Send 
resume by mail, specifying the specifi c 
position, with reference number, you are 
applying for to: HR, Innovative Schedul-
ing, LLC., 7600 NW 5th Place, Gaines-
ville, FL 32607, or, by email to job.us@
optym.com. 

PROGRAMMER ANALYST- design, de-
velop, test & implement applications 
utilizing knowledge of.Net, SharePoint 
Portal technologies like Windows 
SharePoint Server(WSS 3.0), Microsoft 
SharePoint  (SP2010) and SharePoint 
2013, SQL Server, Microsoft Info-path 
forms 2010 /2013, Nintex Forms and 
Workfl ows. Must be willing to travel & 
reloc to unanticipated client locations 
throughout the US. Reqs MS in comp 
sci, eng or rel. Mail resumes to Strategic 
Resources International, Inc. 777 Wash-
ington Rd, Suite 2, Parlin, NJ 08859

4XVENTURES LLC seeks Dist’d. Engg 
(Strategy, Design, Architect) & VP Engg. 
(Lead, Plan, Manage, Architect) in Menlo 
Park, CA. Must have Bachelor’s deg./
equi. in CS, CA, CIS, MIS, Engg and 5+ 
years in rel. fi eld. Travel reqd. Apply: Ca-
reers@4xventures.com

MANAGER. Job location:  Miami, FL 
& any other unanticipated locations in 
U.S.  Travel Required. Duties:  Identify & 
resolve fi nan. systems issues critical to 
clients’ strategic & oper. success. Gather 
business & design requirements among 
stakeholders enterprise wide & develop 

detailed design doc. to align with client’s 
requirement & specs. Provide tech/func. 
content. Develop & present conclusions 
& recommends. to sr. client mgmt. De-
velop detailed admin. guide for end 
users using Oracle & SAP. Lead design 
of plan, budget & forecast processes.  
Manage client relationships & report 
project progress.  Requires:  M.S. degree 
in Comp. Sci., Acctg. or related fi eld & 3 
yrs. exp. in the job off ered or 3 yrs. exp. 
as a Consultant or Audit Ass’t.  Will ac-
cept B.S. (or foreign equiv.) & 5 yrs. exp. 
in fi nance/acctg. ind. in lieu of M.S. & 3 
yrs. exp.  Concurrent exp. must incl.: 3 
yrs. exp. with fi nan. systems.; 3 yrs. exp. 
leading design of plan, budget & forecast 
processes; & 3 yrs. exp. with SAP.  Send 
resume (no calls) to: Michelle Ramirez, 
The Hackett Group, Inc., 1001 Brickell 
Bay Dr., Suite 3000, Miami, FL  33131.

CLASSIFIED LINE AD SUBMISSION DETAILS: Rates are $425.00 per column inch 
($640 minimum). Eight lines per column inch and average five typeset words per line. 
Send copy at least one month prior to publication date to: Debbie Sims, Classified 
Advertising, Computer Magazine, 10662 Los Vaqueros Circle, Los Alamitos, CA 90720; 
(714) 816-2138; fax (714) 821-4010. Email: dsims@computer.org.

In order to conform to the Age Discrimination in Employment Act and to discourage 
age discrimination, Computer may reject any advertisement containing any of these 
phrases or similar ones: “…recent college grads…,” “…1–4 years maximum experi-
ence…,” “…up to 5 years experience,” or “…10 years maximum experience.” Computer 
reserves the right to append to any advertisement without specific notice to the ad-
vertiser. Experience ranges are suggested minimum requirements, not maximums. 
Computer assumes that since advertisers have been notified of this policy in advance, 
they agree that any experience requirements, whether stated as ranges or otherwise, 
will be construed by the reader as minimum requirements only. Computer encourages 
employers to offer salaries that are competitive, but occasionally a salary may be of-
fered that is significantly below currently acceptable levels. In such cases the reader 
may wish to inquire of the employer whether extenuating circumstances apply.

www.computer.org/itpro
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Refer to Req# & mail resume to Splunk 
Inc., ATTN: J. Aldax, 250 Brannan 
Street, San Francisco CA 94107. Indi-
viduals seeking employment at Splunk 
are considered without regards to race, 
religion, color, national origin, ancestry, 
sex, gender, gender identity, gender 
expression, sexual orientation, marital 
status, age, physical or mental disabil-
ity or medical condition (except where 
physical fitness is a valid occupational 
qualification), genetic information, vet-
eran status, or any other consideration 
made unlawful by federal, state or local 
laws. To review US DOL’s EEO is The 
Law notice please visit: https://careers.
jobvite.com/Splunk/EEO_poster.pdf. To 
review Splunk’s EEO Policy Statement 
please visit: http://careers.jobvite.com/
Careers/Splunk/EEO-Policy-Statement.
pdf. Pursuant to the San Francisco Fair 
Chance Ordinance, we will consider for 
employment qualified applicants with 
arrest and conviction records.

MARKETING ANALYST, Memphis, TN: 
Gather data, support, analyze, maintain 
marketing data/reports for IT resourcing; 

Work with vendors/end clients to gather 
data and prepare reports for manage-
ment. Monitor marketing information/
reports continuously for qualified can-
didates/vendors/end clients. Reply to: 
SVS Technologies Limited, 8700 Trail 
Lake Drive, #228 Memphis, TN 38125

ERICSSON INC. has openings for posi-
tions of: SOLUTIONS ARCHITECT _ in 
BELLEVUE, WA to support customer 
units & engagement practices; answer 
statements of compliance docs & de-
velop solution descriptions. Job ID: 16-
WA-3643. BUSINESS CONSULTANT _ 
in BELLEVUE, WA to drive key decisions 
& implementations; identify & translate 
customer’s business scenarios & work-
loads into functional requirements. Re-
quires 75% domestic travel. Job ID: 16-
WA-2811. SOLUTIONS ARCHITECT _ 
in BELLEVUE, WA to provide customer 
requirements; work with account from 
pre-sales to implementation. Job ID: 
16-WA-3501. SOLUTIONS ARCHITECT 
_ in PLANO, TX to launch & optimize 
telecom networks around the world & 
propose solutions based on customer 

SanDisk Corporation 
has openings in 

Milpitas, California for:

TECHNICAL 
ROTATION ENGINEERS 

To design, simulate, and verify analog 
IP (including regulators, oscillators, 
reference generators), of system on 
chip memory controllers. Job code: 
SD375. 

To apply, reference job code # & mail 
resume to: SanDisk Corporation, 951 
SanDisk Drive, MS: HRGM, Milpitas, CA 
95035. EOE

ENGINEERING

Intuit Inc. 
has openings for the following positions in Santa Clara County, including Mountain View, California or any office within normal commuting distance: 

Technical Data Analysts (Job code: I-2269): Understand the business and work to deliver business monitoring analytics. Collaborate with business stakehold-
ers in acting on complex, multi-source data to explore, generate and test business assumptions. Database Administrators (Job code: I-283): Design and 
install database systems including setting up monitoring, backup and alert mechanism. Senior Application Operations Engineers (Job code: I-482): Develop 
highly scalable, secure and efficient software that support critical functions of Intuit’s engineering operations and/or Intuit’s leading commercial software 
products. Product Managers (Job code: I-145):  Become an internal and external champion, evangelist, and expert on mobile payments for small businesses. 
Cross-functional development, marketing and support teams to execute on the GoPayment product strategy and roadmap.  Staff Software Engineers in 
Quality (Job code: I-453): Partner with cross-functional leaders and team members to deliver Intuit products, with greater efficiency and speed.  

Positions located in Woodland Hills, California: 
Software Engineers in Quality (Job code: I-1376):  Apply best software engineering practices to ensure quality of products and services by designing and 
implementing test strategies, test automation, and quality tools and processes. Managers 3 Development (Job code: I-218):  Design and implement software 
applications, and discover and evaluate the most relevant factors to be considered in the creation, design, and implementation of software and services. 

Positions located in San Diego, California: 
Senior Software Engineers in Quality (Job code: I-489):  Apply senior level software engineering practices and procedures to design, influence, and drive 
quality and testability of products and services.  Software Engineers (Job code: I-208): Apply software development practices to design, implement, and 
support individual software projects.  

Positions located in Plano, Texas: 
Senior Software Engineers (Job code: I-125):  Exercise senior level knowledge in selecting methods and techniques to design, implement, modify and 
support a variety of software products and services to meet user or system specifications. Software Engineers (Job code: I-945):  Apply software develop-
ment practices to design, implement, and support individual software projects. 

To apply, submit resume to Intuit Inc., Attn: Olivia Sawyer, J203-6, 2800 E. Commerce Center Place, Tucson, AZ 85706. 
You must include the job code on your resume/cover letter.  Intuit supports workforce diversity.
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Help build the next generation of systems behind Facebook's products. 

Facebook, Inc. 
currently has the following openings in Menlo Park, CA (various levels/types): 

Product Designer (6772J) Design, prototype, & build new features for Facebook’s website or mobile applications.  Spam Operations Manager (2246J) 
Develop & execute short- & long-term strategy, & align goals, metrics & action plans for global Spam Operations. SMB Analyst (Data Analyst) (6602J) Use 
data analysis to understand customer profiles, produce reports to track our business, & build models to provide insight into the Small & Medium Business 
customer base.  Data Scientist, Analytics (4970J) Apply your expertise in quantitative analysis, data mining, & the presentation of data to see beyond the 
numbers & understand how our users interact with our core products. Production Engineer (6386J) Participate in the design, implementation & ongoing 
management of major site applications & subsystems. Front-End Engineer (3082J) Work with Product Designers to implement the next generation of 
Company’s products. Mobile Partner Insights Analyst, Internet.org (6729J) Analyze large datasets for actionable findings. Work with large datasets from 
Facebook’s own internal systems & data from partners. Software Engineer  (4852J) Help build the next generation of systems behind Facebook's products, 
create web &/or mobile applications that reach over one billion people, & build high volume servers to support our content. Quantitative Researcher, 
Advertising Effectiveness (3294J) Conduct research on the Facebook advertising platform, design methodologies & data systems to improve the ability to 
measure value on & off of Facebook, & form external partnerships with measurement companies, industry bodies, & other marketing platforms. Technical 
Partner Manager  (6276J) Act as a dedicated service-side point of contact for Facebook’s Partners. Manage technical & product issues & escalations, deliver 
the highest level of customer satisfaction.
 

Facebook, Inc. currently has the following openings in Seattle, WA (various levels/types):
Engineering Manager (1011J) Drive engineering effort, communicate cross-functionality, and be a subject matter expert; and/or perform technical 
engineering duties and oversee a team of engineers.

 
Mail resume to: Facebook, Inc. Attn:  SB-GIM, 1 Hacker Way, Menlo Park, CA 94025. Must reference job title & job# shown above, when applying.   
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LinkedIn Corp. 
LinkedIn Corp. has openings in our Mtn View, CA location for:

Software Engineer (All Levels/Types) (SWE116MV) Design, develop & integrate cutting-edge software 
technologies; Engineering Manager (6597.1549) Lead a team focused on data lifecycle management across 
Hadoop clusters; Manager, Software Engineering (6597.121) Lead a team of Software Engineers to help 
scale LinkedIn’s infrastructure to handle massive growth in membership, traffic, & data; Web Developer 
(6597.919) Own front-end development for products & collaborate with visual/interaction designers, 
engineers, & product managers to launch new products, iterate on existing features, & build a world-class user 
experience; Technical Program Manager (6597.428) Design, implement & maintain software engineering 
project management process;  Test Engineer (6597.1266) Drive test development of services and distributed 
systems.
 

LinkedIn Corp. has openings in our Sunnyvale, CA location for:
Software Engineer (All Levels/Types) (SWE116SV) Design, develop & integrate cutting-edge software 
technologies; Test Engineer (6597.1157) Design, code, implement, test, analyze & deploy application or test 
software; Senior Product Manager (6597.1259) Understand & lead analyses of the competitive environ-
ment, customers & product metrics to determine the right set of features to drive engagement & usage; Tech-
nical Solutions Architect, Sales Systems (6597.1191) Responsible for the analysis, design, & development 
of sales systems projects in conjunction with other members of Sales Systems teams. Limited travel required 
to other company worksites in the Bay Area.
 

LinkedIn Corp. has openings in our San Francisco, CA location for:
Software Engineer (All Levels/Types) (SWE116SF) Design, develop & integrate cutting-edge software 
technologies.
 

LinkedIn Corp. has openings in our New York, NY location for:
Senior Test Engineer (6597.32) Design & develop advanced test suites using object-oriented methodologies.
 

LinkedIn Corp. has openings in our Calabasas, CA location for:
Senior Quality Assurance Engineer (6597.1349) Work with agile team members in estimating test effort 
using SCRUM & Kanban methodologies.
 

Please email resume to:  6597@linkedin.com. Must ref. job code above when applying.

TECHNOLOGY
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Help build the next generation of systems behind Facebook's products. 

Facebook, Inc. 
currently has the following openings in Menlo Park, CA (various levels/types): 

Product Designer (6772J) Design, prototype, & build new features for Facebook’s website or mobile applications.  Spam Operations Manager (2246J) 
Develop & execute short- & long-term strategy, & align goals, metrics & action plans for global Spam Operations. SMB Analyst (Data Analyst) (6602J) Use 
data analysis to understand customer profiles, produce reports to track our business, & build models to provide insight into the Small & Medium Business 
customer base.  Data Scientist, Analytics (4970J) Apply your expertise in quantitative analysis, data mining, & the presentation of data to see beyond the 
numbers & understand how our users interact with our core products. Production Engineer (6386J) Participate in the design, implementation & ongoing 
management of major site applications & subsystems. Front-End Engineer (3082J) Work with Product Designers to implement the next generation of 
Company’s products. Mobile Partner Insights Analyst, Internet.org (6729J) Analyze large datasets for actionable findings. Work with large datasets from 
Facebook’s own internal systems & data from partners. Software Engineer  (4852J) Help build the next generation of systems behind Facebook's products, 
create web &/or mobile applications that reach over one billion people, & build high volume servers to support our content. Quantitative Researcher, 
Advertising Effectiveness (3294J) Conduct research on the Facebook advertising platform, design methodologies & data systems to improve the ability to 
measure value on & off of Facebook, & form external partnerships with measurement companies, industry bodies, & other marketing platforms. Technical 
Partner Manager  (6276J) Act as a dedicated service-side point of contact for Facebook’s Partners. Manage technical & product issues & escalations, deliver 
the highest level of customer satisfaction.
 

Facebook, Inc. currently has the following openings in Seattle, WA (various levels/types):
Engineering Manager (1011J) Drive engineering effort, communicate cross-functionality, and be a subject matter expert; and/or perform technical 
engineering duties and oversee a team of engineers.

 
Mail resume to: Facebook, Inc. Attn:  SB-GIM, 1 Hacker Way, Menlo Park, CA 94025. Must reference job title & job# shown above, when applying.   
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Apple Inc. has the following job opportunities in Cupertino, CA:
ENGINEERING
Software Systems Engineer (Req#9K-
9TLL) Validate media frameworks by 
creating white-box test tools that ver-
ify functionality, prfrmnc, & stability 
in the area of media playback, editing, 
export, & capture.
User Experience Design Engineer (Req 
#9D2TWY). Define user exp reqs for 
feats of Apple consumer apps.
Product Design Engineer (Req#9T-
P4RN) Dvlp glazing syss (glass/plastic 
covers) for optimum sound and vibra-
tion prfmnce.
Software Development Engineer 
(Req#9H3T7V) Dsgn, dvlp, & inte-
grate high prfmnce image processing 
SW for embedded syss.
Software Quality Assurance Engineer 
(Req# 9MC2EL). Dev, des, & execute 
tests for valid of gas gauge HW & FW 
at the sys lvl, dev test plans & other 
test document as req’d. 
Software Systems Engineer (Req# 
9C5MF6). Dev SW & FW using C/
C++ or Objective C programming 
lang. Travel req’d 25%.
Software Quality Assurance Engineer 
(Req#9UYNX5). Dev., design, and ex-
ecute manual and automated tests for 
compatibility of Apple HW and SW 
projects
Software Engineer Systems 
(Req#9G83BU). Define rendering 
specs. for current and future products. 
Implement camp. vision algorithms.
Software Engineer Applications 
(Req#9XXQ7W). Dev. & maintain 
Java based NoSQL dbase infrastruct 
& apps through automation
Software Engineer Applications 
(Req#9ZX45D). Build high perf., 
highly scalable, fault tolerant back-
ends for critical internal sys. 
Software Development Engineer 
(Req#9V6UZG). Design, dev., and 
support SW sys. for info. retrieval 
and external facing search experience. 
Travel req. 15%.
Software Development Engineer (Req# 
9FSV8E). Analyze comp HW and SW 
problems, determine the cause, assess 
the prob’s risk and priority levels, and 

determine app. solutions for internal 
eng. teams.
ASIC Design Engineer (Req#9D-
MQAB). Architect, dev., maintain and 
enhance simulation flows and method-
ology for analog/mixed-signal (AMS) 
and RF circuit designs
Software Development Engineer 
(Req#9D327A). Design, dev. and exe-
cute SW valid suites for complex net-
working protocols used in the com-
mun of Apple devices over the netwrk.
Hardware Development Engineer 
(Req#9NTP26). Dsgn. and dev. capac-
itive sensor elements for Apple prod-
ucts. Travel req. 25%
User Experience Designer 
(Req#9EYU7Y) Prpose interactive 
solutions & doc w/ site maps, user 
flows, & wireframes.
Hardware Development Engineer 
(Req#9D6VLC) Res for program 
mgmt of NAND flash memory com-
ponent in Apple sys.
User Experience Designer (Req#-
9JUQL2) Prpose interactive solutions 
& doc w/site maps, user flows, & 
wireframes.
Host and Web Security Engineer 
(Req#9UEVFA) Progm & sup in-
house des’d & maint’d web app fire-
wall & SW load-balancer solution. 
Firmware Engineer (Req#9LUS6U) 
Rsrch, dsgn, dvlp, implmnt, & debug 
wireless audio firmware.
Software Engineer Systems (Req#9X-
QM7Y). Research, des, dev, and impl 
robust real-time sys to perceive the 
environment
Software Development Engineer 
(Req#9PQ39S) Dvlp, doc, & execute 
test plans & procedures in coordina-
tion with the team.
Software Engineer Applications (Req# 
9EP3G2). Des, bld & supp new critical 
infrastructural sys & FW’s. 
Software Development Engineer 
(Req#9EYTU2) Des & dev image pro-
cess algo for camera features. 
Hardware Development Engineer 
(Req#9E5QPX) Spprt strctral, thrml, 
fluid, & dynmc finite elmnt anlyss for 
sensing & dsply technlgies.

ASIC Design Engineer (Req#9FN372) 
Verify high prfmnce microprocessor 
dsgns.
Software Engineer Applications 
(Req#9KDME8) Dsgn & dvlp Apple 
cloud srvces, spprtng 100s of millions 
of customers.
Product Design Engineer (Req#9F-
NP9N) Conceive, dsgn, & prdce new 
pwr adptrs for prdcts. Travel req. 
20%.
Software Development Engineer (Req 
# 9KHPNV). Test iOS telephony func 
on Apple iOS devs from cell perspctve 
view.
ASIC Design Engineer (Req#9JHRQF) 
Extrct & validate the dsgn param-
eters from phys dsgn such as PCB & 
package.
Product Design Engineer 
(Req#9W3VBK) Des new input device 
prods, subsys, & mods to sup Mac & 
iOS prod lines.
Software Development Engineer 
(Req#9F4VVF) Archtct, dsgn, & 
dvlp iOS Wallet app & associated SW 
components.
Systems Design Engineer 
(Req#9RUUMY). Des and dev inter-
nal SW tools and sys for the Wireless 
Des dept at Apple.
Engineering Program Specialist (Req 
#9FZ28U). Coord & plan materials 
for hw eng progs w/ exposure to cross-
func teams & overseas vends.
Software Development Engineer (Req 
# 9TTUYY). Dsgn Maps Data Insight 
Gathering & Validation Framewk 
comp using Big Data techs.
ASIC Design Engineer (Req # 
9GNUWH). Dsgn & dev multimedia 
IP’s & subsys in SoC ASICs. 
Software Development Engineer 
(Req#9GANBJ) Triage, route, and re-
solve GPU driver defects. Dev GPU 
Driver SW, including the developer 
APIs (Metal, OpenGL, and OpenCL) 
to the low lvl kernel-mode driver 
infrastruc.
Software Engineer Applications 
(Req#9JPUG8) Dsgn & dev middle-
ware svc layer components for EDM, 
EDW, & BigData reporting platform
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ASIC Design Engineer (Req#9G-
C4AA) Create SW to verify architec-
ture & func of pre-silicon HW designs.
Hardware Development Engineer 
(Req#9H8QSX) Dsgn transducers, se-
lect materials, & prfrm characteriza-
tion & simulation.
Engineering Project/Program Man-
ager (Req#9ML2Y6) Plan & exec Ap-
ple Power Eng Prog through bldg a 
strat vision, impl proc & providing 
precise guidance to the team while le-
veraging eng & op  partners to meet 
& exceed the prog critical milestones. 
Travel req’d 25%.
Software Engineer Applications 
(Req#9XYR36) Dsgn, dvlp, certify & 
support paymnt SW for Apple’s Point 
of Sale System.
Software Development Engineer (Req 
#9U8TY3) Conduct Bluetooth testing 
of iOS devices. Travel req’d 15%.
ASIC Design Engineer (Req # 
A2M2SG) Design sys level test auto-
mation prog & HW for debug, charac, 
qualification, & prod of SoC devices. 
Travel req’d 20%.
IST Technical Project Lead (Req# 
9UCPV8 ). Prfrm & coordinate cm-
pliance audit & assessment testing as 
needed to meet reqs of multiple com-
pliance orgs.
Software Engineer in Testing 
(Req#9N8UQR) Sup delivery of high 
qual apps for iOS & OS X platforms.
Info Systems Engineer (Req#9T73UP) 
Des & dev scalable, high perfrm’g por-
tal solutions.
ASIC Design Engineer (Req#9JUQWS)
Des digital blocks in mixed signal 
circts like Analog-to-Digital circuits 
(ADC) and Digital-to-Analog circuits 
(DAC).
Software Engineer Applications 
(Req#A2P2Z9). Build high perf, 
highly scalable, fault tolerant back-
ends for critical internal sys
Software Development Engineer (Req 
#9TPS6W) Dev & maintain low-level 
app prog interfaces which provide 
oper sys support for multithreading & 
inter-process comm.
Software Development Engineer 
(Req#9VP2EH). Des and dev SW for 
iBooks with specific emphasis on close 

collab with WebKit team and code 
base.
Software Engineer Applications 
(Req#9V7VW3). Translate user req’s 
& sys. objectives into work-flow de-
signs, programs in a data whouse & 
reporting envir
Software Engineer Applications 
(Req#9W2N4V). Des, dev, & main-
tain highly-perf internet scale web ser-
vices that handle large vol of concur 
transactions.
Software Development Engineer 
(Req#9E9TAT). Create test plans for 
new and existing first-party apps and 
OS functionality
Software Development Engineer 
(Req#9FFRJP) Des & dev SW for 
search engines on comps & personal 
comm devices.
Technical Product Lead 
(Req#9ZT38B). Build a platform for 
iTunes business using latest and best 
in industry tech and solutions.
Human Fact Design Engineer 
(Req#9DP2EL) Rspnsbl for the dsgn 
& dvlpmnt of user interface for Appl’s 
Consumer SW Apps for Mac & iOS 
operating sys.
Software Engineer Applications (Req 
#9QF2CH). Dev, build, & manage 
highly scalable infrastructure for host-
ing internet prod including iTunes 
&Maps at Apple data centers. 
Software Engineer Applications 
(Req#9YDUVE). Build and maintain 
highly scalable, distributed Enterprise 
platforms
Engineering Project Coordinator/ 
Specialist (Req#9WEQAL)Resp for 
sourcing, vendor manufact dev ex-
ecution & supply ramp to mass pro-
duction for Apple req raw materials. 
Travel Req 35%.
Web Developer (Req#9WG2LD) Dev 
self-serv’d apps, integrate busi crit sys, 
& innovate new solutions w/ exst’g 
tools & tech.
Product Design Engineer  

 (Req#9PPV5S) Des eng’ng proc’s for 
adv manufact’g & PCB tech’s & plan 
projs for new tech dev’ment. 
Hardware Development Engineer 
(Req#9F4R3G). Des & sim elec-
tro-acous spkr and recvr mods used in 

iPhone, iPad, Mac, Watch and accssrs. 
Travel req’d: 20%.

Apple Inc. has the fol-
lowing job opportuni-

ties in Seattle, WA:
Software Engineer (Req#9Z526V) 
Dsgn, implmnt, & tune algorithms for 
the detection & correction of flaws in 
base map data.
Software Engineer Applications (Req 
#9VDRYP) Design & dev distributed 
SW to power iCloud apps & svcs.

Apple Inc. has the fol-
lowing job opportunity 

in Austin, TX:
ASIC Design Engineer (Req 
#9E2Q6L). Implement complex SOC 
blocks from netlist to GDS for state-
of-the-art SOCs in latest tech nodes.

Interested applicants must submit 
a portfolio that demonstrates skills 
required. Please enclose a self-
addressed stamped envelope if you 
wish your portfolio to be returned. 
Refer to Req# & mail resume to 
Apple Inc., ATTN: L.J., 1 Infinite 
Loop 104-1GM, Cupertino, CA 
95014. Apple is an EOE/AA m/f/
disability/vets.

Apple Inc. has the 
following job 

opportunity in 
Cupertino, CA:

Industrial Designer (Req#9JQTNL) 
Dvlp high quality dsgn concepts 
to drive industrial dsgn for new 
Apple prdcts. Travel req. 15%.

Refer to Req# & mail resume to 
Apple Inc., ATTN: L.J., 1 Infinite 
Loop 104-1GM, Cupertino, CA 
95014. Apple is an EOE/AA m/f/
disability/vets.

122 C O M P U T E R   W W W . C O M P U T E R . O R G / C O M P U T E R

CAREER OPPORTUNITIES

Apple Inc. has the following job opportunities in Cupertino, CA:
ENGINEERING
Software Systems Engineer (Req#9K-
9TLL) Validate media frameworks by 
creating white-box test tools that ver-
ify functionality, prfrmnc, & stability 
in the area of media playback, editing, 
export, & capture.
User Experience Design Engineer (Req 
#9D2TWY). Define user exp reqs for 
feats of Apple consumer apps.
Product Design Engineer (Req#9T-
P4RN) Dvlp glazing syss (glass/plastic 
covers) for optimum sound and vibra-
tion prfmnce.
Software Development Engineer 
(Req#9H3T7V) Dsgn, dvlp, & inte-
grate high prfmnce image processing 
SW for embedded syss.
Software Quality Assurance Engineer 
(Req# 9MC2EL). Dev, des, & execute 
tests for valid of gas gauge HW & FW 
at the sys lvl, dev test plans & other 
test document as req’d. 
Software Systems Engineer (Req# 
9C5MF6). Dev SW & FW using C/
C++ or Objective C programming 
lang. Travel req’d 25%.
Software Quality Assurance Engineer 
(Req#9UYNX5). Dev., design, and ex-
ecute manual and automated tests for 
compatibility of Apple HW and SW 
projects
Software Engineer Systems 
(Req#9G83BU). Define rendering 
specs. for current and future products. 
Implement camp. vision algorithms.
Software Engineer Applications 
(Req#9XXQ7W). Dev. & maintain 
Java based NoSQL dbase infrastruct 
& apps through automation
Software Engineer Applications 
(Req#9ZX45D). Build high perf., 
highly scalable, fault tolerant back-
ends for critical internal sys. 
Software Development Engineer 
(Req#9V6UZG). Design, dev., and 
support SW sys. for info. retrieval 
and external facing search experience. 
Travel req. 15%.
Software Development Engineer (Req# 
9FSV8E). Analyze comp HW and SW 
problems, determine the cause, assess 
the prob’s risk and priority levels, and 

determine app. solutions for internal 
eng. teams.
ASIC Design Engineer (Req#9D-
MQAB). Architect, dev., maintain and 
enhance simulation flows and method-
ology for analog/mixed-signal (AMS) 
and RF circuit designs
Software Development Engineer 
(Req#9D327A). Design, dev. and exe-
cute SW valid suites for complex net-
working protocols used in the com-
mun of Apple devices over the netwrk.
Hardware Development Engineer 
(Req#9NTP26). Dsgn. and dev. capac-
itive sensor elements for Apple prod-
ucts. Travel req. 25%
User Experience Designer 
(Req#9EYU7Y) Prpose interactive 
solutions & doc w/ site maps, user 
flows, & wireframes.
Hardware Development Engineer 
(Req#9D6VLC) Res for program 
mgmt of NAND flash memory com-
ponent in Apple sys.
User Experience Designer (Req#-
9JUQL2) Prpose interactive solutions 
& doc w/site maps, user flows, & 
wireframes.
Host and Web Security Engineer 
(Req#9UEVFA) Progm & sup in-
house des’d & maint’d web app fire-
wall & SW load-balancer solution. 
Firmware Engineer (Req#9LUS6U) 
Rsrch, dsgn, dvlp, implmnt, & debug 
wireless audio firmware.
Software Engineer Systems (Req#9X-
QM7Y). Research, des, dev, and impl 
robust real-time sys to perceive the 
environment
Software Development Engineer 
(Req#9PQ39S) Dvlp, doc, & execute 
test plans & procedures in coordina-
tion with the team.
Software Engineer Applications (Req# 
9EP3G2). Des, bld & supp new critical 
infrastructural sys & FW’s. 
Software Development Engineer 
(Req#9EYTU2) Des & dev image pro-
cess algo for camera features. 
Hardware Development Engineer 
(Req#9E5QPX) Spprt strctral, thrml, 
fluid, & dynmc finite elmnt anlyss for 
sensing & dsply technlgies.

ASIC Design Engineer (Req#9FN372) 
Verify high prfmnce microprocessor 
dsgns.
Software Engineer Applications 
(Req#9KDME8) Dsgn & dvlp Apple 
cloud srvces, spprtng 100s of millions 
of customers.
Product Design Engineer (Req#9F-
NP9N) Conceive, dsgn, & prdce new 
pwr adptrs for prdcts. Travel req. 
20%.
Software Development Engineer (Req 
# 9KHPNV). Test iOS telephony func 
on Apple iOS devs from cell perspctve 
view.
ASIC Design Engineer (Req#9JHRQF) 
Extrct & validate the dsgn param-
eters from phys dsgn such as PCB & 
package.
Product Design Engineer 
(Req#9W3VBK) Des new input device 
prods, subsys, & mods to sup Mac & 
iOS prod lines.
Software Development Engineer 
(Req#9F4VVF) Archtct, dsgn, & 
dvlp iOS Wallet app & associated SW 
components.
Systems Design Engineer 
(Req#9RUUMY). Des and dev inter-
nal SW tools and sys for the Wireless 
Des dept at Apple.
Engineering Program Specialist (Req 
#9FZ28U). Coord & plan materials 
for hw eng progs w/ exposure to cross-
func teams & overseas vends.
Software Development Engineer (Req 
# 9TTUYY). Dsgn Maps Data Insight 
Gathering & Validation Framewk 
comp using Big Data techs.
ASIC Design Engineer (Req # 
9GNUWH). Dsgn & dev multimedia 
IP’s & subsys in SoC ASICs. 
Software Development Engineer 
(Req#9GANBJ) Triage, route, and re-
solve GPU driver defects. Dev GPU 
Driver SW, including the developer 
APIs (Metal, OpenGL, and OpenCL) 
to the low lvl kernel-mode driver 
infrastruc.
Software Engineer Applications 
(Req#9JPUG8) Dsgn & dev middle-
ware svc layer components for EDM, 
EDW, & BigData reporting platform
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It’s work that matters. It's what we do at Symantec. Symantec is the world leader in providing solutions to help individuals and enterprises assure the 
security, availability, and integrity of their information. In essence, we protect the free flow of information in a connected world. As the fourth largest 
independent software company in the world, Symantec has operations in more than 40 countries with 475 out of Fortune's global 500 companies using 
our solutions. People look to us to safeguard the integrity of their information, ensuring it is secure and available. Achieving this ambitious goal is only 
possible through the combined efforts of the innovators and visionaries that Symantec continuously attracts. Symantec draws the very best people 
with a variety of backgrounds, experiences and perspectives and provides them with a work environment where uniqueness is valued and empowered. 
The creative people we attract help define the spirit of innovation at Symantec. Symantec is proud to be an equal opportunity employer.  We currently 
have openings for the following positions (various levels/types): 
 

Addison, Texas
Sr. Technical Education Staff Members (1648.2063) Develop enablement materials for Symantec’s Data Loss Prevention products, including 
Network Monitor, Network Prevent for Email, Network Prevent for Web, Network Discover, Network Protect, Data Insight, Cloud Storage, Cloud Prevent 
for Microsoft Office 365, Endpoint Prevent and Endpoint Discover. Must be available to work on projects at various, unanticipated sites throughout the 
US. May Telecommute.
 

Culver City, California
Engineering Managers (EMCC116) Direct and supervise team of engineering (QA and/or development teams). Develop standards for products and/or 
oversee development and execution of software and/or analysis of test results. Plan, design, develop and implement processes.  Product Managers 
(PDMCC116) Participate in all software product development life cycle activities. Move software products through the product development cycle from 
design and development to implementation and testing. Program Managers (PMCC116)   Work closely with engineering members, managers, and 
leads, product managers, ensure rapid execution and on time, high quality delivery of complex Data Loss Prevention (DLP) projects. Software Engineers 
(SWECC116) Responsible for analyzing, designing, debugging and/or modifying software; or evaluating, developing, modifying, and coding software 
programs to support programming needs.   Software QA Engineers (SQACC116) Responsible for developing, applying and maintaining quality 
standards for company products.  Develop and execute software test plans.  Analyze and write test standards and procedures. Threat Analyst 
Engineers (TAECC116) Develops and maintains threat analysis content within the constraints of the short time-frame required to deliver this content 
to customers. Conceptual understanding and applied experience with security concepts and networking.
 

Herndon, Virginia
Information Security Analysts (Sr. MSS Services Manager) (SECVA116)   Responsible for leading a team of service delivery managers, who represent 
the voice of the customer into the Symantec MSS organization. Drive the resolution of issues that are not getting resolved through normal incident and 
problem management processes. Some travel required. Must be able to travel 10% of the time with short notice.  Information Security Analysts 
(ISAVA116)  Responsible for leading a team of service delivery managers, who represent the voice of the customer into the Symantec Managed Security 
Services organization. Drive the resolution of issues that are not getting resolved through normal incident and problem management processes.  Opera-
tions Managers (OPSVA116) Responsible for providing the highest level of support to internal and external customers as well as owning major 
functions within the Security Engineering organization.  Provide formal supervision of Security Engineers and Sr. Security Engineers, including day-to-day 
management of the overall work queue including capacity planning, and recruitment.

Submit resume to JOBADS@symantec.com. Must reference position & code listed above. EOE.  
For additional information about Symantec and other positions visit our website at http://www.symantec.com. 
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It’s work that matters. It's what we do at Symantec. Symantec is the world leader in providing solutions to help individuals and enterprises 
assure the security, availability, and integrity of their information. In essence, we protect the free flow of information in a connected world. As the 
fourth largest independent software company in the world, Symantec has operations in more than 40 countries with 475 out of Fortune's global 
500 companies using our solutions. People look to us to safeguard the integrity of their information, ensuring it is secure and available. Achieving 
this ambitious goal is only possible through the combined efforts of the innovators and visionaries that Symantec continuously attracts. Symantec 
draws the very best people with a variety of backgrounds, experiences and perspectives and provides them with a work environment where 
uniqueness is valued and empowered. The creative people we attract help define the spirit of innovation at Symantec. Symantec is proud to be an 
equal opportunity employer.  We currently have openings for the following positions (various levels/types): 

Mountain View, California
Business Systems Analysts (BSAHQ116) Analyze complex business problems to be solved with automated systems. Provide technical expertise 
in identifying, evaluating and developing systems and procedures that are cost effective and meet user requirements.  Business Intelligence 
Analysts (BIAHQ116) Responsible for designing, developing and maintaining high-quality code for simple to complex anti-spam effectiveness 
tools, metrics or applications.  Computer Systems Analysts (CSAHQ116) Analyze engineering, business and/or other business intelligence issues 
for application to Symantec solutions; and provide operational support in the development and implementation process of computer software 
applications, systems or services.  Network Systems Engineers (NSEHQ116) Design, architect and maintain network system. Engage in capacity 
planning for application and performance management of the network.   Product Managers (PDMHQ116) Participate in all software product 
development life cycle activities. Move software products through the product development cycle from design and development to implementa-
tion and testing.  Product Managers (1648.916) Develop company market requirements for technical products or product lines, including 
product strategy definition, requirements analysis, and/or pricing.  Program Managers (PMHQ116)   Work closely with engineering members, 
managers, and leads, product managers, ensure rapid execution and on time, high quality delivery of complex Data Loss Prevention (DLP) projects. 
Software Engineers (SWEHQ116) Responsible for analyzing, designing, debugging and/or modifying software; or evaluating, developing, 
modifying, and coding software programs to support programming needs.  Software QA Engineers (SQAHQ116) Responsible for developing, 
applying and maintaining quality standards for company products.  Develop and execute software test plans.  Analyze and write test standards and 
procedures.  UI Designers (UIHQ116) Responsible for providing User Interface (UI) design and support to product development teams, including 
the design, analysis and investigation of applications, systems, and Graphic User Interfaces (GUIs). 
 

San Francisco, California
Software Engineers (SWESF116) Responsible for analyzing, designing, debugging and/or modifying software; or evaluating, developing, modify-
ing, and coding software programs to support programming needs.  Software QA Engineers (SQASF116) Responsible for developing, applying 
and maintaining quality standards for company products.  Develop and execute software test plans.  Analyze and write test standards and 
procedures.
 

Springfield, Oregon
Operations Research Analysts (RAOR116) Operating in an intra/inter-function business and data analysis environment with emphasis on 
project work, responsible for evaluating, developing and implementing operations processes, procedures, programs and strategies to increase 
technical and operational efficiencies both within the group and other functions and to deliver consistent planning and controls across multiple 
locales. 
 

Submit resume to JOBADS@symantec.com. Must reference position & code listed above. EOE.  
For additional information about Symantec and other positions visit our website at http://www.symantec.com. 
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It’s work that matters. It's what we do at Symantec. Symantec is the world leader in providing solutions to help individuals and enterprises assure the 
security, availability, and integrity of their information. In essence, we protect the free flow of information in a connected world. As the fourth largest 
independent software company in the world, Symantec has operations in more than 40 countries with 475 out of Fortune's global 500 companies using 
our solutions. People look to us to safeguard the integrity of their information, ensuring it is secure and available. Achieving this ambitious goal is only 
possible through the combined efforts of the innovators and visionaries that Symantec continuously attracts. Symantec draws the very best people 
with a variety of backgrounds, experiences and perspectives and provides them with a work environment where uniqueness is valued and empowered. 
The creative people we attract help define the spirit of innovation at Symantec. Symantec is proud to be an equal opportunity employer.  We currently 
have openings for the following positions (various levels/types): 
 

Addison, Texas
Sr. Technical Education Staff Members (1648.2063) Develop enablement materials for Symantec’s Data Loss Prevention products, including 
Network Monitor, Network Prevent for Email, Network Prevent for Web, Network Discover, Network Protect, Data Insight, Cloud Storage, Cloud Prevent 
for Microsoft Office 365, Endpoint Prevent and Endpoint Discover. Must be available to work on projects at various, unanticipated sites throughout the 
US. May Telecommute.
 

Culver City, California
Engineering Managers (EMCC116) Direct and supervise team of engineering (QA and/or development teams). Develop standards for products and/or 
oversee development and execution of software and/or analysis of test results. Plan, design, develop and implement processes.  Product Managers 
(PDMCC116) Participate in all software product development life cycle activities. Move software products through the product development cycle from 
design and development to implementation and testing. Program Managers (PMCC116)   Work closely with engineering members, managers, and 
leads, product managers, ensure rapid execution and on time, high quality delivery of complex Data Loss Prevention (DLP) projects. Software Engineers 
(SWECC116) Responsible for analyzing, designing, debugging and/or modifying software; or evaluating, developing, modifying, and coding software 
programs to support programming needs.   Software QA Engineers (SQACC116) Responsible for developing, applying and maintaining quality 
standards for company products.  Develop and execute software test plans.  Analyze and write test standards and procedures. Threat Analyst 
Engineers (TAECC116) Develops and maintains threat analysis content within the constraints of the short time-frame required to deliver this content 
to customers. Conceptual understanding and applied experience with security concepts and networking.
 

Herndon, Virginia
Information Security Analysts (Sr. MSS Services Manager) (SECVA116)   Responsible for leading a team of service delivery managers, who represent 
the voice of the customer into the Symantec MSS organization. Drive the resolution of issues that are not getting resolved through normal incident and 
problem management processes. Some travel required. Must be able to travel 10% of the time with short notice.  Information Security Analysts 
(ISAVA116)  Responsible for leading a team of service delivery managers, who represent the voice of the customer into the Symantec Managed Security 
Services organization. Drive the resolution of issues that are not getting resolved through normal incident and problem management processes.  Opera-
tions Managers (OPSVA116) Responsible for providing the highest level of support to internal and external customers as well as owning major 
functions within the Security Engineering organization.  Provide formal supervision of Security Engineers and Sr. Security Engineers, including day-to-day 
management of the overall work queue including capacity planning, and recruitment.

Submit resume to JOBADS@symantec.com. Must reference position & code listed above. EOE.  
For additional information about Symantec and other positions visit our website at http://www.symantec.com. 
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Focus on
 Your Job Search

IEEE Computer Society Jobs helps you easily find 
a new job in IT, software development, computer en-
gineering, research, programming, architecture, cloud 
computing, consulting, databases, and many other 
computer-related areas.

New feature: Find jobs recommending or requiring the 
IEEE CS CSDA or CSDP certifications!

Visit www.computer.org/jobs to search technical job
openings, plus internships, from employers worldwide.

http://www.computer.org/jobs

The IEEE Computer Society is a partner in the AIP Career Network, a collection of online job sites for scientists, engineers, and com-
puting professionals. Other partners include Physics Today, the American Association of Physicists in Medicine (AAPM), American 
Association of Physics Teachers (AAPT), American Physical Society (APS), AVS Science and Technology, and the Society of Physics 
Students (SPS) and Sigma Pi Sigma.
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FOR COMPLETE INFORMATION ON HOW TO ENTER, GO TO 

www.computer.org/intel-award

Get the Recognition You Deserve

Validate your expertise. Gain global recognition. Advance your career.

The 2016 Platinum IEEE Computer Society/Intel Software Developer recognizes the most 
talented software developers in the world.

3 WINNERS will be selected. The three outstanding candidates who attain the highest 
scores while taking the IEEE CS Professional Software Developer Certifi cation exams will 
be recognized for their achievement. They will receive a $3000 cash prize and a certifi cate of 
distinction recognizing them as IEEE CS / Intel Platinum Developers.

Complete the Software Professional Developer Certifi cation prior to May 1, 2016, and your test 
scores will automatically be entered to qualify you for this recogniztion.
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Focus on
 Your Job Search

IEEE Computer Society Jobs helps you easily find 
a new job in IT, software development, computer en-
gineering, research, programming, architecture, cloud 
computing, consulting, databases, and many other 
computer-related areas.

New feature: Find jobs recommending or requiring the 
IEEE CS CSDA or CSDP certifications!

Visit www.computer.org/jobs to search technical job
openings, plus internships, from employers worldwide.

http://www.computer.org/jobs

The IEEE Computer Society is a partner in the AIP Career Network, a collection of online job sites for scientists, engineers, and com-
puting professionals. Other partners include Physics Today, the American Association of Physicists in Medicine (AAPM), American 
Association of Physics Teachers (AAPT), American Physical Society (APS), AVS Science and Technology, and the Society of Physics 
Students (SPS) and Sigma Pi Sigma.



CALL FOR NOMINEES
 Education Awards Nominations

Deadline: 15 October 2016
Nomination Site: awards.computer.org

Taylor L. Booth Education Award

A bronze medal and US$5,000 honorarium are awarded 
for an outstanding record in computer science and 
engineering education. The individual must meet two or 
more of the following criteria in the computer science and 
engineering field:

• Achieving recognition as a teacher of renown.
• Writing an influential text.
• Leading, inspiring or providing significant education 

content during the creation of a curriculum in the field.
• Inspiring others to a career in computer science and  

engineering education.

Two endorsements are required for an award nomination.

See the award information at: 
www.computer.org/web/awards/booth

Computer Science and Engineering 
Undergraduate Teaching Award

 
A plaque, certificate and a stipend of US$2,000 
is awarded to recognize outstanding contributions 
to undergraduate education through both teaching 
and service and for helping to maintain interest, 
increase the visibility of the society, and making a 
statement about the importance with which we view 
undergraduate education. 

The award nomination requires a minimum of three 
endorsements.

See the award details at:
www.computer.org/web/awards/cse-undergrad-teaching



Build Your Knowledge

Advance Your Career
Security Certificate of Achievement
The Computer Society now offers a Certificate of Achievement in the growing field of security. Take 
advantage of this professional development opportunity to increase your expertise and advance your career 
by successfully completing these four courses:

• Foundations of Software Security

• Secure Software Design

• Managing Secure Software Development

• Secure Software Coding

Skillsoft Featured Topic – Security
Explore relevant, up-to-date cybersecurity resources in Skillport. Use the resources to help solve a problem 
you’re currently facing or for long-term training and professional education to help advance your career.

IEEE Cybersecurity Initiative
Launched in 2014, the initiative aims to improve the understanding of cybersecurity 
by students, educators, and professionals. Currently, the initiative is tackling 
computer security education, a building code for security critical software, under-
represented groups in security, and many other aspects of this crucial subject. It has 

already launched the IEEE Center for Secure Design (CSD), which seeks to shift the focus in security from 
finding bugs to identifying common design flaws and building security in from the onset.

FOR DIRECT LINKS TO THESE 
RESOURCES, VISIT

www.computer.org/edge-resources

Explore These Security Resources

Move Your Career Forward
IEEE Computer Society Membership



Kirk Borne
Principal Data 

Scientist,
Booz Allen Hamilton

Satyam Priyadarshy
Chief Data Scientist,

Halliburton

Bill Franks
Chief Analytics 

Offi  cer, Teradata

Experience the Newest and Most Advanced 
Thinking in Big Data Analytics 

Rock Star SpeakersBig Data: Big Hype or Big Imperative?
BOTH.

Business departments know the promise of 
big data―and they want it! But newly minted 
data scientists can’t yet meet expectations, and 
technologies remain immature. Yes, big data is 
transforming the way we do―everything. But 
knowing that doesn’t help you decide what steps 
to take tomorrow to assure your company’s future. 

That’s why May 24 is your real-world answer. 
Come meet the experts who are grappling with and 
solving the problems you face in mining the value 
of big data. You literally can’t aff ord to miss the all 
new Rock Stars of Big Data 2016.

www.computer.org/bda
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