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CS FOCUS

The IEEE Computer 
Society’s lineup of 13 
peer-reviewed technical 

magazines covers cutting-edge
topics ranging from software 
design and computer graph-
ics to Internet computing and 
security, from scientifi c appli-
cations and machine intelli-
gence to cloud migration and 
microchip design. Here are 
highlights from recent issues.

Computer

meSchup: A Platform for 
Programming Interconnect-
ed Smart Things
In a future where hundreds of 
smart networked devices will 
be embedded in our every-
day environments, the ques-
tion of how to program the world 
around us arises. An abstraction 
layer and web-based integrated 

development environment can 
interweave available smart things’ 
capabilities into a collective 
orchestration of smart behavior. 
Read more about how this inte-
gration is changing the Internet 
of Things in the November 2017 
issue of Computer.

Computing in Science & 
Engineering

A Scalable and Exten-
sible Computational 
Fluid Dynamics Software 
Framework for Ship Hydro-
dynamics Applications: 
NavyFOAM
The main challenge facing 
simulation-based hydrodynamic 
design of naval ships comes 
from the complexity of the salient 
physics involved around ships, 
which is further compounded 
by the multidisciplinary nature 
of ship applications. Simulation 
of the fl ow physics using “fi rst 
principles” is computationally 
expensive and time-consuming. 
Other challenges largely per-
tain to software engineering, 

Magazine 
Roundup
by Lori Cameron
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from software architecture to veri-
fi cation and validation to quality 
assurance. In this article from the 
November/December 2017 issue 
of Computing in Science & Engi-
neering, researchers present a com-
putational fl uid dynamics (CFD) 
framework called NavyFOAM that 
has been built around OpenFOAM, 
an open source CFD library that 
heavily draws upon object-oriented 
programming.

IEEE Annals of the History 
of Computing

Purchasing Power: Rivalry, 
Dissent, and Computing 
Strategy in Supercomputer 
Selection at Los Alamos
In the mid-1960s, the Labora-
tory at Los Alamos, New Mexico, 
embarked on a search for a new 
supercomputer to fulfi ll the grow-
ing need for computing power in 
nuclear weapons development. 
Although depicted at Los Alamos 
in later years as a smooth transi-
tion between vendors, the selec-
tion process was a contentious 
negotiation among computing 
experts and users over their diff er-
ing visions of computing and its 
place at Los Alamos. In this arti-
cle from the July–September 2017 
issue of IEEE Annals, the authors 
explain that changing technical 
and political demands on weapons 
design and Los Alamos’s place in 
the rivalry between IBM and Con-
trol Data Corporation further com-
plicated the selection process and 
challenged the traditional control 
and direction of Los Alamos’s com-
puting strategy. The result was the 
formation of a new computing 

division and a reframing of the 
debate over the long-standing man-
agement and purpose of comput-
ing at Los Alamos.

IEEE Cloud Computing

Middleware for Multicloud
There are many diff erent options 
available to implement IT today. 
Although definitions vary, many 
companies use multicloud ap -
proaches in a variety of patterns 
and at various layers such as 
infrastructure as a service (IaSS) 
and software as a service (SaaS), 
according to the authors of this 
article from the July/August 2017 
issue of IEEE Cloud Computing. In 
some cases, multiple SaaS or infra-
structure public or private clouds 
are used to support an end-to-end 
process, sometimes called work-
fl ow enactment. For example, a 
purchase order might be sent via a 
cloud-based email service such as 
Gmail, processed in a private cloud 
application, and then billed via a 
cloud-based billing service such as 
Zuora. Other use cases involve mul-
tiple public infrastructure clouds. 
For example, Netfl ix uses Amazon 
Web Services (AWS) for movie 
transcoding and its entertainment 
recommendation engine, but it also 
backs up data to Google’s cloud in 
the event of an AWS outage.

IEEE Computer Graphics 
and Applications

Blending Face Details: 
Synthesizing a Face Using 
Multiscale Face Models
Creating realistic 3D face models is 
a challenging problem in computer 

graphics because humans are so 
sensitive to facial abnormalities. 
The authors of this article from the 
November/December 2017 issue 
of IEEE Computer Graphics and 
Applications propose a method to 
synthesize a 3D face model using 
weighted blending of multiscale 
details from diff erent face mod-
els. Using multiscale continu-
ous displacement maps (CDMs), 
they achieve full correspondences 
across multiple scales in the 
parameter space. Their results 
demonstrate detail transfer across 
faces with highly diff erent propor-
tions, such as between humans 
and nonhuman creatures. 

IEEE Intelligent Systems

Collective Hyping Detection 
System for Identifying Online 
Spam Activities
Although existing anti-spam strat-
egies detect traditional spam activ-
ities eff ectively, evolving schemes 
can successfully cheat conven-
tional testing by buying the com-
ments that are written by genuine 
users and sold by specifi c web 
markets. Such activities turn into 
a kind of advertising campaign 
among business owners to main-
tain their rank in top positions. In 
this article from the September/
October 2017 issue of IEEE Intelli-
gent Systems, the authors propose 
a new collaborative marketing hyp-
ing detection solution that aims to 
identify spam comments gen-
erated by the Spam Reviewer 
Cloud and detect products that 
adopt an evolving spam strategy 
for promotion. The authors pro-
pose an unsupervised learning 
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model that combines heteroge-
neous product review networks in 
an attempt to discover collective 
hyping activities. 

IEEE Internet Computing

Dynamic Reconfi guration 
in 5G Mobile Networks to 
Proactively Detect and 
Mitigate Botnets
Botnets are one of the most power-
ful cyberthreats aff ecting continu-
ity and delivery of existing network 
services. Detecting and mitigat-
ing attacks promoted by botnets 
becomes a greater challenge with 
the advent of 5G networks, as the 
number of connected devices with 
high mobility capabilities, the vol-
ume of exchange data, and the 
transmission rates increase signifi -
cantly. In this article from the Sep-
tember/October 2017 issue of IEEE 
Internet Computing, a 5G-oriented 
solution is proposed for proactively 
detecting and mitigating botnets 
in a highly dynamic 5G network. 
5G subscribers’ mobility requires 
dynamic network reconfi gura-
tion, which is handled by combin-
ing software-defi ned network and 
network function virtualization 
techniques.

IEEE Micro

Energy-Effi  cient Near-
Threshold Parallel 
Computing: The PULPv2 
Cluster
The authors of this article from the 
September/October 2017 issue of 
IEEE Micro present an ultra-low-
power parallel computing plat-
form and its system-on-chip (SoC) 

embodiment, targeting a wide 
range of emerging near-sensor pro-
cessing tasks for Internet of Things 
(IoT) applications. The proposed 
SoC achieves 193 million opera-
tions per second (MOPS) per mW 
at 162 MOPS (32 bits), improving 
the fi rst-generation Parallel Ultra-
Low-Power (PULP) architecture by 
6.4 and 3.2 times in performance 
and energy effi  ciency, respectively.

IEEE MultiMedia

ChildGuard: A Child-Safety 
Monitoring System
With the rapid development of 
urbanization and industrialization 
in China, more and more children 
are studying and living in cities, 
which presents some safety chal-
lenges. To help guardians better 
monitor their children, this article 
from the October–December 2017 
issue of IEEE MultiMedia presents 
ChildGuard, a child safety system 
based on mobile devices. Child-
Guard provides an in-path safety 
function that monitors the real-
time movement of children walk-
ing on the road, and it provides 
a region safety function that sets 
designated areas in which children 
can play. Children can be warned 
about potential risks, and their 
guardians can be informed of loca-
tion or activity abnormalities. 

IEEE Pervasive Computing

Recognizing Detailed 
Human Context in the Wild 
from Smartphones and 
Smartwatches
The ability to automatically recog-
nize a person’s behavioral context 

can contribute to health monitor-
ing, aging care, and many other 
domains. Validating context rec-
ognition in the wild is crucial to 
promote practical applications in 
real-life settings. The authors of 
this article, which appears in the 
October–December 2017 issue of 
IEEE Pervasive Computing, col-
lected more than 300,000 minutes 
of sensor data with context labels 
from 60 subjects who used their 
own personal phones and engaged 
in their routines in natural envi-
ronments. Unscripted behav-
ior and unconstrained phone 
usage resulted in situations that 
were harder to recognize. The 
authors demonstrate how fusion 
of multi modal sensors is impor-
tant for resolving such cases. 
They present a baseline system 
and encourage researchers to use 
their public dataset to compare 
methods and improve context 
recognition in the wild.

IEEE Security & Privacy

152 Simple Steps to Stay Safe 
Online: Security Advice for 
Non-Tech-Savvy Users
Users often don’t follow expert 
advice for staying secure online, 
but the reasons for this are only 
partly understood. In this article 
from the September/October 2017 
issue of IEEE Security & Privacy, 
more than 200 security experts 
were asked for the top three pieces 
of advice they would give non-
tech-savvy users. The results 
suggest that although individual 
experts give thoughtful, reason-
able answers, the expert commu-
nity as a whole lacks consensus.
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IEEE Software

Healthy Routes in the Smart 
City: A Context-Aware Mobile 
Recommender
Smart cities have sensors and 
communication infrastructures 
that provide huge amounts of 
data. People can extend this infra-
structure, acting as independent, 
mobile sensors through their 
smartphones and enabling oppor-
tunistic sensing. This information 
provides locality and timeliness of 
measurements that would other-
wise be unavailable. In this article 
from the November/December 
2017 issue of IEEE Software, 
researchers have developed a 
context-aware healthy-route rec-
ommender system that offers per-
sonalized recommendations to 
people according to their medical 
conditions and real-time informa-
tion from the smart city.

IT Professional

Authentication and 
Authorization for the  
Internet of Things
Authentication and authoriza-
tion are essential parts of basic 
security processes and are sorely 
needed in the Internet of Things 
(IoT). The emergence of edge 
and fog computing creates new 
opportunities for security and 
trust management in the IoT. In 
this article from the September/
October 2017 issue of IT Pro, the 
authors provide a vision of effi-
cient and scalable trust manage-
ment for the IoT based on locally 
centralized, globally distributed 
trust management using an open 

source infrastructure with local 
authentication and authorization 
entities to be deployed on edge 
devices.

Computing Now

The Computing Now website 
(computingnow.computer.org) fea-
tures up-to-the-minute computing 
news and blogs, along with arti-
cles ranging from peer-reviewed 
research to opinion pieces by 
industry leaders. The Novem-
ber 2017 theme is IoT-Enabled 

Awareness; read the Guest Editor’s 
Introduction here: www.computer 
.org/web/computingnow/archive 
/iot-enabled-awareness-november 
-2017-introduction. 

Read your subscriptions  
through the myCS  
publications portal at 

http://mycs.computer.org

IEEE Computer Society’s Conference Publishing 
Services (CPS) is now offering conference program 
mobile apps! Let your attendees have their conference 
schedule, conference information, and paper listings in 
the palm of their hands. 

The conference program mobile app works for 
Android devices, iPhone, iPad, and the Kindle Fire.

For more information please contact cps@computer.org

CONFERENCES
in the Palm of Your Hand



8  January 2018 Published by the IEEE Computer Society  2469-7087/18/$33.00 © 2018 IEEE

EDITOR’S NOTEEDITOR’S NOTEEDITOR’S NOTEEDITOR’S NOTEEDITOR’S NOTEEDITOR’S NOTEEDITOR’S NOTEEDITOR’S NOTEEDITOR’S NOTEEDITOR’S NOTEEDITOR’S NOTEEDITOR’S NOTEEDITOR’S NOTEEDITOR’S NOTE

W ith more and more devices being 
connected to the Internet and to one 
another, security and privacy are 

more crucial—and vulnerable—than ever before. 
The Internet of Things is poised to revolutionize 
many aspects of life, from healthcare and automo-
biles to city infrastructure; in fact, 46 trillion con-
nected devices are expected to be in use by 2021. 
But with this revolution comes increased and more 
advanced security threats, and we must be nimble 
enough to respond to future threats that we can’t 
even imagine today. The January issue of Com-
putingEdge covers these important topics and more. 

In Computer’s “‘Alexa, Can I Trust You?,’”  the 
authors argue that better diagnostic testing of intel-
ligent virtual assistants can uncover security vul-
nerabilities and lead to more trustworthy systems. 

The founder of the DevSecCon conference 
emphasizes the importance of building security in 
from the start and applying DevOps principles to 
security in IEEE Software’s “Francois Raynaud on 
DevSecOps.” 

In IEEE Security & Privacy’s “Privacy? I Can’t 
Even! Making a Case for User-Tailored Privacy,” 
the author proposes a form of privacy that mod-
els users’ privacy concerns and provides them 
with adaptive privacy decision support. Such an 
approach reconciles the need for extensive cus-
tomizability with users’ lack of skill and motiva-
tion to manage their own privacy settings.

The author of Computer’s “Equifax and the Lat-
est Round of Identity Theft Roulette” discusses 
the recent Equifax data breach that revealed nearly 
half of the US adult population’s personal data, but 

notes that the real story requires considerable dig-
ging beneath the myriad headlines. 

The election process is increasingly being car-
ried out with computers, and today’s systems aren’t 
secure.  The author of “Secure Voting: A Call to 
Arms” from IEEE Internet Computing says it’s time 
to build an end-to-end, secure voting system.

“VPKI Hits the Highway: Secure Communi-
cation for the Connected Vehicle Program” from 
IT Professional presents a condensed account of 
the 10-year eff ort to develop and deploy vehicu-
lar public-key infrastructure (VPKI) as a security 
infrastructure for vehicle-to-vehicle and vehicle-to-
infrastructure intelligent transportation systems.

In IEEE Security & Privacy’s “FinTechSec: 
Addressing the Security Challenges of Digital 
Financial Services,” the authors discuss securing 
mobile money, a digital fi nancial system that uses 
mobile phones to transfer currency without the 
need for a bank.

This ComputingEdge issue also includes arti-
cles on topics other than security and privacy:

• The author of IEEE Computer Graphics and Appli-
cations’ “How Visualization Can Foster Diver-
sity and Inclusion in Next-Generation Science” 
describes how the visualization community is 
uniquely positioned to bring a fresh approach 
to making diversity and inclusion fundamental 
tenets that are necessary rather than desirable.

• A member of DARPA’s Defense Sciences Offi  ce 
describes a few te chnologies being developed by 
the “magician-scientists” at DARPA in IEEE Intel-
ligent Systems’ “Building DARPA’s Brain.” 

Security and Privacy
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CYBERTRUST

Intelligent virtual assistants (IVAs) have opened up a 
new world where you can ask a machine questions as 
if it’s a human and request it to perform certain tasks. 
For example, upon waking up: “Hey, what’s on my 

schedule for today?” Before you leave the house for work: 
“What’s my commute time?” At dinner: “Have one large 
pepperoni pizza delivered from Luigi’s.” When you go to 
sleep: “Turn o�  the bedroom lights.” Ideally, such interac-
tions should be solely between you and the device assist-
ing you. But are they? How do you know for sure? 

IVAs are becoming increasingly popular: according to 
Gartner, the IVA market will reach $2.1 billion by 2020.1

However, recent news reports have revealed that pop-
ular voice-activated assistants such as Google Home, 
Apple’s Siri, and Amazon Alexa aren’t always reliable 
or trustworthy. 

For example, in January 2017, a 
6-year-old Dallas girl sharing her 
love of dollhouses and cookies with 
the family’s new Amazon Echo Dot 
prompted Alexa to order—much to 
her parents’ surprise—a $160 Kid-
Kraft Sparkle Mansion and four 
pounds of sugar cookies. After re-
porting the story, the anchor of a San 
Diego TV morning show remarked, 
“I love the little girl saying ‘Alexa or-
dered me a dollhouse.’” Several Echo 

owners watching the broadcast reported that, after hear-
ing the anchor’s comment, their own devices also tried to 
order pricey dollhouses.2

The following month, during the Super Bowl, a Goo-
gle Home ad using the system’s voice-search-activation 
phrase “OK, Google” reportedly set o�  many viewers’ own 
devices.3 Capitalizing on the incident, in April, Burger 
King ran an ad for the Whopper in which an actor playing 
an employee at one of its restaurants says that 15 seconds 
isn’t enough time to describe the sandwich and instead 
asks Google, which cites the de� nition from Wikipedia—
prompting viewers’ devices to repeat the question and 
thus essentially extend the ad.4 Ironically, after publi-
cally exploiting the system’s vulnerability, the marketing 
stunt back� red—someone altered the Wikipedia entry for 
the product to say that it contained cyanide and caused 

“Alexa, Can I 
Trust You?”
Hyunji Chung, Michaela Iorga, and Je� rey Voas, NIST

Sangjin Lee, Korea University

Several recent incidents highlight signifi cant 

security and privacy risks associated with 

intelligent virtual assistants (IVAs). Better 

diagnostic testing of IVA ecosystems can 

reveal such vulnerabilities and lead to more 

trustworthy systems.

r9cyb.indd   100 8/15/17   3:13 PM
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cancer5—and became a sobering les-
son that a hijacked IVA could cause 
real harm.

Here we explore the nature of IVAs 
and some of the security and privacy 
concerns associated with this emerg-
ing technology. Are IVAs secure? Are 
they recording our conversations? If 
so, where is this voice data stored? The 
presence of IVAs in homes makes this 
a public-facing challenge, and one that 
attracts instant—and unwelcome—
media attention when problems arise.

INTELLIGENT VIRTUAL 
ASSISTANTS
IVAs evolved from chatbots, software 
agents programmed to converse with 
humans through either text or voice 
(en.wikipedia.org/wiki/Chatbot). The 
� rst chatbot, ELIZA, was developed by 
Joseph Weizenbaum at MIT 16 years af-
ter Alan Turing � rst proposed his test 
of arti� cial intelligence in 1950. ELIZA 
used natural-language processing to 
recognize key words in typed input 
and generate pre-scripted responses 
that to some users resembled human 
understanding. PARRY, introduced in 
1972 by psychiatrist Kenneth Colby, 
convinced a number of trained experts 
that it was a real person with paranoid 
schizophrenia. 

Over time, chatbots such as Alice 
(the inspiration for the � lm Her), Jab-
berwacky, and Cleverbot incorporated 
increasingly sophisticated algorithms 
to create more natural and complex 
dialogue. Motivated by research indi-
cating that most users prefer to inter-
act with human-like programs, simple 
chatbots are now integrated in many 
phone systems and web applications 
for customer service, information re-
trieval, marketing, education, enter-
tainment, and other purposes. 

IVAs extend chatbot functionality 
to Internet of Things (IoT) devices. 
Thus, they respond to text and voice 
commands to answer questions, play 

music and videos, purchase items, 
make recommendations, provide di-
rections, turn on lights, open garage 
doors, and so on (en.wikipedia.org
/wiki/ Virtual_assistant_(artificial
_intelligence)). We use the term intelli-
gent virtual assistant, but other names 
are also commonly used such as smart 
assistant, intelligent personal assis-
tant, digital assistant, and personal 
virtual assistant. Regardless of the ter-
minology, the system’s “brain”—the 
intelligence that converts human voice 
to text, performs linguistic analysis, 
and carries out the requested action—
is a cloud-hosted service; the devices 
themselves run agent programs and, 
whether communicating with the ser-
vice by default or con� gured to do so, 
have no embedded intelligence. 

IVAs can communicate with mul-
tiple compatible IoT devices running 
a supported OS. Siri works exclusively 
with Apple products—iPhone, iPad, 
iPod Touch, HomePod, Mac, Apple 
Watch, and Apple TV devices. Micro-
soft Cortana works with Windows 
10, Android, Xbox One, Skype, iOS, 
Cyanogen, and Windows Mixed Re-
ality devices. Alexa works with Am-
azon’s Echo, Fire, and Dash product 
families and various smart devices 
running Android and iOS including 
smartphones, smart speakers and 
headphones, smartwatches, and smart-
home devices including TVs, inter-
coms, lights, thermostats, and refrig-
erators. Google Assistant also works 
with Android and iOS devices. Bixby is 
a new IVA for Samsung products.

IVA ECOSYSTEMS
To understand IVAs’ potential secu-
rity and privacy threats, we performed 
cloud-native artifact analysis, packet 
analysis, voice-command tests, appli-
cation analysis, and � rmware analysis 
to better understand IVA ecosystems. 
As Figure 1 shows, such an ecosystem 
consists of three main components. 

On the cloud side is the IVA—the soft-
ware that processes text and voice 
commands and carries out requested 
actions. There are two user-side compo-
nents: IVA-enabled devices—for exam-
ple, an Echo Dot (Alexa) or a PC running 
Windows 10 (Cortana)—and compan-
ion applications installed on the device 
that communicate with the IVA.

Requests sent to an IVA, whether in 
text format (for example, through on-
line chat) or voice format, along with 
the system’s responses are stored in 
the cloud. These user–IVA “conversa-
tions” are usually accessible through 
a companion app. Obviously, the con-
tent of such conversations could con-
tain revealing details—for example, 
questions about health symptoms. 
However, user voice recordings them-
selves also pose a privacy risk because 
they constitute personally identi� -
able information—unauthorized en-
tities could use such data to identify 
the user, maliciously obtain access 
to systems that implement voice rec-
ognition, or simply process data and 
construct voice artifacts that could be 
used to impersonate the user.6

IVA software can be integrated 
into IoT device operating systems—
for example, the latest versions of 
iOS and OS X have the Siri agent in-
stalled by default, and Windows 10 
has the Cortana agent as one of its 
default processes—or downloaded 
and installed on compatible devices. 
Many IVAs enable third-party ven-
dors to link their devices and services 
to the intelligent assistant, dramat-
ically expanding the IVA’s features 
or “skills.” For example, Alexa works 
with many smart-home devices from 
brands including ecobee, Philips Hue, 
Nest, Ring, and Leviton. It also inte-
grates with numerous apps to order 
food (for example, Domino’s Pizza and 
Wingstop), stream music and video 
(Pandora and Spotify), get a ride (Uber 
and Lyft), and check account balances 
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Intelligent virtual assistants (IVAs) have opened up a 
new world where you can ask a machine questions as 
if it’s a human and request it to perform certain tasks. 
For example, upon waking up: “Hey, what’s on my 

schedule for today?” Before you leave the house for work: 
“What’s my commute time?” At dinner: “Have one large 
pepperoni pizza delivered from Luigi’s.” When you go to 
sleep: “Turn o�  the bedroom lights.” Ideally, such interac-
tions should be solely between you and the device assist-
ing you. But are they? How do you know for sure? 

IVAs are becoming increasingly popular: according to 
Gartner, the IVA market will reach $2.1 billion by 2020.1

However, recent news reports have revealed that pop-
ular voice-activated assistants such as Google Home, 
Apple’s Siri, and Amazon Alexa aren’t always reliable 
or trustworthy. 

For example, in January 2017, a 
6-year-old Dallas girl sharing her 
love of dollhouses and cookies with 
the family’s new Amazon Echo Dot 
prompted Alexa to order—much to 
her parents’ surprise—a $160 Kid-
Kraft Sparkle Mansion and four 
pounds of sugar cookies. After re-
porting the story, the anchor of a San 
Diego TV morning show remarked, 
“I love the little girl saying ‘Alexa or-
dered me a dollhouse.’” Several Echo 

owners watching the broadcast reported that, after hear-
ing the anchor’s comment, their own devices also tried to 
order pricey dollhouses.2

The following month, during the Super Bowl, a Goo-
gle Home ad using the system’s voice-search-activation 
phrase “OK, Google” reportedly set o�  many viewers’ own 
devices.3 Capitalizing on the incident, in April, Burger 
King ran an ad for the Whopper in which an actor playing 
an employee at one of its restaurants says that 15 seconds 
isn’t enough time to describe the sandwich and instead 
asks Google, which cites the de� nition from Wikipedia—
prompting viewers’ devices to repeat the question and 
thus essentially extend the ad.4 Ironically, after publi-
cally exploiting the system’s vulnerability, the marketing 
stunt back� red—someone altered the Wikipedia entry for 
the product to say that it contained cyanide and caused 

“Alexa, Can I 
Trust You?”
Hyunji Chung, Michaela Iorga, and Je� rey Voas, NIST

Sangjin Lee, Korea University

Several recent incidents highlight signifi cant 

security and privacy risks associated with 

intelligent virtual assistants (IVAs). Better 

diagnostic testing of IVA ecosystems can 

reveal such vulnerabilities and lead to more 

trustworthy systems.
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and make credit card payments (Cap-
ital One). The Alexa Skills Store (www 
.alexaskillstore.com) currently lists 
more than 10,000 voice-activated apps. 

IVA SECURITY  
AND PRIVACY RISKS
Given the large ecosystem of IVA- 
enabled devices and cloud-hosted ser-
vices from IVA and third-party devel-
opers, Figure 2 illustrates four attack 
vectors that can put system security 
and user privacy at risk. 

Wiretapping an IVA ecosystem
Even if companion apps use encrypted 
network connections, sniffing the 
traffic between the apps and the IVA 
can expose the ecosystem’s commu-
nication mechanisms (left side of Fig-
ure 2a). For example, we used packet 
interception tools to analyze HTTPS 
requests and responses and then deter-
mine which APIs are used for sending 
and receiving data to and from the IVA. 

In the case of communication be-
tween IVA-enabled devices and cloud-
hosted services, our analysis revealed 
that not all network traffic is transmit-
ted over a secure protocol (right side of 
Figure 2a). For example, many devices 
don’t use encrypted connections to 

check network connectivity, making 
it possible to detect IVA devices in a 
home network. Firmware image data 
might also be transferred over unen-
crypted packets, exposing the system 
to man-in-the-middle attacks and 
possible malicious modification of im-
ages. Even if firmware images aren’t 
altered, the ability to obtain them is a 
security concern because it provides 
unauthorized entities a chance to un-
derstand an IVA-enabled device’s in-
ternal operations.7

Most communication between IVA- 
enabled devices and the IVA is en-
crypted using HTTPS. However, var-
ious machine-learning techniques 
to classify network traffic can still 
reveal payload sizes, data rates, and 
other patterns in encrypted traffic that 
could be used to identify the device’s 
status—for example, idle or in use—or 
the user’s behavior such as turning the 
device on or off, talking to the assis-
tant, listening to music, and ordering 
products or services.8,9

Compromised IVA-enabled devices
Because IVA-enabled devices are part 
of the IoT, devices with security vulner-
abilities can be compromised like any 
other computing system connected 

to the Internet and exploited for ne-
farious purposes such as distributed 
denial-of-service (DDoS) attacks. For 
example, in October 2016, a DDoS at-
tack against the Internet performance 
management company Dyn exploited 
vulnerabilities in tens of millions of 
home IoT devices such as webcams 
and DVRs to infect them with the Mi-
rai malware and use them as part of 
a botnet to temporarily cripple Dyn’s 
networks.10

Figure 2b shows how a hacker 
could compromise an IVA-enabled 
device through its “always on” listen-
ing capability, enabling the hacker to 
monitor all voices and sounds within 
the device’s range in real time. This 
danger was highlighted by a disturb-
ing incident in Washington State in 
April 2015, when parents discovered 
that a stranger had hacked into their 
three-year-old son’s baby monitor by 
obtaining the companion app’s login 
credentials and was speaking to him 
at night through the device’s speaker 
as well as operating its camera.11 The-
oretically, an attacker could also re-
motely control an IVA by talking to the 
system through another compromised 
device in the home, such as a smart 
speaker or intercom. 

IVA

Cloud native-
artifact analysis

Packet analysisPacket analysis

User

Voice-command test

Companion applications

Application analysis
(executable codes, artifacts)

(Wake-up word), what’s the
weather today?

Today’s sunny and the temperature is 71°.

User’s voice
IVA-enabled

device

Firmware analysis

WAV

TXT

Figure 1. An intelligent virtual assistant (IVA) ecosystem has three main components: the cloud-based IVA, IVA-enabled devices, and 
companion applications.
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Malicious voice commands
Figure 2c depicts a third security and 
privacy risk associated with IVAs: an 
attacker who impersonates a user and 
issues malicious voice commands to, 
for example, unlock a smart door to 
gain unauthorized entry to a home or 
garage or order items online without 
the user’s knowledge. Although some 
IVAs provide a voice-training feature 
to prevent such impersonation, it can 
be difficult for the system to distin-
guish between similar voices. Thus, a 
malicious person who is able to access 
an IVA-enabled device might be able to 
fool the system into thinking that he 
or she is the real owner and carry out 
criminal or mischievous acts.

Unintentional voice recording
Finally, as Figure 2d shows, voices 
within range of an IVA-enabled de-
vice can be recorded accidentally and 
transmitted to the cloud, enabling other 
parties—including commercial enti-
ties with legitimate access to the stored 
data as well as hackers who might 

break into the database—to eavesdrop 
on private conversations. The potential 
for accidental recording means that 
users don’t necessarily have complete 
control over their voice data.12 

As virtual assistants become 
more intelligent and the IVA 
ecosystem of services and de-

vices expands, there’s a growing need 
to understand the security and privacy 
threats from this emerging technol-
ogy. Several recent incidents highlight 
significant vulnerabilities in IVAs. 
Better diagnostic testing can reveal 
such vulnerabilities and lead to more 
trustworthy systems. 
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and make credit card payments (Cap-
ital One). The Alexa Skills Store (www 
.alexaskillstore.com) currently lists 
more than 10,000 voice-activated apps. 

IVA SECURITY  
AND PRIVACY RISKS
Given the large ecosystem of IVA- 
enabled devices and cloud-hosted ser-
vices from IVA and third-party devel-
opers, Figure 2 illustrates four attack 
vectors that can put system security 
and user privacy at risk. 

Wiretapping an IVA ecosystem
Even if companion apps use encrypted 
network connections, sniffing the 
traffic between the apps and the IVA 
can expose the ecosystem’s commu-
nication mechanisms (left side of Fig-
ure 2a). For example, we used packet 
interception tools to analyze HTTPS 
requests and responses and then deter-
mine which APIs are used for sending 
and receiving data to and from the IVA. 

In the case of communication be-
tween IVA-enabled devices and cloud-
hosted services, our analysis revealed 
that not all network traffic is transmit-
ted over a secure protocol (right side of 
Figure 2a). For example, many devices 
don’t use encrypted connections to 

check network connectivity, making 
it possible to detect IVA devices in a 
home network. Firmware image data 
might also be transferred over unen-
crypted packets, exposing the system 
to man-in-the-middle attacks and 
possible malicious modification of im-
ages. Even if firmware images aren’t 
altered, the ability to obtain them is a 
security concern because it provides 
unauthorized entities a chance to un-
derstand an IVA-enabled device’s in-
ternal operations.7

Most communication between IVA- 
enabled devices and the IVA is en-
crypted using HTTPS. However, var-
ious machine-learning techniques 
to classify network traffic can still 
reveal payload sizes, data rates, and 
other patterns in encrypted traffic that 
could be used to identify the device’s 
status—for example, idle or in use—or 
the user’s behavior such as turning the 
device on or off, talking to the assis-
tant, listening to music, and ordering 
products or services.8,9

Compromised IVA-enabled devices
Because IVA-enabled devices are part 
of the IoT, devices with security vulner-
abilities can be compromised like any 
other computing system connected 

to the Internet and exploited for ne-
farious purposes such as distributed 
denial-of-service (DDoS) attacks. For 
example, in October 2016, a DDoS at-
tack against the Internet performance 
management company Dyn exploited 
vulnerabilities in tens of millions of 
home IoT devices such as webcams 
and DVRs to infect them with the Mi-
rai malware and use them as part of 
a botnet to temporarily cripple Dyn’s 
networks.10

Figure 2b shows how a hacker 
could compromise an IVA-enabled 
device through its “always on” listen-
ing capability, enabling the hacker to 
monitor all voices and sounds within 
the device’s range in real time. This 
danger was highlighted by a disturb-
ing incident in Washington State in 
April 2015, when parents discovered 
that a stranger had hacked into their 
three-year-old son’s baby monitor by 
obtaining the companion app’s login 
credentials and was speaking to him 
at night through the device’s speaker 
as well as operating its camera.11 The-
oretically, an attacker could also re-
motely control an IVA by talking to the 
system through another compromised 
device in the home, such as a smart 
speaker or intercom. 
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companion applications.

r9cyb.indd   102 8/15/17   3:53 PM



14 Computing Edge  January 2018
104 C O M P U T E R    W W W . C O M P U T E R . O R G / C O M P U T E R

CYBERTRUST

2017; bigstory.ap.org/2d8036 
d742504890b2f9edc3f98c77ef.

5. Z. Rodionova, “Burger King Ad Back-
fires after Asking Google What’s in a 
Whopper and Is told ‘Cyanide,’” The 
Independent, 13 Apr. 2017; www 
.independent.co.uk/news/business 
/news/burger-king-advert-ask 
-google-big-whopper-cyanide-cancer 
-causing-wikipedia-page-us-a7681561 
.html.

6. E. McCallister, T. Grance, and K. 
Scarfone, Guide to Protecting the Con-
fidentiality of Personally Identifiable 
Information (PII), Special Publication 
800-122, NIST, Apr. 2010.

7. “Exploring the Amazon Echo Dot, 
Part 1: Intercepting Firmware Up-
dates,” 2 Jan. 2017; medium.com 
/@micaksica/exploring-the-amazon 
-echo-dot-part-1-intercepting-firmware 
-updates-c7e0f9408b59.

8. T.T.T. Nguyen and G. Armitage, “A Sur-
vey of Techniques for Internet Traffic 
Classification Using Machine Learn-
ing,” IEEE Comm. Surveys & Tutorials, 
vol. 10, no. 4, 2008, pp. 56–76. 

9. C. Gu, S. Zhang, and Y. Sun, “Real-Time 
Encrypted Traffic Identification Using 
Machine Learning,” J. Software, vol. 6, 
no. 6, 2011, pp. 1009–1016. 

10. K. York, “Dyn Statement on 10/21/2016 
DDoS Attack,” blog, 22 Oct. 2016; dyn 
.com/blog/dyn-statement-on 
-10212016-ddos-attack.

11. C. Owens, “Stranger Hacks Family’s 
Baby Monitor and Talks to Child at 
Night,” The San Francisco Globe, 3 
Nov. 2016; sfglobe.com/2016/01/06 
/stranger-hacks-familys-baby 
-monitor-and-talks-to-child-at-night.

12. C. Wood, “Devices Sprout Ears: What 
Do Alexa and Siri Mean for Privacy?,” 
The Christian Science Monitor, 14 Jan. 
2017; www.csmonitor.com 
/Technology/2017/0114/Devices 
-sprout-ears-What-do-Alexa-and
-Siri-mean-for-privacy.

CALL FOR ARTICLES
IT Professional seeks original submissions on technology 
solutions for the enterprise. Topics include 

•	 emerging technologies,
•	 cloud computing,
•	 Web 2.0 and services,
•	 cybersecurity,
•	 mobile computing,
•	 green IT,
•	 RFID,

•	 social software,
•	 data management and mining,
•	 systems integration,
•	 communication networks,
•	 datacenter operations, 
•	 IT asset management, and
•	 health information technology.

We welcome articles accompanied by web-based demos.  
For more information, see our author guidelines at  
www.computer.org/itpro/author.htm.

WWW.COMPUTER.ORG/ITPRO

HYUNJI CHUNG is a PhD candidate 

at the Graduate School of Information 

Security at Korea University and a 

guest researcher in NIST’s Computer 

Security Division. Contact her at hyunji 

.chung@nist.gov.

MICHAELA IORGA is the senior 

security technical lead for cloud 

computing at NIST and cochair of 

its Cloud Computing Security and 

Cloud Computing Forensic Science 

working groups. Contact her at 

michaela.iorga@nist.gov.

JEFFREY VOAS is an IEEE Fellow 

and computer scientist at NIST. 

Contact him at j.voas@ieee.org.

SANGJIN LEE is a professor in the 

Graduate School of Information 

Security and director of the Digital 

Forensics Research Center at Korea 

University. Contact him at sangjin@

korea.ac.kr.

Read your subscriptions 
through the myCS 
publications portal at 

http://mycs.computer.org

r9cyb.indd   104 8/15/17   3:13 PM

This article originally appeared in 
Computer, vol. 50, no. 9, 2017.



2469-7087/18/$33.00 © 2018 IEEE Published by the IEEE Computer Society  January 2018 150 7 4 0 - 7 4 5 9 / 1 7 / $ 3 3 . 0 0  ©  2 0 1 7  I E E E  SEPTEMBER/OCTOBER 2017   |  IEEE SOFTWARE 93

SOFTWARE 
ENGINEERING

Editor: Robert Blumen
Salesforce
robert@robertblumen.com

Francois Raynaud 
on DevSecOps
Kim Carter

THE SOFTWARE ENGINEERING 
Radio podcast recently added fi ve 
hosts to the team: Kishore Bhatia, 
Nate Black, Kim Carter, Matthew 
Farwell, and Bryan Reinero. They 
bring new interests, and I’m looking 
forward to their contributions. The 
podcast continues to grow in popu-
larity and is projecting more than 
two million downloads this year.

In episode 288, host Kim Carter 
sits down with Francois Raynaud, a 
leader in DevSecOps, which aims to 
bring practices pioneered by DevOps 
to application security. Raynaud em-
phasizes the importance of building 
security in from the start, because 
treating security as a “bolt-on” to the 
end of the process is far costlier and 
can damage the relationship between 
security and development teams. 
Many DevOps principles—such as 
test automation—can easily be ap-
plied to security, and the adoption 
of these principles can help products 
and businesses succeed securely.

Portions of the interview not 
included here for reasons of space 
include training, mapping the attack 
surface, the Internet of Things and 
security, and agile security. Listen 
to the entire interview at www.se
-radio.net, as well as new episodes 
that have been published since the 
last column. —Robert Blumen

Kim Carter: Francois Raynaud is 
the founder of the DevSecCon con-
ference. He’s actively involved in se-
curity automation projects and sup-
porting continuous delivery, and 
is currently an enterprise security 
architect for a global retailer. He 
previously worked at ASOS, Bet-
fair, Verizon Business, HSBC, and 
RSA. His consulting engagements 
include implementing computer in-
cident response teams, incident re-
sponse strategy, security architecture 
design, IT security management, 
and penetration testing. Francois, 
can you give us a quick summary of 
what DevSecOps is?
Francois Raynaud: DevSecOps is 
about using the DevOps methodol-
ogy for security. It’s about break-
ing the silos of security, giving that 
knowledge to the different teams, 
and ensuring that security is imple-
mented at the right level and at the 
right time. DevSecOps puts security 
at the forefront of requirements to 
avoid the costly mistakes that come 
from treating security as an after-
thought. Traditional security has 
always been about exclusion—for 
example, “need to know” and using 
the security policy to prevent people 
from disclosing secrets. DevSecOps 
is about promoting inclusion and 
working as a team.
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For people to embrace an idea and a 
culture such as DevSecOps, we need to 
discuss what’s defective with the status 
quo. Can you explain what’s wrong 
with traditional delivery approaches?
With traditional delivery method-
ology, you get code from the devel-
opment team and the security team, 
and then you merge everything into 
the final build. At the end, a project 
manager tells the security team, “I 
completely forgot, but I have this line 
item somewhere that says ‘Get secu-
rity approval.’” The security team is 
told, “We have to release this prod-
uct to make money for the company. 
Can you please sign off on it?” When 
you dig into the application and the 
network after the QA [quality assur-
ance] processes, you realize that no 
security has been implemented.

Traditionally, security is done af-
ter the development team is finished 
with the product. And at that point 
you end up with a list of bugs that 
are difficult to fix. The project man-
ager thinks, “If I implement all these 
fixes, I’m going to be late and the 
company’s not going to be happy, so 
let’s just forget it and we’ll do that in 
the next iteration.”

We want to change the mind-set to 
include security at a project’s incep-
tion. We want security to be included 
in the nonfunctional requirements. 
We want to ensure that the devel-
oper or product manager does not 
speak only to the development team 
in initial meetings. We want them to 
include security. For example, a prod-
uct manager wants to give customers 
access to some data without any kind 
of authentication. Security has always 
said no to that. But with DevSecOps 
we want to say, “Yes, you can do this, 
but you need to do it securely.”

Security has a bad name. Let’s be 
honest: we haven’t been the most ef-
ficient industry. Lots of people made 

lots of money by creating “bolt-on” 
tools, but then you end up with Lego-
type security, rather than changing 
things. The aim of DevSecOps is, 
“Take our knowledge; change it.” We 
want to do things differently. We’re 
here to help; we’re not here to say no.

What’s wrong with retrofitting or 
attempting to bolt on security to a 
project when it’s nearing go-live, or 
even once it’s been released, when 
we get a better picture of where our 
security defects are?
In a development lifecycle with secu-
rity at the end, you’ll build your appli-
cations in a fundamentally insecure 
way. For example, you’ve built your 
logging without taking into account 
compliance requirements. Or you re-
alize that credit card data has been 
stored in a text file to make it easy to 
access. When the product was devel-
oped, they put it in an Amazon [AWS 
S3] bucket accessible by everybody 
because implementing authentication 
would have created key-management 
issues for the development team.

Companies have been completely 
brought down by this. One example 
that springs to mind is CodeSpaces. 
This was a trading company, and 
they had put not only the application 
into an AWS [S3] bucket, but also 
the backups. Unfortunately, they 
put the encryption key in a public 
area, and someone malicious got one 
of the keys and deleted everything. 
This company closed down in a mat-
ter of days. They couldn’t recover 
from this, so they lost everything.

What can DevSecOps practices do 
to fix this situation?
People will ask security teams, “Why 
do we need to implement authentica-
tion?,” and we say, “Because that’s 
written in the security policy.” But 
why is it written in the security policy? 

What are the consequences of not fol-
lowing it? It’s important to explain 
why we’re doing it. We’re not just a 
bunch of people wanting to say no; 
we’ve studied security and we need to 
share this knowledge.

Successful implementation [of 
DevSecOps] happens when the se-
curity team provides knowledge and 
tools and the DevOps team runs 
them. There’s no reason for a secu-
rity team to run the tooling as a com-
pletely out-of-band management pro-
cess. Use the tools you have at your 
disposal already. The CI/CD (contin-
uous integration / continuous deliv-
ery) process, for example, is fantastic 
from a security point of view.

Teaching a security person how to 
code is much harder than teaching a 
developer how to code securely. Take 
me as an example. I can’t code prop-
erly, and if I wanted to it would take 
me years and years to arrive there. 
But when I’ve trained development 
teams, they’ve picked up security re-
ally quickly. The [improved] results 
you get from penetration testing … 
after security training for developers 
is really impressive.

How does DevSecOps propose that 
the relationship between developers 
and security professionals work?
Start by sitting with each other. I’ve 
done lots of incident response and 
forensics sitting in a glass box, where 
nobody can actually see what you’re 
doing. Why should you hide every-
thing? Working in silos never works.

Use the methodology of automa-
tion for the benefit of security. When 
[incident response teams] realize at-
tacks are coming against a particular 
aspect of your website or application, 
include that as part of the QA pro-
cess. Give the attack pattern to your 
developers, so that they can actually 
change the application accordingly.
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Having a “security champion” is 
one way to do it. This is where the 
security team teaches one of the de-
velopers about security, and then 
[that person] disseminates the infor-
mation to the rest of the team. It’s re-
ally about knowledge sharing.

I used to work in a company that 
was doing high-frequency trading. 
They had gamified finding bugs. 
Two years in, we had five known is-
sues that we wanted the developers 
to discover. One of the guys came 
back with 10 of them. At this point 
we said, “Wow, they got it.”

Then, developers get excited. The 
people who found the issues become 
your security champions. They get 
a free T-shirt and can also get cer-
tification where we sponsor them to 
learn more about security.

Have you found that security pro-
fessionals who aren’t integrated into 
the development team are often re-
garded by development teams with 
disdain and lack of respect?
Every day. The security team is nor-
mally the team that says no. They 
don’t say anything else. When some-
body approaches the desk, they just 
say “No, no, no, you can’t do that—
that’s really crazy. What kind of idea 
is that?”

Think about the business. Busi-
ness is here to make money. The func-
tionalities that the project or product 
manager is trying to implement— 
there’s a good reason for that. They 
want to make the businesses more 
efficient, or they want to get more 
customers. By making the security 
team part of the decisions and part 
of the discussions, you’re helping ev-
erybody break those silos.

Security should not be separated. 
That’s the key. Forget “need to know,” 
apart from a few areas where we need 
to restrict information. Give your 

knowledge to others. It doesn’t cost 
you anything—it’s free for everybody.

Can you explain what “shifting se-
curity left” means?
That’s the big buzzword at the mo-
ment. If you start from left to right, 
as you do in development, and se-
curity is bolted on at the end, it’s a 
badge saying, “You’ve been certified. 
Well done.”

[Shifting security left] is when 
you start from the nonfunctional 
requirements. For example, in a fi-
nancial company you explain [at the 
start], “We have to think about PCI 
requirements.” That’s the essence of 
it: start from the beginning with all 
the different teams.

Isn’t shifting security left going to 
slow development and ultimately 
cost the organization more?
Initially there will be a learning 
curve, where suddenly this security 
person is asking lots of questions. But 
if you think about the costs of imple-
menting security later on, that’s com-
pletely different. [Think about] fixing 
a bug in production. That’ll cost you 
a fortune. You’ll have to stop produc-
tion, redo QA, [rebuild] all your arti-
facts, do all the version control again, 
and [update] all your documentation.

If you do it at the beginning, once 
everything is being built, you can re-
duce these costs. By shifting security 
left, by discovering issues and bugs 
at an earlier stage, you can easily in-
corporate it as part of your QA pro-
cess. The lag you’ll experience will 
go down, and the cost of fixing secu-
rity will be much lower.

I haven’t seen customers who were 
not pleased with the implementation—
especially the product managers; they 
just love it. Instead of the traditional 
penetration testing that occurred at 
month three, month six, and month 

nine, it’s all built in. You build in your 
security to make sure it doesn’t cost 
you in the end.

We’ve had lists of the most com-
monly exploited defects, such as the 
SANS Top 25 and OWASP (Open 
Web Application Security Project) 
Top 10, since around 2003. The 
same types of trivial defects are still 
the most often exploited, but de-
velopment teams are still introduc-
ing those defects to the solutions 
they’re delivering. Is DevSecOps the 
answer?
DevSecOps is part of the answer. 
DevSecOps emphasizes threat mod-
eling, which is quite fun. If your de-
velopment team understands how to 
do threat modeling, then they can 
incorporate those tests as part of 
QA. It’s easy. Your OWASP Top 10: 
incorporate those as part of your QA 
process. Give developers the ability 
to test for [those issues] themselves.

When you shift security to the 
left from the start, you do threat 
modeling and testing [as part of the 
development process]. If you don’t 
have any variation by the end of the 
day, then you know [how many and 
what defects exist]. If you combine 
this with metadata from your CI/
CD, that’ll benefit your [incident re-
sponse] team. They can dig into this 
metadata and say, “I have a prob-
lem with this server; this is the type 
of service or software, and this is 
the level at which it’s running.” You 
have the ability to do an incident re-
sponse really quickly.

Do you have any tips on how you 
can transform a poorly performing 
team that has minimal focus on se-
curity to a high-performing team 
with a good focus on security?
Speak to your project and product 
managers. Your product manager is 
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For people to embrace an idea and a 
culture such as DevSecOps, we need to 
discuss what’s defective with the status 
quo. Can you explain what’s wrong 
with traditional delivery approaches?
With traditional delivery method-
ology, you get code from the devel-
opment team and the security team, 
and then you merge everything into 
the final build. At the end, a project 
manager tells the security team, “I 
completely forgot, but I have this line 
item somewhere that says ‘Get secu-
rity approval.’” The security team is 
told, “We have to release this prod-
uct to make money for the company. 
Can you please sign off on it?” When 
you dig into the application and the 
network after the QA [quality assur-
ance] processes, you realize that no 
security has been implemented.

Traditionally, security is done af-
ter the development team is finished 
with the product. And at that point 
you end up with a list of bugs that 
are difficult to fix. The project man-
ager thinks, “If I implement all these 
fixes, I’m going to be late and the 
company’s not going to be happy, so 
let’s just forget it and we’ll do that in 
the next iteration.”

We want to change the mind-set to 
include security at a project’s incep-
tion. We want security to be included 
in the nonfunctional requirements. 
We want to ensure that the devel-
oper or product manager does not 
speak only to the development team 
in initial meetings. We want them to 
include security. For example, a prod-
uct manager wants to give customers 
access to some data without any kind 
of authentication. Security has always 
said no to that. But with DevSecOps 
we want to say, “Yes, you can do this, 
but you need to do it securely.”

Security has a bad name. Let’s be 
honest: we haven’t been the most ef-
ficient industry. Lots of people made 

lots of money by creating “bolt-on” 
tools, but then you end up with Lego-
type security, rather than changing 
things. The aim of DevSecOps is, 
“Take our knowledge; change it.” We 
want to do things differently. We’re 
here to help; we’re not here to say no.

What’s wrong with retrofitting or 
attempting to bolt on security to a 
project when it’s nearing go-live, or 
even once it’s been released, when 
we get a better picture of where our 
security defects are?
In a development lifecycle with secu-
rity at the end, you’ll build your appli-
cations in a fundamentally insecure 
way. For example, you’ve built your 
logging without taking into account 
compliance requirements. Or you re-
alize that credit card data has been 
stored in a text file to make it easy to 
access. When the product was devel-
oped, they put it in an Amazon [AWS 
S3] bucket accessible by everybody 
because implementing authentication 
would have created key-management 
issues for the development team.

Companies have been completely 
brought down by this. One example 
that springs to mind is CodeSpaces. 
This was a trading company, and 
they had put not only the application 
into an AWS [S3] bucket, but also 
the backups. Unfortunately, they 
put the encryption key in a public 
area, and someone malicious got one 
of the keys and deleted everything. 
This company closed down in a mat-
ter of days. They couldn’t recover 
from this, so they lost everything.

What can DevSecOps practices do 
to fix this situation?
People will ask security teams, “Why 
do we need to implement authentica-
tion?,” and we say, “Because that’s 
written in the security policy.” But 
why is it written in the security policy? 

What are the consequences of not fol-
lowing it? It’s important to explain 
why we’re doing it. We’re not just a 
bunch of people wanting to say no; 
we’ve studied security and we need to 
share this knowledge.

Successful implementation [of 
DevSecOps] happens when the se-
curity team provides knowledge and 
tools and the DevOps team runs 
them. There’s no reason for a secu-
rity team to run the tooling as a com-
pletely out-of-band management pro-
cess. Use the tools you have at your 
disposal already. The CI/CD (contin-
uous integration / continuous deliv-
ery) process, for example, is fantastic 
from a security point of view.

Teaching a security person how to 
code is much harder than teaching a 
developer how to code securely. Take 
me as an example. I can’t code prop-
erly, and if I wanted to it would take 
me years and years to arrive there. 
But when I’ve trained development 
teams, they’ve picked up security re-
ally quickly. The [improved] results 
you get from penetration testing … 
after security training for developers 
is really impressive.

How does DevSecOps propose that 
the relationship between developers 
and security professionals work?
Start by sitting with each other. I’ve 
done lots of incident response and 
forensics sitting in a glass box, where 
nobody can actually see what you’re 
doing. Why should you hide every-
thing? Working in silos never works.

Use the methodology of automa-
tion for the benefit of security. When 
[incident response teams] realize at-
tacks are coming against a particular 
aspect of your website or application, 
include that as part of the QA pro-
cess. Give the attack pattern to your 
developers, so that they can actually 
change the application accordingly.
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actually quite interested in security. 
Security has become an added value 
for companies. They’re starting to un-
derstand that you can provide great 

functionality and access to informa-
tion. But if you provide it securely, 
that’ll be your selling point. Let’s 
be honest here: everything is about 

selling; everything is about making 
money.

Can you think of any other benefits 
of bringing the security focus from 
the end of the software development 
lifecycle to the beginning?
As security folks, you are not better 
[than the developer]. The developer 
is trying to do his job, and security 
is trying to do our job. Let’s not con-
front each other—let’s work together.

At all the companies where we’ve 
implemented DevSecOps, there was 
some tension at the beginning, which 
we quickly resolved by making peo-
ple understand the need for it, how 
much cheaper it’ll be, and how they 
won’t see as much of me, which is al-
ways a benefit for everybody.
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Privacy? I Can’t Even! 
Making a Case for User-
Tailored Privacy
Bart P. Knijnenburg | Clemson University

T he advent of e-commerce, 
smartphones, and social net-

works has created a wealth of com-
pelling online experiences that are 
rooted in the collection and use of 
users’ personal information and 
behavioral data. Users of these 
technologies thus face a dilemma: 
they want to enjoy the benefits that 
might result from sharing or disclos-
ing information, but they also fear its 
potential risks, such as experiencing 
identity theft or price discrimina-
tion, or leaving a negative impres-
sion. Most Internet users attempt 
to resolve this dilemma by making 
tradeoffs;1 for example, they might 
disclose some, but not all, of the 
information requested from them. 

Past research has shown that 
these privacy decisions are inher-
ently difficult, and people aren’t 
very good at them.2 So, how can we 
help users balance information dis-
closure’s benefits and risks so that 
they make good privacy decisions?

In this article, I make a case for 
user-tailored privacy, which models 
users’ privacy concerns and pro-
vides them with adaptive privacy 
decision support. Such an approach 

reconciles the need for extensive 
customizability with users’ lack of 
skill and motivation to manage their 
own privacy settings.

Notice and Consent’s 
Shortcomings 
Privacy experts have long advocated 
the practice of notice and consent: 
giving users comprehensive control 
over what data they want to share 
while providing them with informa-
tion about their decisions’ implica-
tions. Notice and consent are also 
at the heart of existing and planned 
regulatory schemes. 

The idea is that at least some 
minimum level of control over—
and information about—a system’s 
privacy practices is necessary to 
engage in a risk–benefit tradeoff 
about one’s personal information. 
As such, advocates argue that notice 
and consent empower users to regu-
late their privacy at the desired level.

However, recent research has 
shown that people aren’t always 
rational decision makers with 
regard to privacy, and fall prey to a 
fair number of situations or condi-
tions in which notice and consent 

not only don’t increase privacy 
but might also decrease it. Con-
sequently, several scholars have 
recently questioned the effective-
ness of the notice and consent 
paradigm.3,4

Context Effects
As with many decisions, users 
seem to have no fixed preference 
for privacy settings. Instead, their 
decisions depend on the other 
available options and, specifically, 
on their perception of the differ-
ences between these options. To 
demonstrate this context effect, we 
conducted a study in collaboration 
with Samsung Research in which 
users interacted with a mockup 
of a system that allowed them to 
share their location with friends, 
colleagues, and commercial enti-
ties (see Figure 1).5 Participants 
had four location-sharing options: 
nothing, city, city block, or exact 
location. We manipulated the pres-
ence of the city and exact location 
options between subjects. 

The results showed that when 
the city option was introduced, 
participants considered it a sub-
stitute for the subjectively closest 
remaining option. Thus, by mak-
ing this option subjectively closer 
to nothing or city block, sharing 
could be artificially increased or 
decreased, respectively.

Similarly, adding the exact loca-
tion option not only caused some 
participants to choose the exact 
location option rather than the city 
block option, but it also caused 
some to choose the city block 
option rather than nothing and 
city, because city block was now 
considered a compromise. In other 
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words, the presence of the exact 
location option increased sharing 
across the board.

Control Paradox
Another problem with notice and 
consent is the control paradox, 
which suggests that although users 
claim to want full control over their 
data, they avoid the hassle of actu-
ally exploiting this control. In one of 
our studies,6 participants provided 
their contact information, personal 
interests, job skills, and health infor-
mation on a web form autocomple-
tion tool, and were then asked to 
test the tool on one of three exter-
nal websites: a blogging commu-
nity (BlogHeroes), a job search site 
(I♡WRK), and a health insurance 
site (Codacare).

Users of the autocompletion 
tool were less likely to consider per-
ceived risk and relevance in their 
decision to disclose. � ese results 
were compared to alternative tools 
that explicitly encouraged users to 
control their disclosure via add or 
remove bu� ons at the end of each 
� eld. We demonstrated that these 
new tools encouraged users to 
make decisions that were more pur-
pose speci� c. Indeed, participants 
in the add-bu� on condition and 
the remove-bu� on condition were 
more likely to disclose their per-
sonal interests to the blogging com-
munity, their job skills to the job 
search site, and their health infor-
mation to the health insurance site 
(see arrows in Figure 2). No such 
pa� ern was found for the traditional 
autocompletion tool.

Problems with 
Privacy Nudges 
Given such problems, research-
ers have recently explored the 
use of privacy nudging to sup-
port privacy decisions. Carefully 
designed nudges make it easier for 
people to make the right choices 
without limiting their ability to 
choose freely. � e typical nudges 

privacy researchers explore are 
justi� cations, privacy seals, and 
default se� ings.

However, the nudges evaluated 
thus far have yielded disappoint-
ing results. Although they worked 
for some users, they le�  others 
una� ected or even dissatis� ed with 
the applied nudge. � e problem 
is that privacy nudges require the 
implementor to take an implicit 
stance on whether the nudge’s 
purpose is to increase or decrease 

disclosure. If we acknowledge that 
most users see privacy as a tradeo� , 
then we must conclude that uni-
versal privacy-protective nudges 
might actually threaten consumer 
autonomy. Instead, “smart nudges” 
should be implemented that align 
with the average user’s privacy 
preferences.

But what if the “average user’s 
privacy preferences” don’t exist? 
To wit, there’s ample evidence that 
people vary extensively in their 

Figure 1. Experimental location-sharing system. � e availability of the city and 
exact location options was manipulated among subjects.
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technologies thus face a dilemma: 
they want to enjoy the benefits that 
might result from sharing or disclos-
ing information, but they also fear its 
potential risks, such as experiencing 
identity theft or price discrimina-
tion, or leaving a negative impres-
sion. Most Internet users attempt 
to resolve this dilemma by making 
tradeoffs;1 for example, they might 
disclose some, but not all, of the 
information requested from them. 

Past research has shown that 
these privacy decisions are inher-
ently difficult, and people aren’t 
very good at them.2 So, how can we 
help users balance information dis-
closure’s benefits and risks so that 
they make good privacy decisions?

In this article, I make a case for 
user-tailored privacy, which models 
users’ privacy concerns and pro-
vides them with adaptive privacy 
decision support. Such an approach 

reconciles the need for extensive 
customizability with users’ lack of 
skill and motivation to manage their 
own privacy settings.

Notice and Consent’s 
Shortcomings 
Privacy experts have long advocated 
the practice of notice and consent: 
giving users comprehensive control 
over what data they want to share 
while providing them with informa-
tion about their decisions’ implica-
tions. Notice and consent are also 
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The idea is that at least some 
minimum level of control over—
and information about—a system’s 
privacy practices is necessary to 
engage in a risk–benefit tradeoff 
about one’s personal information. 
As such, advocates argue that notice 
and consent empower users to regu-
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However, recent research has 
shown that people aren’t always 
rational decision makers with 
regard to privacy, and fall prey to a 
fair number of situations or condi-
tions in which notice and consent 

not only don’t increase privacy 
but might also decrease it. Con-
sequently, several scholars have 
recently questioned the effective-
ness of the notice and consent 
paradigm.3,4

Context Effects
As with many decisions, users 
seem to have no fixed preference 
for privacy settings. Instead, their 
decisions depend on the other 
available options and, specifically, 
on their perception of the differ-
ences between these options. To 
demonstrate this context effect, we 
conducted a study in collaboration 
with Samsung Research in which 
users interacted with a mockup 
of a system that allowed them to 
share their location with friends, 
colleagues, and commercial enti-
ties (see Figure 1).5 Participants 
had four location-sharing options: 
nothing, city, city block, or exact 
location. We manipulated the pres-
ence of the city and exact location 
options between subjects. 

The results showed that when 
the city option was introduced, 
participants considered it a sub-
stitute for the subjectively closest 
remaining option. Thus, by mak-
ing this option subjectively closer 
to nothing or city block, sharing 
could be artificially increased or 
decreased, respectively.

Similarly, adding the exact loca-
tion option not only caused some 
participants to choose the exact 
location option rather than the city 
block option, but it also caused 
some to choose the city block 
option rather than nothing and 
city, because city block was now 
considered a compromise. In other 
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information disclosure behavior,1 
and that even for the same person, 
decisions depend on the context in 
which they’re made.7 Therefore, I 
argue that it would be better to tai-
lor nudges to users and their con-
text. But before we can do that, let’s 
map out the dimensions on which 
people differ in their information 
disclosure behavior.

Contextualization of 
Privacy Decisions 
Existing research has proposed a 
wide variety of contextual vari-
ables that influence users’ privacy 
decisions, including user demo-
graphics and characteristics, type 
of information requested, requester 
characteristics, time and place of 
request, and potential interactions 
among these variables. To use these 
contextual variables in user-tailored 
privacy, we developed several meth-
odologies for structuring the influ-
ence of these contextual parameters 
on disclosure.

Dimensionality of 
Privacy Behaviors
The first context-structuring meth-
odology comprises a statistical 
method for uncovering dimensions 
in disclosure behaviors (or privacy 
behaviors in general) and for clus-
tering people on these dimensions 
to create distinct privacy profiles.8 

This method uses exploratory and 
confirmatory factor analyses to 
discover the data’s inherent dimen-
sionality (that is, which behaviors 
are most strongly related). It then 
employs a series of factor mixture 
analyses to classify participants 
on these factors, thereby creat-
ing behavioral profiles. Finally, it 
provides mechanisms that relate 
behavioral dimensions to other 
factors (such as attitudes or demo-
graphics) and that test for signifi-
cant differences on these factors 
between profiles.

We’ve used this methodology 
to uncover disclosure behavior 
profiles in an app recommender 
study, a Facebook study, and an 
e-commerce study.8 We’ve also 
used the methodology to uncover 
broader privacy behavioral profiles 
in a study of users’ Facebook privacy 
practices, including disclosure.9 Fig-
ure 3 shows the behavioral dimen-
sions, which represent coherent 
privacy-regulating activities users 
can engage in, as well as six privacy 
profiles, which represent groups of 
users who share similar “scores” on 
these dimensions (that is, they’re 
likely to engage in each activity to a 
similar extent).

Clustering of Recipients
Another methodology involves cre-
ating privacy-relevant categorization 

of recipients. This approach starts 
with a long list of categories of 
recipients ranging from very 
generic (such as family, friends, 
and acquaintances) to very specific 
(such as older friends, family mem-
bers who live far way, and people 
I’ve lost contact with). It then tests 
whether users’ preferences for any 
pair of categories are sufficiently dif-
ferent from each other (discriminant 
validity), and whether the recipients 
within a category are sufficiently 
similar (convergent validity). When 
either discriminant or convergent 
validity is lacking, the method sug-
gests merging or splitting the catego-
ries, respectively.

User-Tailored Privacy 
User-tailored privacy leverages the 
contextualized understanding of 
users’ privacy behaviors to provide 
personalized privacy decision sup-
port. Broadly speaking, user-tailored 
privacy first predicts users’ privacy 
preferences and behaviors based on 
their known characteristics. It can 
then use these predictions in two 
ways. One is to provide automatic 
default settings, request orders, or 
suggestions in line with users’ dis-
closure profiles.10 The other is to 
provide justification-style nudges in 
situations where they’re needed, but 
only to users who can be expected 
to react favorably to them.11

I conducted a comprehensive 
evaluation of a demographics-based 
health recommender system that 
provides adaptive request orders.10 
In this system, users’ answers to 
demographic questions ranging 
from innocuous (for example, age 
and gender) to very sensitive (for 
example, debt, savings, and number 
of sexual partners) inform recom-
mendations for a healthy lifestyle. 
This system embodies the privacy 
personalization paradox: answer-
ing the demographic questions 
increases the recommendations’ 
quality but also constitutes a pri-
vacy threat.

Figure 2. Participants’ disclosure rate by website and information type for a traditional autocompletion 
tool (left) and an experimental tool with buttons to selectively “remove” information from the form (right).
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Not every answer is equally use-
ful to the recommender, so the sys-
tem asks the most useful questions 
first. However, if a question is so 
sensitive that users are unwilling to 
answer it, it’s not useful whatsoever. 
The system thus makes a tradeoff by 
prioritizing questions that are useful 
to the recommender but that don’t 
surpass a certain sensitivity thresh-
old. This threshold can either be 
static or be adapted to users’ privacy 
concerns on the fly (as indicated by 
their answering behavior).

The system in my experiment 
had three sections (see Figure 4). 
The middle section lists recom-
mendations that are dynamically 
selected based on a utility model. 
Users can click on a recommenda-
tion to learn more about it, and then 
decide whether to put it in one of 
the following “baskets” in the bot-
tom section: “I want to do this,” “I 
already do this,” or “I don’t want to 
do this.” The top section asks ques-
tions in a sequential order, and 
the users’ answers serve to update 
the utility model (and therefore 
the recommendations) continu-
ously; these updates are based on 
previously collected data that cor-
relates possible answers with user 

preferences. Users can skip ques-
tions they deem too sensitive or 
stop answering questions once 
they’re satisfied with the current 
recommendations. In the experi-
ment, I manipulated the order of 
the questions in the top section as 
follows: 

 ■ Most- or least-sensitive first: the 
questions were asked in order of 
either decreasing or increasing 
sensitivity.

 ■ Most useful first: the questions 
were asked in order from most to 
least useful.

 ■ Static tradeoff: questions with a 
sensitivity below a certain thresh-
old were asked starting with the 
most useful first; once these were 
depleted, the remaining questions 
were asked with the least sensitive 
first.

 ■ Adaptive request: same as static 
tradeoff, but the threshold 
was adapted to users’ previous 
disclosures.

The adaptive condition didn’t 
result in the hypothesized benefits, 
but the conditions that traded off 
usefulness and sensitivity did indeed 
improve the users’ experience. In 

particular, using a static tradeoff 
with a high sensitivity-to-usefulness 
threshold resulted in higher levels 
of trust and user satisfaction among 
participants with domain expertise 
or low privacy concerns. Moreover, 
the tradeoff and adaptive request 
orders resulted in better recommen-
dations than the most useful first 
condition because users answered 
more questions when the algo-
rithm avoided overly sensitive ques-
tions. As such, the study showed the 
promise of using automatic means 
to relieve some of the burden of 
controlling one’s privacy tradeoffs. 
Future improvements to the adap-
tive request order might make this 
fully adaptive version more accept-
able to users.

I nformation privacy law expert 
Daniel Solove argues that “there 

is no silver bullet, and so we must 
continue to engage in an elaborate 
dance with the tension between 
[privacy] self-management and 
paternalism.”4 User-tailored pri-
vacy aims to strike a balance 
between giving users no control 
over their privacy (a paternalis-
tic approach) and giving them full 

Figure 3. The six privacy profiles uncovered from a survey of Facebook users’ privacy practices.
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information disclosure behavior,1 
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validity is lacking, the method sug-
gests merging or splitting the catego-
ries, respectively.

User-Tailored Privacy 
User-tailored privacy leverages the 
contextualized understanding of 
users’ privacy behaviors to provide 
personalized privacy decision sup-
port. Broadly speaking, user-tailored 
privacy first predicts users’ privacy 
preferences and behaviors based on 
their known characteristics. It can 
then use these predictions in two 
ways. One is to provide automatic 
default settings, request orders, or 
suggestions in line with users’ dis-
closure profiles.10 The other is to 
provide justification-style nudges in 
situations where they’re needed, but 
only to users who can be expected 
to react favorably to them.11

I conducted a comprehensive 
evaluation of a demographics-based 
health recommender system that 
provides adaptive request orders.10 
In this system, users’ answers to 
demographic questions ranging 
from innocuous (for example, age 
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This system embodies the privacy 
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control and information. User-  
tailored privacy makes privacy 
decisions less burdensome by 
providing users with the right 
privacy-related information and 
the right amount of privacy control 
to be useful but not overwhelming 
or misleading. In this way, it realis-
tically empowers users by enabling 
them to make privacy-related deci-
sions within the limits of their 
bounded rationality. 
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OUT OF BAND

The recent Equifax data breach that revealed 
personal data on 145 million people—nearly 
half of the US adult population—has been a 
staple of the commercial media diet for several 

months. However, the important story lies deep below 
the crude facts reported in the headlines and requires 
considerable digging.

This security breach supposedly resulted from a 
known vulnerability in the Apache Struts server soft-
ware that had been announced in early March 2017 
by many of the major security-breach reporting sites. 
Technically speaking, the Struts parser had incorrect 
exception handling during � le uploads that created 
an attack vector through execute commands via the 
#cmd in content-type HTTP headers (nvd.nist.gov/vuln

/ d e t a i l / C V E -2 0 1 7- 5 6 3 8 # V u l n
ChangeHistoryDiv). According to 
former Equifax CEO Richard Smith’s 
3 October 2017 congressional tes-
timony, the company was noti� ed 
of the available patch on 8 March, 
and the following day an internal 
email was sent out—from whom 
he didn’t say—instructing the IT 
sta�  to apply the patch within 48 
hours (docs.house.gov/meetings/IF
/IF17/20171003/106455/HHRG-115
-IF17-Wstate-SmithR-20171003.pdf). 

Equifax apparently didn’t apply the patch until its on-
line dispute portal had been compromised three months 
later. Subsequently, Smith, along with the company’s 
CIO and CISO, were sent into forced retirement.1 In an 
all-too-familiar corporate scenario, Smith received a 
$90 million golden handshake that, according to Fortune 
magazine, averages “63 cents for every customer whose 
data was potentially exposed.”2 Three other Equifax ex-
ecutives sold $1.8 million in Equifax stock (about 10 per-
cent of their holdings) just prior to the company’s public 
noti� cation of the hack, so far without repercussion.3 I’m 
con� dent that these aren’t the kind of capitalistic prac-
tices that Adam Smith endorsed so con� dently.

This much has been widely reported. But the story just 
starts there. 

Equifax and the 
Latest Round of 
Identity Theft 
Roulette
Hal Berghel, University of Nevada, Las Vegas

The Equifax data breach has exposed nearly 

half of the US adult population to identity theft, 

but that’s not the real story.
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IDENTITY THEFT ROULETTE
Equifax has managed to distinguish 
itself notoriously in many ways, start-
ing with the sloppy oversight of the IT 
department that delayed patching the 
software in the � rst place. How many 
information security policies have you 
seen that recommend applying patches 
and hot � xes whenever you get around 
to it? Added to this was a � ve-week 
delay in reporting the data loss to the 
public—at this point, approximately 
six months after the announcement 
of the vulnerability and availability of 
the patch. Then Equifax outdid itself 
by creating an insecure, third-party 
complaint registration website that 
bungled the TLS certi� cate revocation 
check.4 But the icing on the cake was 
Equifax’s requirement that in order to 
sign up for their free one-year credit 
monitoring service—necessitated by a 
data breach resulting from their own 
incompetence—you had to agree to 
a forced arbitration clause, forfeiting 
your rights to sue the company for any 
harm you might su� er. After the pub-
lic, the attorney general of the State of 
New York, and Senator Sherrod Brown 
(D-OH) cried foul, Equifax rolled back 
the litigation waiver but only if you con-
tacted them in writing within 30 days.5

Sherrod spoke for everyone in observ-
ing, “It’s shameful that Equifax would 
take advantage of victims by forcing 
people to sign over their rights in order 
to get credit monitoring services they 
wouldn’t even need if Equifax hadn’t 
put them at risk in the � rst place.” 

Given the irresponsible manager-
ism that has overtaken the � nancial 
industry in the past 50 years (do the 
S&L crisis and Great Recession of 
2008 ring a bell?), perhaps Equifax’s 
behavior shouldn’t be surprising. The 
incident is also a stark reminder of 
how feckless federal regulations are 
in establishing sound corporate IT se-
curity practices. There’s little evidence 
of modern best practices in Equifax’s 

handling of this breach—from ignored 
patches to outsourcing the customer 
inquiry website to outsourcing the re-
mediation website to a third party that 
bungled TLS certi� cates.

But let’s peek further behind the cor-
porate veil. According to TechCrunch, 
former CEO Smith blamed the patch 
failure on some unnamed individual in 
IT.6 He told Congress that “the breach 
occurred because of both human error 
and technology failures,” but failed to 
mention the most likely culprit: poor 
corporate leadership, inconsistent 
managerial oversight, and a corporate 
culture that underemphasized the im-
portance of computing security and risk 

management. Whether this underem-
phasis was the result of unquali� ed per-
sonnel, inadequate security, IT budget 
cutbacks, or some other area of C-level 
irresponsibility has yet to be reported. 

But one thing is evident: a company 
with clear, established security pol-
icies built on industry best practices 
that has a trained and experienced 
security sta�  normally doesn’t ex-
perience a breach of this magnitude, 
and it most de� nitely doesn’t react 
this clumsily. Industry standard in-
formation security practices dealing 
with data classi� cation and reten-
tion, encryption, segregation of data 
assets, patching and update policy, 
incident response policy, and so forth 
have been codi� ed for several decades 
(for example, BSO7799-ISO17799, 
ISO27000 and ISO/IEC 27001, COBIT, 
FISCAM, PCI DSS). The SANS Institute 
has been o� ering classes in these areas 
for nearly 30 years. Where was the risk 

management o¥  cer in this case? How 
did the initial demand for, and quick 
removal of, an arbitration clause for 
credit monitoring in one week pass 
muster with the general counsel? 
What masqueraded for an informa-
tion security policy at Equifax? Where 
were the internal security checks? 

Even with the soundest security 
practices, not every data breach can 
be prevented. But there’s no excuse 
for a breach involving so much sen-
sitive personal data caused by failing 
to � x a known vulnerability with a 
ready-to-use patch. We’ve seen this kind 
of thing before—recall the 2012 South 
Carolina Department of Revenue hack, 

where incompetence reigned supreme 
at every level of state government7—
but never on this scale. The Equifax 
breach reveals just how much compa-
nies are willing to irresponsibly gamble 
with our personal information. 

RAMIFICATIONS AND 
PROGNOSTICATIONS
About � ve weeks after disclosing the 
data breach, Equifax lost a $7.25 mil-
lion IRS sole-source contract to provide 
antifraud prevention (the irony of this 
award shouldn’t be overlooked).8 On 
the positive side, the Government Ac-
countability O¥  ce (GAO) put the ki-
bosh on the contract with a company 
that didn’t deserve it and probably 
couldn’t implement it securely. On the 
negative side, the government’s sloppy 
due diligence was revealed in the re-
port of cancellation. The contract was 
originally o� ered to Experian for 10 
percent of Equifax’s bid, but Equifax 

The Equifax breach reveals just how much 
companies are willing to irresponsibly gamble 

with our personal information.
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magazine, averages “63 cents for every customer whose 
data was potentially exposed.”2 Three other Equifax ex-
ecutives sold $1.8 million in Equifax stock (about 10 per-
cent of their holdings) just prior to the company’s public 
noti� cation of the hack, so far without repercussion.3 I’m 
con� dent that these aren’t the kind of capitalistic prac-
tices that Adam Smith endorsed so con� dently.

This much has been widely reported. But the story just 
starts there. 

Equifax and the 
Latest Round of 
Identity Theft 
Roulette
Hal Berghel, University of Nevada, Las Vegas

The Equifax data breach has exposed nearly 

half of the US adult population to identity theft, 

but that’s not the real story.
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appealed the decision, and the IRS ini-
tially caved to the pressure. By mid-Oc-
tober 2017, following a storm of public 
and congressional protest, the GAO 
had finally had enough bad press over 
the Equifax contract and pulled the 
plug. But the GAO only took this action 
after it no longer feared reprisal from 
Equifax lawyers and lobbyists, not 
when Equifax contested the Experian 
award for a 900 percent cost increase. 
And as we now know, the IRS awarded 
the sole-source contract in the first 
place with dubious justification. 

The current wave of bipartisan polit-
ical opportunism to discredit Equifax 
is bothersome—not that the company 
doesn’t deserve it, mind you, but that 
the ruling elite withheld their criticism 
until the data breach provided them 
with political cover. (Likewise, no one 
said anything about Bernie Madoff’s 
Ponzi scheme until it became politi-
cally fashionable to bash him.) 

Equifax’s stock lost 30 percent of 
its value in the month following an-
nouncement of the breach9 but has since 
partly rebounded (secure.marketwatch 
.com/investing/stock/EFX). The com-
pany also faces hundreds of millions of 
dollars in fines, lawsuits, and regulatory 
costs, though one Wall Street analyst 
predicted that “we do not expect such 
expenses would be material to [Equi-
fax’s] financials.”10 But even if the com-
pany weathers the storm and is spared 
the well-deserved corporate death pen-
alty,11 it has lost all of its credibility. 
The ultimate cost to the citizen-victims 
might never be determined. The impact 
of the release of so much personally 
identifiable information (PII) on retire-
ment programs, the victims’ credit, fu-
ture voter registrations and the like is 
incalculable. Because of these potential 
consequences alone, it’s worthwhile 
identifying the real problem—and that 
has nothing to do, strictly speaking, 
with this data breach.

THE NEW LOCHNER ERA
The first 40 years of the 20th century 
are commonly called the Lochner Era 
by legal historians. Lochner v. New 

York was a 1905 Supreme Court case in 
which the five conservative justices in 
the majority applied the principle of 
substantive due process—extending 
the Fourteenth Amendment’s due pro-
cess clause to include the right to free-
dom of contract—to prevent the State 
of New York from regulating working 
hours for bakers. For the next four de-
cades, freedom of contract was a staple 
in SCOTUS decisions and the poster 
child for legislating by judiciary.

An analogous situation exists today 
in what I’ll call the Too Big to Fail Era. 
A major deflection point in this era be-
gan in 1999 under President Clinton 
with a memo by then US Deputy Attor-
ney General Eric Holder that discour-
aged federal prosecution of financial 
crimes when the accused institution is 
so large that its failure might damage 
the economy. Under the rubric of giv-
ing the judiciary greater prosecutorial 
and sentencing flexibility, Holder’s 
memo sent Wall Street the signal that 
larger corporations would enjoy special 
dispensation from the Justice Depart-
ment if only their misdeeds are large 
enough. The memo joined another 
Clinton-era policy shift, repeal of the 
Glass–Steagall Act, which ended the 
congressionally mandated separation 
of commercial and investment banking 
since 1933 and set the stage for the reck-
less corporate behavior that led to the 
2008 recession.12,13 More far-reaching 
was the enormous moral hazard that 
these two actions placed on the public 
and the economy.

The Equifax incident under review 
is just the latest manifestation of this 
moral hazard. The real problem is 
that the US has failed to deal effec-
tively with the ownership of personal 
information. There’s no right to pri-
vacy in our Constitution, and what 
little protection that may be derived 
is subsumed under the shadowy “pen-
umbra” alleged in 1965 by Supreme 
Court Justice William O. Douglas in 
his opinion in Griswold v. Connecticut. 
Although some constitutional right 
to privacy seemed evident to the other 
justices in the majority, there was no 

consensus on where the epicenter 
might be found in the Bill of Rights. 
Justices Byron White and John Mar-
shall Harlan II thought they saw it in 
the Fourteenth Amendment’s due pro-
cess clause; Justices Arthur Goldberg, 
William Brennan, and Chief Justice 
Earl Warren spotted it in the Ninth 
Amendment; and Justice Douglas per-
ceived emanations from the freedom 
of speech and association provisions 
of the First Amendment and the self- 
incrimination clause of the Fifth.14 

Most neoliberals and conservatives 
have never accepted a right to privacy in 
any interpretation of the Constitution—
literal, original, or otherwise. And so 
it is with the right to own personal in-
formation about ourselves. Equifax 
and the other credit reporting compa-
nies have taken advantage of this lack 
of right to ownership, and simply pur-
loined PII for their own business pur-
poses without risk. The procorporatists 
in politics are unyielding in their sup-
port of the rights of business over those 
of citizens. When you think about it, 
that’s always been the case in the US, 
but the digital age has made the situa-
tion much worse.

If harmful data breaches are to 
be stopped, we need to resurrect 
Glass–Steagall and once again hold 
corporations—regardless of how big 
they are—responsible for the collat-
eral damage that their activities pro-
duce. This could come in the form of a 
constitutional amendment that guar-
antees citizens a right to privacy (un-
likely), legislation that holds corpora-
tions financially responsible for direct 
and consequential damages to victims 
of their data breaches (also not likely—
the business lobbies and neoliberal 
politicians won’t stand for it), or legis-
lation that requires an expressed opt-in 
option by citizens for credit agencies, 
financial organizations, credit report-
ing companies, integrated marketing 
companies, information aggregators, 
nongovernmental agencies, and so 
on to retain PII about them in their 
databases. 

An opt-in requirement might have a 
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chance if Congress can catch the pro-
business lobbyists off guard and the 
discussion is timed to avoid the most 
pressing campaign finance demands. 
The trick would be to write the leg-
islation in such a way that takes ad-
vantage of an information taxonomy 
so that opt-in would mean different 
things in different contexts (Social 
Security numbers could only be used 
by the federal government and those 

organizations required to report fi-
nancial information, mother’s maiden 
name could never be required at any 
time, Medicare numbers could only be 
required by healthcare organizations, 
and so on). But in any of its possible 
incarnations, opt-in as I use the term 
would amount to credit services by 
subscription: if you don’t feel the need 
for a credit report, don’t opt-in. That 
would force lenders and creditors to 

actually practice what they preach: 
KYC (know your customers). In my 
own case, 100 percent of the accesses 
to my credit report in recent years 
were from companies who offered 
unsolicited credit. There’s no possible 
interpretation of the Constitution that 
guarantees unsolicited credit issuers a 
right to access our credit reports!

In short, until such time that we 
can turn care, custody, and control of 

<ALT>-FAQs>

In last month’s Out of Band column, I wrote in defense of 

science and scientific research.1 I pointed out that nonscience 

or antiscience has become weaponized in the last 50 years 

to support all manner of absurd ideologies, partisan poli-

cies, religious extremism, commercial interests, and so on. 

Occasionally, scientists inadvertently provide ammunition to 

the antiscience zealots. Such an occasion arose in the 15 May 

2015 issue of Physical Review Letters.2 In that issue, the good 

folks at CERN published a 33-page article on their work with 

the Large Hadron Collider. Based on this work, the authors pub-

lished their estimate of the mass of the Higgs boson—a mon-

umental achievement in physics to be sure, and one worthy of 

considerable recognition, but not in the form that they sought.

The problem is that the article has 5,154 coauthors.3 The 

first 9 pages describe the research, and the next 15 pages list 

the authors. Such hyperauthorship in science and engineering 

isn’t that unusual.4 Everyone familiar with large projects realize 

that the number of critical contributors can easily run into the 

thousands. For example, a recent genomics paper has more 

than 1,000 authors, and a 2015 Nature article on rare particle 

decays has 2,700 coauthors. The problem is that listing too 

many coauthors—by my count, the CERN article has 573 authors 

per page or around one author per word—opens a project, and 

indeed the scientific community at large, to ridicule from antag-

onists. Using the CERN article as an example, one can imagine 

headlines like these emanating from the faux news outlets:

 »  “How Many Scientists Does It Take to Write One Page of 

an Article? Answer: 573”

 » “Big Science Draws from the Government Pork Barrel 

Again—Each Scientist Contributed 1 Word in Recent Article”

 » “Academics Will Do Anything for Tenure: Recent 9-Page 

Physics Article Cites 5,000 Authors”

 » “Featherbedding in Science—5,000 Authors Listed on 

9-Page Report”

Antiscientists are on the continuous prowl for nits to pick in 

furtherance of their agenda. I illustrated that point in my Octo-

ber 2017 Out of Band column when I discussed the distorted 

criticisms of the Truthy project.5 Hyperauthorship provides just 

the right vehicle for detractors. While one might legitimately 

complain that the authors and publisher have blurred the 

distinction between the role of author and investigator, that’s 

not likely to be the complaint from the dark forces attacking 

science. A far better way of achieving the recognition would 

be to use a pseudonym for the authors, simply cite the name 

of the project(s), provide a link to an author list, or put the list 

on the journal website as critical contributors. By the way, the 

pseudonym approach effectively served a group of mathema-

ticians who collectively published under the name of Nicolas 

Bourbaki from the 1930s to this day (www.britannica.com 

/topic/Nicolas-Bourbaki)–many of whose works remain classic 

texts in set theory and mathematics.
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appealed the decision, and the IRS ini-
tially caved to the pressure. By mid-Oc-
tober 2017, following a storm of public 
and congressional protest, the GAO 
had finally had enough bad press over 
the Equifax contract and pulled the 
plug. But the GAO only took this action 
after it no longer feared reprisal from 
Equifax lawyers and lobbyists, not 
when Equifax contested the Experian 
award for a 900 percent cost increase. 
And as we now know, the IRS awarded 
the sole-source contract in the first 
place with dubious justification. 

The current wave of bipartisan polit-
ical opportunism to discredit Equifax 
is bothersome—not that the company 
doesn’t deserve it, mind you, but that 
the ruling elite withheld their criticism 
until the data breach provided them 
with political cover. (Likewise, no one 
said anything about Bernie Madoff’s 
Ponzi scheme until it became politi-
cally fashionable to bash him.) 

Equifax’s stock lost 30 percent of 
its value in the month following an-
nouncement of the breach9 but has since 
partly rebounded (secure.marketwatch 
.com/investing/stock/EFX). The com-
pany also faces hundreds of millions of 
dollars in fines, lawsuits, and regulatory 
costs, though one Wall Street analyst 
predicted that “we do not expect such 
expenses would be material to [Equi-
fax’s] financials.”10 But even if the com-
pany weathers the storm and is spared 
the well-deserved corporate death pen-
alty,11 it has lost all of its credibility. 
The ultimate cost to the citizen-victims 
might never be determined. The impact 
of the release of so much personally 
identifiable information (PII) on retire-
ment programs, the victims’ credit, fu-
ture voter registrations and the like is 
incalculable. Because of these potential 
consequences alone, it’s worthwhile 
identifying the real problem—and that 
has nothing to do, strictly speaking, 
with this data breach.

THE NEW LOCHNER ERA
The first 40 years of the 20th century 
are commonly called the Lochner Era 
by legal historians. Lochner v. New 

York was a 1905 Supreme Court case in 
which the five conservative justices in 
the majority applied the principle of 
substantive due process—extending 
the Fourteenth Amendment’s due pro-
cess clause to include the right to free-
dom of contract—to prevent the State 
of New York from regulating working 
hours for bakers. For the next four de-
cades, freedom of contract was a staple 
in SCOTUS decisions and the poster 
child for legislating by judiciary.

An analogous situation exists today 
in what I’ll call the Too Big to Fail Era. 
A major deflection point in this era be-
gan in 1999 under President Clinton 
with a memo by then US Deputy Attor-
ney General Eric Holder that discour-
aged federal prosecution of financial 
crimes when the accused institution is 
so large that its failure might damage 
the economy. Under the rubric of giv-
ing the judiciary greater prosecutorial 
and sentencing flexibility, Holder’s 
memo sent Wall Street the signal that 
larger corporations would enjoy special 
dispensation from the Justice Depart-
ment if only their misdeeds are large 
enough. The memo joined another 
Clinton-era policy shift, repeal of the 
Glass–Steagall Act, which ended the 
congressionally mandated separation 
of commercial and investment banking 
since 1933 and set the stage for the reck-
less corporate behavior that led to the 
2008 recession.12,13 More far-reaching 
was the enormous moral hazard that 
these two actions placed on the public 
and the economy.

The Equifax incident under review 
is just the latest manifestation of this 
moral hazard. The real problem is 
that the US has failed to deal effec-
tively with the ownership of personal 
information. There’s no right to pri-
vacy in our Constitution, and what 
little protection that may be derived 
is subsumed under the shadowy “pen-
umbra” alleged in 1965 by Supreme 
Court Justice William O. Douglas in 
his opinion in Griswold v. Connecticut. 
Although some constitutional right 
to privacy seemed evident to the other 
justices in the majority, there was no 

consensus on where the epicenter 
might be found in the Bill of Rights. 
Justices Byron White and John Mar-
shall Harlan II thought they saw it in 
the Fourteenth Amendment’s due pro-
cess clause; Justices Arthur Goldberg, 
William Brennan, and Chief Justice 
Earl Warren spotted it in the Ninth 
Amendment; and Justice Douglas per-
ceived emanations from the freedom 
of speech and association provisions 
of the First Amendment and the self- 
incrimination clause of the Fifth.14 

Most neoliberals and conservatives 
have never accepted a right to privacy in 
any interpretation of the Constitution—
literal, original, or otherwise. And so 
it is with the right to own personal in-
formation about ourselves. Equifax 
and the other credit reporting compa-
nies have taken advantage of this lack 
of right to ownership, and simply pur-
loined PII for their own business pur-
poses without risk. The procorporatists 
in politics are unyielding in their sup-
port of the rights of business over those 
of citizens. When you think about it, 
that’s always been the case in the US, 
but the digital age has made the situa-
tion much worse.

If harmful data breaches are to 
be stopped, we need to resurrect 
Glass–Steagall and once again hold 
corporations—regardless of how big 
they are—responsible for the collat-
eral damage that their activities pro-
duce. This could come in the form of a 
constitutional amendment that guar-
antees citizens a right to privacy (un-
likely), legislation that holds corpora-
tions financially responsible for direct 
and consequential damages to victims 
of their data breaches (also not likely—
the business lobbies and neoliberal 
politicians won’t stand for it), or legis-
lation that requires an expressed opt-in 
option by citizens for credit agencies, 
financial organizations, credit report-
ing companies, integrated marketing 
companies, information aggregators, 
nongovernmental agencies, and so 
on to retain PII about them in their 
databases. 

An opt-in requirement might have a 
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personal information over to the in-
dividuals to whom it relates, we’ll never 
be able to manage these data breaches. 
If we can’t muster the political might to 
do this, the next best alternative might 
be to create some sort of government- 
operated information commons for PII 
where access would be given to selected 
fields only with customer permission.15 
If the federal government aggregated 
all of its PII from such agencies as the 
Social Security Administration, the De-
partment of Homeland Security, and 
the IRS, as well as state and local gov-
ernments, it would already have such an 
information commons. I’m not recom-
mending this aggregation, but pointing 
out that much of the data already exists 
in government databases and if it’s a 
choice between trusting Equifax, Credit 
Card Solutions, Heartland Payment Sys-
tems, or one of the other companies in-
volved in massive data breaches on one 
hand, or some bureaucratic government 
agency on the other, I’ll take the bureau-
cratic government agency any day.

To illustrate my point, read the last 
two pages of Richard Smith’s previ-
ously cited congressional testimony, 
where he envisions a “new” paradigm 
for secure credit reporting services. 
His idea of pace-setting innovation is 
to actually allow consumers to con-
trol access to their credit records. Now 
that’s inspired thinking! But he ne-
glects to mention that customers had 
such control before companies like his 
began their Orwellian data collection 
and abusing Social Security numbers 
as candidate keys in their databases. 
Next, he suggests beginning a dia-
logue on replacing SSNs as the “touch-
stone” for identity verification. Well, 
that dialogue has been taking place 
for over 50 years, but Smith apparently 
wasn’t listening.16

The solution to massive data 
breaches isn’t to heed the rec-
ommendations of corporate 

executives who remain clueless as to 
the attendant risks of their business 
processes to the public, but to end the 

game of identity theft roulette and 
look instead to the technical commu-
nity for answers. 
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T he 2016 US presidential election sparked 
outcries of fraud and accusations of Rus-
sian hacking. The revelations continue 

these many months subsequent to events. Those 
claims have occurred with the backdrop of court 
challenges to redistricting, voter ID require-
ments, and access to polling places. We indeed 
live in interesting voting times.

The media news that many people relied on 
to make their decisions was manipulated by 
purposeful hackers, and that in itself was dis-
turbing. Until recently, there was no reason 
to suspect that the vote counting process was 
hacked, but recent news1 shows that it was not 
for lack of trying. Given the state of Internet and 
computer security practices, we can only expect 
more of the same.

This poses a huge problem for those who are 
responsible for elections’ integrity. Conduct-
ing an election, be it local or national, is in the 
hands of the many precinct workers across the 
nation. This large, distributed system (about 
185,000 polling places nationwide2) resists wide-
spread disruption through its size and diversity, 
but it’s an inefficient and costly solution. This 
must change, and the only future for elections 
is online voting from that ubiquitous device: the 
personal cellphone.

Given that there’s so much turmoil sur-
rounding elections, is this really the time to dis-
cuss online voting? There are good reasons to 
say “no.”3 There are serious security concerns 
with all online processes, and the prospect of an 
online election with invisible, undetected com-
promises is a sobering one. Nonetheless, online 
voting must and will be adopted, and this inevi-
tability paves the way to major changes in com-
puter security for the masses. In an editorial in 
The Washington Post,4 Bruce Schneier calls for 

action from the government to protect the vote 
because today’s haphazard system is vulnerable, 
if not actually compromised.

Efforts exist to define strong standards for 
voting systems,5 but most election officials are 
ignoring the fact that more and more of the elec-
tion process is being done with computers, and 
those computers are vulnerable to third-party 
corruption. Today’s systems aren’t secure, and 
protecting all computers used in elections will 
be expensive. That’s why it’s finally time to take 
computer security seriously and build an end-
to-end, secure voting system with secure mobile 
devices for the voters.

The security challenges for universal, online 
voting are large, but we have the technology. 
It’s time to step up to the task of building a vot-
ing system that everyone can use and everyone  
can trust.

Rooted in the Past
As voters, we value the privacy of our vote. 
Without that guarantee, vote coercion and vote 
selling could become serious problems, under-
mining the election’s integrity. We also value 
the openness of the voting process and opportu-
nity for the expression of the will of the people. 
Four amendments to the US Constitution are for 
the specific purpose of ensuring voting rights.

The implementation of the voting process, 
however, is determined by the states, and they 
control the actual processes of registering to 
vote and casting ballots, as well as providing 
voting locations.

States establish procedures for ensuring that 
only qualified citizens can register to vote, that 
registered voters can get a ballot, that each 
voter casts at most one ballot, that each ballot 
is counted, that the ballots remain secret, that 
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the outcome is announced publicly, 
and that some method for auditing 
the outcome is available. The respon-
sibility for implementing the process 
falls to local municipalities and pre-
cinct workers.

Implicit in our view of elections 
is the assumption that the outcome 
really does represent the choices of 
the qualified voters who cast ballots. 
We assume that it would be very dif-
ficult to change an outcome arrived 
at through malfeasance. In reality,  
we have no way of proving that an 
election is fair. Ballots can be lost or 
stolen, machines can malfunction, 
voters can present false documents, 
and registrars make mistakes about 
or illegally alter the voter rolls. How-
ever, we assume that such events are 
rare and that widespread collusion to 
corrupt the election process would be 
detected.

The usual procedures for conduct-
ing elections have evolved over the 
centuries, but some things remain 
quaintly rooted in old times. For 
example, elections are conducted on 
Tuesdays, giving people time to travel 
from home — where they might have 
attended religious services on Sun-
day — to a polling place that might be 
a day’s journey by horse and buggy. 
By some measures, the standard way 
of casting ballots is similarly archaic.

In many places today, especially 
in small municipal elections, people 
still use pencil and paper or paper 
punch ballots. In other places they 
use mechanical voting machines that 
seem like Rube Goldberg inventions. 
In recent years, federal grants for pur-
chasing computers that are specially 
designed for voting have resulted in 
the displacement of paper ballots at 
many polling places. Such machines 
might have aged past their useful life-
time and require a variety of repairs. 
An old way of voting, through mail-
in absentee ballots, has seen a resur-
gence as local governments try to 
cut down on the cost of running an 
election.

That cost is significant and the 
basis for contentious arguments about 
access to voting. How much do gov-
ernments spend for an election? It can 
vary from a few dollars per vote to as 
much as $100, depending on the local 
circumstances. By one estimate, each 
vote in the 2000 presidential election 
cost an average of $10.2 In addition to 
this, there’s the direct cost to the voter 
for transportation and lost time.

Cash-strapped municipalities have 
every reason cut down on costs, but 
most attempts to do this create prob-
lems for the voter. It’s difficult to 
estimate voter turnout in the months 
before an election, but these esti-
mates determine the number of polling 
places, ballots and/or voting machines, 
days of early voting, and so on. Under-
estimates are good from a financial 
management standpoint, but they 
result in long lines that disenfranchise 
voters who can’t afford to spend half a 
day waiting to vote.

From a financial and from a vot-
ers’ rights perspective, we need to 
move to universal, online voting. 
The question is, can we do this in a 
way that’s secure from interference?

Requirements and 
Technology
This is a computer age, a mobile device 
age, and an Internet age, and none 
of that was foreseen by the people 
who developed the voting processes 
in previous centuries. But, there are 
clever ways to meet all of the require-
ments for voting on the Internet with 
handheld computing devices.

To achieve secret ballots, voting 
procedures must divorce the voter’s 
identification from his cast vote, 
and the vote itself must be verifi-
able, unalterable, and nonreusable. 
The vote-counting procedure must 
assure that each vote is from a regis-
tered voter, that each voter’s actions 
result in only one vote, and that all 
votes are counted.

A secret vote implies two require-
ments. One is that the voting 

authorities can’t determine how an 
individual voted, but a less obvious 
requirement is noncoercion. This 
means that there’s no way for the 
voter to prove how he voted to a third 
party. The privacy of the voting booth 
has guaranteed this historically, but 
carrying this over to online vot-
ing poses some problems. Let’s note, 
though, that a cellphone camera can 
record a selfie of the voter and her 
ballot and the act of casting it, so the 
principle of noncoercion isn’t entirely 
satisfied by in-person voting today.

An election’s integrity is also 
ensured by using multiple people 
for each stage of the process. No one 
person can be left in charge of the 
votes, issue voter credentials, and 
so on. Only widespread, detectable 
collusion should have any chance  
of corrupting the process. With  
paper or mechanical systems, this 
requirement is only loosely achieved, 
because colluding poll workers can 
forge poll books and cast ballots 
with little chance of detection. We 
expect a modern system to provide 
greater assurances.

For a modern voting system, the 
algorithms and technology used to 
meet the requirements are homo-
morphic encryption schemes; cryp-
tographically safe storage of voter 
credentials; shared responsibility for 
public key parts; trusted computing 
modules; and a large, distributed 
infrastructure of secure servers. The 
security community needs to unite 
around a definition of security and 
open source software6 for the com-
puters used to run an election. A 
commodity Linux operating system 
running on a slice of a processor 
running in a computing cloud isn’t 
sufficient for this level of trust.

A democratic voting system can 
have no backdoors in the cryptogra-
phy, no golden keys, no emergency 
override. If it does, the election’s 
legitimacy will be called into ques-
tion. Even the NSA cannot keep soft-
ware in secrecy,7 so the government 



www.computer.org/computingedge 33

Secure Voting: A Call to Arms

SEPTEMBER/OCTOBER 2017 69

cannot be a trusted party in election 
software. For this reason, the software 
used for receiving and tallying votes 
can’t be proprietary. Nor can it be a 
monoculture with common depen-
dencies. We need multiple indepen-
dent, open source implementations 
of trusted voting software, built from 
the ground up.

A voter’s unique credentials 
can be contained on a personal 
computing device if they’re acces-
sible only to trusted software run-
ning in a trusted computing mode. 
Prior to voting, the user should go 
through a two-factor authentica-
tion sequence.

What about the voter who has 
no high-tech device or who doesn’t 
trust electronics? These voters can 
be accommodated by the technol-
ogy that’s gaining an increasingly 
large foothold today: the mail-in 
paper ballot. Insecure, coercible, and 
expensive to process, the mail-in 
ballot is widely accepted and even 
encouraged. Its only security advan-
tage is that it’s difficult to com-
promise the ballots on a wide scale 
without detection.

Trustworthy Computing
A trusted voting device needs a veri-
fied processor that runs only signed, 
open source code from trusted author-
ities, one of them being the election 
authority. While this processor is run-
ning, it must have exclusive access 
to the keyboard and display, and the 
software/firmware that provide the 
interface to those devices must be part 
of a protected code base.

Can we actually have trusted 
hardware running trusted software? 
Results to date have been mixed. The 
Trusted Computing Group (https: 
//trustedcomputinggroup.org) devel-
ops specifications for trusted 
computing solutions, and they’ve 
been able to agree on the defini-
tion for a Trusted Platform Module 
for cryptography. Trusted elec-
tions will definitely need trusted 

cryptographic modules, but there 
are many other trust requirements.

The hardware and software for 
trusted voting must be free from 
bugs, to start, and achieving that 
requires a level of testing and veri-
fication (both informal and formal) 
that’s rarely seen. Even if the system 
is secure, these systems need pub-
lic key technology for proving their 
authenticity and for protecting their 
data. The manufacturers have some-
times been the weak point in the 
chain of custody, and in at least one 
case, government hackers were able 
to gain access to the master key for 
billions of cellphone chips.8

Adding all this to commercial 
cellphones might cost less than the 
$10 currently spent by government 
on each vote in a presidential elec-
tion, and it would save the voter time 
and money.

If cellphone providers don’t want 
the complexity of supporting a trusted 
computing module to each phone, 
then the government could assume 
the cost of manufacturing the citi-
zen’s voting device for the 150 million 
voters in the US.

Cryptography
Surprisingly, the cryptography for 
online voting is really the least of the 
problems. The Helios voting system9 
has used El Gamal encryption,10 for 
example, to let voters create their 
private vote offline using public 
key technology and then upload it a 
vote server. The vote doesn’t contain 
the user’s identity, and the election 
trustees can decrypt it using the 
well-known public key pair assigned 
for the election.

El Gamal encryption is homomor-
phic in a way that allows the election 
trustees to mix the votes and obscure 
the voters’ cryptographically sealed 
vote. Nonetheless, once the trustees 
reveal the public key (after the polls 
have closed), anyone can audit the 
election, the votes remained uncon-
nected to the individual voters, and 

yet any individual voter can see that 
his vote was counted.

Implementations of Helios today 
rely on web browsers and SSL-pro-
tected password login to the election 
server, so they aren’t ready to take 
the burden of securing a national 
election. With trustworthy under-
pinnings, though, it might be one of 
several possible voting solutions.

Helios implementations aren’t 
coercion-free, but they have an 
interesting partial solution. A voter 
can vote multiple times until the 
election closes, and each vote super-
sedes previous votes. A coerced voter 
could vote as instructed and prove 
her vote to the coercer, and then 
change her vote at the last minute.

Much of the trust for running a 
fair election lies with the election 
officials, and that’s true for online 
elections as well. A centralized elec-
tion system won’t gain the trust of 
the nation. The distributed, diverse 
nature of vote receiving and tally-
ing must be part of an online sys-
tem, as well. This translates into two 
requirements:

• No single trustee for any polling 
station (that is, a server trusted to 
receive votes) must not be able to 
decrypt or change the votes. As 
with human systems, it should 
take several trustees to perform 
that decryption. By having a 
public key that’s broken into parts 
and distributed to the trustees, an 
election system can distribute the 
trust to several key holders. This 
method protects the DNS root key, 
and the key holders meet periodi-
cally for the signing process.11

• The vote collection must take 
place locally. Although computer 
servers collect the cryptographi-
cally protected votes, a hierarchi-
cal system similar to today’s local 
precinct polling places should be 
emulated. Each polling station 
computer will have several trust-
ees with public key parts.
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the outcome is announced publicly, 
and that some method for auditing 
the outcome is available. The respon-
sibility for implementing the process 
falls to local municipalities and pre-
cinct workers.

Implicit in our view of elections 
is the assumption that the outcome 
really does represent the choices of 
the qualified voters who cast ballots. 
We assume that it would be very dif-
ficult to change an outcome arrived 
at through malfeasance. In reality,  
we have no way of proving that an 
election is fair. Ballots can be lost or 
stolen, machines can malfunction, 
voters can present false documents, 
and registrars make mistakes about 
or illegally alter the voter rolls. How-
ever, we assume that such events are 
rare and that widespread collusion to 
corrupt the election process would be 
detected.

The usual procedures for conduct-
ing elections have evolved over the 
centuries, but some things remain 
quaintly rooted in old times. For 
example, elections are conducted on 
Tuesdays, giving people time to travel 
from home — where they might have 
attended religious services on Sun-
day — to a polling place that might be 
a day’s journey by horse and buggy. 
By some measures, the standard way 
of casting ballots is similarly archaic.

In many places today, especially 
in small municipal elections, people 
still use pencil and paper or paper 
punch ballots. In other places they 
use mechanical voting machines that 
seem like Rube Goldberg inventions. 
In recent years, federal grants for pur-
chasing computers that are specially 
designed for voting have resulted in 
the displacement of paper ballots at 
many polling places. Such machines 
might have aged past their useful life-
time and require a variety of repairs. 
An old way of voting, through mail-
in absentee ballots, has seen a resur-
gence as local governments try to 
cut down on the cost of running an 
election.

That cost is significant and the 
basis for contentious arguments about 
access to voting. How much do gov-
ernments spend for an election? It can 
vary from a few dollars per vote to as 
much as $100, depending on the local 
circumstances. By one estimate, each 
vote in the 2000 presidential election 
cost an average of $10.2 In addition to 
this, there’s the direct cost to the voter 
for transportation and lost time.

Cash-strapped municipalities have 
every reason cut down on costs, but 
most attempts to do this create prob-
lems for the voter. It’s difficult to 
estimate voter turnout in the months 
before an election, but these esti-
mates determine the number of polling 
places, ballots and/or voting machines, 
days of early voting, and so on. Under-
estimates are good from a financial 
management standpoint, but they 
result in long lines that disenfranchise 
voters who can’t afford to spend half a 
day waiting to vote.

From a financial and from a vot-
ers’ rights perspective, we need to 
move to universal, online voting. 
The question is, can we do this in a 
way that’s secure from interference?

Requirements and 
Technology
This is a computer age, a mobile device 
age, and an Internet age, and none 
of that was foreseen by the people 
who developed the voting processes 
in previous centuries. But, there are 
clever ways to meet all of the require-
ments for voting on the Internet with 
handheld computing devices.

To achieve secret ballots, voting 
procedures must divorce the voter’s 
identification from his cast vote, 
and the vote itself must be verifi-
able, unalterable, and nonreusable. 
The vote-counting procedure must 
assure that each vote is from a regis-
tered voter, that each voter’s actions 
result in only one vote, and that all 
votes are counted.

A secret vote implies two require-
ments. One is that the voting 

authorities can’t determine how an 
individual voted, but a less obvious 
requirement is noncoercion. This 
means that there’s no way for the 
voter to prove how he voted to a third 
party. The privacy of the voting booth 
has guaranteed this historically, but 
carrying this over to online vot-
ing poses some problems. Let’s note, 
though, that a cellphone camera can 
record a selfie of the voter and her 
ballot and the act of casting it, so the 
principle of noncoercion isn’t entirely 
satisfied by in-person voting today.

An election’s integrity is also 
ensured by using multiple people 
for each stage of the process. No one 
person can be left in charge of the 
votes, issue voter credentials, and 
so on. Only widespread, detectable 
collusion should have any chance  
of corrupting the process. With  
paper or mechanical systems, this 
requirement is only loosely achieved, 
because colluding poll workers can 
forge poll books and cast ballots 
with little chance of detection. We 
expect a modern system to provide 
greater assurances.

For a modern voting system, the 
algorithms and technology used to 
meet the requirements are homo-
morphic encryption schemes; cryp-
tographically safe storage of voter 
credentials; shared responsibility for 
public key parts; trusted computing 
modules; and a large, distributed 
infrastructure of secure servers. The 
security community needs to unite 
around a definition of security and 
open source software6 for the com-
puters used to run an election. A 
commodity Linux operating system 
running on a slice of a processor 
running in a computing cloud isn’t 
sufficient for this level of trust.

A democratic voting system can 
have no backdoors in the cryptogra-
phy, no golden keys, no emergency 
override. If it does, the election’s 
legitimacy will be called into ques-
tion. Even the NSA cannot keep soft-
ware in secrecy,7 so the government 
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How many servers are needed? 
It seems unreasonable and unnec-
essary to have 185,000 secure serv-
ers, as with polling stations today. 
If 10,000 servers were used, each 
handling 15,000 voters, the load and 
risk could be kept within reasonable 
operational bounds. Fielding 10,000 
ultrasecure servers is no minor task, 
but if our nation’s defense secrets 
are properly secured now, then you 
would guess that the technology 
exists.

All elections need an audit, and 
cryptographic elections have an 
advantage in that the results are 
open for independent tallying by 
anyone. Apps for participating in 
national vote counts might even 
become popular. But to build trust 
in the system, governments will 
need to survey voters, with some-
thing like exit polls, as a regular 
practice. If the survey doesn’t match 
the election’s outcome, or if voters 
can’t find their encoded votes in the 
results, then this should be evidence 
of problems with the vote. Today we 
don’t have these assurances, yet we 
tend to trust the election process. 
Again, as more and more of the pro-
cess moves to computers, we need to 
become more skeptical.

The Risks Are Great, but We 
Can Address Them
In comparing the risks of online pur-
chasing and banking to voting, Dave 
Jefferson states:

With Internet voting the danger is actu-
ally much worse because anyone on 
Earth, including foreign governments, 
could derive great benefit from tampering 
with US elections, especially since it is 
unlikely they will be caught or brought to 
justice. Online voting is thus a national 
security risk in a way that E-Commerce 
simply is not.5

Despite the fact that all the 
requirements for online voting can 
be met by cryptographic solutions, 

the most important gap is that we 
can’t guarantee the integrity of the 
software running on the devices 
used by voters and the devices used 
by election officials. It’s all too easy 
to cause widespread disruption by 
distributing malware to cellphones 
or to corrupt the servers that col-
lect the votes. Although any single 
part of an offline election could 
be subject to subversion, the total-
ity of the diverse pieces makes it 
difficult to cause more than small 
anomalies. As the saying goes “to 
really screw things up you need a 
computer,” and that’s terribly true 
about voting. There will be a day 
where everything must work reli-
ably and securely, but it’s a sad fact 
that a corrupted version of Apple’s 
IOS operating system could ruin an 
election in which a large fraction of 
the population used their iPhones 
to vote. You might also say, “to 
screw things up royally, you need 
an Internet.” and today’s Internet 
makes it possible for a small number 
of people to wreak havoc without 
geographic bounds. That leverage is 
unprecedented.

Even where the votes aren’t 
altered, an election could be invali-
dated by attacks against any of the 
electronic measures used in handling 
voters and their information (see www 
.vrsystems.com/products/vr-tower 
and a recent news article1). As an 
example, consider the attempt to get 
insider access to accounts at a com-
pany that produces software for elec-
tronic poll books:

Russian General Staff Main Intelligence 
Directorate actors … executed cyber 
espionage operations against a named 
US company in August 2016, evidently 
to obtain information on elections-
related software and hardware solutions. 
… The actors likely used data obtained 
from that operation to … launch a  
voter registration-themed spear-phishing 
campaign targeting US local government 
organizations.12

If this had succeeded, an attack 
against the election process might have 
been to cause all the software to shut-
down on election day, creating wide-
spread confusion, possibly shutting 
down thousands of polling stations, 
and thus denying hundreds of thou-
sands of people the opportunity to vote.

This sort of hacking is serious 
today, but in our universal online 
voting scenario, it could be used, for 
example, to cause election trustees to 
reveal or destroy the public keys that 
protect election integrity. The points 
of failure must be analyzed, debated, 
publicized, and addressed by secu-
rity experts and election practices.

Online elections must also sat-
isfy requirements for availability 
and reliability. Servers need to have 
hot backup, communication lines 
must be redundant, and cellphone 
service must be carefully monitored 
on election day. All this might seem 
expensive, but compared to the over-
head of running a traditional polling 
place, it’s cheap and probably more 
reliable. Polling places today can 
suffer power outages, fires, false fire 
alarms, voting machine failures, and 
unexpected delays in traffic or voter 
lines. Relieving voters of these dis-
ruptions will probably increase voter 
participation overall.

T he attacks on national elections 
that have come to light recently 

show that our complacency and trust 
in the election process should be re-
examined. It’s not a simple matter 
to protect the voting system, but if 
we believe that our form of govern-
ment depends on it, then the effort 
is as important as, say, the interstate 
highway system.

We have nearly 60 years of com-
puter and network security research 
and practice to draw on, and if that 
can’t pull us out of the horse-and-
buggy voting methods, then we have 
little hope for any other kind of secure 
system. 
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How many servers are needed? 
It seems unreasonable and unnec-
essary to have 185,000 secure serv-
ers, as with polling stations today. 
If 10,000 servers were used, each 
handling 15,000 voters, the load and 
risk could be kept within reasonable 
operational bounds. Fielding 10,000 
ultrasecure servers is no minor task, 
but if our nation’s defense secrets 
are properly secured now, then you 
would guess that the technology 
exists.

All elections need an audit, and 
cryptographic elections have an 
advantage in that the results are 
open for independent tallying by 
anyone. Apps for participating in 
national vote counts might even 
become popular. But to build trust 
in the system, governments will 
need to survey voters, with some-
thing like exit polls, as a regular 
practice. If the survey doesn’t match 
the election’s outcome, or if voters 
can’t find their encoded votes in the 
results, then this should be evidence 
of problems with the vote. Today we 
don’t have these assurances, yet we 
tend to trust the election process. 
Again, as more and more of the pro-
cess moves to computers, we need to 
become more skeptical.

The Risks Are Great, but We 
Can Address Them
In comparing the risks of online pur-
chasing and banking to voting, Dave 
Jefferson states:

With Internet voting the danger is actu-
ally much worse because anyone on 
Earth, including foreign governments, 
could derive great benefit from tampering 
with US elections, especially since it is 
unlikely they will be caught or brought to 
justice. Online voting is thus a national 
security risk in a way that E-Commerce 
simply is not.5

Despite the fact that all the 
requirements for online voting can 
be met by cryptographic solutions, 

the most important gap is that we 
can’t guarantee the integrity of the 
software running on the devices 
used by voters and the devices used 
by election officials. It’s all too easy 
to cause widespread disruption by 
distributing malware to cellphones 
or to corrupt the servers that col-
lect the votes. Although any single 
part of an offline election could 
be subject to subversion, the total-
ity of the diverse pieces makes it 
difficult to cause more than small 
anomalies. As the saying goes “to 
really screw things up you need a 
computer,” and that’s terribly true 
about voting. There will be a day 
where everything must work reli-
ably and securely, but it’s a sad fact 
that a corrupted version of Apple’s 
IOS operating system could ruin an 
election in which a large fraction of 
the population used their iPhones 
to vote. You might also say, “to 
screw things up royally, you need 
an Internet.” and today’s Internet 
makes it possible for a small number 
of people to wreak havoc without 
geographic bounds. That leverage is 
unprecedented.

Even where the votes aren’t 
altered, an election could be invali-
dated by attacks against any of the 
electronic measures used in handling 
voters and their information (see www 
.vrsystems.com/products/vr-tower 
and a recent news article1). As an 
example, consider the attempt to get 
insider access to accounts at a com-
pany that produces software for elec-
tronic poll books:

Russian General Staff Main Intelligence 
Directorate actors … executed cyber 
espionage operations against a named 
US company in August 2016, evidently 
to obtain information on elections-
related software and hardware solutions. 
… The actors likely used data obtained 
from that operation to … launch a  
voter registration-themed spear-phishing 
campaign targeting US local government 
organizations.12

If this had succeeded, an attack 
against the election process might have 
been to cause all the software to shut-
down on election day, creating wide-
spread confusion, possibly shutting 
down thousands of polling stations, 
and thus denying hundreds of thou-
sands of people the opportunity to vote.

This sort of hacking is serious 
today, but in our universal online 
voting scenario, it could be used, for 
example, to cause election trustees to 
reveal or destroy the public keys that 
protect election integrity. The points 
of failure must be analyzed, debated, 
publicized, and addressed by secu-
rity experts and election practices.

Online elections must also sat-
isfy requirements for availability 
and reliability. Servers need to have 
hot backup, communication lines 
must be redundant, and cellphone 
service must be carefully monitored 
on election day. All this might seem 
expensive, but compared to the over-
head of running a traditional polling 
place, it’s cheap and probably more 
reliable. Polling places today can 
suffer power outages, fires, false fire 
alarms, voting machine failures, and 
unexpected delays in traffic or voter 
lines. Relieving voters of these dis-
ruptions will probably increase voter 
participation overall.

T he attacks on national elections 
that have come to light recently 

show that our complacency and trust 
in the election process should be re-
examined. It’s not a simple matter 
to protect the voting system, but if 
we believe that our form of govern-
ment depends on it, then the effort 
is as important as, say, the interstate 
highway system.

We have nearly 60 years of com-
puter and network security research 
and practice to draw on, and if that 
can’t pull us out of the horse-and-
buggy voting methods, then we have 
little hope for any other kind of secure 
system. 
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VPKI Hits the 
Highway
Secure Communication 
for the Connected  
Vehicle Program

T
his article presents a con-
densed account of the 
10-year effort to devel-
op and deploy vehicular 

public-key infrastructure (VPKI) as  
a security infrastructure for vehi-
cle-to-vehicle (V2V) and vehicle-
to-infrastructure (V2I) intelligent 
transportations systems (ITS). 
Most conversations about future 
generations of connected vehicles 
and ITS begin with a litany of sta-
tistics for crash avoidance and im-
proving road and driver safety:

Connected vehicle safety appli-
cations could potentially prevent 
25,000 to 592,000 crashes, save 
49 to 1,083 lives, avoid 11,000 
to 270,000 Maximum Abbrevi-
ated Injury Scale (MAIS) 1–5 
injuries, and reduce 31,000 to 
728,000 property-damage-only 
crashes annually.1

Realizing these kinds of safety 
improvements for the ITS smart 
highway requires national-level ar-
chitecture and technologies (http://
itsarch.iteris.com/itsarch/). When 
you look “under the hood” at cur-

rent US Department of Trans-
portation (USDOT) Connected 
Vehicle pilot programs—VPKI as 
an industry proof of concept and 
academic topic—the design of this 
secure communication solution 
has many branches:

•	 security for ITS automotive sys-
tems (smart highways);

•	 threat vectors and car hacking;
•	 the complexity and sophistica-

tion of a security standard (IEEE 
1609 Wireless Access in Vehicu-
lar Environments, or WAVE, 
standards);

•	 encryption research (elliptic curve 
cryptography, butterfly keys, and 
so on);

•	 privacy impacts and mitigations; 
and

•	 the complexity and scalability 
of VPKI—the USDOT Security 
Credential Management Sys-
tem (SCMS) Proof of Concept is 
550 pages! (See www.its.dot.gov/
pilots/pdf/SCMS_POC_EE_ 
Requirements.pdf.)

As a practitioner, writer, and 
sometime educator in the field 

of vehicular networks, I am here 
to report on the use of VPKI for 
the USDOT Connected Vehicle 
Pilot Deployment Program, now 
in the design and deployment 
phase (www.its.dot.gov/pilots). 
A 2014 Federal Register solicitation 
described an SCMS designed as a 
VPKI system to provide a secure 
communication system for three 
national Connected Vehicle trans-
portation testbeds—the Wyoming 
I-80 corridor, New York City, and 
the downtown Tampa Hillsborough 
Expressway Authority (THEA):

Pilot deployments shall make 
appropriate use of the latest ITS 
standards for trusted informa-
tion exchange. Pilot sites will 
be expected to connect to an 
SCMS. The SCMS encompasses 
all technical, organizational, and 
operational aspects of the V2V 
security system that are needed to 
support trusted, safe/secure V2V 
communications and to protect 
driver privacy appropriately.2

Only a few years ago (2011), I 
was a contributing author to the 

Tim Weil, SCRAM Systems
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seminal paper, “Vehicular Net-
working: A Survey and Tutorial 
on Requirements, Architectures, 
Challenges, Standards, and So-
lutions” for IEEE Communications 
Surveys & Tutorials.3 At the time of 
that study, Dedicated Short-Range 
Communication (DSRC; IEEE 
802.11p) seemed like the only 
game in town, and research was 
focused on prototypes and trials 
for the WAVE protocol stack.4 For 
US-based programs, the Connect-
ed Vehicle pilot programs were 
still emerging, and much of the 
research had developed from the 
earlier USDOT Vehicular Infra-
structure Integration (VII)/Intelli-
drive programs. Fast-forward five 
years to a 2015 Wall Street Journal 
article, “Automakers Tackle the 
Massive Security Challenges of 
Connected Vehicles,” and the vali-
dation that SCMS in the automo-
tive industry presents large-scale 
challenges and opportunities:

During the first year that new ve-
hicles are equipped with com-
munications technology, the 
security credential management 
system (SCMS) will only need to 
scale to a few million equipped 
vehicles. That will require 
roughly 30 high-end servers 
and is comparable to the scale 

of existing IT systems. But 25 
years after connected cars are 
mandated, there will be roughly 
300 million equipped vehicles on 
the road, according to an August 
2014 NHTSA report.[1] “When 
it is fully operational, this PKI 
system will be the largest in the 
world in terms of the number of 
certificates generated per year 
and the number of equipped de-
vices,” [says] Dr. Mike Shulman 
(technical leader in Ford’s Active 
Safety Research Department).5

What makes this activity excit-
ing is the convergence of govern-
ment, industry, and academia in 
bringing the promise of vehicular 
networks as ITS into the reality of 
the 21st century.

VPKI Principles: 
Contributions in Research
At the 2007 IEEE GLOBECOM  
Symposium on WAVE, Tao Zhang 
(then with Telcordia) presented 
his vision on “Technologies for 
Privacy Preserving Vehicular 
Communications for VII” to ex-
amine basic VPKI challenges and 
solutions, including

•	which certificates to use and how,
•	how to determine which certifi-

cate should be revoked,

•	how to replace an expired or re-
voked certificate (rekey),

•	how to distribute certificate re-
vocation lists to vehicles,

•	how to determine which certifi-
cate requests should be accept-
ed or rejected, and

•	how to eliminate any single en-
tity with sufficient information 
for vehicle tracing.

For the USDOT VII/Intellidrive 
program (2006–2009), Telcordia, in 
partnership with Raytheon, Booz 
Allen, and USDOT, developed a 
prototype certificate authority (CA) 
manager component to the VII 
program (see Figure 1 based on the 
emerging WAVE security standard 
(IEEE 1609.2; http://ieeexplore.ieee.
org/document/7426684).

As a project manager, I was 
given the job of making sure it 
all worked. Our efforts generated 
a significant volume of report-
ing that validated the operability 
of this privacy-preserving VPKI 
solution based on IEEE 1609.2 in 
conjunction with field trials using 
on-board equipment (OBE), road-
side units (RSUs), and digitally 
signed application, safety, and low-
level system messages.6

As an occasional contributor 
to the IEEE Working Groups on 
WAVE standards, I later developed 
a series of IEEE GLOBECOM 
seminars (from 2007 to 2009) on 
the topics of WAVE security and 
providing secure communication 
of managed services. In conjunc-
tion with Luca Delgrossi (Mer-
cedes Benz R&D), Zhang (now 
with Cisco) went on to publish 
Vehicle Safety Communications: 
Prot o c o l s , Security, and Privacy,7 
with significant research in VPKI 
addressing many of the topics he 
presented back in 2007—includ-
ing cryptographic mechanisms, 
PKI for vehicular networks, pri-
vacy protection with shared cer-
tificates, and IEEE 1609.2 security 
services.

Figure 1. Vehicular public-key infrastructure (VPKI) certificate authority (CA) model.
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The Road to SCMS
In 2006, USDOT joined together 
with a partnership of automotive 
manufacturers, the Crash Avoidance 
Metrics Partnership (CAMP), to de-
velop and test prototype V2V safety 
applications (CAMP includes Ford, 
General Motors, Honda, Hyundai-
Kia, Volkswagen, Mercedes-Benz, 
and Toyota). At that time, the over-
arching goal was to determine 
whether this technology would work 
better than existing vehicle-based 
safety systems, such as adaptive 
cruise control, to address imminent 
crash scenarios. The CAMP consor-
tium continued to oversee work on 
the SCMS/VPKI security infrastruc-
ture through the 2013 Connected 
Vehicle Safety Pilot.

Coincident to the VPKI re-
search of that era (federal and aca-
demic articles on vehicular ad hoc 
networks and PKI), a formal model 

of the SCMS system (Figure 2) 
was developed by USDOT part-
ner Security Innovations (www.
securityinnovation.com/products/ 
aerolink/automotive-v2v-resources)  
in what would become the Con-
nected Vehicle Safety Pilot pro-
gram (www.its.dot.gov/pilots/pdf/ 
TechAssistWebinar_Template_ 
SCMSIIv4.pdf).8,9

Beginning in 2014 with the 
Connected Vehicle Safety Pilot 
program in Michigan,10 USDOT 
began supporting, contracting, 
and deploying the SCMS as the de 
facto security infrastructure solu-
tion. As noted in the 2014 National 
Highway Traffic Safety Adminis-
tration (NHTSA) report, Vehicle-to-
Vehicle Communications: Readiness of 
V2V Technology for Application,

Eleven years of research (that is, 
examination of different se-

curity approaches, technical 
architecture and configuration 
decisions, testing of prototypes, 
and development of an opera-
tional and organizational structure) 
have resulted in the current secu-
rity design concept for a V2V sys-
tem (SCMS). Between 2015 and 
2016, CAMP worked in support of 
the Department of Transportation 
(DoT) to create a proof-of-concept 
SCMS. The CAMP team includ-
ed a number of subcontractors. 
Green Hills Software was respon-
sible for developing the system, 
while Security Innovation pro-
vided protocol-level support to ma-
ture the IEEE 1609.2 specification. 
Leidos provided independent 
test and evaluation of the system, 
including functional and security 
testing. The proof-of-concept was 
successfully developed and ready 
for use in pilot deployments.1

Figure 2. Security credential management system deployment model (see http://tinyurl.com/jozqn4l).
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seminal paper, “Vehicular Net-
working: A Survey and Tutorial 
on Requirements, Architectures, 
Challenges, Standards, and So-
lutions” for IEEE Communications 
Surveys & Tutorials.3 At the time of 
that study, Dedicated Short-Range 
Communication (DSRC; IEEE 
802.11p) seemed like the only 
game in town, and research was 
focused on prototypes and trials 
for the WAVE protocol stack.4 For 
US-based programs, the Connect-
ed Vehicle pilot programs were 
still emerging, and much of the 
research had developed from the 
earlier USDOT Vehicular Infra-
structure Integration (VII)/Intelli-
drive programs. Fast-forward five 
years to a 2015 Wall Street Journal 
article, “Automakers Tackle the 
Massive Security Challenges of 
Connected Vehicles,” and the vali-
dation that SCMS in the automo-
tive industry presents large-scale 
challenges and opportunities:

During the first year that new ve-
hicles are equipped with com-
munications technology, the 
security credential management 
system (SCMS) will only need to 
scale to a few million equipped 
vehicles. That will require 
roughly 30 high-end servers 
and is comparable to the scale 

of existing IT systems. But 25 
years after connected cars are 
mandated, there will be roughly 
300 million equipped vehicles on 
the road, according to an August 
2014 NHTSA report.[1] “When 
it is fully operational, this PKI 
system will be the largest in the 
world in terms of the number of 
certificates generated per year 
and the number of equipped de-
vices,” [says] Dr. Mike Shulman 
(technical leader in Ford’s Active 
Safety Research Department).5

What makes this activity excit-
ing is the convergence of govern-
ment, industry, and academia in 
bringing the promise of vehicular 
networks as ITS into the reality of 
the 21st century.

VPKI Principles: 
Contributions in Research
At the 2007 IEEE GLOBECOM  
Symposium on WAVE, Tao Zhang 
(then with Telcordia) presented 
his vision on “Technologies for 
Privacy Preserving Vehicular 
Communications for VII” to ex-
amine basic VPKI challenges and 
solutions, including

•	which certificates to use and how,
•	how to determine which certifi-

cate should be revoked,

•	how to replace an expired or re-
voked certificate (rekey),

•	how to distribute certificate re-
vocation lists to vehicles,

•	how to determine which certifi-
cate requests should be accept-
ed or rejected, and

•	how to eliminate any single en-
tity with sufficient information 
for vehicle tracing.

For the USDOT VII/Intellidrive 
program (2006–2009), Telcordia, in 
partnership with Raytheon, Booz 
Allen, and USDOT, developed a 
prototype certificate authority (CA) 
manager component to the VII 
program (see Figure 1 based on the 
emerging WAVE security standard 
(IEEE 1609.2; http://ieeexplore.ieee.
org/document/7426684).

As a project manager, I was 
given the job of making sure it 
all worked. Our efforts generated 
a significant volume of report-
ing that validated the operability 
of this privacy-preserving VPKI 
solution based on IEEE 1609.2 in 
conjunction with field trials using 
on-board equipment (OBE), road-
side units (RSUs), and digitally 
signed application, safety, and low-
level system messages.6

As an occasional contributor 
to the IEEE Working Groups on 
WAVE standards, I later developed 
a series of IEEE GLOBECOM 
seminars (from 2007 to 2009) on 
the topics of WAVE security and 
providing secure communication 
of managed services. In conjunc-
tion with Luca Delgrossi (Mer-
cedes Benz R&D), Zhang (now 
with Cisco) went on to publish 
Vehicle Safety Communications: 
Prot o c o l s , Security, and Privacy,7 
with significant research in VPKI 
addressing many of the topics he 
presented back in 2007—includ-
ing cryptographic mechanisms, 
PKI for vehicular networks, pri-
vacy protection with shared cer-
tificates, and IEEE 1609.2 security 
services.

Figure 1. Vehicular public-key infrastructure (VPKI) certificate authority (CA) model.
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Since the 2014 USDOT Safety 
Pilot, aftermarket safety device 
(ASD) manufacturers who have 
developed SCMS PKI technology 
include companies such as Thales 
Security for Connected Vehicles11 
and Leidos (http://modot.org/
team/2015/documents/02Connect
edVehicles_000.pdf), both of which 
have partnered with USDOT on 
this SCMS VPKI solution. In 2016, 
Green Hills began offering a man-
aged V2X cert i f icate solution  
(http://finance.yahoo.com/news/
integrity-security-services-delivers 
-certificates-213400792.html).

Secure Communication for 
the Connected Vehicle Pilot
The complexity and requirements 
of the VPKI systems developed for 
the current Connected Vehicle Pi-
lot go well beyond the scope of this 
article. A good summary of SCMS 
functionality is given in a recently 
published Cloud Security Alliance 
white paper on “Observations and 
Recommendations on Connected 
Vehicle Security” (available via 
http://bit.ly/2hkZf1Q):

SCMS is a tailored public-key 
infrastructure (PKI) that is de-
signed to provision PKI certificates 
to vehicles and infrastructure. The 
tailoring of the SCMS is focused 
on implementing robust privacy 
controls that guard against both 

message manipulation and casual 
tracking of vehicles (and by exten-
sion their owners) by outsiders. 
This includes tracking by poten-
tially rogue insiders that operate 
components of the SCMS itself 
(for example, the insider threat). 
The SCMS employs compo-
nents such as location obscurer 
proxies (LOPs) that shield vehicle 
identities from PKI components 
and by extension operators. Vehi-
cles themselves employ a concept 
of rotating certificates taken from 
a pool, and then used to digitally 
sign messages.

In the USDOT briefing, “Prepar-
ing a Security Operational Concept 
for Connected Vehicle Deploy-
ments” (http://bit.ly/2gugD84), 
specific certificate types to be test-
ed were given (see Table 1).

In the current Connected Ve-
hicle Pilot, the SCMS use cases 
to be trialed and some of the test 
criteria include the following: 

•	 Bootstrapping of an OBU/ASD device. 
This involves initializing and en-
rolling an OBU/ASD device with 
SCMS certificates, and prevent-
ing the SCMS from issuing cer-
tificates to unauthorized devices.

•	 Provisioning of certificates. These in-
clude pseudonym certificates 
issued by in-vehicle devices trans-
mitting basic safety messages; 

pseudonym certificate requests 
for devices requesting ECC But-
terfly Seed Pairs and start/end 
times for certs; application cer-
tificates issued by devices trans-
mitting infrastructure messages 
(Traveler Information Message, 
Signal Phase and Timing, Map-
Data, and so on; see www.sae. 
org/events/ces/2016/at tend /
program/presentations/misener. 
pdf); and the creation and verifi-
cation of digital signatures for ap-
plication message signing.

•	Misbehavior detection. This in-
volves bad actor detection and re-
porting; and Location Obscurer 
Proxy (LOP) and Global Detec-
tion System (GDS) SCMS misbe-
havior components.

•	Certificate revocation list (CRL) dis-
tribution. This requires the CRL 
request and response with the 
most current CRL; it allows a 
maximum of 10,000 CRL en-
tries (40 bytes each).

GLOBECOM 2015:  
Tie-In to Future Trends
With more than 10 years of devel-
opment and research, VPKI could 
one day “hit the highway” as a vi-
able solution for secure vehicular 
communications. Alternatively, 
through the rearview mirror of 
the technology industrial age, 
VPKI might be seen as the first 
generation of secure communica-
tions for ITS (vehicular networks). 
Who knows? I’m glad to have a seat 
at the table watching these sophis-
ticated (and complicated) solu-
tions evolve.

Recently, I had the opportunity to 
moderate a Vehicular Networks In-
dustry Workshop at IEEE GLOBE-
COM 2015, surveying current 
opportunities and challenges with 
vehicular networks. Presentations 
described the near-term oppor-
tunities for deployment, not only 
with DSRC but also with evolving 
concepts in Long-Term Evolution 
(LTE) and spectrum sharing across 

Table 1. Certificate types for testing.

Issued to Certificate name Purpose

OBu*/AsD enrollment initializes the OBu to allow  
communication with the scMs

OBu/AsD Pseudonym used to sign all basic safety messages 
generated by an OBu

OBu Authorization used to identify public sector vehicles  
for specific apps

rsu enrollment initializes the rsu to allow  
communication with scMs

rsu Application used to sign messages generated  
by the rsu

*OBU: onboard unit; ASD: aftermarket safety device; RSU: roadside unit; SCMS: 
Security Credential Management System
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unlicensed technologies, up to and 
including 5G. Other topics included 
network security and privacy is-
sues, current research in network 
simulation, vehicular cloud com-
puting, and vehicle telematics.

The challenges and oppor-
tunities for security archi-
tectures in this field remain 

(as Zhang suggested) beyond “the 
firewall garden” and are heading 
quickly toward a model based on 
ubiquitous communication struc-
tures as presented by the Internet 
of Things. An excellent discussion 
on this topic is the research on 
“The Fog Computing Paradigm: 
Scenarios and Security Issues,”12

which analyzes threats and defens-
es in a mixed-mode vehicular net-
work communication system. 
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FinTechSec: Addressing the Security 
Challenges of Digital Financial Services
Patrick Traynor, Kevin Butler, and Jasmine Bowers | University of Florida
Bradley Reaves | North Carolina State University

Y ou probably don’t think about 
traditional banking very often. 

Many of us would be hard-pressed 
to say why we picked one financial 
institution over another—it could be 
one that partners with an alma mater, 
one used by friends and neighbors, 
or simply the one closest to home. 
Most important, most of us also have 
options and could easily take our 
business (and our money) down the 
street to another institution should 
we fail to receive the terms, service, 
and security we feel necessary to 
grow and protect our assets.

Now that we have you thinking 
about traditional banking, it’s easy to 
begin enumerating the many things 
it enables: our employers electroni-
cally deposit our paychecks (and 
they become immediately available), 
we make payments using credit and 
debit cards (reducing the need to 
physically carry and protect cash), 
and we even have an array of protec-
tions against fraud. This infrastruc-
ture extends far beyond national 
borders and is now so pervasive in 
the developed world that travelers 
think nothing of withdrawing money 
at foreign ATMs. In short, traditional 
banking makes payments (and most 
of the challenges around it) largely 
frictionless to the consumer.

It would be easy to assume that 
everyone has access to traditional 
banking given its seeming ubiquity. 
Unfortunately, that assumption is 
simply wrong.

Billions around the world lack 
access to even the most basic 

banking services for many reasons. 
Many simply lack physical access. 
Even more lack the ability to main-
tain the relatively high minimum 
balances required by traditional 
financial institutions. The practical 
impacts are significant. In the US 
alone, only 68 percent of homes 
were “fully banked” in 2015, mean-
ing that the remaining 32 percent 
required the use of so-called “alter-
native financial services” including 
check cashing and payday loans.1 
Worldwide, some two billion peo-
ple remain unbanked.

The lack of basic banking ser-
vices makes tasks most of us take for 
granted, such as saving, electronic 
payment, and short-term loans, 

essentially out of reach for huge 
portions of the population. Tech-
nology might provide a real path to 
so-called financial inclusion; how-
ever, as our research shows, secu-
rity and privacy remain significant 
impediments to future progress in 
this space.

Our goal in this article is to dis-
cuss our experience in securing 
mobile money, a digital financial 
system that uses mobile phones to 
transfer currency without the need 
for a bank. Our efforts began in 
2011 and have resulted in extensive 
collaboration with organizations 
including the US Department of 
State, the International Telecommu-
nications Union (ITU), the GSM 
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Association (GSMA), the World 
Bank, and many individual pro-
viders and vendors. These trans-
formative systems have already 
demonstrated the power to raise 
populations out of poverty, and 
we believe that they will soon be 
deeply intertwined with the tradi-
tional global financial infrastruc-
ture. This means that we have a 
chance to get security and privacy 
correct now instead of looking back 
with regret when the above systems 
are made manifest.

What Is Mobile Money?
In the mid-2000s, the Kenyan cel-
lular provider Safaricom noticed an 
interesting trend. For some time, 
customers in its network could send 
minutes to their friends and fami-
lies, and often did so to ensure that 
those with access to funds could 
talk to those without. However, a 
few enterprising customers began 
sending minutes in exchange for 
goods and services. This was no 
small innovation—at the time, the 
vast majority of Kenyans didn’t 
have a bank account, and electronic 
payment was beyond most citizens’ 
reach. In contrast, nearly eight out 
of 10 citizens had mobile phones. 
Seeing this tremendously unfilled 
need for electronic payment being 
approximated with “top up” min-
utes, Safaricom launched M-Pesa 
in 2007 and allowed subscribers to 
send actual money to one another 
via SMS.

M-Pesa was an overnight suc-
cess. Urban residents who would 
often travel long distances to physi-
cally transport money to their rural 
family members (often at the literal 
risk of highway robbery) could sim-
ply transfer those funds at the press 
of a few buttons. Moreover, M-Pesa 
overcame the problem of physical 
access by making virtually every 
vendor the equivalent of an ATM—
capable of both depositing funds 
to and withdrawing funds from the 
network. Finally, M-Pesa charged 

extremely low transaction rates, fur-
ther enticing those unable to use 
traditional banking services to join.

M-Pesa now claims more than 
two-thirds of the Kenyan popu-
lation as its customers. More-
over, this model has been copied 
and attempted widely across the 
globe (especially in the developing 
world). In 2016, there were more 
than half a billion mobile money 
accounts around the world, and the 
industry processed an estimated 
US$22 billion.2 These numbers 
continue to increase by staggering 
amounts each year.

What we’ve described here 
might sound somewhat familiar. 
After all, the past few years have seen 
the rise of peer-to-peer payment 
systems such as Apple Pay, Google 
Wallet, Samsung Pay, Venmo, and 
a handful of others. However, none 
of these are mobile money because 
they’re all backed by the traditional 
banking infrastructure. That means 
that unless you acquire a credit or 
debit card, you really can’t use these 
systems. Think of mobile money 
instead in the following way: rather 
than Bank of America or HSBC, 
AT&T or Orange now becomes 
your “bank,” and you deposit money 
or checks at your local gas station, 
corner market, or grocery store.

Mobile money is also not the same 
thing as cryptocurrency (for exam-
ple, Bitcoin and Ethereum). Speak-
ing very broadly, these two systems 
solve decidedly different problems. 
Whereas cryptocurrencies strive to 
create alternative money outside of 
centralized control, mobile money 
systems operate using traditional 
nation-state-backed fiat currency. 
While some researchers and start-ups 
have attempted to deploy crypto-
currencies in the context of mobile 
money, they haven’t met much suc-
cess. Moreover, mobile money is 
being used by a far greater number 
of people: M-Pesa alone reported 6 
billion transactions in 2016,3 com-
pared to Bitcoin’s 184 million over 

its entire lifetime (blockchain.info 
/charts/n-transactions-total). Given 
this number of transactions, we 
believe that those who care about 
cryptocurrencies should also under-
stand mobile money.

What Is the State 
of Security?
Most first-generation mobile money 
systems were built on widely de-
ployed 2G GSM cellular networks. 
These services relied on either SMS 
or Unstructured Supplementary 
Service Data (USSD) channels for 
communication. These channels are 
ideal from the perspective of rapid 
deployment in that they’re nearly 
omnipresent. However, they’re 
problematic from the perspective 
of security. First, 2G networks gen-
erally rely on cipher suites that are 
known to be weak. Specifically, the 
A5/1 and A5/2 algorithms protect-
ing the wireless portion of GSM 
networks can both be cracked with 
relatively little effort by an adver-
sary. Although A5/1, the stronger 
of the two ciphers, was believed to 
provide significantly improved pro-
tection, software-defined radio sys-
tems capable of cracking this cipher 
in real time are now available in 
backpack-sized setups. That means 
these first-generation services are 
vulnerable. To make matters worse, 
many providers instead rely on the 
A5/0 (that is, no encryption) stan-
dard, removing the already low bar-
rier to attack.

Second, even if providers were 
to universally upgrade their over- 
the-air cipher suite to A5/3 (a stron-
ger cipher also known as KASUMI, 
with known theoretical weaknesses 
but no practical attacks at this time), 
encryption protecting data in the 
SMS and USSD channels ends at 
the base station. That means that 
in the core network (and poten-
tially over wireless backhauls used 
to connect remote towers to that 
core network), an attacker can eas-
ily observe and modify transactions  
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without detection. Moreover, because 
authentication in GSM networks is 
unidirectional (that is, device to net-
work, but not network to device), 
an adversary could easily deploy a 
so-called “rogue base station” in a 
busy area and force all connections to 
pass unencrypted through it.

The most discussed solution in 
this space has been the SIM Appli-
cation Toolkit (also known as SIM 
Toolkit). SIM Toolkit lets provid-
ers develop applications directly 
on SIM cards, thereby overcom-
ing the need to build applications 
for a massive set of feature phone 
platforms. Many have proposed add-
ing application-layer encryption to 
mobile money via SIM Toolkit, but 
these efforts have largely failed in 
practice. Providers privately express 
frustration in ensuring the correct 
operation of such a solution. More-
over, there’s great difficulty in replac-
ing the massively deployed number of 
SIM cards, and over-the-air updates 
haven’t proven to be a successful path 
for upgrade.

Network and device upgrades 
represent a second, more viable 
path to security. The use of 3G 
and 4G cellular standards (with 
better encryption options) and 
smartphones offer the potential for 
strong protections from both core 
network and end-to-end perspec-
tives. The first suggestion, while 
slowly happening, is unlikely to be 
universal in the near future. The 
return on investment for ripping 
out the massively deployed infra-
structure and replacing it with an 
expensive new network is low. 
That’s not to say that more 3G and 
4G infrastructures aren’t being 
deployed; rather, the pace at which 
they’re being rolled out is slow in 
the developing world. More criti-
cally, these networks don’t provide 
end-to-end cryptographic protec-
tion of user data flows, meaning 
that a total replacement of all 2G 
networks alone wouldn’t solve the 
security problems discussed earlier.

Much of our research has 
focused on mobile money applica-
tions for smartphones because they 
represent the most practical and 
rapid path to security. Smartphones 
come equipped with libraries con-
taining an array of strong encryp-
tion algorithms, making it possible 
for developers to quickly and cor-
rectly provide end-to-end security 
for their applications. In 2015, we 
undertook a major effort to measure 
how well such mechanisms were 
being used.4 What we found was 
disheartening. Using a combination 
of automated and manual analysis, 
we discovered widespread misuse of 
encryption through the creation of 
insecure protocols, failure to prop-
erly authenticate users and mobile 
money entities, and poor SSL/TLS 
configuration on back-end servers 
(among many other issues). Our 
comprehensive teardown of seven 
applications revealed that we could 
steal money from six of them with 
ease. Moreover, the terms of ser-
vice in all these applications made 
customers responsible for all fraud, 
even though we demonstrated that 
funds could be stolen without any 
negligence (for instance, giving out 
their PIN) on the consumers’ part.

These weaknesses were cov-
ered in news outlets including the 
Wall Street Journal, and we worked 
diligently behind the scenes to pro-
vide each of the at-risk companies 
with detailed vulnerability reports. 
We also worked with the GSMA 
and the ITU to spread word of 
the problems as well as how they 
could be addressed at low cost (for 
instance, correct configuration or 
code updates). However, when 
we remeasured the applications a 
year later, we saw not only that the 
majority of vulnerabilities hadn’t 
been fixed (in spite of promises to 
the contrary) but also that develop-
ment of new features and interfaces 
had proceeded significantly.5

Much remains to be done by 
the research community. We need 

to make it harder to design appli-
cations that use insecure commu-
nications. Although Android took 
significant steps forward in this 
space, the amount of insecure code 
and security bypasses discovered in 
the recovered code means that we 
aren’t there yet. Mechanisms that 
prevent the submission of applica-
tions that fail to properly use TLS 
would be great, but creating tools to 
do this will require extremely care-
ful design. Moreover, because of the 
lack of an obvious push to replace 
feature phones and 2G networks, 
easy-to-deploy protocols and solu-
tions are critical. Too many aca-
demics view GSM networks and 
feature phones as “solved” prob-
lems, but the reality is that like any 
massively deployed infrastructure 
(think COBOL in banking or the 
magnetic stripe on credit cards), 
they will never fully be removed 
from service, especially in the devel-
oping world.

What Is the State 
of Privacy?
Mobile money creates new pri-
vacy challenges. Whereas tradi-
tional banks are limited to seeing 
exchanges between their custom-
ers and vendors, the peer-to-peer 
nature of mobile money systems 
means that providers can observe 
additional social interactions. For 
instance, a group of people eat-
ing a meal together might send 
money to one another. Whereas 
traditional payment systems would 
have allowed a bank to see that all 
such attendees were at a restaurant 
at the same time, mobile money 
transaction data could be used to 
definitively link these attendees. 
Smartphone platforms also offer 
mobile money applications access 
to a wealth of additional informa-
tion, including GPS location.

We don’t believe that collect-
ing such data is inherently prob-
lematic. In fact, it’s being used as a 
means of bootstrapping emerging 
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Association (GSMA), the World 
Bank, and many individual pro-
viders and vendors. These trans-
formative systems have already 
demonstrated the power to raise 
populations out of poverty, and 
we believe that they will soon be 
deeply intertwined with the tradi-
tional global financial infrastruc-
ture. This means that we have a 
chance to get security and privacy 
correct now instead of looking back 
with regret when the above systems 
are made manifest.

What Is Mobile Money?
In the mid-2000s, the Kenyan cel-
lular provider Safaricom noticed an 
interesting trend. For some time, 
customers in its network could send 
minutes to their friends and fami-
lies, and often did so to ensure that 
those with access to funds could 
talk to those without. However, a 
few enterprising customers began 
sending minutes in exchange for 
goods and services. This was no 
small innovation—at the time, the 
vast majority of Kenyans didn’t 
have a bank account, and electronic 
payment was beyond most citizens’ 
reach. In contrast, nearly eight out 
of 10 citizens had mobile phones. 
Seeing this tremendously unfilled 
need for electronic payment being 
approximated with “top up” min-
utes, Safaricom launched M-Pesa 
in 2007 and allowed subscribers to 
send actual money to one another 
via SMS.

M-Pesa was an overnight suc-
cess. Urban residents who would 
often travel long distances to physi-
cally transport money to their rural 
family members (often at the literal 
risk of highway robbery) could sim-
ply transfer those funds at the press 
of a few buttons. Moreover, M-Pesa 
overcame the problem of physical 
access by making virtually every 
vendor the equivalent of an ATM—
capable of both depositing funds 
to and withdrawing funds from the 
network. Finally, M-Pesa charged 

extremely low transaction rates, fur-
ther enticing those unable to use 
traditional banking services to join.

M-Pesa now claims more than 
two-thirds of the Kenyan popu-
lation as its customers. More-
over, this model has been copied 
and attempted widely across the 
globe (especially in the developing 
world). In 2016, there were more 
than half a billion mobile money 
accounts around the world, and the 
industry processed an estimated 
US$22 billion.2 These numbers 
continue to increase by staggering 
amounts each year.

What we’ve described here 
might sound somewhat familiar. 
After all, the past few years have seen 
the rise of peer-to-peer payment 
systems such as Apple Pay, Google 
Wallet, Samsung Pay, Venmo, and 
a handful of others. However, none 
of these are mobile money because 
they’re all backed by the traditional 
banking infrastructure. That means 
that unless you acquire a credit or 
debit card, you really can’t use these 
systems. Think of mobile money 
instead in the following way: rather 
than Bank of America or HSBC, 
AT&T or Orange now becomes 
your “bank,” and you deposit money 
or checks at your local gas station, 
corner market, or grocery store.

Mobile money is also not the same 
thing as cryptocurrency (for exam-
ple, Bitcoin and Ethereum). Speak-
ing very broadly, these two systems 
solve decidedly different problems. 
Whereas cryptocurrencies strive to 
create alternative money outside of 
centralized control, mobile money 
systems operate using traditional 
nation-state-backed fiat currency. 
While some researchers and start-ups 
have attempted to deploy crypto-
currencies in the context of mobile 
money, they haven’t met much suc-
cess. Moreover, mobile money is 
being used by a far greater number 
of people: M-Pesa alone reported 6 
billion transactions in 2016,3 com-
pared to Bitcoin’s 184 million over 

its entire lifetime (blockchain.info 
/charts/n-transactions-total). Given 
this number of transactions, we 
believe that those who care about 
cryptocurrencies should also under-
stand mobile money.

What Is the State 
of Security?
Most first-generation mobile money 
systems were built on widely de-
ployed 2G GSM cellular networks. 
These services relied on either SMS 
or Unstructured Supplementary 
Service Data (USSD) channels for 
communication. These channels are 
ideal from the perspective of rapid 
deployment in that they’re nearly 
omnipresent. However, they’re 
problematic from the perspective 
of security. First, 2G networks gen-
erally rely on cipher suites that are 
known to be weak. Specifically, the 
A5/1 and A5/2 algorithms protect-
ing the wireless portion of GSM 
networks can both be cracked with 
relatively little effort by an adver-
sary. Although A5/1, the stronger 
of the two ciphers, was believed to 
provide significantly improved pro-
tection, software-defined radio sys-
tems capable of cracking this cipher 
in real time are now available in 
backpack-sized setups. That means 
these first-generation services are 
vulnerable. To make matters worse, 
many providers instead rely on the 
A5/0 (that is, no encryption) stan-
dard, removing the already low bar-
rier to attack.

Second, even if providers were 
to universally upgrade their over- 
the-air cipher suite to A5/3 (a stron-
ger cipher also known as KASUMI, 
with known theoretical weaknesses 
but no practical attacks at this time), 
encryption protecting data in the 
SMS and USSD channels ends at 
the base station. That means that 
in the core network (and poten-
tially over wireless backhauls used 
to connect remote towers to that 
core network), an attacker can eas-
ily observe and modify transactions  
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credit offerings. In settings in which 
traditional metrics for determin-
ing credit-worthiness aren’t avail-
able (for example, citizens might 
not file tax returns or have an offi-
cial address, a mortgage, or an offi-
cial history of payments), such 
data is beginning to act as a sub-
stitute. M-Shwari, which offers 
interest-bearing savings and loans 
to M-Pesa customers in Kenya, uses 
M-Pesa usage history to develop 
credit scores. Such loans have 
proven critical to merchants, who 
can eliminate the cash flow issues 
that traditionally made fully stock-
ing their shelves a challenge.

We believe that consumers should 
be made aware of how their data is 
being collected and used and, there-
fore, be able to make informed 
decisions when selecting a mobile 
money or digital credit service. 
As such, our most recent research 
efforts have focused on a compre-
hensive study of privacy policies 
for mobile money applications.6 
We collected privacy policies for all 
54 mobile Android-based money 
applications listed by the GSMA 
and compared these policies to those 
of the top 50 US financial institu-
tions as listed by the Federal Deposit 
Insurance Corporation (FDIC; an 
independent government body in 
the US responsible for providing reg-
ulation for the nation’s banks, insur-
ance for deposits, and consumer 
protection). Although many in the 
privacy community have opined 
about what financial privacies should 
look like ideally, in our evaluation, 
we relied instead on GSMA and 
FDIC recommendations. This was 
important because it let us measure 
compliance with their communities’ 
published standards.

The results of this were similarly 
discouraging. Of the 54 studied 
mobile money applications, only 30 
(54 percent) had privacy policies at 
all. A full third of those that had poli-
cies weren’t written in either of the 
two most common languages spoken 

in the country, meaning that many in 
the targeted customer demographics 
would simply be unable to read such 
terms. Finally, in the cases in which 
privacy policies were available, many 
were too short to contain meaning-
ful content (for instance, EcoCash 
and TigoPesa’s policies were 68 and 
268 words long, respectively), or 
they lacked any mention of critical 
issues (for instance, fewer than half 
of those with policies had definitions 
of terms, mentions of accountability 
and enforcement, or data retention 
policies). Finally, mobile money pri-
vacy policies also tended to be more 
difficult to read according to sev-
eral grade-level readability tests (for 
example, the Gunning-Fogg index). 
Given lower literacy rates in many 
of the populations served by mobile 
money applications, these results 
were troubling.

These results were in stark com-
parison to the traditional financial 
institutions, which were directly 
regulated by the FDIC. Mobile 
money systems, however, generally 
don’t fall under the same regula-
tory bodies as financial institutions. 
Adding regulations isn’t a simple 
solution. Many mobile money appli-
cations offer low transaction costs 
because their compliance costs are 
low. Moreover, these systems exist 
across a wide array of countries, 
each with cultures that hold differ-
ent values to individual data privacy. 
Accordingly, creating a single set of 
strong privacy standards that meet 
universal approval is unlikely to be 
successful. We instead recommend 
that the industry push for stronger 
enforcement of the ideals put forth 
by the GSMA. Methods and tools 
for ensuring such compliance, how-
ever, remain a research challenge.

The rate at which mobile money 
systems are bringing tradition-
ally unbanked populations into 
the global financial infrastructure 
is unprecedented and absolutely 
requires new ways of reasoning about 
and enforcing consumer protection.

W e’re firm believers in the 
transformative power of 

mobile money systems. We also 
believe that they will connect the 
finances of the developed and devel-
oping worlds in the most meaningful 
way yet in human history. Accord-
ingly, the price for getting security 
and privacy wrong is extremely high.

Meaningfully addressing these 
challenges will require the efforts of 
our large community. We’re trying 
to expand our engagement through 
an upcoming NSF-sponsored work-
shop entitled “Addressing the Techni-
cal Security Challenges of Emerging 
Digital Financial Services.” Here, we 
hope to engage some of the top aca-
demic and industrial minds in the 
details of the challenges we’ve listed 
here. Other issues are also critical 
to address, including how to estab-
lish programming interfaces that let 
developers securely perform critical 
financial functions in mobile appli-
cations; how to ensure the security 
of legacy 2G infrastructure; and 
how to address the usability gap 
when populations with limited lit-
eracy and exposure to finance, who 
represent some of the populations 
most vulnerable to fraud, are using 
mobile money. Successfully address-
ing these problems will require a 
unique and sustained effort among 
academia, industry, and nongovern-
mental organizations. 
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applications listed by the GSMA 
and compared these policies to those 
of the top 50 US financial institu-
tions as listed by the Federal Deposit 
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independent government body in 
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ulation for the nation’s banks, insur-
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protection). Although many in the 
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about what financial privacies should 
look like ideally, in our evaluation, 
we relied instead on GSMA and 
FDIC recommendations. This was 
important because it let us measure 
compliance with their communities’ 
published standards.

The results of this were similarly 
discouraging. Of the 54 studied 
mobile money applications, only 30 
(54 percent) had privacy policies at 
all. A full third of those that had poli-
cies weren’t written in either of the 
two most common languages spoken 

in the country, meaning that many in 
the targeted customer demographics 
would simply be unable to read such 
terms. Finally, in the cases in which 
privacy policies were available, many 
were too short to contain meaning-
ful content (for instance, EcoCash 
and TigoPesa’s policies were 68 and 
268 words long, respectively), or 
they lacked any mention of critical 
issues (for instance, fewer than half 
of those with policies had definitions 
of terms, mentions of accountability 
and enforcement, or data retention 
policies). Finally, mobile money pri-
vacy policies also tended to be more 
difficult to read according to sev-
eral grade-level readability tests (for 
example, the Gunning-Fogg index). 
Given lower literacy rates in many 
of the populations served by mobile 
money applications, these results 
were troubling.

These results were in stark com-
parison to the traditional financial 
institutions, which were directly 
regulated by the FDIC. Mobile 
money systems, however, generally 
don’t fall under the same regula-
tory bodies as financial institutions. 
Adding regulations isn’t a simple 
solution. Many mobile money appli-
cations offer low transaction costs 
because their compliance costs are 
low. Moreover, these systems exist 
across a wide array of countries, 
each with cultures that hold differ-
ent values to individual data privacy. 
Accordingly, creating a single set of 
strong privacy standards that meet 
universal approval is unlikely to be 
successful. We instead recommend 
that the industry push for stronger 
enforcement of the ideals put forth 
by the GSMA. Methods and tools 
for ensuring such compliance, how-
ever, remain a research challenge.

The rate at which mobile money 
systems are bringing tradition-
ally unbanked populations into 
the global financial infrastructure 
is unprecedented and absolutely 
requires new ways of reasoning about 
and enforcing consumer protection.

W e’re firm believers in the 
transformative power of 

mobile money systems. We also 
believe that they will connect the 
finances of the developed and devel-
oping worlds in the most meaningful 
way yet in human history. Accord-
ingly, the price for getting security 
and privacy wrong is extremely high.

Meaningfully addressing these 
challenges will require the efforts of 
our large community. We’re trying 
to expand our engagement through 
an upcoming NSF-sponsored work-
shop entitled “Addressing the Techni-
cal Security Challenges of Emerging 
Digital Financial Services.” Here, we 
hope to engage some of the top aca-
demic and industrial minds in the 
details of the challenges we’ve listed 
here. Other issues are also critical 
to address, including how to estab-
lish programming interfaces that let 
developers securely perform critical 
financial functions in mobile appli-
cations; how to ensure the security 
of legacy 2G infrastructure; and 
how to address the usability gap 
when populations with limited lit-
eracy and exposure to finance, who 
represent some of the populations 
most vulnerable to fraud, are using 
mobile money. Successfully address-
ing these problems will require a 
unique and sustained effort among 
academia, industry, and nongovern-
mental organizations. 
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Visualization Viewpoints Editor: 
Theresa-Marie Rhyne

How Visualization Can Foster Diversity 
and Inclusion in Next-Generation Science
Kelly Gaither
University of Texas at Austin

Visualization taps into the very best capa-
bilities of our brains, transforming fun-
damentally abstract numerical data into 

something that communicates and illuminates 
information ranging from the simple to the com-
plex. Visualization researchers, developers, prac-
titioners, and educators routinely work across 
traditional discipline boundaries, oftentimes in 
teams of people that come from a diverse blend 
of backgrounds, using visualizations as a common 
language for collaboration. As a community, we 
are native interdisciplinary thinkers, working at 
the intersection of science, art, engineering, and 
technology. By defi nition, this intersection space 
is a celebration of diversity, a space in which cre-
ativity is allowed to fl ourish and innovation is key.

There is a looming global workforce shortage in 
the computational science and high-tech space, 
primarily due to a disconnect between population 
demographics and the demographics of those edu-
cated to fi ll these jobs. The visualization community 
is uniquely positioned to bring a fresh approach to 
making diversity and inclusion fundamental tenets 
that are necessary rather than desirable.

Inspired by the IEEE Visualization Conference 
2016 panel, “On the Death of Scientifi c Visualiza-
tion,” this article provides rationale for what we as 
a community can and should do to bring our native 
universal language to bear on problems that have 
the potential to make a signifi cant societal impact 
and encourage and foster innovation at every step.

A Shifting Workforce
According to the 2014 US Census Bureau, there 
were more than 20 million children under fi ve 
years old living in the United States at that time, 
and 50.2 percent of them were minorities. Cur-
rent birth and death statistics suggest the US is 

projected to become a majority-minority popula-
tion by 2040.

In turn, the US Bureau of Labor Statistics proj-
ects 1.4 million computer-science related jobs will 
be available by 2020, with only 400,000 graduate 
students qualifi ed to fi ll them. This leaves a stag-
gering defi cit of 1 million unmet high-tech jobs 
in the US alone. Several factors contribute to this 
shortfall: 

■ Computer science jobs represent 78 percent of 
all science, technology, engineering, and math-
ematics (STEM) occupations. Yet, according to 
the US Bureau of Labor Statistics, only 8 percent 
of STEM graduates are in computer science. 

■ Overall, women’s representation in computer 
occupations has declined since the 1990s.1

■ In 2011, 11 percent of the workforce was African-
American, while 6 percent of STEM workers were 
African-American. Although the Hispanic work-
force has increased signifi cantly from 3 percent 
in 1970 to 15 percent in 2011, Hispanics were 
only 7 percent of the STEM workforce in 2011.1

■ The numbers of Native Americans, Pacifi c Is-
landers, and Indigenous Peoples have been his-
torically low in STEM employment, registering 
consistently in the low-single-digit percentages.1

Figure 1 shows the current US workforce short-
age for jobs requiring computer science skills. Al-
though underrepresented minorities in computer 
science differ in demographics by country, the 
McKinsey Global Institute predicts a 2020 global 
workforce with the requisite college and postgradu-
ate education qualifi ed to fi ll just 13 percent of pro-
jected labor demands worldwide.2 India and Brazil 
are rapidly increasing STEM enrollments through 
targeted enrollment programs. Europe, however, is 
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projected to have a shortage in the high-tech sec-
tor similar to that in the United States.3 This defi-
cit is much more extreme in emerging countries 
that are depending on 21st century skill sets for 
economic growth. 

Economics of Innovation
Innovation economics is an emerging theory em-
phasizing entrepreneurship and innovation as key 
indicators for a thriving economy.4 In his book The 
Difference, Scott Page pointed out that the ability to 
see problems differently, not simply being smart, is 
oftentimes the key to innovative breakthroughs.5 
Thus, diversity among the problem solvers is more 
important to innovation than any one person’s 
intellectual ability, suggesting that diversity in 
thought is integral to achieving innovation.6

Cultivating this diversity of thought necessarily 
means assembling a multicultural, diverse group 
of people to work as a team, leveraging what those 
studying organizational dynamics have known for 
some time. A team’s ability to innovate requires the 
integration of different perspectives, knowledge, 
experiences, and backgrounds. This integration or 
intersection of seemingly unrelated perspectives is 
crucial to breaking through creative barriers. In 
fact, more diverse teams have tangible, measurable 
benefits to tech innovation. According to a Univer-
sity of Maryland and Columbia Business School 
joint study, gender diversity at the management 
level leads to a $42 million increase in the value 
of S&P firms. Additionally, the National Center for 
Women & Information Technology reported that 
40 percent more patents were filed by mixed-sex 
teams than by all-male teams.

Diversity versus Inclusion
Workforce diversity reflects the factors used to 
differentiate people from one another. We typi-
cally think of workforce diversity in terms of race, 
ethnicity, religious affiliation, gender, and socio-
economic background. However, diversity can also 
refer to educational background, nationality, dis-
ability, age, sexual orientation, and a number of 
other factors we use to describe and understand 
the makeup of a population.

Diversity is 2D in nature—inherent and acquired. 
Inherent diversity reflects traits that individuals are 
born with, such as race and nationality. Acquired 
diversity reflects traits acquired from experiences 
over time. Both types of diversity are important to 
understand and cultivate. 

Inclusion, on the other hand, reflects the quality 
of a group or person’s experiences, referring to an 
individual’s state of being valued, respected, and 
supported.

Thus, diversity and inclusion must be coupled. 
It is not enough to have one without the other, 
and both must be cultivated in the classroom, in 
teams, and in the workforce. Diversity is a direct 
reflection of recruiting from a broad talent pool. 
Successfully keeping and retaining diverse talent is 
a direct reflection of inclusion. 

Predictions for Next-Generation Science
As technology matures, we are seeing an ever 
closer relationship between society, technology, 
and science and engineering brought to bear by 
our increasing need to understand the human 
condition, prevent human suffering, understand 
humanity’s impact on our planet, and understand 

Figure 1. US 
map showing 
the workforce 
(person) 
shortage by 
state for jobs 
requiring 
computer 
science skills. 
Estimates 
project a deficit 
of 1 million 
unmet high-
tech jobs in the 
United States 
alone by 2020.
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Visualization taps into the very best capa-
bilities of our brains, transforming fun-
damentally abstract numerical data into 

something that communicates and illuminates 
information ranging from the simple to the com-
plex. Visualization researchers, developers, prac-
titioners, and educators routinely work across 
traditional discipline boundaries, oftentimes in 
teams of people that come from a diverse blend 
of backgrounds, using visualizations as a common 
language for collaboration. As a community, we 
are native interdisciplinary thinkers, working at 
the intersection of science, art, engineering, and 
technology. By defi nition, this intersection space 
is a celebration of diversity, a space in which cre-
ativity is allowed to fl ourish and innovation is key.

There is a looming global workforce shortage in 
the computational science and high-tech space, 
primarily due to a disconnect between population 
demographics and the demographics of those edu-
cated to fi ll these jobs. The visualization community 
is uniquely positioned to bring a fresh approach to 
making diversity and inclusion fundamental tenets 
that are necessary rather than desirable.

Inspired by the IEEE Visualization Conference 
2016 panel, “On the Death of Scientifi c Visualiza-
tion,” this article provides rationale for what we as 
a community can and should do to bring our native 
universal language to bear on problems that have 
the potential to make a signifi cant societal impact 
and encourage and foster innovation at every step.

A Shifting Workforce
According to the 2014 US Census Bureau, there 
were more than 20 million children under fi ve 
years old living in the United States at that time, 
and 50.2 percent of them were minorities. Cur-
rent birth and death statistics suggest the US is 

projected to become a majority-minority popula-
tion by 2040.

In turn, the US Bureau of Labor Statistics proj-
ects 1.4 million computer-science related jobs will 
be available by 2020, with only 400,000 graduate 
students qualifi ed to fi ll them. This leaves a stag-
gering defi cit of 1 million unmet high-tech jobs 
in the US alone. Several factors contribute to this 
shortfall: 

■ Computer science jobs represent 78 percent of 
all science, technology, engineering, and math-
ematics (STEM) occupations. Yet, according to 
the US Bureau of Labor Statistics, only 8 percent 
of STEM graduates are in computer science. 

■ Overall, women’s representation in computer 
occupations has declined since the 1990s.1

■ In 2011, 11 percent of the workforce was African-
American, while 6 percent of STEM workers were 
African-American. Although the Hispanic work-
force has increased signifi cantly from 3 percent 
in 1970 to 15 percent in 2011, Hispanics were 
only 7 percent of the STEM workforce in 2011.1

■ The numbers of Native Americans, Pacifi c Is-
landers, and Indigenous Peoples have been his-
torically low in STEM employment, registering 
consistently in the low-single-digit percentages.1

Figure 1 shows the current US workforce short-
age for jobs requiring computer science skills. Al-
though underrepresented minorities in computer 
science differ in demographics by country, the 
McKinsey Global Institute predicts a 2020 global 
workforce with the requisite college and postgradu-
ate education qualifi ed to fi ll just 13 percent of pro-
jected labor demands worldwide.2 India and Brazil 
are rapidly increasing STEM enrollments through 
targeted enrollment programs. Europe, however, is 
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man’s ever-changing stabilities and instabilities. 
There is no doubt that the relationship between 
these three are growing increasingly dependent 
upon one another. 

Anthony Barnosky and his colleagues defined 
humanity’s grand challenges for science and so-
ciety as those solving the intertwined problems of 
human population growth and overconsumption, 
climate change, pollution, ecosystem destruction, 
disease spillovers, and extinction.7 The solution 
space for these issues necessarily mandates inter-
disciplinary, collaborative R&D that fosters an ac-
tive exchange of information and ideas. 

Dictated by the need to solve larger and more 
complex problems, there is an increasing need for 
students and researchers capable of working produc-
tively in a multidisciplinary, collaborative environ-
ment. It is difficult to imagine working on problems 
of this magnitude in multidisciplinary teams with 
multicultural impact without thinking about how 
to communicate effectively. Visualization allows us 
to communicate, research, develop, and discover 
intersections that are key to new insights. 

Visualization as a Universal Language
In Richard Gregory’s book Eye and Brain: The Psy
chology of Seeing, he wrote, “We are so familiar 
with seeing that it takes a leap of imagination to 
realize that there are problems to be solved.”8 That 

is, we humans are inherently wired to process and 
visually assess the world around us. Our ability to 
see complex problems provides us a unique ability 
to understand things from a different perspective. 
It is this inherent ability to think about problem 
solving visually, particularly in a diverse team, 
that is the key to breakthrough discovery.9 

In the Handbook of Visual Communication, San-
dra Moriarty and Gretchen Barbatsis laid out a 
rhizomatic map of visual communications as a 
connected graph of relevant disciplines that have 
historically contributed to basic and composite 
fields of science, humanities, business, and law.9 
As Figure 2 shows, this interdependency illustrates 
that visualization (or the need to communicate vi-
sually) is a vital component in the development 
and understanding of a large and diverse portfolio 
of disciplines. Furthermore, it suggests that visual 
communication, digital or otherwise, provides a 
means of rapidly facilitating the understanding 
and development of theory and practicum across 
disciplines. Visuals let us communicate across cul-
tural boundaries, identifying commonalities that 
can be a springboard for communication and col-
laboration. In “What Is the Shape of Thought?” 
Eileen Clegg and Bonnie DeVarco stated that “Vi-
suals are the language of intuition.”10 This ability 
to make sense, imagine, and communicate across 
boundaries and barriers lends credence to the pre-

Vis semiotics

Vis rhetoric
Perception

Vis culture Vis literacy

Vis intelligence

Cognition

Graphic design

Film/video

Mass media

Advertising/PR

Photography

Aesthetics

Visualization

Mapping

Creativity

Semiotics

(Linguistics)

Critical/cultural
studies

(Literature)

Business

(Communication/
rhetoric)

Information
systems

(Architecture,
engineering,
geography,
geology)

Education

(Psychology)

Neuroscience

(Physics, physiology,
biology)

Law

(History, art,
philosophy)

Archaeology

(Psychology,
sociology,

anthropology)

Figure 2. Inherent integration of visual tools for analysis and comprehension in basic and composite fields in science, humanities, 
law, and business. This graphical illustration was inspired by the rhizomatic map of visual communications by Sandra Moriarity 
and Gretchen Barbatsis.9
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vailing thought that visualization has emerged as 
our modern day universal language.11

As technology advances and matures, we find 
ourselves in an increasingly digital world, often-
times inundated with data. Given how inefficient 
our brains are at processing raw data, visual inter-
vention or intermediate analytics are required to 
make sense of this growing mountain of data. Brain 
research tells us that humans only remember 10 
percent of the information we hear, but we remem-
ber 65 percent if the information includes a picture. 
The human visual system is an inefficient text and 
aural processor, but it is excellent at synthesizing 
and understanding imagery. Our brain sees words 
as a lot of tiny pictures, requiring us to translate 
features in letters in order to read them.12,13 

Computational thinking is a 21st century skill 
that is rapidly growing in value, but most students 
struggle with the concept, and it is not well under-
stood. Several educators have used visualization to 
teach complex computational material with good 
success.14,15 The research basis for the usefulness 
of utilizing visualization to understand abstract 
concepts is rooted in Allan Paivio’s dual-coding 
theory. By creating visualizations, we tap into both 
the verbal and visual-spatial representational sys-
tems, making abstract concepts more concrete and 
thus more meaningful and memorable.16 

The Visualization Community
As visualization researchers, developers, practi-
tioners, and educators, we sit at the intersection 
of data, science, engineering, and insight. We are 
well versed in visual communication and operate 
fluidly as bridge builders between disciplines and 
technology. Our careers have been forged with the 
knowledge that communication is key, collabora-
tion is vital, interdisciplinary is the future, and 
problems are getting larger and more complicated. 
Working in this intersection space provides us with 
a unique perspective, one that can and should be 
brought to bear as we broaden and diversify our 
community moving forward. 

We Are Boundary Spanners
Social science defines boundary spanners as the 
agents in a collaborative setting who have a dedi-
cated position and role to operate in a collabora-
tive environment. These individuals operate in an 
environment in which reality is framed in different 
ways, depending on disciplinary backgrounds, or-
ganizational roles, and stakeholder needs. Bound-
ary spanners are particularly important to have in 
interdisciplinary, collaborative teams because they 
can create representations that allow people from 

different stakeholder communities to communi-
cate and work closely together to further a com-
mon goal.17 

As researchers, developers, and practitioners 
in visualization, we operate natively as boundary 
spanners, oftentimes acting as connectors between 
disciplines, technology, and insight. Our natural 
training and ability to operate at these boundar-
ies and communicate across boundaries provides 
a unique opportunity to be enormously effective 
in interdisciplinary research at the cutting edge of 
discovery and insight. 

We Are Native Interdisciplinary Thinkers
Interdisciplinary studies require the ability to 
synthesize and integrate knowledge or thinking 
from two or more disciplines to create method-
ologies, theories, and products that further the 
understanding of the world around us. By defi-
nition, visualization is the process of synthesiz-
ing data, knowledge (heuristic, quantitative, or 
qualitative), methods, and technology to bridge 
the gap between data and insight. Visualization is 
often the common language with which a group 
of diverse researchers communicates and brain-
storms. We rely on our ability to picture complex 
structures, see abstractions, and communicate 
through imagery that connects different groups 
through common biology, bandwidth, and capa-
bility in our visual cortex. 

Where Do We Begin?
Creativity is fundamental to what we do as a com-
munity, as without it we would not be successful. 
It seems hard to imagine that visualization practi-
tioners have not yet realized that our inherent and 
acquired diversity has placed us in a unique posi-
tion to address the looming global workforce crisis. 
Because we work at the intersection, not in spite of 
it, we bring a much needed perspective on building 
and maintaining a community that is more in line 
with our respective national populations. Now is 
the time to understand what we can and should do 
and to commit to making diversity and inclusion a 
priority in our community moving forward.

Make It a Priority
A number of diversity/inclusion initiatives have 
been implemented to date. The high-tech industry 
has recognized the need to better understand how 
to recruit and retain diverse employees. Google, 
Amazon, and Microsoft, among others, have di-
versity programs in place and publish their diver-
sity numbers in an effort to be transparent and 
pledge their commitment. In 2015, Intel pledged 
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space for these issues necessarily mandates inter-
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ment. It is difficult to imagine working on problems 
of this magnitude in multidisciplinary teams with 
multicultural impact without thinking about how 
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to communicate, research, develop, and discover 
intersections that are key to new insights. 

Visualization as a Universal Language
In Richard Gregory’s book Eye and Brain: The Psy
chology of Seeing, he wrote, “We are so familiar 
with seeing that it takes a leap of imagination to 
realize that there are problems to be solved.”8 That 

is, we humans are inherently wired to process and 
visually assess the world around us. Our ability to 
see complex problems provides us a unique ability 
to understand things from a different perspective. 
It is this inherent ability to think about problem 
solving visually, particularly in a diverse team, 
that is the key to breakthrough discovery.9 

In the Handbook of Visual Communication, San-
dra Moriarty and Gretchen Barbatsis laid out a 
rhizomatic map of visual communications as a 
connected graph of relevant disciplines that have 
historically contributed to basic and composite 
fields of science, humanities, business, and law.9 
As Figure 2 shows, this interdependency illustrates 
that visualization (or the need to communicate vi-
sually) is a vital component in the development 
and understanding of a large and diverse portfolio 
of disciplines. Furthermore, it suggests that visual 
communication, digital or otherwise, provides a 
means of rapidly facilitating the understanding 
and development of theory and practicum across 
disciplines. Visuals let us communicate across cul-
tural boundaries, identifying commonalities that 
can be a springboard for communication and col-
laboration. In “What Is the Shape of Thought?” 
Eileen Clegg and Bonnie DeVarco stated that “Vi-
suals are the language of intuition.”10 This ability 
to make sense, imagine, and communicate across 
boundaries and barriers lends credence to the pre-
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$300 million to its Diversity in Technology initia-
tive to train and recruit women and underrepre-
sented minorities with the goal of achieving full 
representation by 2020. Many of the larger aca-
demic computing centers count and publish their 
numbers and have made public commitments to 
recruiting and retaining a diverse workforce.

The visualization community should be no dif-
ferent. We must count and publish our diversity 
data and pledge our commitment to be more di-
verse and inclusive. As a community, this means 
that we must ask our conference attendees to self-
report race, ethnicity, gender, and age informa-
tion, and we must publish this data annually. As 
members of the visualization community, we must 
initiate and support efforts at our local institu-
tions to do the same.

Teach and Engage the Why First
Neuroscience has discovered that the brain is 
wired to organize, retain, and access informa-
tion through stories.18,19 Teaching through story 
aids memory, provides building blocks for learn-
ing, and encourages imagination.20,21 Storytelling 
also puts information into an emotional context, 
and emotions play an essential role in both mem-
ory and motivation. When emotions are present, 
hormones released to the brain act as a memory 
fixative. Story shapes life values and teaches ac-
ceptance, and it gives students an opportunity to 
broaden their understanding of heritage and cul-
ture, both theirs and others. 

As a community, visualization researchers spend 
their careers thinking about how to solve a cadre 
of issues that can be roughly placed into a few key 
bins: design, delivery, comprehension, and usabil-
ity. In short, a great deal of time is spent thinking 
about, discussing, and improving issues related to 
the how, but very little time is spent understand-
ing the complexities of the why—or in other words, 
the motivation. 

The how-centric approach for teaching visual-
ization was mandatory in terms of the origin, care, 
and feeding of visualization as a field of science. 
Significant debate has occurred over the last two 
decades regarding the purpose, health, and longev-

ity of visualization as a viable field. As a result, the 
visualization community is divided into those of 
us who believe there is little left to discover and 
those of us who believe we don’t yet know what we 
don’t yet know. 

Our current student population, made up pri-
marily of millennials and postmillennials, are the 
largest and most diverse sector of the population. 
These two generations have grown up in an age 
of pervasive and ubiquitous technology, violence, 
and information overload. Nevertheless, they 
tend to place great value on the role they play in 
their communities, including close relationships 
with their families, and they rate quality of life as 
important and express a strong desire to make a 
positive impact on their communities and society 
at large.22 Tapping into their inherent desire to 
make a difference provides a critical motivational 
foundation on which we can teach next-genera-
tion computational skills. It is imperative that we 
as a community speak to this motivation or the 
“why” to ensure that we broaden participation 
and bring together a multicultural, diverse group 
of students who will form our next generation 
of researchers, educators, developers, and prac-
titioners. Teaching visualization by introducing 
the “why” first taps into the benefits of storytell-
ing. It encourages our students to connect infor-
mation to an emotional context and provides a 
memorable mental framework for more abstract 
concepts and methodologies. 

Engage Colleagues Specializing in Broadening 
Participation
A number of organizations specialize in broaden-
ing participation through initiatives, recruiting 
materials, tips for retention, and curriculum ideas. 
We should deeply engage those at our respective 
institutions whose job it is to broaden participa-
tion, and leverage the large body of knowledge 
gained over time in the national organizations. 
Here is a small sample:

 ■ Founded in 2004 by Lucy Sanders, Bobby Schna-
bel, and Telle Whitney, the National Center for 
Women & Information Technology (NCWIT) 
has a number of initiatives to empower change 
leaders and increase women’s participation in 
computer science.23

 ■ In 1993, ACM formed a Women in Computing 
Committee (ACM-W, women.acm.org). In 2009, 
the committee was renamed the ACM Council 
on Women in Computing and dedicated to re-
cruiting, retaining, supporting, and celebrating 
women in computing. 

Now is the time to understand what  
we can and should do and to commit to 
making diversity and inclusion a priority  

in our community moving forward.
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 ■ The Anita Borg Institute (anitaborg.org) provides 
support for women in computing and technology 
through engagement with academic and corpo-
rate communities, helping them understand how 
to improve their recruitment and retention of 
women in computing and technology. 

 ■ Founded in 2003, the Institute for Broadening Par-
ticipation: Pathways to Science (pathwaystoscience 
.org) focused on broadening participation and in-
creasing diversity in the STEM workforce. It pro-
vides faculty and administrators with tools and 
resources to help promote the positive factors 
that keep STEM undergraduates engaged and on 
the path to a STEM degree. 

Other organizations such as IEEE and the Com-
puting Research Association (CRA) have also 
developed initiatives. Additionally, there are a 
number of partnerships and corporate initiatives 
through Intel and Google,24 just to name a few. 

In her 2006 speech to the Securities and Exchange 
Commission, President Shirley Ann Jackson of 

Rensselaer Polytechnic Institute closed with this: 
“Innovation, and the development and exploita-
tion of new technologies require people, bright, 
talented, inspired, engaged, highly educated people 
who, of necessity, must be drawn from the com-
plete talent pool, including from our new major-
ity… This means we must … [make] sure that the 
entire new majority is educated, prepared for ad-
vanced scholarship, encouraged, and mentored.”

Diversity and inclusion are vital to innovation, 
and innovation is vital to a thriving technologi-
cal economy. As members of the visualization 
community, we must recognize the benefits of a 
fully diverse, inclusive culture that marries what 
we know in visualization, what we see as future 
grand challenge science problems, and what we 
know is a looming crisis in the global high-tech 
workforce. We have a unique opportunity to en-
gage our current and future student populations, 
helping them bring their skills to bear on prob-
lems of societal relevance. We can teach them to 
work well in multidisciplinary, multicultural team 
environments while maintaining a learning and 
working culture that is inclusive and fosters learn-
ing. We must encourage “speak up” environments 
from all members of our prospective community, 
ensuring that we welcome all good ideas. We must 
focus on teaching the “why” to engage our under-
represented populations. 

We know that diverse teams directly translate 
to innovative teams and that innovation is key to 

economic competitiveness. We know that visual-
izations play a critical role in understanding and 
communicating complex phenomena, particu-
larly among a diverse group of stakeholders. We 
know that our inherent ability as interdisciplinary 
thinkers and bridge builders puts us in a unique 
intersection space, where diversity in thought and 
approach is celebrated and encouraged.

As a community, we have a responsibility to 
bring a fresh perspective that fosters diversity and 
inclusion, but we are at a crossroads. We must 
make diversity and inclusion part of our funda-
mental fabric by making it a priority. We will cer-
tainly reap the rewards with greater innovation, 
more diverse thought, and a richer, more creative 
set of methods, tools, and products. 
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leaders and increase women’s participation in 
computer science.23

 ■ In 1993, ACM formed a Women in Computing 
Committee (ACM-W, women.acm.org). In 2009, 
the committee was renamed the ACM Council 
on Women in Computing and dedicated to re-
cruiting, retaining, supporting, and celebrating 
women in computing. 

Now is the time to understand what  
we can and should do and to commit to 
making diversity and inclusion a priority  

in our community moving forward.
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Building DARPA’s Brain
William C. Regli, Defense Advanced Research Projects Agency

A team of mathematicians work several years calculating a positronic brain equipped to do certain 

acts of calculation. Using this brain they make further calculations to create a still more complicat-

ed brain, which they use again to make one still more complicated and so on. . . . what we call the 

Machines are the result of ten such steps.

—“I, Robot” by I. Asimov, 1950

DARPA has a nearly 60-year history sup-

porting foundational research in the pursuit 

of scientifi c or engineering surprise. As a mem-

ber of DARPA’s Defense Sciences Offi ce, I fi nd 

that any particular day at work has a combina-
tion of the awesome and the surreal. If, as Arthur 
C. Clarke once said, “Any suffi ciently advanced 
technology is indistinguishable from magic,” 
then I have the privilege of working in what is, 
at least in the real world, the Ministry of Magic.

Today’s magician-scientists at DARPA are 
working on projects ranging from understanding 
the limits of photon detection, to mastering the 
design of materials structures across multiple or-
ders of magnitude in spatial scale, to detecting ter-
rorist nuclear materials with city-scale networks 
of highly advanced sensors. In the last decade, we 
have seen a major trend in the structure of many 
of our projects: computing and data are becom-
ing the central tools for innovation. They are be-
ing combined with analytics and software to re-
imagine age-old problems and, in some cases, to 
transform what used to be intractably complex 
problems into surprisingly manageable ones. But 
lately, I have had the sense that DARPA is onto 
something bigger. I think we are starting to see 
a combination of computing, data, and software 
technology that is demonstrating the hallmarks of 
Isaac Asimov’s “Brain.”

The Brain Asimov describes in his “I, Robot” 
series of short stories is a machine that engineers 

use to design other machines. The Brain is not 
only capable of feats of calculation but also of cor-
relating and deducing and thus enabling engineers 
to design ever more complex systems. Paradoxes 
emerge as the Brain designs things beyond the 
comprehension of its human masters, which cre-
ates a demand for robot psychologists able to un-
derstand these machines’ behavior and rationales.

This transition, from human-driven to human+
machine-centric creativity, is a central theme 
across many of Asimov’s writings. What we are 
witnessing at DARPA is the beginning of this same 
sociotechnical transformation, and the implica-
tions are vast. Let me describe just a few technolo-
gies we are creating.

Synthetic chemistry aims, among other tasks, to 
transform, via a series of chemical reactions that 
make and break chemical bonds, feedstock ma-
terials into useful molecules (for example, medi-
cines and detergents). The search for chemical re-
action pathways that take source materials “A, 
B, and C” and turn them into products is dom-
inated by the human-driven processes of insight, 
experience, and luck. Many useful things, ranging 
from Tefl on to super glue, have been discovered by 
accident. Now imagine a chemist who can use 
computational tools and vast reservoirs of chemis-
try data to design and synthesize at scale complex 
molecules that feature predetermined high-level 
functional properties and synthesize them at scale. 
DARPA’s Make-It program aims to turn the pro-
cess of molecular synthesis into one that partners 
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the needs of chemists with artificial 
intelligence to learn reaction com-
binations, search for new pathways, 
and automatically plan molecular 
production.

New scientific publications are now 
estimated to number in the millions 
each year, and existing corpora of 
publications are larger (at the time 
of writing, the US National Institutes  
of Health’s PubMed has nearly  
25 million records). Imagine a digital 
lab assistant able to read the contents 
and understand the semantic context 
in these tens of millions of papers, 
and with whom I could have a techni-
cal conversation. Rather than relying 
on keyword-based queries, DARPA’s 
Big Mechanism is enabling computers 
to understand, via machine-reading 
technology, the scientific landscape in 
an important area of cancer research. 
Out of this work we envision comput-
ing systems that help scientists and 
clinicians design new experiments 
and, ultimately, understand the com-
plete landscape of cancer protein in-
teractions in a way no human (or 
team of humans) can.

Going as far back as the discov-
ery of zero and the transition from  
Roman numerals to Arabic ones, im-
provements in mathematical technol-
ogy have enabled advances in scien-
tific understanding. Just as Newton’s 
calculus provided the mathematical 
abstractions for Kepler’s laws of plan-
etary motion, DARPA’s Simplifying 
Complexity in Scientific Discovery 
(SIMPLEX) project aims to create 
new mathematical and algorithmic 
abstractions for data-driven discov-
eries. Teams of performers are using 
new forms of mathematics to solve 
problems in domains as diverse as  
genomics, anthropology, and materi-
als science.

New fabrication technologies, 
such as additive manufacturing and  
integrated computational materials 

engineering (ICME), give designers 
control over material structures from 
nearly the atomic scale all the way up 
past the breadbox to the Empire State 
Building scale. Even with a single ma-
terial, the 1 m3 volume typical of to-
day’s 3D printing platforms can em-
body more than a quadrillion (1015) 
possible configurations—only a small 
fraction of which are potentially use-
ful. Our traditional design technolo-
gies—drawing dimensions of shapes 
on paper under the assumption that 
we are, for example, forming met-
als or drawing circuits—are hope-
lessly inadequate for this new and 
enormously expansive design space. 
DARPA’s Transformational Design 
(TRADES) program aims to reimag-
ine design as a human-machine dia-
log in which designers work with 
their computational assistants to 
search this complex space for unex-
pected new configurations that would 
not have been possible to conceive of 
previously. This represents a shift in 
the human designer’s role in the sys-
tem and, if successful, will accelerate 
the pace of innovation.

In each of these programs, DARPA 
is creating technologies to enable new 
forms of human-machine problem 
solving. The burden of creativity is 
shifting from being borne by the hu-
man scientist or engineer to being a 
shared responsibility of the insepara-
ble human-machine team. The shift 
is accelerating and appears to be one 
of the few means at humankind’s dis-
posal for us to stay ahead (or in some 
cases merely to keep pace with) the 
potentially existential challenges that 
nature, and we ourselves, continue to 
hurl at humanity. From antibiotic re-
sistance and new forms of infectious  
disease to the issues of climate, en-
ergy, food, water, and shared eco-
nomic well-being, it sometimes seems 
that we have reached a plateau in 
our knowledge and that continued 

progress is contingent upon our abil-
ity to harness machines that can help 
us, together, think faster and better.

Much like the early days of com-
puter networking that eventually led 
to the Internet, DARPA is beginning 
to put some of the initial technology 
components in place to empower  
human-machine discovery teams. The 
opportunity exists, just as it did even-
tually with networking technology, 
for other communities and organiza-
tions to participate in and accelerate 
this effort. The challenge this time, 
however, is that a transformation to a 
new kind of computer-accelerated dis-
covery will disrupt the practices that 
scientists and engineers have grown 
comfortable with over the past 400+ 
years. Scientific models “discovered” 
via machine learning may defy expla-
nation, computational simulations 
may replace analytical equations, and 
diagnostic recommendations may con-
found teams of clinicians. What 
should our new hypotheses be, and 
how will we trust (and verify) the con-
clusions we reach? What will our rela-
tionship be with this new Brain? I 
don’t know the answers to these ques-
tions, but I am sure that our collective 
future depends on our willingness to 
find out. 
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