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To Our Readers

W elcome to ComputingEdge.
This complimentary monthly 

digest from the IEEE Computer Soci-
ety is designed to bring you a representative sample 
of recent research and writing from the full spec-
trum of CS magazines and journals. And because 
the CS publications portfolio recently moved to 
primarily digital delivery, this print compilation 
also serves to highlight the outstanding content 
that’s available to subscribers online via com-
puter, tablet, or other device.

Each month, ComputingEdge will bring you 
informative, insightful, and engaging articles that 
appeal to a broad range of interests, with a spe-
cial emphasis on timely work from the CS maga-
zine portfolio. Magazine articles in ComputingEdge
will appear exactly as in their original published 
form―unabridged in any way: what you see here 
is just what the respective authors and editorial 
boards intended. At the same time, as the con-
cept evolves and we reach out to new readers, we 
hope to include more content written especially for 
ComputingEdge as well, about topics that expand 
on the scope of current CS magazine off erings.

We hope you’ll enjoy this inaugural issue. But 

as you read keep in mind that ComputingEdge is 
still a work in progress. In going forward, we’ll 
be adapting our vision to provide readers new to 
some of our many publications with the content 
they fi nd most compelling. 

So if you see something here that intrigues 
you―or if there’s anything you’d like to see in 
Computing Edge in the future―please let us know 
at computingedge@computer.org. This will help 
us make ComputingEdge respond to your interests 
as fully as possible. (And if an article here really 
whets your appetite for more, we hope you’ll con-
sider subscribing to the CS publication where it 
originally appeared.)

T hank you for joining us―now and in the 
future―as we share some of the many 
ways CS publications explore comput-

ing at the cutting edge. 

Selected CS articles and columns are also available for 
free at http://ComputingNow.computer.org.



T he IEEE Computer 
Society’s 13 digi-
tal magazines cover 

cutting-edge computing topics 
ranging from software design 
and computer graphics to Inter-
net computing and security and 
privacy, from scientifi c applica-
tions and machine intelligence 
to cloud migration and micro-
chip manufacturing. Here are 
some highlights from recent 
issues. 

Computer

The January 2015 issue of our 
fl agship publication, Computer, 
off ers its annual outlook on com-
puting, with articles devoted to 

second-generation big data sys-
tems, e-participation in smart 
cities, optimizing cyberdefense 
architectures, and more.    

IEEE Software

The Internet has become not 
just the platform of choice for 
delivering services to increas-
ingly mobile users but also the 
connective tissue among peo-
ple, information, and things. 
The January/February 2015 
issue of IEEE Software focuses 
on the Internet and beyond, 
with a roundtable that features 
seven research leaders discuss-
ing important issues shaping 
the fi eld.

IEEE Security & Privacy

In 2013, the US Energy Regulatory 
Commission approved cyberse-
curity regulations for the bulk 
electric system that place the 
power industry, rather than 
federal regulators, at the cen-
ter of design and enforcement. 
Critics argue that the regula-
tions are fl awed―but are they 
actually a secret success? In 
IEEE S&P’s November/Decem-
ber 2104 issue, Ryan Ellis of 
the Harvard Kennedy School 
summarizes this debate.

IEEE Internet Computing

Web identity and resolution 
authenticates and locates users 
on the Web, and is a critical 
aspect of Web Real-Time Com-
munications (WebRTC). This 
security architecture is meant 
to integrate with federated Web 
identity systems, but it’s not 
compatible with all protocols. In 

Magazine 
Roundup
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IEEE Internet Computing’s Novem-
ber/December 2014 issue, a team 
from Huawei Shannon IT Lab 
present alternative architectures to 
fi ll this gap. 

IEEE Computer Graphics and 
Applications

Increasingly important in areas 
like healthcare and gaming, auto-
matic emotion recognition focus-
ing on the whole body and not just 
facial expressions poses signifi cant 
research challenges. A cover fea-
ture from the November/December 
2014 issue of IEEE CG&A looks at 
what we’ve learned in this fi eld so 
far.

IEEE Intelligent Systems

As AI research advances, the line 
between humans and machines 
begins to blur―even though 
human-level AI remains elusive. The 
November/December 2014 special 
issue of IEEE Intelligent Systems
explores current cyborg intelligence 
research, which integrates AI with 
biological intelligence―via brain–
machine interfaces, for example.   

IT Professional

Cloud computing presents oppor-
tunities unimaginable just a few 
years ago for individuals, busi-
nesses, governments, and even 
entire industries. But it’s impor-
tant to recognize that the cloud still 
poses key risks and challenges. IT 
Pro’s November/December 2014 
special issue devoted to advances 
in cloud computing takes readers 
“beyond the buzz.” 

IEEE Micro

Many critical real-time embedded 
systems feature complex safety-
related, performance-demanding 
functionality. But the necessary 
aggressive technologies challenge 
time predictability and reliability. 
A team writing in IEEE Micro’s 
November/December 2014 issue 
propose an approach to obtain trust-
worthy worst-case time execution 
estimates in harsh environments.

Computing in Science & 
Engineering 

Increasingly, leadership in high-
performance computing gives 
nations an enormous competitive 
advantage in nearly every sector of 
the global economy, and many are 
investing heavily in domestic and 
collective supercomputing capabili-
ties. The November/December 2014 
special issue of CiSE surveys “New 
Frontiers in Leadership Computing.”

IEEE MultiMedia

Today social media geolocation 
information can bridge users’ online 
and offl  ine activities and even serve 
important real-world tracking func-
tions like epidemic forecasting and 
emergency detection. IEEE Multi-
Media’s October–December 2014 
issue includes a proposal for using 
social, visual, and textual informa-
tion to infer missing information 
about location. 

IEEE Pervasive Computing

Although smart watches let 
users receive many forms of 

communication, there’s usually no 
direct way to reply. In IEEE Pervasive 
Computing’s October–December 
2014 issue, Andreas Komninos 
and Mark Dunlop of the University 
of Strathclyde introduce an interac-
tive design layout for smart-watch 
text entry.

IEEE Annals of the History 
of Computing

During the 1960s, artists and engi-
neers began building sophisticated 
video synthesizers that produced 
abstract or distorted images through 
electronic manipulation. Peter Sachs 
Collopy from the University of Penn-
sylvania explores this technology’s 
evolution in IEEE Annals’s October–
December 2014 issue.

Cloud Computing

Policy makers have increasing 
worries about cloud security and 
privacy. IEEE Cloud Computing’s 
July 2014  “Cloud and the Law 
Column” off ers a continuous-cycle 
cloud security risk-management 
strategy that involves tasking, col-
lection, collation, analysis, dissem-
ination, and feedback

Computing Now

The Computing Now website 
(http://computingnow.computer
.org) features up-to-the minute 
computing news and blogs, along 
with articles ranging from peer-
reviewed research to opinions 
pieces by industry leaders. 

Selected CS articles and columns 
are also available for free at http://
ComputingNow.computer.org.
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When Data 
Grows Big
Hai Jin, Huazhong University of Science 
and Technology

This installment of Computer’s series highlighting the work published 
in IEEE Computer Society journals comes from IEEE Transactions on 
Parallel and Distributed Systems.

H adoop is an open 
source software 
framework that 
uses the well-known 

MapReduce model to process large-
scale datasets. It’s widely used by 
many data processing companies 
including Google, Yahoo, Face-
book, and LinkedIn. Most of these 
have dedicated Hadoop clusters, 
which have abundant memory to 
achieve high system throughput. 
However, many smaller com-
panies, research institutes, and 
universities might only have access 
to high-performance comput-
ing (HPC) or ordinary commodity 
clusters, which are both memory- 
constrained compared to Hadoop. 

The latest survey conducted by 
the International Data Corporation 
indicates that 67 percent of HPC 
systems are now used for big data 
analysis. It’s unclear whether the 
MapReduce model can reach its 
full potential in these constrained 
platforms. If it can’t, how might we 
reengineer the traditional Hadoop 
system toward this purpose?

In the forthcoming article “Mam-
moth: Gearing Hadoop towards 
Memory-Intensive MapReduce 
Applications” (IEEE Trans. on Par-
allel and Distributed Systems; doi: 
10.1109/TPDS.2014.2345068), the 

authors conducted benchmark-
ing experiments with Hadoop and 
observed inefficiencies in both 
memory usage and I/O operations. 
These deficiencies cause significant 
performance reduction in Hadoop, 
especially when the supporting plat-
form’s memory is constrained. 

The authors observed static and 
coarse-grained memory manage-
ment inefficiencies in Map and 
Reduce tasks; unnecessary disk 
spilling during the Map/Reduce 
procedure; lack of coordination 
among the Map tasks with differ-
ent memory demands; excessive 
I/O waits caused by the merge-sort 
procedure; excessive disk seeks 
caused by the parallel I/O; and the 
long-tail effect caused by an inap-
propriate priority setting for the 
file buffer. To tackle these prob-
lems, the authors developed a new 
MapReduce data processing system 
called Mammoth for memory- 
constrained systems. 

Mammoth is a multithread execu-
tion engine that’s based on Hadoop 
but runs in a single Java virtual ma-
chine (JVM) on each node. Each Map 
or Reduce task on a node is exe-
cuted as a thread in the engine, and 
all task threads can share memory 
at runtime. A memory-schedul-
ing algorithm is developed in the 

execution engine to realize global 
memory management.  

The authors further implemented 
the techniques of disk access serial-
ization, multicaching, and shuffling 
from memory, and solved the prob-
lem of full garbage collection in the 
JVM. In addition, the authors de-
signed a novel rule-based heuristic 
to prioritize memory allocation and 
revocation among execution units 
(mapper, shuffler, reducer, and so 
on), which maximizes the holistic 
benefits of the Map/Reduce job when 
scheduling each memory unit.

The authors conducted 
extensive experiments 
to compare Mammoth 

with Hadoop and another popular 
in-memory processing framework 
called Spark. The results show 
that Mammoth can dramatically 
improve performance in terms 
of execution time on memory- 
constrained clusters. 

Hai Jin is a Cheung Kung Scholars 
Chair professor of computer science 
and engineering at Huazhong Univer-
sity of Science and Technology (HUST) 
and dean of the School of Computer 
Science and Technology at HUST. 
Contact him at hjin@hust.edu.cn.

r12tra.indd   8 11/20/14   4:44 PM
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W hat’s trending in new technology? Here’s a look at 10 
topics coming to the forefront in IEEE Computer Soci-
ety magazines and journals over 2015.

1. Wearable Devices Reach Critical Mass

Imagine a wearable device that tells time, sends and receives email 
and messages, makes calls―even tracks your exercise routine. Next-
generation smartwatches do all that and more. 2015 should see an 
explosion not only in wearables but also in new applications and 
protocols, to tap a market Juniper Research predicts will reach $53 
billion by 2019. Mobile application and hardware developers, net-
work operators, and content providers will be working to exploit 
wearables’ capabilities and enhance usability.

2. The Internet of Things Morphs into an Internet of Anything 

Up to 50 million devices will be connected on the Internet by 2020―
smartwatches and “smarter” phones, utility meters and traffi  c 

Margo McCall

Top 10 Technology Trends 
for 2015

LOOKING FORWARD
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sensors, washing machines, refrigerators, the ver-
itable kitchen sink. In 2015, the Internet of Things 
will increasingly be viewed as an Internet of Any-
thing, an overarching operating system to accom-
modate any and all sensor inputs, system states, 
operating conditions, and data contexts. The chal-
lenge lies in contextually and semantically inte-
grating such diverse information. 

3. Building Secure Software Advances as a 
Priority

With exponential growth in data volume and 
greater opportunities for collection and analy-
sis, balancing security and privacy in software 
design will become a top priority. Malevolent 
actors―from adversarial governments and busi-
ness competitors to outright criminals and mal-
contents―jeopardize individuals, corporations, 
and even critical infrastructures. In 2015, after a 
year of unprecedented security breaches, there’s 
a growing momentum to provide developers with 
fl exible tools to create software with appropriate 
security levels at both ends.

4. Software-Defi ned Anything Takes Shape

While still in its early stages, the concept of soft-
ware-defi ned anything (SDx)―using software to 
control hardware―will grow in 2015 to encom-
pass software-defi ned storage, software-defi ned 
infrastructure, software-defi ned datacenters, and 
software-defi ned networking. At its heart, SDx is 
about interoperability and programmability, tak-
ing network centralization and virtualization, and 
especially network control, into the cloud.

5. 3D Printing Sees Greater Applications

Lower costs along with growing interest from con-
sumers and enterprises will propel many advances 
in 3D printing. According to Local Motors, 2015 will 
see production of the fi rst 3D-printed car; soon, 
consumers will be able to select a car’s features 
and within 40 hours―and for under $30,000―
drive off  in their customized model. 3D-printing 

capability by individuals and in industries includ-
ing aviation, consumer goods, jewelry, food, and 
medicine will spur creative innovation.

6. Predictive Analytics Widens in Scope

Business intelligence in 2015 will be less about 
examining the past and more about predicting the 
future. An emerging area in data mining, predictive 
analytics involves using data to extract informa-
tion for determining specifi c trends and behavior 
patterns. While modeling techniques like these 
have been researched for decades, new methods 
are being applied in areas like homeland security, 
infrastructure management, intelligent transporta-
tion, healthcare and bioinformatics, text mining, 
and social media.

7. Protections Develop for Embedded 
Systems

Deeply embedded computing systems perform 
extremely sensitive tasks involving almost every 
aspect of our lives―and, in cases such as health-
care IT, can be lifesaving. So security threats to 
such systems pose special dangers. In 2015, 
researchers will begin to revisit traditional secu-
rity mechanisms, countering the more adverse 
eff ects related to their breach and dealing with the 
resource limitations of these often battery-powered 
and extremely constrained systems.

8. Augmented Reality Applications Grow in 
Sophistication

Driven by cheaper graphics cards and sensors 
and more sophisticated smartphone technology, 
mobile apps using augmented reality will take the 
fore in 2015―helping the colorblind see colors, 
travelers explore unfamiliar cities, shoppers imag-
ine what they look like in diff erent outfi ts, and 
drivers locate their parked cars. Popular applica-
tions in gaming will come into the mainstream, 
with over 2.5 billion mobile augmented reality 
apps a year downloaded by 2017, according to 
Juniper Research.



www.computer.org/computingedge 11

9. Cloud Security and Privacy Receive 
Increased Scrutiny

Last year’s celebrity photo hacking scandal and 
iCloud breach in China have brought cloud secu-
rity to the forefront for 2015. According to IBM’s 
annual CISO study, nearly half of chief informa-
tion security officers expect a major cloud security 
breach this year that will spur customers to switch 
providers. To avoid system fragility and defend 
against vulnerability exploration, crucial cyber-
security measures are under development for all 
cloud systems.

10. Continual Digital Health Gains Popularity

Mobile technology will increasingly put access to 
personal healthcare information at one’s fingertips 
almost continually in 2015.  Connectivity, interop-
erability, sensing, and instant feedback through 
smart devices can promote healthy lifestyle 

changes, aid professionals in monitoring patients’ 
physiological and psychological states, and build a 
lifelong record of an individual’s physical, mental, 
and social health. Researchers will be looking for 
ways to adapt these technologies to deliver opti-
mal healthcare while bringing down overall costs.

T hese are just some highlights. You can 
find a more detailed discussion of what’s 
trending for 2105 at www.computer.org

/web/computingnow/Top-Technology-Trends. 

Margo McCall is the IEEE Computer Society’s mar-

keting communications manager. Contact her at 

mmccall@computer.org.

NEW from

THE NEXT FRONTIER
Managing Data Con� dentiality 
and Integrity in the Cloud
by Francisco Rocha, Salvador Abreu, 
and Miguel Correia 

CS authors present the architecture, main mecha-
nisms, and challenges of their proposed defense 
against malicious insiders in the cloud.

ISBN 978-0-7695-4978-1 • 7” x 10” • 58 pp.

Order .PDF ($15):
http://bit.ly/12Rk6gP

Order Paperback ($19):
http://bit.ly/166DuZr

Selected CS articles and columns are also available for 
free at http://ComputingNow.computer.org.
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Football at World 
Cup 2014

E
very four years since 
1930, FIFA (Fédération 
Internationale de Foot-
ball Association) has 

held its men’s World Cup tourna-
ment of football (or “soccer,” as it’s 
often called in the US), attracting 
the world’s attention for a solid, 
breathless month of unforgettable 
excitement. According to Google 
Search, the World Cup gener-
ates more interest than the Su-
per Bowl, Olympics, and Tour de 
France combined.1 Yet this year, 
whether they knew it or not, fans 
were witnessing more than just 
unforgettable players and games. 
During this year’s World Cup, 
several innovative IT applications 
were deployed for the first time 
ever, reshaping not only how offi-
cials make decisions but also how 
broadcasters cover live events and 
how fans immerse themselves in 
the game.

IT: A Key Decision Maker
The debate within FIFA over 
whether to implement goal-line 
technology (GLT), as well as oth-
er technologies, has been raging 
for over a decade with legitimate 
arguments both for and against. 
However, controversial calls have 

tainted the World Cup’s history. 
Incorrect calls have been made on 
goals, fouls, and offsides,2 as refer-
ees have had to make split-second 
decisions, even when they didn’t 
have a clear view of the play.3

One notable recent example oc-
curred during the England versus 
Germany match during the 2010 
FIFA World Cup, when Frank 
Lampard’s goal was disallowed, 
because neither the referee nor as-
sistant referee had a direct line of 
sight on the play. Yet fans watch-
ing the replay could clearly see the 
ball had crossed the goal line.4 To 
help avoid such controversy, this 
year, FIFA permitted the use of 
technology to help game officials 
detect goals.

Goal Line Technology
GLT monitors the ball’s path to 
automatically detect when the ball 
passes over the goal line. After de-
tecting a goal, most systems send 
an encrypted alert to a watch worn 
by the referee, who can then use 
that data to inform his decision.5

The GLT approved by FIFA for 
the 20th World Cup in Brazil was 
the German GoalControl-4D sys-
tem (http://goalcontrol.de). The 
“Testing Goal Line Technology” 

sidebar provides more  information 
regarding how FIFA selected this 
system, which uses 14 high-speed 
cameras (seven per goal), strategi-
cally positioned to confirm wheth-
er a ball crosses the goal line (see 
Figure 1).3

The cameras operate at up to 
500 frames per second to capture 
a 3D position of the ball in the air 
and on the pitch (field). They are 
linked via a fiber-optic cable to an 
image processing computer sys-
tem, which tracks the movement 
of all objects and then filters out 
everything—players, referees, and  
so on—other than the ball. The 
system can determine the ball’s 
3D position with a precision 
of a few millimeters. When the 
ball passes the goal line, the sys-
tem sends, within one second, 
a vibration and optical signal to 
referees’ watches. The watches 
start vibrating and display noti-
fication that assists referees with 
the “goal” or “no-goal” decision. 
Furthermore, all camera images 
of a goal and of all near-goals 
events are stored and can be re-
played at any time.

The GoalControl-4D  system 
proved its purpose at the 2014 World 
Cup in France’s 3-0  victory over 

Irena Bojanova, University of Maryland University College
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Honduras.6 After hitting the goal 
post, a shot from Karim  Benzema 
was fumbled by the  goalkeeper 

right at the goal line before being 
pushed away. Even TV replays 
were  inconclusive regarding  

whether the ball had successfully 
crossed the goal line.6 However, 
the GLT system  registered the ball 

Figure 1. GoalControl uses seven cameras per goal, which capture up to 500 frames per second with up to 5 
mm accuracy when it comes to detecting goals. (Source: GoalControl GmbH, http://goalcontrol.de; used with 
permission.)

In 2011, FIFA tested nine different goal line technol-
ogy (GLT) systems.1 The pass or fail assessment 

system had the following requirements:

 • the technology must only apply to the goal line 
and only determine whether a goal has been 
scored;

 • the system must be accurate;
 • indication of a goal must be immediate and auto-

matically confirmed within one second; and
 • indication of whether a goal has been scored is 

only communicated to match officials (via the 
referee’s watch, by vibration and visual signal).

During phase one, all nine technologies were tested 
with varying levels of lighting, ball speed, and angles 
of trajectory.1

Phase two of the testing considered climatic condi-
tions and the receptiveness of the referees’ watches. 
The systems currently approved for use by FIFA and 
the International Football Association Board (IFAB) are 
broadly based on either

 • camera tracking—high-speed video cameras 
placed around the pitch (field) to triangulate and 
track the ball’s position, or

 • magnetic field sensors—with a sensor either in the 
ball (to detect the magnetic field produced by thin 

wires underneath the penalty box) or in the goal 
frame (to detect the passing of the ball).2

Four companies vied to provide GLT for the 2014 
World Cup: two camera-based systems (Hawk and 
GoalControl) and two sensors-based systems (Goal-
Ref and Cairos Technologies). FIFA ultimately chose 
a camera-based system, because they didn’t want to 
modify the ball or field. They went with GoalControl 
for reasons specific to the tournaments in Brazil: the 
ability to adapt to local conditions, system compatibil-
ity with FIFA match operations, and project manage-
ment factors such as available staffing for installation.3

References
 1. “Sport Innovation/Goal-line Technology/FIFA Testing 
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hitting the post and crossing the 
line after hitting the goalkeeper, 
quickly signaling “goal” to a watch 
worn by the referee, who duly 
awarded France’s second goal.

GPS Tracking Technology
Referees weren’t the only ones us-
ing IT to inform their decisions. 
Coaches were exploiting data gath-
ered from GPS tracking technology, 

worn by players on several teams at 
the World Cup. Palm-sized GPS 
devices were fitted under players’ 
jerseys in compression tops.

The technology gives coaches 
real-time information about posi-
tioning, distance covered, heart rate, 
velocity, and intensity, and it notes 
when a player starts to perform 
above or below his average levels. 
This data helps coaches decide who 
to substitute and when to prevent 
injuries and optimize performance.7

Big Data Analytics
The German team took this a 
step further, using SAP’s Match 
Insights to analyze the team’s 
training, preparation, and tour-
naments (see Figure 2).8 Players’ 
movements and passes were re-
corded on the SAP HANA in-
memory database platform. Then, 
using analytics in combination 
with their own personal experi-
ence, coaches and trainers could 
assess player performance and 
make adjustments to correct inef-
ficiencies or errors.

Tests show that 10 minutes 
of data for 10 players with three 
balls can produce over 7 million 
data points, which SAP HANA 
can process in real time, putting 
the data in context for coaches 
and players.8 Finding and assess-
ing key situations in each match 
helps coaches and players opti-
mize training and tactics to im-
prove the team’s performance. No 
wonder the German team won the 
World Cup 2014!

Smart Ball Technology
Players are also using technology 
to improve their game. In particu-
lar, Adidas invented the Micoach 
smart ball technology (see Figure 
3a) to help players during train-
ing (http://micoach.adidas.com). 
Built-in sensors monitor how 
hard the ball is struck, track flight 
trajectories, and reveal impact 
points for penalties and  corners. 

Figure 2. The SAP Match Insights GUI. The system helps coaches and 
players analyze data to improve player training and team performance. 
(Source: Getty Images for SAP, www.sap.com; used with permission.)

Figure 3. The Adidas Micoach smart ball with integrated sensor for 
dead-ball training: (a) the ball with built-in sensors and (b) the related 
Micoach app, which helps players master certain skills. (Source: Adidas; 
http://micoach.adidas.com; used with permission.)

(a) (b)

itpro-16-04-Spot.indd   14 7/14/14   12:36 PM



www.computer.org 15
 computer.org/ITPro  15

The Adidas Micoach app (see Fig-
ure 3b) connects via Bluetooth 
and helps players learn and master 
various kicking and control skills.9

What’s Next
Looking ahead, the next important 
step to enhance football should be 
to help referees judge when play-
ers are offsides. (When a ball is 
passed forward, no attackers can 
be behind the defense—http://ti-
nyurl.com/pjxw55s.) In fact, off-
side technology already exists, and 
its future implementation depends 
on changing FIFA’s policies. On-
screen images with a pitch-wide 
line to measure the attacking play-
er’s position against defenders can 
be provided in just a few seconds 
to help with tight offside rulings.10

It would also be helpful to have 
technological assistance for de-
cisions on simulations—that is, 
when a player “flops” or “dives,” 
pretending to have been fouled 
to deceive a referee and receive a 
free kick. Sometimes, such un-
sportsmanlike behavior goes un-
noticed; other times, players are 
incorrectly accused of such. For 
example, the Brazil versus Neth-
erlands World Cup 2014 third-
place match had the first yellow 
card of the tournament for diving, 
yet the replays showed the deci-
sion to be incorrect.11

Ultra HD Event Coverage
In addition to embracing new tech-
nology, the 2014 World Cup has 
also been great for experimenting 
with the next generation of tele-
vision. This is rather becoming 
tradition, as the World Cup has a 
history of helping drive new stan-
dards in the quality of broadcast 
production. For example, the 1970 
World Cup was the first game to 
broadcast in color, the 2006 tour-
nament featured the first HDTV 
broadcast, and the 2010 tourna-
ment provided Internet streaming 
and 3D broadcasting.12

Broadcast innovations at the 
2014 World Cup included ex-
periments with ultra-high defini-
tion (UHD) TV. A big challenge 
in distributing UHDTV to the 
home is making it compat-
ible with existing broadcast and 
broadband capacities. Users need 
transmission speeds of approxi-
mately 20 megabits per second to 
watch 4K UHD content without 
glitches; Netflix requires an aver-
age speed of 15.6 Mbps to stream 
its 4K content.13 According to the 
data from the Akamai State of 
the  Internet Report,14 only South 
Korea has the average necessary 
speeds (23.5 Mbps)—the US is 
only at 9.8 Mbps. To prepare for 
widespread use, vigorous broad-
cast tests must be conducted, and 
live events with large audiences 
present a great opportunity for 

experimenting with UHD tech-
nology and potential distribution 
models, as well as for advertising 
the technology.15

FIFA worked with Sony, BBC, 
and NHK (Japan) on experimen-
tal live 4K UHD coverage and 
broadcasts in 4K and 8K UHD. 
In fact, to improve the quality 
of HD images from the tourna-
ment, FIFA asked all teams at 
the World Cup to have one pre-
dominantly dark and one pre-
dominantly light kit (uniform).16

This was to ensure TV cameras 
didn’t have to pick up a varied 
spectrum of colors, letting them 
transmit a simpler signal via the 
broadcast feed.

Sony tested live coverage with 
4K UHD, and BBC broadcasted 

on 4K UHD. While the UHD 
footage was delivered to only a 
handful of 4K UHDTV sets in se-
lected BBC research and develop-
ment facilities,17 this experiment 
should help BBC better under-
stand how future UHD live events 
could be delivered to UK homes. 
The Japanese public broadcaster 
NHK worked with FIFA to con-
duct tests of capture and broad-
cast in 8K UHDTV with its Super 
Hi-Vision technology. The exper-
iment featured clearer images and 
more realistic sound—16 times 
the picture quality of HDTV, with 
22.2 surround sound,18 as 8K sig-
nals were sent to big screens in 
Brazil and Japan, and to the NHK 
Tokyo station.

These trials will pave the path 
for football fans to improve their 
viewing experience.

Fan Immersion
Of course, myriad apps for smart 
viewing were also launched just in 
time for FIFA’s 2014 World Cup.

The official FIFA World Cup 
app, advertised as a “virtual tick-
et to the global stadium [and] 
the best way to #joinin with the 
biggest conversation on the 
planet,”19 offered exclusive live 
coverage from all 64 matches, 
providing up-to-date news, pho-
tos, and videos. Fans could also 
participate in real-time voting on 
the official “Man of the Match” 
and enter to win the kick-off ball. 
During matches, fans could con-
nect with friends, other fans, play-
ers, coaches, and celebrities from 
the in-app social media feed, and 
they could track tournament stats 

Looking ahead, the next important step to 
enhance football should be to help referees 
judge when players are offsides. In fact, offside 
technology already exists.
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and monitor the FIFA/Coca-Cola 
World Ranking.

The U-verse TV app for the 2014 
FIFA World Cup offered fans, via 
high-speed Internet, instant access 
on their TV screen to stats, sched-
ules, athlete biographies, match 
scores, and more.20 With AT&T U-
verse Multiview, fans could watch 
up to four simultaneously broad-
casted matches. Even when away 
from their TVs, U-verse football 
fans had multiple ways to watch: 
Uverse.com, the U-verse app, or the 
WatchESPN app. The WatchESPN 
app had more than 1.7 million 
concurrent users during the US-
Germany World Cup Match.21

Another mobile app, Match 
Dominator from Teleios Systems, 
let football fans predict the winner 
in different matches and share their 
predictions. Based on the accuracy 

of their predictions, the app users 
gained points and earned badges 
and bragging rights, moving up the 
leaderboard.22 Match Dominator 
also let fans receive alerts for match-
es with their favorite teams, view 
real-time match updates, and enter 
live chat sessions with other fans.

A different app, Pebble Technol-
ogy, let fans keep track of favorite 
teams using a handy watchapp, 
which offered updates on demand. 
The watchapp updated every 
30 seconds during matches, could 
track two games at once, and vibrat-
ed twice when a goal was scored.23

A s football fans know, 
the world of sports is 
changing. Technological 

 innovations are occurring in every 
area, from scorekeeping and team 
management to players’ perfor-
mance and fans’ experience. Play-
ers and coaches value the oppor-
tunity to use real-time data and 
analytics to help them maximize 
their potential and perform at 
their best, but more importantly, 
they and their fans appreciate that 
the game is evolving to minimize 
the human-error factor without 
disturbing the flow of the game. 
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What Next? 
Advances in Software-
Driven Industries
Christof Ebert, Gerd Hoefner, and Mani V.S.

Which software technologies will be relevant in the near future? Where 
is development of innovative products and solutions heading? Companies 
and engineers need to � exibly respond to markets and changes and adapt 
their competences. But which of the many new technologies and hypes 
deserve focus? Further progress in software technologies, coupled with 
the growing capability to reliably develop complex systems, will impact 
every engineer. In this install ment of Software Technology, Siemens 
experts Gerd Hoefner and Mani V.S. and I outline major software trends 
and offer recommendations for practitioners. I look forward to hearing 
from both readers and prospective column authors about this column 

and the technologies you want to know more about. —Christof Ebert

COMPLEXITY SCALES. With soci-
ety’s increasing dependence on soft-
ware, its complexity and scale con-
tinue to expand. Furthermore, while 
becoming more pervasive, software 

is also becoming more transparent, 
with increasingly invisible interfaces. 
Software is transforming entire in-
dustries such as healthcare and the 
automotive industry. Electronics, 

software, and IT are major drivers of 
innovation across all industries.

This article provides an overview 
on trends in software-driven indus-
tries. We have spoken with clients 

from technology companies world-
wide in various industries to identify 
where they are heading and what 
topics are relevant for 2015 and be-
yond. We will outline major trends 

and supplemented these trends with 
concrete recommendations.

Products and solutions must meet 
more and more requirements but also 
must be designed for cost effective-
ness, easy adaptability, and the ability 
to exploit the advantages of emerg-
ing and dominant industry plat-
forms. New competitors are entering 
markets with new solutions, which 
in some cases circumvent the depen-
dence on legacy systems. Software-
driven systems are characterized by 
rapidly growing complexity coupled 
with an unprecedented increase in 
scale, based on a fast-changing tech-
nology landscape.

Software Advances
 The Billion-Dollar Startup Club of the 
Wall Street Journal and Dow Jones 

Complexity scales. Simplicity secures.
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VentureSource tracks companies that 
venture capital �rms have valued at 
more than US$1 billion (http://graph-
ics.wsj.com/billion-dollar-club). It’s 
an interesting source to compare tech-
nologies and their expected impact 
on worldwide needs. Currently, the 
growing list has 60-odd companies.

The Five Dimensions  
of Software Advancement
Looking at these companies along 
with our own wealth of industry con-
tacts, we cluster software advancement 
along �ve dimensions (see Figure 1):

• collaboration—consumer In-
ternet, social network interac-
tion, single-customer segmenta-
tion, con�gurators for products 
and services, digital money, 
computer-assisted collaboration 
tools, and crowdsourcing;

• comprehension—semantic 
search, big-data handling, smart 
data, data analytics, the data 
economy, online data validation, 
and data quality;

• connectivity—ubiquitous mobile 
computing, mobile services, 
cyber-physical systems, Industry 
4.0, machine-to-machine com-
munication, sensor networks, 
and multisensor fusion;

• cloud—applications and services 
in the cloud, location-based 
networks, new license models 
for software and applications, 
sustainability, and energy ef-
�ciency; and

• convergence—mobile enter-
prises, bioinformatics, the Inter-
net of Things, pervasive sensing, 
and autonomous systems.

These dimensions, coupled with 
the underlying complexity and scale, 
demand new software solutions 
based on new computing paradigms 

and infrastructure. Examples in-
clude IT architectures that facilitate 
seamless connectivity, robust infra-
structures for cyber-physical sys-
tems in safety-critical environments, 
and data analytics to predict choices 
and behaviors to improve the overall 
customer experience. Such software-
driven solutions can create nontradi-
tional market entry points and con-
sequently entirely new mechanisms 
to address a single customer with 
time- and location-speci�c services.

Security, Robustness, and Usability
Such solutions require new technolo-
gies that will not only create numer-
ous opportunities but also introduce 
complexity. So, these solutions intro-
duce new challenges—for instance, 
regarding information security, ro-
bustness, and usability.

Security and robustness have a tre-
mendous impact on business decisions. 

The more we share and network, the 
more we’re exposed to attacks of all 
kinds. The exploding need for secure 
software and protection schemes for 
our business processes, end-to-end, 
indicate this impact. Imagine automo-
tive suppliers working on multisensor 
fusion connected to GPS and vehicle-
to-vehicle communication to predict 
critical situations and foresee appro-
priate measures in situations in which 
even the driver might not be aware of 
what will happen. Other examples are 
service companies that leverage their 
sales channels to �exibly provide re-
lated services such as door-to-door 
transportation, or �rms that offer a 
single service card for identi�cation, 
payment, and access to services of 
various providers, both physical and 
in the cloud.

Complexity and scale demand a 
focus on usability. We already face sit-
uations in which inadequately trained 

Collaboration

Comprehension

Connectivity

Cloud

Convergence

FIGURE 1. Software is advancing along �ve dimensions—collaboration, comprehen-

sion, connectivity, cloud, and convergence. These dimensions, coupled with the under-

lying complexity and scale, demand new software solutions based on new computing 

paradigms and infrastructure.
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COMPLEXITY SCALES. With soci-
ety’s increasing dependence on soft-
ware, its complexity and scale con-
tinue to expand. Furthermore, while 
becoming more pervasive, software 

is also becoming more transparent, 
with increasingly invisible interfaces. 
Software is transforming entire in-
dustries such as healthcare and the 
automotive industry. Electronics, 

software, and IT are major drivers of 
innovation across all industries.

This article provides an overview 
on trends in software-driven indus-
tries. We have spoken with clients 

from technology companies world-
wide in various industries to identify 
where they are heading and what 
topics are relevant for 2015 and be-
yond. We will outline major trends 

and supplemented these trends with 
concrete recommendations.

Products and solutions must meet 
more and more requirements but also 
must be designed for cost effective-
ness, easy adaptability, and the ability 
to exploit the advantages of emerg-
ing and dominant industry plat-
forms. New competitors are entering 
markets with new solutions, which 
in some cases circumvent the depen-
dence on legacy systems. Software-
driven systems are characterized by 
rapidly growing complexity coupled 
with an unprecedented increase in 
scale, based on a fast-changing tech-
nology landscape.

Software Advances
 The Billion-Dollar Startup Club of the 
Wall Street Journal and Dow Jones 

Complexity scales. Simplicity secures.
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users are forced to operate systems 
they don’t understand suf�ciently to 
meaningfully assess risks and stay in 
control across normal day-to-day sce-
narios. Insuf�cient usability is a ma-
jor source of critical failures caused 
by humans in healthcare, transporta-
tion, and production plants.

Creating Value
Software and IT move on a fast high-
way. Global software development 
requires managing software proj-
ects that span geographic and orga-
nizational boundaries, which adds 
to the challenge of developing soft-
ware. But we see many companies 
and endeavors that failed because 
they overemphasized technology and 
didn’t suf�ciently implement a sound 
business strategy.1

Consider Netscape. For many of 
us, Netscape was our �rst experi-
ence of the Internet. In 1995 it had 
a market share of 80 percent. But by 
1997, it slowed down and lost market 
share, and in 2003 it went bankrupt. 
What went wrong? One manager 
put it simply, admitting that instead 
of using sound processes, they just 
dumped features and software tech-

nologies into their products.1 Insuf�-
cient product management still ham-
pers companies. Research has shown 
that roughly half of delivered features 
don’t create value (see Figure 2).1,2

The Complexity Trap
While working with clients on prod-
uct strategy and requirements engi-
neering, one of the �rst questions we 
ask is, what value will a potential 
feature add to a product? The vast 
majority of responses we receive can 
be reduced to “We don’t know; the 
spec says this feature is required.” 
Although this might be true, it’s im-
portant to recognize that this will 
lead to an unsustainable increase in 
complexity and cost. This is what we 
call the complexity trap.

As complexity expands, it must 
be balanced. Companies that make 
the wrong decisions during a pe-
riod of fast technology evolution and 
change will fall back or fail. Most 
selections involving human choices 
follow a “long tail” or 1/f distribu-
tion. The Pareto principle states that, 
for many events, roughly 80 percent 
of the effects come from 20 percent 
of the causes. Today, economists 

have put more energy into analyz-
ing the long-tail distribution; they’ve 
found that, for instance, going from 
20 to 100 features in a system adds 
only 10 percent of value.3 Steve Jobs 
was one of the few taking concrete 
lessons from this principle, demand-
ing simplicity in his products. Yet 
managers are unsure whether the 
measures taken are sustainable and 
how to manage the increasing in-
novation pressure. Speci�cally, they 
expect technology and IT proposals 
to both reduce costs and set the right 
priorities for technology innovation 
and new products and solutions.

Impacts for the  
Leading Practitioner
Simplicity secures. Too often soft-
ware engineers are overly fascinated 
by new technologies. In addition, 
their companies obviously demand 
rapid transition to new products and 
services, to create sales opportuni-
ties and growth. However, in the in-
terest of balance, you need to com-
bine evolving software technologies 
with sound engineering and manage-
ment practices.

In talking with clients in many 
different projects and industries 
worldwide, we identi�ed four major 
levers to avoid an overly narrow fo-
cus on technology:

• Connect architecture and 
functionality.

• Master the entire life cycle.
• Strengthen globally distributed 

teams.
• Streamline development.

We now examine these levers and  offer 
recommendations for practitioners. 
Most of the recommendations are 
 further detailed in Global Software 
and IT: A Guide to Distributed Devel-
opment, Projects, and Outsourcing.2

Often
13%

Always–7%

Rarely
19%

Never
45%

Sometimes
16%

FIGURE 2. Only a small percentage of features actually create value in a software-

driven system.
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Connect Architecture and Functionality
Software and IT systems need a 
close connection of architecture and 
functionality. Any system’s require-
ments and architecture are highly in-
terdependent. Projects without early 
architecture evaluation will likely 
overlook critical requirements, es-
pecially nonfunctional ones. In ad-
dition, these projects are more likely 
to fail in prioritizing requirements. 
They typically face budget overruns 
and rework due to inappropriate and 
late design changes.

The following example illustrates 
this disconnect. A project team intro-
duced a service-driven approach but 
did not adequately align the architec-
ture and requirements. The team de-
veloped and modeled the requirements 
without looking to solution models 
and architecture constraints. They 
modeled business processes with a top-
class modeling tool but didn’t map the 
processes to the requirements. The in-
tended service-oriented architecture 
copied previous technology- driven si-
los because this was the language ev-
erybody understood. The result was a 
mixture of individual components that 
didn’t perform according to business 
expectations. Getting the project back 
on track required restarting the entire 
requirements-modeling and architec-
ture concept —at a high cost of rework.

Modeling functions and archi-
tecture will help avoid such failures. 
Functions, architecture, implemen-
tation, and dependencies must be 
modeled and connected suitably. It’s 
essential to evaluate nonfunctional 
requirements such as safety, security, 
performance, reusability, maintain-
ability, and system cost—and their 
impact on architecture—at an early 
stage. Product line development 
with ef�cient variant  management 
has a signi�cant economic impact. 
The recent evolution toward modu-

lar concepts is a positive step. Work-
ing at a higher abstraction level and 
automating activities can improve 
productivity and quality. The trend 
is “from �eld to system to lab to 
math.” Development is getting in-
creasingly virtualized, so that the 
code runs on multiple platforms.

The greatest obstacle is the learn-
ing curve, thus not achieving con-
sistency across organization units. 
 Developers are tasked with optimiz-
ing the code without getting the time 
or training to understand its func-
tion. Systems engineering remains in 
the background and is isolated from 
application development. So, road-
maps are created for only the subsys-
tems, and new features and variants 
introduce overwhelming complexity. 
The business case is clear: Consis-
tent modeling of the product’s criti-
cal software components signi�cantly 
reduces the defect rate and develop-
ment costs. We typically �nd a share 
of 30 to 50 percent as adequate; that 
is, rarely used uncritical parts should 
not be modeled.

Recommendations: First, establish 
a strong focus on systems engineering 
and modeling of functions and archi-
tecture. De�ne quality requirements 
and measures early and consistently 
from a system point of view. Break 
the system down to its components 
and functions and analyze the im-
pact of requirements on architecture. 
Integrate suppliers and customers 
into your overall quality and life-
cycle concept. Reduce the noncon-
formance cost through integrated 
modeling, early defect detection, and 
reuse. Ensure consistency through 
traceability, automated consistency 
checking, and automated code gen-
eration from models of functionality.

Move stepwise toward model-
driven development, and focus on 

critical components and consistency 
of requirements throughout architec-
ture, design, and test cases. Measure 
the migration and its effects. In each 
project, try to improve by 10 to 20 
percent in areas on which you want 
to focus—for example, 20 percent 
fewer cost variations or 10 percent 
less cost in the test phase.

Master the Entire Life Cycle
Rising cost pressure is forcing com-
panies and their suppliers to jointly 
and consistently master product de-
velopment. Product life-cycle man-
agement and application life-cycle 
management (PLM and ALM) are 
the primary mechanisms for inte-
grating engineering processes, tools, 
and people across the domains of 
system, software, hardware, and 
mechanical engineering. Unfortu-
nately PLM and ALM often aren’t 
well introduced. Companies believe 
that with a tool and the necessary IT 
interfaces, all issues will be resolved. 
This isn’t the case; the high percent-
age of abandoned PLM and ALM 
projects indicates the criticality of 
professional change management.

The following example illus-
trates the signi�cance. A supplier 
introduced model-driven engineer-
ing (MDE) based on a modern tool 
environment that enabled seam-
less collaboration across develop-
ment centers and with partners and 
customers. Cost-effectiveness was 
evident up front because the system 
was going to provide faster data ac-
cess, while the improved change and 
con�guration control was expected 
to produce fewer defects and reduce 
budget overruns.

The engineers used the tool for 
modeling during design, but not 
during the test, and without much 
modeling methodology. Soon, mod-
els became inconsistent and were 
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discarded in further product evolu-
tion. What had happened? The tool 
was designed to support the devel-
opment and was integrated into the 
company-wide product data man-
agement system. However, not only 
developers but also product manag-
ers and project leaders couldn’t work 
with the tool and created parallel sys-
tems for their documents, which they 
exchanged using traditional methods. 
The solution would have been effec-
tive if, before the tool was introduced, 
it had been made clear which pro-
cesses had to be supported along the 
life cycle with which methodology, 
and how these processes had to be 
�rst improved and then automated.

Recommendations: First improve the 
process and then the tools, on the ba-
sis of concrete improvement objectives 
that are set, measured, and used to cor-
rect deviations. Ensure consistency of 
features and products with a strong 
systems-engineering approach. Spe-
ci�cally, in distributed collaborative 
environments, we see huge bene�ts 
from a single repository for  consistent 
requirements, speci�cations, and 
models across all versions. Use tools 
to appropriately model the differ-

ent abstraction levels, from func-
tions to logic and from architecture 
to implementation. Evaluate tools on 
the  basis of your own requirements 
 under  realistic conditions. Support 
the  interfaces to the various compo-
nents and processes through trace-
ability,  automatic consistency checks, 
and test automation.

Manage the transformation 
across the entire organization. Pi-
lot the changes in process and tools, 
coach and train engineers, and rec-
ognize the power users who will set 
the pace. Introduce model-based 
development intelligently; step by 
step, focus on critical components, 
continuity of requirements through-
out code and test cases, and improv-
ing processes in parallel. Support 
developers and ensure continuous 
improvement.

Strengthen Globally Distributed Teams
The pressure to continuously innovate 
and reduce cost, the lack of the right 
skills, and the need for global presence 
will further boost distributed develop-
ment. Figure 3 shows the four major 
drivers of global software engineering:

• presence—in local markets, both 

for visibility and access but also 
for learning;

• talent—to succeed in the race 
for the best engineers;

• �exibility—with just-in-time 
networks and emerging ecosys-
tems and crowdsourcing; and

• ef�ciency—to balance the com-
plexity and simplicity in reduc-
ing overheads and being more 
agile.

Distributed development teams 
require new forms of collaboration 
for teams, projects, and people. The 
diverse network of components, ap-
plications, devices, and users is de-
manding completely new ways of 
working. However, communication 
dif�culties, cultural differences, and 
management overhead lead to nu-
merous challenges. Eighty percent 
of companies that outsource their 
development or maintenance have 
problems. Twenty percent of sourc-
ing contracts are canceled within the 
�rst year. Fifty percent of the con-
tracts don’t achieve the intended ob-
jectives and are then terminated.2

So, what’s needed is smartshor-
ing, which replaces traditional labor-
cost-based location decisions with a 
systematic improvement of business 
processes in a distributed context. 
The bene�ts are tangible; the most 
often reported ones are multisite col-
laboration, clean-variant manage-
ment, and transparent work�ows. 
Merely considering labor costs must 
be replaced by a holistic strategy 
taking into account onsite presence 
and customer proximity as well as 
reducing friction losses.

Recommendations: Prepare dis-
tributed teams and smartshoring as 
a competence and business process 
before going operational. This in-
volves risk management, vendor se-

1

2

4

3

Presence:
Global growth strategy.
Learn from new 
markets.

Talent:
Race for skilled people.
Value creation 
happens where the 
skills are.

Flexibility:
Just-in-time 
networks across 
organizations.
Technology expertise that 
depends on context.

Ef�ciency:
Process excellence.
Speed to pro�t ahead 
of competitors.

FIGURE 3. The way ahead: four drivers fuel future globalization.
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lection, optimizing your own pro-
cesses, and transparent controlling. 
Use computer-assisted collaborative- 
engineering tools to facilitate seam-
less work across distributed teams. 
Set clear objectives for improvement, 
and measure and monitor progress 
against the agreed targets. Ensure a 
high level of discipline in distributed 
teams by transparently controlling 
both projects and results. Use tailored 
methods and tools for matching your 
own constraints and needs. Improve 
competences for distributed develop-
ment and soft skills. For instance, use 
different communication channels 
rather than sending only email. Ben-
e� t from smartshoring and global en-
gineering industry best practices by 
visiting the IEEE International Con-
ference on Global Software Engineer-
ing (ICGSE; see the sidebar).

Streamline Development
In uncertain economic times, tech-
nologies and processes that make a 
company more ef� cient and pow-
erful gain attention. Software de-
velopment managers must evaluate 
costs and productivity and imple-
ment goal-oriented improvements. 
In our experience, you can reduce 
cost and cycle times by continually 
optimizing development processes. 
The application of lean-software- 
development principles and agile 
practices can effectively streamline 
interfaces and reduce rework and 
 inef� ciencies. Agile practices such as 
Scrum or Extreme Programming are 
increasingly applied but often seem a 
mere slogan instead of a sustainable 
way to work.

Our experience shows that far 
too often, teams reinvent the wheel. 
Earned value, value stream mapping, 
and Scrum are proven techniques 
that shouldn’t be developed in-house 
with a lot of energy and cost. Our 

clients at Vector claim that nearly 
90 percent of companies want to im-
prove their ef� ciency in 2015 but that 
only a third of them are satis� ed with 
their previous results. Unprofessional 
change management is a common 
reason for failing ef� ciency projects.

Recommendations: Check your 
project performance: what creates 
pressure in projects, what demotivates 
your teams, and where do work prod-
ucts need rework? Streamline work-
� ows and related tools stepwise, with 
an overarching strategy, incremen-
tal goals, and a future-oriented IT 
architecture. Set concrete improve-
ment targets every quarter. Train em-
ployees in lean principles. Have each 
team develop its own action plan for 
reducing waste, rework, and inter-
face con� icts—with reference to your 
company-wide ef� ciency targets. 
Evaluate your performance—for ex-
ample, by revenue per developer, lead 
time, fault detection rates, and cost 
drivers. Ensure that agile practices 
don’t lead to arbitrariness. Apply 
professional change management.

Complexity Scales, 
Simplicity Secures
2015 calls for more ef� ciency and 
competitiveness, because the business 
climate is more volatile. We talked to 
our clients from various industries to 
identify where they are and what top-
ics will be important for product de-
velopment in 2015 and beyond. The 
response: companies will continue to 
invest in growth through innovation 
by developing new products and so-
lutions because this determines their 
market position. At the same time, 
they’re aware of the volatile market 
situation and want their development 
teams across the world to be as lean 
and ef� cient as possible.

These days, companies must be 
doubly innovative—in both technol-
ogy and ef� ciency. The ability to suc-
cessfully implement innovations in a 
short time is the all-important com-
petitive factor. Innovations are not 
only new products and optimized 
processes but also entirely new basic 
technologies, such as we see in elec-
tric vehicles, communication net-
works, or even intelligent energy use.

ICGSE

The annual International Conference on Global Software Engineering (ICGSE) 
brings together worldwide industry and research leaders in distributed software 
development. With participants from more than 20 countries and one-third of 
the papers from industry, it’s the preeminent forum on global software develop-
ment. ICGSE 2015 will take place from 13 to 16 July in Ciudad Real, Spain. Join 
the conference and learn how to succeed with distributed software projects. 
Meet the authors of this article, and learn from their keynote speeches how to 
make distributed teams more effective, the bene� ts of smartshoring, and how 
to cope with the challenges, such as heterogeneous methods and tools. More 
information is at www.icgse.org.

Participate in our technologies 2015 survey and have the chance to win a 
free copy of our IEEE book Global Software and IT with many practical case 
studies. Directly go to the survey: www.vector.com/trends-survey.
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Insuf� cient use of road maps, 
unmanaged complexity, and cost-
cutting in the wrong areas lead to 
a situation in which a signi� cant 
proportion of R&D expenditure 
doesn’t lead to successful innova-
tion. Customers in various indus-
tries complain about overly long 
cycle times from idea to market. 
Techniques such as lean innovation 
can address 20 to 40 percent of cus-
tomers’ total cost structure. This is 
an enormous savings potential that 
should be effectively and sustain-
ably captured.

What determines a product’s suc-
cess isn’t the number of features; it’s 
the few that differentiate it from oth-
ers. Complexity scales but must be 

mastered with product strategy, sound 
engineering processes, and technology 
management to achieve the necessary 
simplicity that secures your growth 
and sustains your markets.
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Launched in August 2014, the 
IEEE Center for Secure Design 

(CSD) gathers so�ware security 
expertise from industry, academia, 
and government to provide guid-
ance on recognizing design �aws 
and building security in. �ree of 
the founding members of the CSD 
discuss the project and its future. 
Jim DelGrosso is the executive 
director of the CSD and a principal 
consultant at Cigital; Yoshi Kohno 
is an associate professor of com-
puter science at the University of 
Washington; and Christoph Kern 

is an information security engineer 
at Google.

Where did the notion of the CSD 
come from, and why is it important?

DelGrosso: Toward the 
end of 2013, you and 
Kathy Clark-Fisher of 
the IEEE Computer 
Society started kick-
ing around ideas 

about starting a cybersecurity initia-
tive and started thinking about 
some of the problems that have 
been lingering around for years, or 
quite frankly, decades. �ese prob-
lems haven’t been solved, so they 
must be pre�y di�cult. Is there 
something we can do to solve those 
problems? �e Center for Secure 
Design was born with the idea of 
ways we can try to prevent so�ware 
from being built with design �aws. 

We make a distinction in the CSD 
between implementation bugs 
and design flaws, both of which are 

software defects. Can you explain 
the di�erence with some examples?

DelGrosso: One type of a security 
defect is incorrectly using a security 
control. Maybe you’re using a cryp-
tographic primitive, but you’re using 
the wrong primitive for what you’re 
trying to accomplish. Imagine 
you’re trying to prevent the tamper-
ing of data, but you’re using a con-
�dentiality control. �at’s a design 
�aw. It’s a broken design that isn’t 
going to be caught by something 
like static analysis. And something 
like this is probably very di�cult to 
�nd with dynamic analysis as well. 
You really need to look at the design 
of the application to recognize that 
you haven’t chosen the right control 
for the right purpose.

Please contrast that with a bug that 
you might normally find in a soft-
ware program.

DelGrosso: Keeping with the crypto 
universe example, an implementa-
tion bug might involve using an incor-
rect key size or the classic example of 
any kind of bu�er over�ow or SQL 
injection, where the way a developer 
wrote the code created a defect, but 
it’s really an implementation bug. �e 
developer’s choice of how to write 
the code created the defect. 

I have a really simple example: forgot 
to authenticate user. When you stare 
at the code, you’re not going to find 
that flaw. In fact, you have to consider 
the architecture in order to under-
stand that flaw. Do you have an exam-
ple of a design flaw that you think 
would help people figure out what 
we’re going after with the CSD?

Silver Bullet Talks 
with the IEEE Center  
for Secure Design
Gary McGraw | Cigital

Hear the full podcast at www.computer.org/silverbullet. Show links, notes, 
and an online discussion can be found at www.cigital.com/silverbullet.
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Kohno: O�en, a �aw 
has to do with a failure 
to realize the need for 
something or using 
the wrong compo-
nent. Sometimes we 

see systems where people didn’t 
realize they needed encryption or 
cryptography or didn’t realize the 
need for authentication. Another 
example is the unfortunate practice 
of some servers not storing hashed 
passwords, but just storing pass-
words in the cleartext. To me, that’s 
an example of a design �aw, because 
of the failure to realize the need to 
protect those passwords.

Do you have a favorite example of 
a design flaw? Maybe one that’s 
related to bugs, so we can get some 
distinction between bugs and flaws.

Kern: I might make 
this a li�le bit more 
complicated, because 
I think it’s important 
to realize that many 
classes of bugs are 

actually in some way manifestations 
of design-level issues. You can say, 
for instance, that a bu�er over�ow is 
primarily a bug, right? �ere’s a spe-
ci�c line of code that’s wrong, and 
you can o�en �nd it through 
dynamic testing or static analysis. 
But if you look at the problem of 
having this class of bugs in the big-
ger picture, it can happen all over 
the place in a large piece of so�ware. 
What it comes down to is that it’s 
actually a question of language 
design: if you use a memory-safe 
language, you won’t have this class 
of bug, but if you use C, you will. 

�is goes for other classes of 
bugs as well. Cross-site scripting 
[XSS] bugs, for instance, are in 
one way very simple and straight-
forward. �ere’s a speci�c piece of 
code you can point to where the 
developer forgot to appropriately 
validate, encode, or escape a string 
that is somehow placed into HTML 

markup context. But XSS is also a 
design-level issue. You’re not going 
to get rid of all possible XSS bugs 
unless you look at the design of the 
APIs and template systems that you 
use to produce HTML markup.

I think it’s important to understand 
that sometimes when you work on 
design, you can really help to address 
entire swaths of bugs. Why are flaws 
a challenge to find and, more impor-
tant, to fix as opposed to bugs?

Kohno: O�entimes �aws arise 
because of the world view of the 
people who are designing the sys-
tem. �e �aw manifests because 
the designers didn’t think to ask the 
right questions. I’ve seen a number 
of systems where a �aw just comes 
out of le� �eld. �e designers didn’t 
think about it, and throughout the 
whole process of creating the sys-
tem, they just weren’t looking in 
that spot in the right way. 

Kern: Flaws are more transcendental 
in a way. For instance, �aws can arise 
from a misunderstanding of the trust 
boundaries that are inherent in the 
system. A designer might make the 
inappropriate assumption that the 
system can trust values it receives 
from a piece of code that actually 
runs in an untrustworthy environ-
ment. A typical example is if you 
have a client/server or Web applica-
tion and the server that runs in your 
environment assumes that the values 
it receives from a client (that’s actu-
ally under the control of a potential 
a�acker) are trustworthy. You have 
to understand the trust model and 
the assumptions about the trust in 
the various components—including 
where they’re going to be running. 
As far as I’ve seen, there is really no 
practical way of formally describing 
and capturing such a view, and then 
automatically reasoning about it.

Finding flaws is di�cult. One of the 
reasons we formed this workshop 

is that the secure design problem 
has been around for a long time and 
there aren’t that many people who 
are experts at thinking about secu-
rity at the design level. Good secu-
rity design analysts are usually pretty 
good architects in the first place—
meaning they’re rare. In general, that 
means finding flaws is a challenge, 
and a still-open problem is that we 
haven’t been able to scale the activ-
ity very well. Can you tell us about 
the first CSD workshop? 

DelGrosso: �ere were 13 a�end-
ees at the initial workshop, from 
various areas of commercial and 
private industry. We came from a 
lot of di�erent backgrounds. �e 
homework was to bring with you 
the most common design �aws you 
�nd in your working environment. 
We started with a lot of real �aws, 
and came up with the 10 most com-
mon design �aws. �en we started 
to document what they look like, 
how we can identify them, and what 
you should be thinking about when 
you’re designing a new application 
(or even as you analyze one of your 
existing applications). We wanted 
people to avoid the design problems 
that we’ve seen or have made. 

Can you explain why a list like this 
could be helpful in your work and 
in other peoples’ work when they’re 
thinking about design? 

Kern: If you’re a small development 
shop and you realize you need to 
worry about security, you might 
end up looking on the Web and 
�nding a bunch of lists of bugs. 
And then your mindset becomes, “I 
need to worry about XSS and buf-
fer over�ows.” So you get down to 
this ni�y-gri�y code-level detail, 
but you might end up overlooking a 
much more important (and harder 
to �x) design-level problem in your 
application. I think having this 
CSD list of �aws gives you a start-
ing point to ask the right questions. 
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It’ll hopefully make people aware of 
the kinds of problems that can arise 
so they can seek advice from some-
body who can help them.

How do you think the CSD top-10 
flaws list could be helpful in an aca-
demic setting?

Kohno: Part of what the CSD did is 
to identify the big areas where design 
�aws can arise. It’s a great check-
list for a company, large or small, to 
actually go through and make sure 
you dot your Is and cross your Ts 
and think about all these things. In 
an educational context, we’re pro-
ducing students who will eventually 
be in the workforce. Maybe they’ll 
be managers or the people that are 
implementing systems, but these are 
the issues that the CSD recognizes as 
being some of the top design �aws 
that all kinds of technical people 
need to consider. I think educating 
people earlier on these issues is very 
useful, to make sure the students are 
prepared to think proactively about 
potential design �aws when they 
enter the workforce.

I think it helps to counter some of 
the misconceptions about the idea 
of looking for bugs only and declar-
ing something safe when you don’t 
find any bugs. Kern, I wanted to give 
you an opportunity to dig a little bit 
more deeply into the XSS stu� you 
were talking about earlier. Explain 
how some of your work focuses on 
XSS at the design level. 

Kern: In itself, XSS is a fairly simple 
bug. �e problem is that in a large 
Web application, there’s potential 
for many instances of this bug. In 
practice, it’s insu�cient to go a�er 
these bugs one by one through test-
ing or using static analysis. You’re 
always going to have some le�, and 
you won’t have a high degree of con-
�dence in the absence of this class of 
bug. What we’ve been trying to do at 
Google is design safe wrapper APIs 

for the Web platform and safe librar-
ies for HTML rendering. By design, 
application code that uses these safe 
APIs can’t have XSS bugs. �is e�ec-
tively con�nes the potential for bugs 
into a very small portion of the over-
all code base—the implementation 
of the safe DOM wrapper APIs and 
template systems. Ultimately, we 
can restructure our application so 
that we really do reduce the poten-
tial for bugs. More important, we 
get a much higher con�dence in the 
absence of bugs, because con�ning 
their potential into a small portion 
of the code allows us to more e�ec-
tively reason about them.

DelGrosso: One of the interesting 
things I think might be happening 
with some of the bugs we’re seeing is 
that frameworks are providing capa-
bilities to developers that allow them 
to get a security control almost for 
free. But you have these protections 

built into the framework that allow 
you as a developer to avoid certain 
types of bugs by using the capabili-
ties of the framework. �at seems 
to be the kind of model we need to 
try to drive toward. �at is, we make 
some of the security choices for 
developers easier so they don’t (and 
can’t) shoot themselves in the foot 
as o�en. �is kind of move will solve 
many particular instances of bugs, 
because developers are simply going 
to code things the right way. We’re 
going to help them code things the 
right way by making it really hard to 
code the wrong way. 

Kern: �e tricky bit, of course, is to 
design these APIs so that develop-
ers actually want to use them. �ey 
have to be easy to use and not dras-
tically alter the development �ow 
that developers in your organization 
are used to. You have to work within 
the existing development culture 
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and the existing so�ware develop-
ment process and add on the things 
you want for security. I think that’s 
what allows you to make this actu-
ally successful in practice. If you try 
to completely change the paradigm, 
people will resist.

Can you explain very briefly the pro-
cess by which we took our list of flaws 
and flushed out each of the top 10?

Kohno: A�er grouping the �aws in 
di�erent areas, we broke o� into 
groups with multiple perspectives 
represented. For example, cryptog-
raphy would have a couple of peo-
ple involved who really look at and 
focus on cryptographic issues. We 
worked through actual examples 
of design �aws, how to best con-
vey them, and how we would rec-
ommend that people mitigate this 
potential issue. We would iterate 
internally (within our group) all of 
the important points that need to 
be addressed for that �aw and then 
actually write out a section that cov-
ers it. �en the entire group of par-
ticipants went through the whole 
document with multiple passes, try-
ing to comment on each other’s sec-
tions and clarify things. At the end 
of the day, this really is a joint docu-
ment produced by all of us. 

What are your plans for the future of 
the CSD?

DelGrosso: Over the next two years, 
we’re going to continue to have 
workshops and enhance the level 
of detail that we go into for each of 

these �aws. We want to create the 
idea of secure building blocks. We 
want to create usable information so 
that anybody in the world can come 
to the CSD site, get some informa-
tion about �aws, and get actionable 
advice on what can they do to avoid 
them. �e list will change over 
time, as—heaven forbid—we start 
to solve some of these problems. 
We hope to host actionable advice 
where people can look at our work 
and say, “I hadn’t really thought 
about that aspect of security con-
trol. Let me think about that. Let me 
go design my system to avoid these 
�aws in the future.” 

Do you believe we can make as much 
progress—or as little, if you’re a pes-
simist—on design flaws as we have 
over the past decade on automating 
the finding of software security bugs?

DelGrosso: I think we can make 
more progress going forward than 
we have made, because I’m in the 
camp where I don’t think we’ve 
made that much progress at all. �e 
same �aws that we’ve known about 
for 30-plus years continue to show 
up at an incredibly alarming rate. 
So I think we can only get be�er 
at this. I’m very optimistic moving 
forward, but I think history re�ects 
very badly on us.

Kohno: �at’s a really good ques-
tion and a really tough question. 
I’m going to remain optimistic 
thinking that we can make a lot of 
progress. But there are a number 
of challenges and a lot of di�erent 

environments where diverse issues 
arise. I think that if we consider one 
type of environment and can really 
focus deeply on design issues in that 
environment, we’ll be able to make 
a lot of progress. But I do want to 
bounce back and say there are a lot 
of very diverse environments to 
think about, from Google Glass and 
the desktop computer to the toaster 
oven and the automobile. 

Kern: Talking about design issues 
in the abstract is very di�cult, and 
it takes experience to actually map 
the result to a real, speci�c design. 
However, applications typically fall 
into some class or another. Web 
apps usually have a lot in common 
in their architecture, and there’s a 
common threat model that goes 
with it. �e same goes for a mobile 
app that talks to a network-based 
back end. Maybe the same is true 
for medical devices or for automo-
tive devices and so on. I think there 
might be an opportunity to map 
our design considerations to those 
speci�c classes of applications and 
then manifest them in very speci�c 
advice. I think we can make a lot of 
progress in that area.
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F itbit’s �tness devices can now be 
found commonly in consumer elec-

tronics stores, and wearable technology 
was the cover story for the September 
2014 issue of Time magazine. Tech-
enabled clothing even made an appear-
ance on the runway during New York’s 
Fashion Week.1 It seems wearables have 
�nally gotten their big break, but what 
took so long? What prevented the earlier 
company, Fitsense, from having Fitbit’s 
level of success with similar devices in 
2000? I’ve been wearing a “homebrew” 
computer with a head-up display (HUD) 
as part of my daily life since 1993, and 
Reddy Information Systems created a 
commercial CD-ROM-based wearable 
with Re�ection Technology’s Private Eye 
(HUD) in 1991.2 Why are Google Glass, 
Vuzix M100, and Optinvent, to name a 
few, generating so much excitement with 
their wearables over 20 years later?

A similar pattern can be seen with 
many new classes of devices. The desire 
for an innovation often comes much 
later than the �rst instantiation of the 
innovation. IBM sold 50,000 Simon 
Personal Communicator touchscreen 
smartphones between 1994 and 1995,3

but it was the Apple iPhone in 2007 that 
captured the public’s imagination. The 
fax machine was invented in 1846, yet it 
became popular in the 1980s. The high 
price of early devices is a major factor, 
but there are also often signi�cant tech-
nical challenges to overcome before a 
new technology becomes widespread.

Here, I discuss various challenges of 
designing wearable systems and present 

�ve phases of head-mounted displays 
(HMDs), illustrating how improve-
ments in technology allowed progres-
sively more useful and usable devices.

WEARABLE COMPUTING 
CHALLENGES
First, what is a wearable computer? My 
de�nition—which certainly isn’t shared 
by all—is any body-worn computer that 
is designed to provide useful services 
while the user is performing other tasks. 
I would include devices such as �tness 
monitors, MP3 players, smartwatches, 
some spacesuits, many HUD systems, 
and even smartphones (depending on 

how they are used). All these devices 
have similar challenges: power and 
heat, on and off-body networking, 
mobile input, and the display. (Privacy 
is another challenge, but it deserves its 
own article. I plan to tackle that topic, 
with Annie I. Anton of the Georgia 
Institute of Technology, in the next issue 
of IEEE Pervasive Computing.)

Power and Heat
Power is the scarcest of resources for 
most mobile electronics. My �rst wear-
able computer was powered by the 

equivalent of a motorcycle battery: a 
lead-acid gel cell that massed 1.3kg. 
Today, the same power is stored in 
a lithium-ion cell with a quarter of 
the mass. Low-power-mode CPUs 
and components have also increased 
ef�ciency and battery life. These let 
devices like Google Glass have the 
compute power of a Cray Y-MP super-
computer in an instant but maintain 
very low power draws on average when 
waiting for user input. Yet battery life 
will continue to be a major issue for the 
foreseeable future, as power improve-
ments continue to be modest compared 
to other trends. Although disk storage 
density increased by a factor of 1,200 
during the 90s, battery energy density 
increased only by a factor of three.

A related problem is heat. As devices 
become smaller and have less surface 
area, they dissipate less heat. Thus, a 
smartphone with the same processor as 
a tablet can reach uncomfortable tem-
peratures quickly and have to throttle 
its performance, whereas the tablet can 
continue running at full speed. Thus, 
industrial designers need to consider 
heat dissipation issues when designing 
devices.

Networking
Today’s cellular networks are fast, 
but only in the past few years has the 
latency been reduced to where com-
puting in the cloud can be used effec-
tively in user interfaces. For example, 
when sending a message, a Google 
Glass user might say “OK Glass, send 

How Wearables Worked their 
Way into the Mainstream
Thad Starner, Georgia Institute of Technology

The desire for an innovation 
often comes much later 

than the �rst instantiation 
of the innovation.
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a message to Thad Starner. Remember 
to pick up the instruction manual.” 
The speech commands are processed 
locally, but the message “Remember ...  
manual” is processed in the cloud, 
where more resources can be exploited. 
With an LTE cellular connection, the 
experience is fairly seamless. However, 
with a GPRS, EDGE, or sometimes 
even an HSDPA connection, the wait is 
intolerable.

Although Bluetooth (802.15) has 
existed for many years, it was origi-
nally intended as a wireless alternative 
for connecting mice and keyboards to 
desktop PCs. Bluetooth connections 
weren’t reliable until 2001, and the 
standard wasn’t designed with power 
as a foremost concern. Only this year, 
with the widespread adoption of Blue-
tooth Low Energy by the major mobile 
phone manufacturers, have wearable 
devices really had an appropriate body-
centered wireless network.

GPS can also be considered a net-
work. Before 2000, GPS accuracy 
was 100 meters, because the US mili-
tary intentionally degraded the sig-
nal.4 With that accuracy, turn-by-turn 
directions would be impossible. Today, 
by integrating cues from several differ-
ent sensors and networks, accuracy is 
20 meters or better. Modern units can 
even maintain connection and tracking 
through wooden roofs.

Mobile Input
Speech recognition has become a viable 
mobile interface, in part due to a huge 
effort to collect examples of speech on 
mobile devices in a variety of back-
ground noise situations and with a large 
variety of accents. However, there are 
many situations where commanding a 
mobile device with speech isn’t socially 
appropriate (such as taking notes dur-
ing a business meeting or class). Mini-
qwerty and virtual keyboards require 
signi�cant visual and manual attention 
and are dif�cult to use while mobile. 
A method of touch typing while mobile 
is needed for text entry. In my studies, 
the Twiddler keyboard (see Figure 1), 

brought on the market in 1992, is still 
the fastest touch typing mobile device. 
While learning the Twiddler requires 
one-third to one-half the time of learn-
ing as the qwerty keyboard to reach 
normal touch typing speeds of 40 words 
per minute, the device remains a niche 
market item for dedicated users. Silent, 
eyes-free mobile text entry still remains 
a signi�cant challenge for wearables.

Mobile pointing devices also remain 
a challenge. Although Glass uses a mul-
titouch trackpad, many users would like 

a more subtle method of interaction. 
The Xybernaut POMA wearable com-
puter used an optical mouse sensor that 
the user can run his or her �nger over to 
control a cursor. Small trackballs have 
been on the market for many years (see 
Figure 2), and several crowd-funding 
projects look to integrate a mouse 
pointer into a ring or bracelet. How-
ever, none of these devices have become 
popular with consumers to date.

Fortunately, however, smartphones 
have broken the windows, icon, menu, 

Figure 1. The Twiddler keyboard. Learning the Twiddler requires less than half the 
time of learning the qwerty keyboard. (Photo courtesy of Tavenner Hall.)

Figure 2. Small trackballs have been on the market for years, but they have yet to gain 
popularity with consumers while on-the-go. (Photo courtesy of Tavenner Hall.)
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pointer (WIMP) monopoly on com-
puter interfaces. Interface mechanisms 
like cascading menus require too much 
visual-manual attention for devices 
that are used on-the-go. However, 
swipes, taps, and gestures on phone 
and tablet touchscreens can be made 
without much precision, and many of 
the features of Android and iOS can be 
accessed through these cruder gestures. 
Yet these devices still require manipu-
lating a �at piece of glass, which can be 
awkward while doing other tasks.

Researchers and startups are spend-
ing considerable energy creating gesture 
interfaces using motion sensors. Beyond 
pointing, these interfaces associate ges-
tures with particular commands, such 
as answering a phone call or waking an 
interface. The challenge in the mobile 
environment is false triggering. An 
interface that keeps triggering incor-
rectly throughout the user’s workday is 
annoying at best.

Display
Tactile displays are already com-
monplace in mobile devices. Almost 
every mobile phone has a vibration 
motor that can alert the user to a 
new SMS or call. Similarly, earbuds 
have become ubiquitous for mobile 
music players and phones. However, 
there is much room for innovation, 
both in features and the richness of 
these interfaces. Many times, mobile 

users want interfaces that don’t inter-
fere with their perception of the physi-
cal world. Bone conduction, such as is 
used on Google Glass and by the mili-
tary and professional scuba divers, can 
allow access to the user’s senses without 
blocking the ears. Linear actuators, like 
on the Apple Watch, can render more 
complex signals on the user’s skin than 
a simple on/off vibration motor.

Visual displays, though, often get the 
most attention by consumers. HUDs 
can be created using lasers, scanning 
mirrors, LCDs, CRTs, and many other 
types of technologies. Tradeoffs include 
size, weight, power, brightness and con-
trast, transparency, resolution, eyebox 
(the region of 3D space where the eye 
can see the entire display), accommoda-
tion (eye focus), and eye relief (the great-
est distance from the display where the 
eye can still see the full display).

FIVE PHASES OF EVOLUTION
As display technology has improved, new 
types of devices and markets have been 
developed. I’ve clustered these into �ve 
categories: virtual reality, portable video 
viewers, industrial wearables, academic/
maker wearables, and consumer devices.

Virtual Reality
In the late 1980s and early 1990s, LCD 
and CRT displays were large, heavy, 
power hungry, and required signi�cant 
support electronics. However, companies 

like VPL, Virtual Research, Phillips, and 
Nintendo generated a lot of excitement 
creating virtual reality headsets (see Fig-
ure 3). Minimizing head weight was a 
major concern for  comfort, but often VR 
entertainment experiences only lasted 
a few minutes. However, since these 
devices were mostly for stationary use 
and attached to desktop or gaming sys-
tem, power and network issues weren’t 
a concern. The user controlled the expe-
rience through standard desktop inter-
faces, such as keyboards and joysticks, as 
well as head tracking and instrumented 
gloves. While these VR HMDs aren’t 
wearables by my definition, they do 
share many of the same components and 
represent one of the �rst major efforts in 
industrial and consumer devices.

Mobile Video Viewers
By the late 1990s, camcorder view�nders 
had been miniaturized, which resulted 
in inexpensive and small LCD panels. 
Lightweight LCD-based mobile HMDs 
were now possible. Unfortunately, there 
were no mobile devices that could out-
put images or video. Smartphones would 
only become prevalent after 2007, and 
the video iPod was released in 2005.

Instead, HMD manufacturers started 
focusing on the traveler. In-seat enter-
tainment systems didn’t exist yet in air-
planes, so a popularly marketed con-
cept was a small HMD, connected to 
a portable DVD player, which let the 

(a) (b) (c)

Figure 3. Virtual reality headsets: (a) Virtual Research Flight Helmet, (b) Nintendo Virtual Boy, and (c) and Phillips Scuba. Such 
VR head-mounted displays represent one of the �rst major HMD efforts in industrial and consumer devices. (Photos courtesy 
of Tavenner Hall.)
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wearer watch a movie during a �ight 
or car ride. Battery life needed to be at 
least two hours, but networking while 
mobile wasn’t required, and user input 
consisted of a few button presses.

When small, flash memory-based 
mobile video players became common, 
these devices became much more conve-
nient. Companies such as MyVu, Vuzix, 
Sony, and several other manufacturers 
sold hundreds of thousands of devices, 
and a market for these devices still exists 
today. Today’s headsets often include 
micro-SD readers, internal memory, or 
802.11 Wi-Fi for streaming the movie.

While these devices could support 3D 
viewing, most didn’t, because 3D mov-
ies were uncommon during that time 
and simulator sickness was a potential 
issue. Instead, these displays played the 
same image on both eyes, which can 
still provide a high-quality experience. 
Unfortunately, device portability and 
immersiveness are competing goals, 
and most consumers prefer watching 
movies on their pocket media players 
and mobile phones rather than carrying 
the extra bulk of a video viewer.

Mobile Industrial HMD Systems
Unlike the two-eyed video viewers, indus-
trial HMD-based wearable computers 
were often one-eyed, and the HMD was 
connected to a computer module and 
battery mounted on a belt (see Figure 
4). These systems provided computer 
support while the wearer was focused 
on a task in the physical world—such as 
repairing a car, in which case the HMD 
might display step-by-step instructions. 
During equipment inspections, such as 
for airplanes or Army tanks, a checklist 
might be displayed.

In the mid to late 1990s, user input 
might be in the form of small- vocabulary/
isolated-word speech recognition, a por-
table trackball (see Figure 2), a dial, or 
a trackpad mounted on the side of the 
main computer. Wireless networking 
to corporate infrastructure was often 
by 802.11 PCMCIA cards. When the 
wearer needed to work outside of the 
corporate environment, Cellular Digital 

Packet Data (CDPD), a digital standard 
implemented on top of analog AMPS 
cellular service, was used. Most on-body 
components were connected via wires as 
802.15 Bluetooth implementations were 
often unstable or nonexistent.

Industrial customers insisted on 
Microsoft Windows for compatibility 
with their other systems, which dictated 
many other design choices. At that 
time, Windows wasn’t optimized for 
mobile use, and x86 processors were 
particularly bad when it came to power 
conservation. Wearables had to be large 
to have enough battery life and to dis-
sipate enough heat during use. In addi-
tion, the default Windows WIMP user 
interface required signi�cant hand-eye 
coordination, which caused wearers to 
stop what they were doing and focus on 
the virtual interface before continuing 
their task in the physical world.

Only in the last five years—with 
smartphones and tablets introducing 
popular, lighter-weight operating sys-
tems and user interfaces, designed for 
grosser gesture-based  interactions—did 
most corporate customers consider oper-
ating systems other than Windows. The 
popularization of cloud computing also 
helped break the Windows monopoly, as 
corporate customers began to consider 
wearables as thin  client interfaces to data 
stored in the wireless network.

Today, this space is experiencing a 
resurgence of interest. Lightweight, self-
contained Android-based HMDs are 
ideal for manufacturing tasks, includ-
ing order picking and quality control. 
Furthermore, companies such as APX 
are adapting these devices to the more 
traditional wearable industrial tasks of 
repair, inspection, and maintenance.

Yet many opportunities for improve-
ments still exist in this space. Interfaces 
are evolving quickly, but mobile input 
is still a fundamental challenge. Better 
battery life, an improved user experi-
ence, a lighter weight, and lower costs 
could come from switching to  real-time 
 operating systems, which would also 
reduce system complexity and the 
number of parts required. One device 

isn’t suitable for all tasks, and I fore-
see an array of specialized devices in 
the future, many based on consumer 
 platforms if they are successful.

Academic/Maker Systems
While industrial systems focused on 
devices donned like uniforms to per-
form a speci�c task, some academics and 
 makers started creating their own systems 
in the early 1990s that were intended for 
everyday private use, such as eyeglasses 
or clothing. Applications for these sys-
tems included scheduling events, taking 
notes, playing music, and helping with 
navigation—all of which would become 
the domain of smartphones 15 years later. 
These systems often focused on lighter-
weight interfaces and longer battery life 
so that the systems could be used all day. 
Typically, chording keyboards were used 
as the primary input, and display inter-
faces were optimized for text. Networks 
included amateur radio, analog dialup 
over cellular, CDPD, and Wi-Fi, as they 
became available.

Displays were mostly one-eyed and 
opaque, providing better contrast and 
brightness in daylight environments. 
The opaque displays might be mounted 
up and away from the main line of sight 
or mounted directly in front of the eye, 
as the wearer perceived the illusion that 
he or she could see through the display 

Figure 4. The Xybernaut HMD. Such 
industrial HMD-based wearable 
computers were often one-eyed, 
connected to a computer module, and 
have the battery mounted on a belt. 
(Photo courtesy of Tavenner Hall.)
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as the human visual system “shared” 
the images from both eyes. Re�ection 
Technology’s Private Eye and the Liquid 
Image M1 (see Figure 5) were popular 
choices due to their relatively low cost 
and low power. Several of the everyday 
users of these homebuilt machines later 
joined the Google Glass team to help 
inform that project’s development.

Consumer Devices
Current consumer devices leverage 
modern miniaturized sensors and 
wireless mobile networks to provide 
service that is there when you need it, 
gone when you don’t. The Recon MOD 
opaque HMD is designed for skiing and 
�ts low inside a pair of ski goggles (see 
Figure 6). It is a self-contained Android 

device that displays location and speed 
information using GPS as well as statis-
tics on skiing performance using built-
in motion sensors. Input is via a button-
based controller mounted on the wrist.

Google Glass, meanwhile, uses a 
multitouch trackpad, head motion, and 
speech for its input. Networking is via 
802.11 Wi-Fi or tethering to the user’s 
phone over 802.15 Bluetooth. The dis-
play is transparent and mounted high. 
It’s easily ignorable and designed for 
short “microinteractions” lasting a few 
seconds. This focus on microinteractions 
also helps preserve battery life. In my 
experience, the approximately 10g bat-
tery lasts 12 hours during  normal use.

Note that both the Recon MOD and 
Glass are monocular systems with rela-
tively small �elds of view. This design 
choice minimizes size and weight—in 
particular, weight that must be sup-
ported by the nose. Comfort is more 
important than features when design-
ing something intended to be worn for 
an extended period of time.

Besides being physically light, consumer 
wearables must be visually lightweight. 
Consumer wearable computers are fash-
ion, and, above all, must be designed as 
such. Unless a user is willing to put the 
device on, it doesn’t matter what func-
tionality it promises. Making a device 
that’s both desirable and fashionable 
places constraints on the entire system 
related to battery size, heat dissipation, 
networking requirements, input capa-
bilities, and the design of the display. Yet 
with these challenges come opportunities. 
There are many ways to create fashion-
able wearables that are both useful and 
usable. In the coming years, I expect to see 
many variations as start-ups and estab-
lished companies experiment with com-
binations of form factors and features in 
the search for consumer success.

M y dissertation advisor once told 
me, “know when to re-invent 

something.” He meant that a particular 
technology or technique needs the right 
environment to thrive, and the moment 

Figure 5. In the 1990s, (a) Re�ection Technology’s Private Eye (shown on the author’s 
Lizzy 2 wearable) and (b) the Liquid Image M1 (shown on Greg Priest-Dorman’s 
Herbert 3 wearable) were popular choices due to their relatively low cost and low 
power. (Photos courtesy of Tavenner Hall.)

(a) (b)

Figure 6. The Recon MOD opaque HMD is designed for skiing. (Photo courtesy of 
Tavenner Hall.)
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when everything is aligned for a technol-
ogy to have impact is often not when it 
is �rst invented. To help show the evo-
lution of these technologies to date, my 
colleague Clint Zeagler and I have cre-
ated a traveling museum exhibit of over 
70 devices, spanning �ve decades, dem-
onstrating the challenges and opportuni-
ties of wearable computing. Which are 
the right ones to “re-invent?” Visit the 
exhibit at http://wcc.gatech.edu/exhibi-
tion—or better yet, see it in person—and 
decide for yourself if now is the time for 
these ideas to �ourish. 
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Six potential cyber game changers gleaned from a recent long-range 
planning symposium can help experts identify priorities for future 
cybersecurity research and development. 

C ybersecurity research-
ers must continually 
define priorities to help 
determine which spe-

cific areas in the field deserve the 
most attention and funding. One 
approach is to look down the road 
15 years or so and predict potential 
disruptive changes that will likely 
affect cybersecurity. Forecasting 
future game changers can prove 
more useful in the long term than 
being guided by current hot trends. 

Earlier this year, representatives 
from 26 organizations— including 
multinational hardware and 
software developers, smaller cyber-
security firms, academic institutions 
with strong industry ties, and several 
US Defense Department labs—met 
in Scottsdale, Arizona, to pool their 
thinking about such game changers 

as part of a long-term cybersecurity 
research planning symposium ar-
ranged by the Cyber Collaborative 
Research Alliance (Cyber CRA; http://
cra.psu.edu).

Sponsored by the US Army Re-
search Laboratory, Cyber CRA 
represents a collaboration between 
government researchers and a con-
sortium of universities, led by Penn 
State, to advance theoretical founda-
tions for cyberscience. 

These discussions yielded six 
general areas likely to prove game 
changers for cybertechnology over 
the next 10 to 20 years.

CYBER ENVIRONMENT 
CHANGES
The first two cyber game changers 
would result from emerging trends 
in the computing world. 

New computing paradigms
Emerging computing paradigms—
nanocomputing, quantum 
computing, biology- or genome-
based computing, and so forth, 
as well as increasingly extreme 
versions of evolving system and net-
work architectures, such as cloud 
computing—might, in just a few 
years, make most current cyber-
security technologies obsolete, thus 
drastically changing the market.

Quantum computing and net-
working are already fueling lively 
debate, with one side making claims 
for the technologies’ inherent secu-
rity while the other side highlights 
the opportunities it presents for 
hacking. Wearables only heighten 
usability challenges: as user per-
ceptions and behaviors change, so 
will basic privacy concerns. Such 

Security Outlook: 
Six Cyber Game 
Changers for the 
Next 15 Years
Alexander Kott and Ananthram Swami, US 
Army Research Laboratory

Patrick McDaniel, Pennsylvania State 
University
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concerns will be compounded 
as networked computing devices 
move from augmenting humans 
externally to invading the body—
as prosthetics, exoskeletons, and 
brain–computer interfaces. The In-
ternet of Things obviously increases 
opportunities for cyberattack— 
although, interestingly, it might also 
offer new defensive approaches as 
multiple devices could potentially 
guard themselves collectively.

Biologically inspired computation 
and communication paradigms—for 
example, the Gaian dynamic dis-
tributed federated database1—and 
related cyberscurity applications, 
such as artificial immune sys-
tems, will attract growing interest, 
especially as they offer prom-
ises for autonomous adaptation to 
 previously unknown threats and 
even self-healing. However, such 
complex computing behavior will 
also bring inherent unpredictability.

New territories 
for network complexity
An even more fundamental envi-
ronmental game changer will occur 
as we cross a network complexity 
threshold and enter new territories 
beyond the limits of conventional 
system manageability, perhaps even 
stretching human comprehension. 
Qualitative increases in techno-
logical complexity—enormous 
in size, connectivity, interdepen-
dence, heterogeneity, and dynamic 
capabilities—coupled with the ex-
ploding network growth occurring 
now in underserved communities 
worldwide might defeat conven-
tional scientific and engineering 
approaches to cybersecurity. 

Right now, the cyberresearch 
community has little insight to 
help us observe, stabilize, and 
control very-large-scale and multi-
dimensional networks. There’s still 
much for us to understand about 
how social-cognitive and cyber-
physical links will govern overall 
network complexity. 

As one symposium attendee put 
it, “Our products are already far too 
complex … so complex that nobody 
in our corporation can possibly fully 
understand them, and this just keeps 
getting worse.” Inarguably, increased 
system complexity enhances oppor-
tunities for adversarial attack.

TECHNOLOGY TRENDS
Two more cyber game changers 
will result from technology trends 
already occurring but predicted to 
grow exponentially.

Big data analytics
Though still immature from a cy-
bersecurity perspective, big data 
analytics—predictive and autono-
mous—is an area already exerting 
a noticeable influence. Potentially 
reaching global scale, able to an-
ticipate multiple new cyberthreats 
within actionable timeframes, and 
requiring little or no human cyber-
analysis, big data analytics is a third 
game changer that could bring new 
potency to cyberdefense. 

Much of this power will likely 
derive from aggregating and cor-
relating a broad range of highly 
heterogeneous data, which is 
challenging in itself. Add to this 
heterogeneity the noise, incom-
pleteness, and massive scale 
characteristic of cyberdata, and the 
challenges only increase.2 Much 
work remains for developing algo-
rithms that can ferret out deeply 
hidden, possibly detection-protected 
information from so heterogeneous 
a mass.

Resilient self-adaption
Potential innovation based on re-
silient self-adaptation represents a 
fourth game changer. Cybersecu-
rity in this case will derive largely 
from system agility, moving-target 
defenses, cybermaneuvering, and 
other autonomous or semi-auton-
omous behaviors.3 Exploiting such 
self-adaptation might mean shift-
ing a significant fraction of design 

resources from reducing vulnerabili-
ties to increasing resiliency. 

A truly resilient system could 
experience a major capability loss 
due to cyberattack, but recover suf-
ficiently rapidly and fully so that its 
overall mission proceeds success-
fully. For example, promising results 
have been shown for software resid-
ing on a mobile phone to perform 
self-healing—by applying patches or 
self-rewriting code—in response to 
abnormal behaviors it detects.4

However, effective autonomous 
self-adaptation calls for a degree of 
machine intelligence far ahead of 
what’s now imaginable and would 
also increase system complexity, 
thus multiplying vulnerability risks. 
Given that complex attacks, along 
with their circumstances, are both 
diverse and unpredictable, achiev-
ing practical resiliency is no more 
than probabilistic—not a comforting 
thought for future systems operators.

CYBERTECHNOLOGY 
BREAKTHROUGHS
The final two game changers involve 
breakthroughs that are perhaps less 
likely in the next 15 years, but still 
on the radar.

Mixed-trust systems 
The fifth game changer involves 
new design methods for mixed-
trusted systems. We see these as 
security-minded, flexible, modi-
fiable systems that combine and 
accommodate untrusted hardware 
and software—resulting from dubi-
ous supply chains, legacy elements, 
accreted complexity, and numer-
ous other sources—with clean-slate 
components. Related ideas include 
a management protocol that applies 
trust-based intrusion detection to 
assess degrees of sensor-node trust-
worthiness and maliciousness.5

This game changer depends on 
qualitatively significant changes 
in the design methodologies and 
tools that enable complex systems 
to be synthesized—for example, 
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reinforcing untrusted components 
with clean-slate, highly trusted 
“braces.” Such designs would also 
have to include components that 
could be rapidly and inexpensively 
modified to defend against new 
threats as they’re are discovered. 
A breakthrough in current formal 
methods or the emergence of as yet 
unknown but highly reliable semifor-
mal methods would thus be required. 

Active defenses
Our final game changer involves 
the possible emergence of active de-
fenses against cyberthreat sources: 
strategy-oriented  approaches, 
offense-based techniques, 
alternative security postures, and 
deception- and psychology-aware 
mechanisms. Currently, little is 
understood about the shape such 
methods might take, especially in 
view of the legal and policy uncer-
tainties surrounding cybersecurity 
in general, and proactive cyber-
threat responses in particular. 

Extensive strategic and tactical 
knowledge developed through long 
human experience with conven-
tional conflicts might offer important 
insights about holding adversaries at 
risk and defeating their will to attack. 
But focus on the past might also mis-
lead and limit our thinking. 

Whatever the details, any such 
approaches will benefit from greater 
situational awareness and require 
understanding our adversaries’ archi-
tectures, infrastructure, and sensing 
capabilities as well as we do our own. 
We will also need languages and models 
to help clearly and precisely articulate 
the specific defensive and offensive 
circumstances, cultural intelligence and 
adversary modeling, and deep insights 
into individual and collective cognitive 
processes. 

Considering the rate of 
change in computing 
technologies vis-à-vis the 

long time horizon for these game 
changers, it would be foolhardy to 
suggest that all six—or even any 
one of them—will emerge exactly as 
we envision here, if at all. However, 
weighing how these game chang-
ers might play out in the future, 
and paying attention to potential 
developments that could affect 
cybersecurity researchers, technolo-
gists, and their funding organizations 
will help prioritize our cyberscience 
and engineering efforts. 
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In the past few years, cloud computing has 
gained considerable momentum as a new 
computing paradigm for provisioning diverse 

services. With cloud computing, large-scale, dis-
tributed work�ow applications can aggregate 
services and scalable computing resources on 
demand with practically no capital investment 
and modest operating costs.1–5 Despite a consid-
erable amount of research on addressing various 
cloud computing challenges, cloud services dis-
covery remains an untouched area.2,4

Indeed, in the context of cloud computing, 
we must revisit service discovery challenges for 
several reasons (see the sidebar for more research 
on this topic). First, cloud services are offered at 
different levels. Currently, at least three different 
service levels are available — software as a service 
(SaaS), platform as a service (PaaS), and infra-
structure as a service (IaaS). Second, the lack of 
standards for describing and publishing cloud ser-
vices makes discovering them even harder. Unlike 
Web services, which use standard languages such 
as the Web Services Description Language (WSDL) 
to expose their interfaces and UDDI to publish 
their services to registries, the majority of publicly 
available cloud services aren’t based on descrip-
tion standards,2 making cloud service discovery 

problematic. For example, some publicly avail-
able cloud services (such as Dropbox) don’t men-
tion “cloud” at all, whereas some businesses that 
have nothing to do with cloud computing (such as 
cloud9carwash; www.cloud9carwash.com) might 
use “cloud” in their names or service descriptions.

Several interesting questions center on cloud 
services discovery:

•	 How do we identify whether a service on the 
Web is a cloud service?

•	 How many cloud services are currently avail-
able on the Web, and who provides them (that 
is, are cloud services provided only by major 
vendors such as Microsoft, IBM, Amazon, 
Google, and so on)?

•	 What kind of cloud service providers are on 
the Web?

•	 From which part of the world are cloud ser-
vices provisioned?

•	 To what extent do established service-ori-
ented computing (SOC) standards contribute 
to cloud computing?

•	 To what extent do consumers trust cloud 
services?

•	 Is there any publicly available cloud service 
dataset for use in cloud computing research?

Analysis of Web-Scale Cloud 
Services
Talal H. Noor • Taibah University

Quan Z. Sheng • University of Adelaide

Anne H.H. Ngu • Texas State University

Schahram Dustdar • Vienna University of Technology

Cloud services have unique characteristics, including dynamic and diverse 

service offerings at different levels, few standardized description languages, 

and varied deployment platforms. Searching such services is thus challenging. 

The authors’ cloud service crawler engine collects metadata about 5,883 cloud 

services over the Web after parsing more than half a million possible links. An 

extensive statistical analysis on this data gives an overall view of cloud service 

provisioning’s current status.
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Here, we describe our design of a 
cloud services crawler engine (CSCE)
and report our statistical analysis on 
5,883 real cloud services collected 
from the Web.

Cloud Service 
Crawler Engine
Our CSCE crawls search engines and 
collects cloud service information avail-
able on the Web. Figure 1a shows the 
CSCE’s system architecture, which con-
sists of six layers.

The cloud service providers layer 
(top right in Figure 1a) consists of 

different cloud service providers who 
publicly provision and advertise their 
services on the Web. These cloud ser-
vices are accessible through Web por-
tals and indexed on search engines 
such as Google, Yahoo, and Baidu. 
Some websites, such as Cloud Hosting 
Reviews (http://cloudhostingreview.
com.au) and Cloud Storage Service 
Reviews (http://online-storage-service-
review.toptenreviews.com) let users 
provide feedback. The potential set of 
cloud service providers that the vari-
ous search engines index form the 
initial input to the crawler.

The cloud services ontology layer 
maintains the cloud services ontology 
(CSO), which contains a set of con-
cepts and relationships that let the 
crawler automatically discover, vali-
date, and categorize cloud services. 
This layer maintains the ontology via 
the ontology updater module.

The cloud services seeds collection
layer collects possible cloud service 
seeds (that is, their URLs). The seed 
collector module considers several 
possible resources in search engines, 
such as indexed webpages, WSDL 
and Web Application Description 

Related Work in Cloud Services Discovery

Service discovery is a fundamental approach in several research 
areas, including ubiquitous computing, mobile ad hoc networks, 
peer-to-peer (P2P), and service-oriented computing.1–3 However, 
with the advent of the cloud, we must reconsider challenges in 
this area because solutions for effective cloud service discovery 
are limited.1,4

Some researchers propose ontology techniques for cloud 
services discovery. One study proposes a cloud service discovery 
system (CSDS) that exploits ontology techniques to �nd cloud 
services that are closer to consumers’ requirements.4 Here, 
agents perform reasoning methods such as similarity, equivalent, 
and numerical reasoning. Unfortunately, this work is only vali-
dated in a small, simulated environment. We conducted our work 
across the entire Web to discover real cloud services. In addi-
tion, our cloud services ontology design follows the US National 
Institute of Standards and Technology (NIST) cloud computing 
standard, which helps in �ltering out noisy data and increasing 
discovery results’ accuracy.

Other researchers propose using distributed hash tables 
(DHTs) for better discovery and load balancing of cloud services. 
One study presents the concept of a cloud peer that extends 
DHT overlay to support indexing and matching of multidimen-
sional range queries for service discovery.5 This approach is 
validated on a public cloud computing platform (Amazon EC2). 
The authors’ work focuses on a closed environment. In contrast, 
we focus on discovering cloud services on an open environment 
(that is, the Web) to let any users or applications search cloud 
services that suit their needs.

Discovering Web services has been an active research area 
with some good results. One work collects Web Services Descrip-
tion Language (WSDL) documents by crawling UDDI business 
registries (UBRs) as well as search engines such as Google, Yahoo, 
and Baidu.2 The authors present some detailed statistical informa-
tion on Web services, such as active versus inactive Web services 

and object size distribution. Another study collects Web services 
data through Google API and presents some interesting statisti-
cal information related to Web services’ operation, size, word 
distribution, and function diversity.6 Most recent are �ndings on 
the current status of RESTful Web services.7 The authors use 17 
different RESTful service design criteria (for example, availability 
of formal description) to analyze the top 20 RESTful services 
listed on the ProgrammableWeb (www.programmableweb.com). 
Unlike previous work that discovers Web services by simply col-
lecting interface documents (such as WSDL �les) and searching 
UBRs, discovering cloud services presents more challenges, such 
as the lack of standardized description languages for cloud ser-
vices, which need full consideration.
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Language documents (WADL is the 
REST equivalent of WSDL used to 
describe RESTful Web services), and 
advertisements. To collect data, the 
seed collector uses some of the con-
cepts in the �rst few levels of the 
cloud services ontology as keywords 
(cloud services, IaaS, PaaS, SaaS, and 
so on), then sends the collected seeds 
to the cloud services �ltration layer 
for validation.

The cloud services �ltration layer 
�lters the seeds collected from the 
seed collector. The cloud services veri-
�er �rst determines whether a cloud 
service’s seed is active or inactive. 
Inactive seeds are kept in the inactive 
cloud services database for further 

checking (some inactive seeds might 
just be temporarily unavailable), and 
the error codes are also captured. 
Active seeds are passed to the cloud ser-
vices validator, which validates them 
using concepts from the cloud ser-
vices ontology. For example, if the 
seed’s webpage contains concepts that 
are related to cloud services, such as 
IaaS, storage, and infrastructure, then 
the seed is considered valid. However, 
if the seed’s webpage contains other 
concepts, such as news, article, paper, 
or weather, then the seed is invalid 
because the collected seed could be a 
news website that publishes articles 
about cloud services. Invalid seeds 
are  kept in the invalid cloud service 

database, whereas valid seeds are cat-
egorized (into IaaS, PaaS, or SaaS) 
before passing to the next layer.

The cloud services data extrac-
tion layer extracts information for 
active and valid cloud services (for 
example, cloud service ID, URL, and 
description). The data is stored in the 
corresponding databases in the cloud 
services storage layer for further sta-
tistical analysis.

Cloud Services Ontology
The CSO provides the crawler engine 
with meta-information and describes 
cloud services’ common data seman-
tics, which is critical in the sense that 
cloud services might not necessarily 
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Figure 1. Cloud service crawler engine (CSCE). (a) The system architecture consists of six layers. (b) The cloud services 
ontology (shown in part) lets the CSCE collect possible cloud service seeds and �lter out invalid ones.
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use identity words (cloud, infrastruc-
ture, platform, software, and so on) in 
their names and descriptions. When 
developing the CSO, we considered 
the common concepts that appear in 
the cloud computing standard from 
the US National Institute of Standards 
and Technology (NIST; http://csrc.
nist.gov/publications/drafts/800-146/
Draft-NIST-SP800-146.pdf).

Our CSO contains a set of concepts 
and relationships between concepts 
that lets the CSCE automatically dis-
cover, validate, and categorize cloud 
services on the Web. We developed 
the CSO based on the Protégé Ontol-
ogy Editor and Knowledge Acquisi-
tion System (http://protege.stanford.

edu), which we used to construct the 
ontology and reason over the con-
cepts. These concepts let the CSCE 
collect possible cloud service seeds 
and �lter out invalid ones. The CSO 
de�nes two different relations: is-a and 
is-not-a. For instance, the seed collec-
tor uses the concepts that are associ-
ated with is-a relations (the top part 
of Figure 1b) to collect possible cloud 
service seeds from search engines. On 
the other hand, the cloud services vali-
dator uses concepts that are associated 
with is-not-a relations (the bottom part 
of Figure 1b) for cloud services valida-
tion. Finally, the cloud services valida-
tor uses the concepts that are associated 
with is-a relations to categorize a valid 

cloud service as IaaS, PaaS, SaaS, or a 
combination of these models.

Statistical Analysis and 
Results
We present a comprehensive, statisti-
cal analysis of the collected data on 
cloud services, from several different 
aspects. These results also provide 
some insight into the questions we 
presented in the introduction.

Cloud Services Identi�cation
To optimize the crawling performance, 
we used three different instances of 
the CSCE (each instance collects the 
data using multiple threads) to run 
simultaneously from three different 
machines. At an early stage, we con-
�gured the crawler to crawl up to �ve 
levels deep in a potential cloud service’s 
website. However, we discontinued 
this because it’s time consuming, and 
no signi�cant difference exists in the 
crawling results. Therefore, we con�g-
ured the crawler to crawl the �rst level 
of a potential cloud service’s website, 
where the service description is usu-
ally found. Table 1 breaks down the 
cloud services collection and veri�ca-
tion results. During collection, a signif-
icant portion of noisy data is present. 
After parsing 619,474 links, the crawler 
found 29,189 invalid seeds from 35,601 
possible seeds for cloud services (more 
than 80 percent). This is largely attrib-
uted to the fact that we lack standards 
for describing and publishing cloud ser-
vices. Therefore, an urgent need exists 
for standardization on cloud services, 
such as interfacing and discovery.

Note that the total number of 
inactive cloud services is signifi-
cantly low (only 423, or roughly 0.1 
percent of the total possible seeds). 
Search engines regularly check out-
dated links and exclude them from 
their indexes. For those inactive cloud 
services, our crawler also captured 
the error codes according to the RFC 
2616 status code de�nitions from the 
W3C (www.w3.org/Protocols/rfc2616/
rfc2616-sec10.html), as Table 2 shows. 

Table 1. Breakdown of cloud services collection results.

Cloud services 
collection Start page WSDL/WADL Ads Total

Links parsed 617,285 1,552 637 619,474

Possible seeds 34,348 616 637 35,601

Inactive 366 57 0 423

Active 34,619 559 637 35,815

Invalid 28,736 453 0 29,189

Valid 5,883* 106 637 5,883

*Cloud services identi�ed from the Web Services Description Language (WSDL)/Web Application 
Description Language (WADL) and advertisements are also included in the results.

Table 2. Error codes for inactive cloud services.

Error Code Description Percentage

101 The connection was reset 13.66

105 Unable to resolve the server’s DNS address 1.64

107 Secure Sockets Layer protocol error 0.27

118 The operation timed out 0.27

324 The server closed the connection without  
sending any data

0.27

330 Content decoding failed 0.27

400 Bad request 0.82

403 Access denied 3.83

404 The requested URL / was not found on this 
server

10.11

500 Server error 1.37

503 The service is unavailable 0.27

504 Page not found 0.27

1005 URL does not exist 66.95

Total — 100
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In this table, we can see that the high-
est percentage (66.95 percent) goes 
to error code 1005 (that is, the URL 
doesn’t exist), which means that the 
majority of inactive cloud services are 
discontinued.

Locations and Languages
One of our studies about cloud ser-
vices, and cloud computing in general, 
deals with its geographical status (that 
is, from which part of the world cloud 
services are provisioned). We extracted 
the country domain from each URL 
of the collected cloud services. When 
the country domain wasn’t present, we 
exploited address lookup tools such as 
whois (http://ipduh.com/ipv6/whois/ or 
www.sixxs.net/tools/whois/) to deter-
mine the URL’s location, which essen-
tially traces back to the geographical 
location of the hosting datacenter and 
helps us determine the cloud service’s 
country information. For presentation 
purposes, we group countries into dif-
ferent regions for a holistic view of 
cloud computing trends and depict the 
information on a world map (Figure 2).  
We present details about particular 

countries in a speci�c color, according 
to the percentage range of the cloud 
services that country provisions.

From Figure 2, we note that the 
North American region is the big-
gest provider for cloud services, with 
60.45 percent. This is followed by 
Europe (23.27 percent). Asia provi-
sions about 8.7 percent of the cloud 
services (about 1 percent from the 
Middle East), and 5.27 percent are 
from Australia. The remaining 2.31 
percent of the cloud services are pro-
visioned from other regions, includ-
ing South America and Africa.

We also conducted some statistics 
on the languages used for the collected 
cloud services. For this task, we lever-
aged online tools — What Language Is 
This (http://whatlanguageisthis.com) 
and an open source system called 
Language Detection Library for Java 
(http://code.google.com/p/language-
detection/). Figure 3a shows the sta-
tistical information of the languages 
that are used in the cloud services. 
From the �gure, it is clear that most 
cloud service providers use English 
(85.33 percent). This is consistent with 

the fact that a large portion of cloud 
services are provided by countries in 
North America, Australia, and Europe, 
and most of them are English speak-
ing. We can see from other languages 
used in cloud services — such as Chi-
nese, French, German, and Spanish —  
that cloud computing is achieving 
broad adoption. Noticeably, 4.30 per-
cent of cloud services are in an Arabic 
language.

Cloud Service 
Provider Categorization
Cloud services are widely categorized 
as IaaS, PaaS, or SaaS, provisioned 
by different cloud service providers. 
Determining the percentages of differ-
ent kinds of service providers would 
be interesting. As described, after our 
CSCE �nishes validating cloud service 
seeds, it categorizes the cloud services 
into IaaS, PaaS, or SaaS by reasoning 
over the relations between the con-
cepts in the cloud services ontology.

Figure 3b depicts the categoriza-
tion results, with providers catego-
rized into six different categories: IaaS, 
PaaS, SaaS, IaaS+PaaS, IaaS+SaaS, 

Figure 2. Cloud services locations. This gives us a holistic view of cloud computing trends worldwide.
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PaaS+SaaS, and “all.” Note that when a 
cloud service provider is categorized as 
IaaS+PaaS, this provider offers both IaaS 
and PaaS services. From the �gure, we 
can see a fair degree of variation among 
providers. In particular, more than half 
(52.29 percent) focus on providing IaaS 
services, nearly one third (27.08 per-
cent) on providing SaaS services, and 
7.70 percent on providing PaaS services. 
The remaining 12.93 percent offer more 
than one cloud service model. Major 
players such as Microsoft, Amazon, and 
Google belong to this part.

Cloud Services and QoS 
Quality-of-service (QoS) attributes are 
critical in cloud service discovery. With 

QoS information, we could rank col-
lected cloud services according to con-
sumers’ requirements, and always select 
the best ones for users or work�ow 
applications. Our CSCE collected cloud 
services’ QoS data by visiting review 
websites that document consumers’ 
feedback. Among QoS attributes, we’re 
particularly interested in trust, given 
that it’s widely considered a key chal-
lenge in cloud adoption.1,4,6,7

We analyzed 10,076 feedbacks col-
lected from 6,982 users on 113 real 
cloud services. Figure 3c depicts the 
results. Cloud service consumers gave 
trust feedback in numerical form, with 
a range between 0 and 5, where 0 and 
5 mean the most negative and the most 

positive, respectively. From the �gure, 
we can observe that the majority of 
cloud service consumers (62.26 percent) 
are positive (scoring 4–5) in trusting the 
cloud services they used. Only 20.06 
percent of cloud service consumers were 
negative (scoring between 0–2) in trust-
ing cloud services, and the rest (17.68 
percent) of the feedback was neutral.

Cloud Services and SOC
Service-oriented computing (SOC) and 
Web services are one of the most impor-
tant enabling technologies for cloud 
computing.2,5,8 Thus, we wanted to 
investigate SOC adoption in cloud com-
puting. We conducted some preliminary 
studies based on the information we 
collected. We �rst investigated how 
much SOC description languages such 
as WSDL or WADL have been used for 
publishing cloud services. To do this, we 
compared the number of cloud services 
that have WSDL or WADL documents 
(for SOAP-based or RESTful Web ser-
vices, respectively).

Figure 3d depicts the result. We were 
surprised to discover that only a very 
small portion of cloud services (merely 
1.80 percent) were implemented using 
Web service interface languages. How-
ever, our crawler might not detect cloud 
services that actually used SOC because 
not all WSDL documents are publicly 
accessible on the Internet.9 In addition, 
the majority of RESTful Web services 
provide no formal descriptions and rely 
on informal documentation.10 Never-
theless, the low percentage still indi-
cates poor adoption of SOC in cloud 
computing.

Advertisements and IPs
We also investigated how cloud services 
advertise themselves so that potential 
customers can �nd them. Search engines 
not only index cloud services, but some 
providers also advertise their services 
via this medium. These advertisements 
are usually located on the top or to 
the right of the returned search pages. 
Accordingly, our CSCE collected these 
advertised cloud services. Figure 3e 

Figure 3. Statistical results and analysis. We looked at (a) languages used 
in cloud services; (b) cloud service provider categorization; (c) cloud service 
consumer trust feedback; (d) cloud services in the Web Service Description 
Language (WSDL) or Web Application Description Language (WADL); (e) 
cloud services advertised on search engines; and (f) cloud services’ IPs.
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shows that about 10.80 percent of col-
lected cloud services use paid adver-
tisements as a means for customers to 
discover them. Because advertised cloud 
services rely only on a short descrip-
tion text to introduce themselves, user 
queries that normally require more 
information (for example, functions and 
QoS information) can’t be answered via 
these advertisements.

Another interesting and important 
aspect worth investigating is the cloud 
services communication (that is, what 
type of IPs do cloud services use?). We 
used an nslookup command to deter-
mine what type of IP cloud services are 
using (IPv4 or IPv6). We wrote a sim-
ple Java program to enable automatic 
retrieval of such IP addresses from the 
collected URLs. As Figure 3f shows, 
most cloud services (97.42 percent) use 
IPv4. This makes sense because IPv4 is 
still the most widely deployed Internet- 
layer protocol.

T he most intriguing �nding in our 
evaluation is that SOC isn’t play-

ing a signi�cant role in enabling 
cloud computing as a technology; this 
is contrary to what’s documented in 
current literature. More investigation 
is needed to understand why this is 
the case and how to enable SOC to 
contribute toward cloud computing 
so as to capitalize on previous efforts 
in R&D in SOC communities.

In addition, the lack of standard-
ization in current cloud products and 
services makes cloud services discov-
ery a more dif�cult task and a bar-
rier for scalable and uni�ed access to 
such services. An urgent need thus 
exists for standardization, especially 
in description languages, before we 
can fully embrace cloud computing. 
Fortunately, the research community 
is making some attempts at standard-
ization, and has achieved some ini-
tial results. For example, in August 
2012, the Distributed Management 
Task Force (DMTF) released the Cloud 
Infrastructure Management Interface 

(CIMI) speci�cation, which standard-
izes interactions between cloud envi-
ronments to achieve interoperable 
cloud infrastructure management (www.
dmtf.org/news/pr/2012/8/dmtf-
releases-specification-simplifying-
cloud-infrastructure-management).

To the best of our knowledge, ours 
is the �rst effort in discovering, col-
lecting, and analyzing cloud services 
on a Web scale. The collected data-
sets (1.06 Gbytes of metadata), which 
are available at http://cs.adelaide.edu.
au/~cloudarmor/ds.html, will bring 
signi�cant bene�ts to the cloud ser-
vice research community.

Our ongoing research includes 
further investigating the relationship 
between SOC and cloud computing by 
discovering more evidence on cloud 
services implemented using SOC tech-
nology. We also plan to extend the 
CSCE to perform more comprehensive 
QoS metrics to rank cloud services.
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In a study of brain injuries to college soccer 
players caused by heading the ball, 62 percent 
of the players had concentration de� cits and 76 

percent had memory de� cits.1 A direct relationship 
existed between trauma frequency and the extent 
of cognitive loss, planning capacity, and decreased 
visual perception. (For more information about 
head and neck injuries in soccer, see the sidebar.)

The number of soccer players grows by 10 per-
cent annually,2 with 265 million people worldwide 
playing the game.3 With a population this size, 
studies on possible brain injury are more than jus-
ti� ed. However, the issue is controversial because 
no conclusive evidence exists that heading gener-
ates brain lesions.

Our study aimed to use the � nite element 
method (FEM) to analyze the possible damage to 
professional players from heading, considering the 
dynamic effects. Our hypothesis was that you can 
locate and quantify injury using a simple math-
ematical model.

Mathematical Models
Mathematical models are a good quantitative pre-
dictive tool. They’re used in automotive collision 
studies, automotive design, and helmet design. 
They’re relatively simple to perform, uncompli-
cated, and economical, and they deliver faster 
responses than tests on animal carcasses, human 
corpses, or dummies with sensors. In the US and 
Europe, researchers are studying their use to pre-
vent diseases such as Alzheimer’s and Parkinson’s. 
These models’ main purpose is to simulate acci-
dents to detect lesions. Lately, they’re being used 
to search for evidence in forensic medicine.

FEM, a prominent mathematical-modeling tech-
nique, subdivides the volume of continuous mate-
rial into a set of elements. Each element can be 
given its own characteristics, such as density, elas-
tic modulus, and shear modulus. External forces 
applied to the set are transmitted to the interior. 
The effect can be collected in the form of displace-
ments, strains, or stresses, and can be displayed as 
images. Many researchers have successfully used 
FEM in brain damage research. For example, re-
searchers used FEM to compare brain lesion cri-
teria, such as von Mises stress, maximum linear 
acceleration, maximum pressure, and the head in-
jury criterion.4

Our Method
We modeled a professional ball’s impact on an 
adult’s head. We took into consideration the max-
imum ball speed considered in heading and the 
type of impact.

Our Model’s Features
First, we created a 3D skull from cranial computed 
tomography (CT) scans, which we obtained using 
free DICOM (Digital Imaging and Communications 
in Medicine) image � les. We used Invesalius (www.
cti.gov.br/invesalius) to transform these images into 
solids in the STL (stereolithography) format.

We opened the STL � les in SolidWorks software. 
Next, we used the solid images to construct the 
skull, employing SolidWorks’ loft feature. We then 
smoothed the skull, resulting in the � nal model 
(see Figure 1).

From the images in Figure 1, we created the 
sagittal, frontal, and medial planes. We organized 
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the planes into seven meridians and eight parallels 
(see Figure 2a). On each plane, we used splines 
to draw contours corresponding to the skull. The 
splines were lines with control points that let us 
adjust the lines to form the desired curves (see 
Figure 2b).

Using SolidWorks’ Limit Surface tool, we created 
a surface by selecting all the splines drawn in the 
parallel planes. We then selected all the splines 
drawn in the meridional planes. We used Solid-
Works to generate the surface (see Figure 3a) and 
transform it into a solid. Using the skull as a refer-
ence volume, we generated a face (see Figure 3b).

Creating the Tissue Layers
At that point, the structures were in a solid format. 
Using a Boolean tool, we subtracted the skull from 
the total volume, isolating the skin layer. From the 
skull volume, we subtracted the arachnoid mater 
and dura mater volume, isolating the skull layer. 
From the arachnoid mater and dura mater vol-
ume, we subtracted the cerebrospinal �uid (CSF) 
volume, isolating the arachnoid mater and dura 
mater layer. From the CSF volume, we subtracted 
the brain volume, isolating the CSF layer. We then 
properly positioned the hollow elements and brain 
volume. This process produced a solid head with 
separate layers (see Figure 4a), letting us later give 
different properties to each layer’s materials.

Impact Analysis
It has been known since 1961 that the scalp ab-
sorbs 1/20 the effect of the impact. Other compo-
nents of the head that absorb impacts are the CSF; 
the ventricles, lagoons, and canals containing the 
CSF; and membranous tissues such as the tento-
rium, which protects the cerebellum, and the falx, 
which separates the cerebral hemispheres.5

The study of the forces involved is dif�cult be-
cause players can head the ball in various ways, 
depending on their biotype and technique. The 
impact’s intensity depends on the header’s type: a 
pass to a teammate; a defensive, clearance header; 
or heading the ball into the goal.

In a �rst study, we considered the impact to 

In 1981, researchers surveyed 128 soccer players in Norway 
who had played an average of 100 games each.1 The 

players reported permanent problems such as headaches, 
neck pain, and dizziness.

In 1982, Norwegian researchers described the impact 
of heading as a “hyperextension and compression strain 
which may result in injury to the vertebral body, the in-
tervertebral joints, and the discs in the lower part of the 
cervical spine.”2

A 1999 study warned about the cumulative risk of brain 
trauma caused by heading.3 That study compared 33 ama-
teur players with 27 athletes from swimming and other 
sports, using the same neuropsychological tests. Soccer 
players had de�cits of 39 percent for a planning test and 
27 percent for a memory test, compared to 13 percent 
and 7 percent for the other athletes.

In 2005, a study of Norwegian male soccer players 
revealed that they all showed early degenerative loss of cer-
vical motion.4 Of the 43 players, 25 had a decreased range 
of cervical motion and 18 had a marked reduction of that 
motion. Furthermore, �ve had healed cervical fractures in 
the lateral masses; in three of these cases, the fracture was 
in the third cervical vertebra. This vertebra is particularly 

sensitive, and its injury can lead to major medical problems.
Another 2005 study suggested that brain damage 

occurred when players contested the ball in the air (32 per-
cent of the cases) or got elbowed in the head (41 percent).5
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Related Work in Head and Neck Injuries in Soccer

Figure 1. A 3D skull made from cranial computed-tomography scans. We 
created these images with SolidWorks software.
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In a study of brain injuries to college soccer 
players caused by heading the ball, 62 percent 
of the players had concentration de� cits and 76 

percent had memory de� cits.1 A direct relationship 
existed between trauma frequency and the extent 
of cognitive loss, planning capacity, and decreased 
visual perception. (For more information about 
head and neck injuries in soccer, see the sidebar.)

The number of soccer players grows by 10 per-
cent annually,2 with 265 million people worldwide 
playing the game.3 With a population this size, 
studies on possible brain injury are more than jus-
ti� ed. However, the issue is controversial because 
no conclusive evidence exists that heading gener-
ates brain lesions.

Our study aimed to use the � nite element 
method (FEM) to analyze the possible damage to 
professional players from heading, considering the 
dynamic effects. Our hypothesis was that you can 
locate and quantify injury using a simple math-
ematical model.

Mathematical Models
Mathematical models are a good quantitative pre-
dictive tool. They’re used in automotive collision 
studies, automotive design, and helmet design. 
They’re relatively simple to perform, uncompli-
cated, and economical, and they deliver faster 
responses than tests on animal carcasses, human 
corpses, or dummies with sensors. In the US and 
Europe, researchers are studying their use to pre-
vent diseases such as Alzheimer’s and Parkinson’s. 
These models’ main purpose is to simulate acci-
dents to detect lesions. Lately, they’re being used 
to search for evidence in forensic medicine.

FEM, a prominent mathematical-modeling tech-
nique, subdivides the volume of continuous mate-
rial into a set of elements. Each element can be 
given its own characteristics, such as density, elas-
tic modulus, and shear modulus. External forces 
applied to the set are transmitted to the interior. 
The effect can be collected in the form of displace-
ments, strains, or stresses, and can be displayed as 
images. Many researchers have successfully used 
FEM in brain damage research. For example, re-
searchers used FEM to compare brain lesion cri-
teria, such as von Mises stress, maximum linear 
acceleration, maximum pressure, and the head in-
jury criterion.4

Our Method
We modeled a professional ball’s impact on an 
adult’s head. We took into consideration the max-
imum ball speed considered in heading and the 
type of impact.

Our Model’s Features
First, we created a 3D skull from cranial computed 
tomography (CT) scans, which we obtained using 
free DICOM (Digital Imaging and Communications 
in Medicine) image � les. We used Invesalius (www.
cti.gov.br/invesalius) to transform these images into 
solids in the STL (stereolithography) format.

We opened the STL � les in SolidWorks software. 
Next, we used the solid images to construct the 
skull, employing SolidWorks’ loft feature. We then 
smoothed the skull, resulting in the � nal model 
(see Figure 1).

From the images in Figure 1, we created the 
sagittal, frontal, and medial planes. We organized 
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be the dynamic load distributed on the forehead 
when a professional player correctly heads the 
ball. The contour condition took into account the 
head model’s restriction regarding the third cervi-
cal (C3) vertebra, which can rotate only about the 

horizontal axis. Analysis of the head’s absorption 
of the impact took into account the protective ac-
tion of the scalp, the CSF, the behavior of the brain 
as an elastomer, the ventricles and lagoons, skull 
deformation, and deformation of the veins, arter-
ies, and other tissues.

Although knowing the actual absorption factor is 
dif�cult, the analysis had to include it. Because we 
considered the head to be a biological structure, the 
preferred absorption factor in dynamic analysis of 
structures under light impact was 0.5. We consid-
ered the minimum criteria for injury determined in 
2010.4 The stress limit was 0.048 N/mm2 (48,000 
N/m2) for a 50 percent injury risk and 0.080 N/
mm2 (80,000 N/m2) for a 100 percent risk.

The ball’s maximum mass was 0.45 kg; we took 
the data for the ball from FIFA (Fédération Inter-
nationale de Football Association) guidelines. We 
used a size 5 professional ball for adults, with an 
inspection weight from 0.410 to 0.450 kg and a 
pressure of 0.8 bars.

Our experiments were based on data from a 
2005 European study in which researchers mea-
sured high-speed impacts on adults.2 During fast 
play, the ball hit the head at 8.0 m/s; the speed 
after the header (with the player turning the head 
to give the ball more force) was 10.1 m/s. The im-
pact lasted 0.014 s.

The researchers analyzed headers using the cor-
rect technique with the forehead. For headers into 
the goal, they considered the ball’s impact at a hor-
izontal angle with an incidence of 9 degrees and a 
rebound of 45 degrees. According to the theory of 
impulse and momentum, they determined a force 
of 472.79 N, spread over 56 force vectors on the 
head. (Under this concept, coef�cients of restitu-
tion aren’t required during the impact, nor is ad-
ditional dynamic analysis.)

(a) (b)

Figure 2. Creating the head with lines, like a wireframe. (a) Vertical planes to form contours. (b) Horizontal curved lines that 
connect the vertical planes.

(a) (b)

Figure 3. A face generated from the skull in Figure 1. (a) Creating the 
surface. (b) Creating a solid.

(a) (b)

Figure 4. From the layered head model to the �nite-element-model 
mesh. (a) The head’s layers: skin, skull, meninges, cerebrospinal �uid, 
and brain. (b) The distribution of �nite elements in a sagittal section.
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Also in that research, for a clearance header us-
ing an improper technique with the parietal area, 
the worst-case scenario occurred at a vertical angle 
with an incidence of 8 degrees and a rebound of 9 
degrees. The researchers estimated velocities simi-
lar to those for headers into the goal with the cor-
rect technique. In this case, the impact time was 
also 0.014 s, but the force was 655.49 N.

FEM
The boundary condition for the head model moved 
relative to a semifree neck; the rest of the head was 
free (see Figure 4a).

SolidWorks automatically constructed the mesh 
for the 3D finite elements (see Figure 4b). We 
employed 20-node brick elements. In FEM, a 
brick is a hexahedron in which an 8-node brick 
places values at the eight corners and a 20-node 
brick adds values at the 12 edge midpoints. The 
model comprised approximately 42,000 nodes and 
55,000 elements.

We considered �ve tissues: the scalp, skull, me-
ninges, CSF, and brain. We modeled the �rst four 
with layers of different thicknesses, with the brain 
mass being the internal tissue. Because the brain 
is immersed in the CSF, the model simulated that 
�uid. We considered the materials to be isotropic—
that is, having the same mechanical characteristics 
in all directions. We also considered them to have 
linear, elastic behavior, except for the brain, which 
is viscoelastic (that is, it behaves as a spring-and-
damper assembly).

We performed the analysis in a dynamic regime. 
Table 1 shows the input data. The elastic modulus 
is a material’s tendency to deform in proportion 
to the applied load. The Poisson ratio is a longitu-
dinally compressed material’s tendency to expand 
transversely.

For the constitutive equation of the brain, we 
used

G(t) = G(∞) + (G(0) – G(∞)) Exp(–βt), (1)

where G(t) is the shear modulus (t is time), G(∞) 
is the long-term shear modulus (167 kilopascals), 
G(0) is the short-term shear modulus (490 kPa), 
and β is the constant of decrease (0.145 ms–1).5 This 
equation relies on a nonlinear stress–strain model, 
which develops from the deformation energy, as-
suming the tissue is isotropic. This equation has 
been applied in specialized computer programs5 and 
is often included in commercial programs that al-
low modi�cation of constitutive equations.

Finally, we applied the input with each material 
layer’s characteristics and executed the simulation.

Results
The results refer to the point at which the stresses 
start propagating in the brain. Figure 5 shows the 
head’s relative nodal displacement (the movement 
of each brick node). The values reached peak levels 
of 0.3 mm on the brain behind the frontal impact 
zone (the red area in Figure 5) at 0.006 s.

Figure 6 shows the strain on the CSF at the fron-
tal impact at 0.002 s; the maximum was 0.0039 
mm/mm. In the CSF, the von Mises stress reached 
10,000 N/m2 (0.01 N/mm2), which wouldn’t gen-
erate alterations because this liquid isn’t part of 
the brain.

Figure 7 shows the von Mises stress almost at 
the end of the frontal impact (0.010 s). The maxi-
mum stress surrounded the C3 vertebra and was 
1,448,455 N/m2 (1.448 N/mm2). This wouldn’t 
cause alterations in the muscles, which can with-
stand up to 69.400 N/mm2. This also wouldn’t 
generate abnormalities in the spinal cord, but it 
could cause alterations in the disc area and in the 
C3 vertebra’s external region. Repetition of the 
impact could cause chronic injuries.

Figure 8 shows the von Mises stress on the brain 
for a correctly performed forehead header at 0.006 
s; the maximum was 7,507 N/m2 (0.007507 N/
mm2). So, a ball correctly headed with the fore-
head should incur no risk of brain alterations (at 
0.010 N/mm2, the risk is less than 1 percent).

Table 1. Input data for the adult head.5

Material Density (kg/m3)
Elastic modulus 
(megapascals) Poisson ratio

Scalp 1,200 16.700 0.42

Skull 1,500 4,500.000 0.20

Brain �uid 1,040 0.012 0.49

Membranes 1,140 31.500 0.45

Brain 1,050 NA* NA*

*The brain has no elastic modulus or Poisson ratio because it’s viscoelastic, not elastic. 
Equation 1 in the main article describes its viscoelastic properties.

Figure 5. The 
initial brain 
displacement 
due to a 
forehead 
header. The 
maximum 
displacement 
was 0.3 mm at 
0.006 s.
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Figure 9 illustrates the effects of an incorrectly 
performed clearance header. Figure 9a shows the 
loads on the parietal zone. Figure 9b shows the 
von Mises stress on the brain at 0.06 s; the maxi-
mum was 40,198 N/m2 (0.040 N/mm2). The risk 
of brain injury was 30 percent.4

These results coincide with those of previous 
research.6,7

Discussion
The impact speed in our modeling (8 m/s) isn’t the 
ball’s maximum speed. In high school soccer, the 
speed tends to reach 17.8 m/s maximum, when 

the ball leaves the foot. Professional players gen-
erate speeds of up to 33 m/s, also when the ball 
leaves the foot. A headed ball is obviously slower. 
An analysis of horizontal ball speeds, based on 
time and �ight distance data from competitions, 
indicated mean speeds of 7.1 m/s for youths and 
5.7 m/s for adults (with a range of 1 to 14 m/s).2

So, our study’s results are realistic.
As we mentioned before, our model employed 

472.79 N for forehead headers and 655.49 N for pa-
rietal headers. At 25.4 m/s (as reached at advanced 
soccer schools), the impact would be 1,494 N. 
However, this would be an accidental blow, not an 
intentional header. For comparison, consider that 
boxing champion Manny Pacquiao weighs 69.9 kg 
and generates knockout blows of 2,499 N.

The horizontal impact on the forehead is dis-
tributed where the supporting section has a mo-
ment of inertia (which measures the ability to 
withstand external loads) greater than that of the 
rest of the skull. The bone here is also thicker (ap-
proximately 10 mm).

Impacts on the parietal region usually occur 
with inexperienced players or in quick, informal 
games in which players don’t take the time to 
head the ball correctly. The bone is thinner (ap-
proximately 5 mm) in the parietal region than in 
other skull areas, and the discomfort in the brain 
occurs immediately after the impact. (The thin-
ner the skull is, the greater the deformation and 
effects on the brain will be.)

Accordingly, the forehead is the best place to 
head, and the parietal zone is the worst.

The research we presented here is a prelimi-
nary step before analyzing heading using a 

more complex brain model. From another per-
spective, it would be interesting to include mod-
els that analyze the propagation, re�ection, and 
reinforcement of shock waves due to the cranial 
vault’s geometry. 
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Figure 8. The von Mises stress on the brain for a correctly performed 
forehead header, at 0.006 s. The maximum was 7,507 N/m2. Such a 
header should incur no risk of brain alterations.

(a) (b)

(c)

Figure 9. The effects of an incorrectly performed clearance header. (a) The loads on the parietal zone. (b) The 
von Mises stress on the brain, at 0.06 s. The maximum was 40,198 N/m2.
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Internet Communication 
Beyond the Barrier 
of Death: Messaging 
with the Lost Ones
Martin Hepp, Universitaet der Bundeswehr Munich

static data of our past interactions, such as pic-
tures, chat protocols, video recordings, and let-
ters. Available computer technology could keep up 
the illusion of communicating with people beyond 
the barrier of death, and to continue to learn from 
them—how they lived, the places they’ve been to, 
the people they met, and how they would deal 
with our present challenges. In essence, such tech-
nology could reinforce and revitalize memories of 
a common past.

Think of the following: “My dear grandson,” 
says the email in my inbox, “I just see from your 
calendar that you will be attending the IEEE In-
ternational Congress on Big Data 2014 in Anchor-
age, Alaska.” It continues, “I am not sure you re-
member, but I once went hunting and � shing with 
your uncle there back in 1978. Here is a picture 
of us � shing from a boat on the Kenai river, and a 
link to the place in Google Maps. You can check 
how this place looks today.”

Such an email would be nothing special at all, 
and similar messages are being exchanged be-
tween people who care for each other on a daily 
basis. It’s only that my grandfather passed away 
in 1998. One day, we will all have lost loved ones, 
and the communication will break as soon as the 
person on one side of the dialog passes away and 
leaves the other behind. With masses of digital 
data exchanged with people who are important to 
us, and the technology at hand to process this at 
scale, it’s high time to think about whether we can 
and want to exploit this data to keep up the illu-
sion of communicating beyond the departure from 

life. Technology-wise, it doesn’t have to be that we 
stop receiving email and lose the ability for chat 
messaging, and maybe even voice-over-IP and in-
stant video messaging, when we’re saying farewell 
to a dear one.

Approach
The approach I envision is pretty simple: An ap-
plication on our computer devices continuously 
monitors all of our interaction with a certain per-
son (like the emails we exchange, chat sessions, at-
tached pictures, and so on), and other aspects of the 
daily lives of both individuals, like calendar entries, 
geoposition data from the smartphone, pictures 
we take, books we read, items we buy, and web-
sites we visit. The application then uses this data 
to construct and maintain a knowledge representa-
tion of facts about the individuals involved, their 
actions and thoughts, and their commonalities and 
exchanges, such as places visited together, common 
topics, and past discussions. The knowledge repre-
sentation will contain a giant graph of information 
about each individual and the contents and style of 
communication between the two people.

Then, if one person dies, the system creates 
a virtual account for email, Internet relay chat 
(IRC), and maybe even voice-over-IP or instant 
video messaging. From that point on, the system 
can operate in the following two modes.

Messages triggered by the system. By continuously 
relating new data produced by the surviving indi-
vidual with the knowledge representation about 
the person who passed away and the interactions 
in the past, the system can automatically gener-
ate messages, like the one given in the introduc-
tion. The more powerful the models of speech pat-
terns are and the more detailed information of the 

Internet-based communication has transformed 

the way we stay in contact with family and 

friends who live remotely from us. Death puts such 

communication to an end and leaves us with just



www.computer.org/computingedge 53
NOVEMBER/DECEMBER 2014 www.computer.org/intelligent 71

relationship between the two individ-
uals that the system has at hand, the 
more this generated message could 
mimic a true message from the dead 
person in style and content. Note that 
in its simplest form, this would be 
purely asynchronous messaging with 
no need for real-time processing. A 
script could generate such email mes-
sages as resources permit. It could 
initially even be limited to one-way 
communication, with a “no-reply” 
clause—“Dear Martin: Since my body 
has ceased to exist on <date>, I can 
unfortunately not process any replies 
to this message. But I will try to send 
you new ones from time to time.”

Responses to messages sent by the sur-
viving individual. One could go a step 
further by allowing a living being to 
send messages for the lost one to the 
system, like an email to <userID>@
eternalmessaging.org: “Dear Rich-
ard: I remember we once went canoe-
ing in the Everglades. What brand 
and model of canoe were we using?” 
And the system could reply from the 
knowledge base: “Dear Martin: I do 
not remember which boat we took 
back then, but I used to own the fol-
lowing ones …” extracted, for exam-
ple, from past Amazon or eBay re-
ceipts or credit card statements.

The messages could contain ref-
erences to or excerpts from images 
(from the collection of the dead per-
son, already shared pictured between 
the two individuals, or even from the 
Web), old email messages (“Here is 
what I wrote to you in preparation for 
our trip back in 2004”), or books and 
other media (“When I was your age, 
I loved reading the novel Night Flight 
by Antoine de Saint-Exupéry. Here 
are my bookmarks and highlighted 
sections in my eBook edition”).

If processing power and the granu-
larity of the data permits, such could 
even be a synchronous channel, such 

as an IRC or Skype chatterbot mimick-
ing the dead person. Before you judge 
this as science �ction, consider that Jo-
seph Weizenbaum has shown with his 
ELIZA chatterbot1 back in 1966 that 
it takes very little to make people feel 
they’re communicating with a human. 
Then hold this against the

•	 level of technology driving Apple’s 
Siri assistant,

•	 the technologies developed as part 
of the CALO project, and

•	 Skype’s ability to offer real-time 
translation.

You will likely agree that going from 
that level of technology to the vision 
sketched in this article is a realistic 
option.

Triggers
Now, what could trigger a message 
from the system to the living? In 
the following, I list a few promising 
signals.

Geospatial Relatedness
Examples of geospatial triggers could 
be if the living person travels to a 
place where

•	 the other person has been (“I see 
you are �ying to Lake Garda for 
ISWC 2014. That’s where I spent 
summer vacation with your mother 
in 1960”),

•	 both individuals have been together 
(“Nice to see that you still go to 
our old �shing spot”),

•	 the living person has been before 
and told the person about it in an 
email (“So you are going to Sic-
ily again, which you mentioned 
in your last email before I passed 
away”),

•	 something important happened, or
•	 a picture exists that either shows 

the person who passed away or else 
was taken by that person.

If the system knows the geofence of 
the dead person’s last rest, it could 
even greet the living person when he 
or she visits the graveyard.

Temporal Relatedness
Such a system could use date infor-
mation in a straightforward manner, 
such as anniversaries (“Fifty years 
ago today I bought my �rst car”), 
joint activities (“Do you remember 
how I helped you set up your student 
apartment in Chicago in Septem-
ber 1985?”), activities by one of the 
two individuals, emails or other mes-
sages written on that date, or calen-
dar events (such as restaurant reser-
vations in the past).

Relatedness to Media Content
The system could also spot that some 
of your recent plans or actions are re-
lated to the dead person on the ba-
sis of media content and its meta-
data. For instance, you take a picture 
of your new Volkswagen, and the 
system generates a message saying, 
“Congratulations on your new car! I 
also used to own a Volkswagen in the 
1950s.” With facial recognition and 
image processing, the system can spot 
relationships between living and dead 
people, places of interest, and other 
objects. Image metadata—in particu-
lar the geoposition of where the pic-
ture was taken—could trigger mes-
sages, too.

Data Sources
Today’s digital devices capture a 
wealth of information that can be 
used for constructing and maintain-
ing the knowledge representation, 
namely

•	 email content and metadata (such 
as IP addresses and their geopo-
sition—“You seem to be send-
ing email from the Boston Lennox 
hotel. It used to be very close to a 
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Internet Communication 
Beyond the Barrier 
of Death: Messaging 
with the Lost Ones
Martin Hepp, Universitaet der Bundeswehr Munich

static data of our past interactions, such as pic-
tures, chat protocols, video recordings, and let-
ters. Available computer technology could keep up 
the illusion of communicating with people beyond 
the barrier of death, and to continue to learn from 
them—how they lived, the places they’ve been to, 
the people they met, and how they would deal 
with our present challenges. In essence, such tech-
nology could reinforce and revitalize memories of 
a common past.

Think of the following: “My dear grandson,” 
says the email in my inbox, “I just see from your 
calendar that you will be attending the IEEE In-
ternational Congress on Big Data 2014 in Anchor-
age, Alaska.” It continues, “I am not sure you re-
member, but I once went hunting and � shing with 
your uncle there back in 1978. Here is a picture 
of us � shing from a boat on the Kenai river, and a 
link to the place in Google Maps. You can check 
how this place looks today.”

Such an email would be nothing special at all, 
and similar messages are being exchanged be-
tween people who care for each other on a daily 
basis. It’s only that my grandfather passed away 
in 1998. One day, we will all have lost loved ones, 
and the communication will break as soon as the 
person on one side of the dialog passes away and 
leaves the other behind. With masses of digital 
data exchanged with people who are important to 
us, and the technology at hand to process this at 
scale, it’s high time to think about whether we can 
and want to exploit this data to keep up the illu-
sion of communicating beyond the departure from 

life. Technology-wise, it doesn’t have to be that we 
stop receiving email and lose the ability for chat 
messaging, and maybe even voice-over-IP and in-
stant video messaging, when we’re saying farewell 
to a dear one.

Approach
The approach I envision is pretty simple: An ap-
plication on our computer devices continuously 
monitors all of our interaction with a certain per-
son (like the emails we exchange, chat sessions, at-
tached pictures, and so on), and other aspects of the 
daily lives of both individuals, like calendar entries, 
geoposition data from the smartphone, pictures 
we take, books we read, items we buy, and web-
sites we visit. The application then uses this data 
to construct and maintain a knowledge representa-
tion of facts about the individuals involved, their 
actions and thoughts, and their commonalities and 
exchanges, such as places visited together, common 
topics, and past discussions. The knowledge repre-
sentation will contain a giant graph of information 
about each individual and the contents and style of 
communication between the two people.

Then, if one person dies, the system creates 
a virtual account for email, Internet relay chat 
(IRC), and maybe even voice-over-IP or instant 
video messaging. From that point on, the system 
can operate in the following two modes.

Messages triggered by the system. By continuously 
relating new data produced by the surviving indi-
vidual with the knowledge representation about 
the person who passed away and the interactions 
in the past, the system can automatically gener-
ate messages, like the one given in the introduc-
tion. The more powerful the models of speech pat-
terns are and the more detailed information of the 

Internet-based communication has transformed 

the way we stay in contact with family and 

friends who live remotely from us. Death puts such 

communication to an end and leaves us with just
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jewelry shop, but Google doesn’t 
�nd that anymore, so I assume it no 
longer exists”);

•	 image and video content and meta-
data, in particular faces, geolo-
cation information, temporal in-
formation, topics, and choice of 
motives (“It seems you like the 
golden colors of autumn, the same 
as I did. At least you are taking 
some pictures of autumn leaves 
recently”);

•	 IRC and other chat platforms, in 
particular chat logs;

•	 calendar entries, in particular if 
they include rich textual descrip-
tions and location information;

•	Web search behavior, including 
search topics (“I see you’re search-
ing for a canoe. Go for a Kevlar 
or Carbon, even if it’s a bit more 
expensive”);

•	 books purchased, read, and which 
parts thereof, where and at what 
time of the day—including book-
marks and highlighted sections;

•	music you listen to (“Funny that 
you also like Elvis Presley while 
driving. I always enjoyed it when 
commuting to college”);

•	 purchases from receipts and credit 
card statements (“I see that you’re 
buying a microscope for your own 
grandchild. Do you remember the 
one I gave to you for Christmas in 
1981?”); and eventually even

•	 voice-over-IP data.

Depending on the amount of nat-
ural language processing and image 
recognition techniques at hand, a 
lot of facts and named entities could 
be extracted from textual and image 
content. With speech synthesis and 
the recently described ability to gen-
erate animated videos of faces from 
multiple static images,2 it might be 
even possible to simulate a live video-
messaging session with a person who 
has passed away.

For my generation, the threshold 
in terms of coverage of data might 
not be suf�cient yet to create realis-
tic conversations with our lost ones, 
because a lot of relevant information 
and communication wasn’t originally 
captured as digital data. While ana-
log media could be digitized, the cru-
cial metadata would be dif�cult to 
reconstruct, such as where a picture 
had been taken, the date and time of 
a message, OCR access to the textual 
content of handwritten letters, and 
so on. However, the more our inter-
action with the world manifests itself 
in digital data, the more comprehen-
sive and realistic can such an illu-
sion of reality be, and the more spe-
cial the messages such a system could 
exchange.

Societal Issues
Even if you follow my argument that 
this is a very realistic technical op-
tion based on the state of the art of 
virtual assistants like Siri, it’s unclear 
whether we should go that route. Do 
we want this? Who owns the data 
that, essentially, represents an indi-
vidual’s patterns of communication, 
factual knowledge, and media ob-
jects? Don’t we devalue life if we take 
away the silencing might of death? 
Will we be more negligent in sepa-
rating the important from the vanity, 
the deep human relations from the 
super�cial, and the ephemeral when 
we know we could make up for the 
missed conversations with our friends 
and family in virtual sessions based 
solely on digital data?

I don’t think so, for the following 
reasons. First of all, as in real hu-
man relations, the depth and richness 
of the conversations that this system 
will make possible critically depend 
on the amount and speci�city of in-
teraction in the living years. Each and 
every email, chat message, and im-
age exchanged and commented will 

enrich the system’s knowledge base 
and allow for more unique messages 
later on. Second, the legal problems 
could be handled by a non-termina-
ble legal agreement between the par-
ties involved. As for the amount of 
data, I bet that any Apple iOS de-
vice stores most of what’s needed in 
the Apple cloud anyway. Just see how 
Siri silently adds information about 
your family relations to your contacts 
taken from Siri dialogs. Third, such 
a system doesn’t have to be perceived 
as a competitor to traditional forms 
of remembrance. It can be seen as a 
complementing service that adds ser-
endipitous connections between our 
present lives and our ancestors and 
passed friends. Of course, it will all 
be an illusion; but an illusion that 
might make it easier for us to deal 
with the loss of a loved one. And it 
might preserve the very essential as-
pects of someone’s personality, or the 
parts of the personality that we were 
familiar with.

There are people who have their 
bodies (see “cryonics”) or at least 
their brains (see “neuropreservation”) 
deep-frozen after death based on 
the vague hope that future technol-
ogy will allow them to be revital-
ized. I personally think that’s unreal-
istic, and a waste of resources. Also, 
it could put your living remainders 
under the control of others, as in the 
famous short story “William and 
Mary” by Roald Dahl.3 Who tells you 
that your revitalized self doesn’t be-
come a slave mining radioactive rock 
under the brute regime of aliens? All 
your earthly might and wealth and 
the societal structures that make our 
lives enjoyable and peaceful won’t 
follow you through the envisioned 
channel into the distant future.

In comparison, trying now to keep 
a long-term archive of all your  digital 
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interaction with people you’ll miss 
when gone could be a very worth-
while attempt towards preserving the 
chance for realistic conversations re-
lated to your future daily life, even 
if the applications for this are yet  
to come.

I, for my part, would love to con-
tinue some past conversations with 
lost ones, even knowing that it was 
just an illusion. It could continuously 
link our future with the shared past. 
In essence, isn’t this fabric the essence 
of human relations? And yes, Web 

science debate should include such 
fundamental topics. 
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S ecuring computer systems has 
traditionally been the domain 

of system administrators using tech-
nology to protect computer sys-
tems from a�ack. However, in many 
systems, human users are critical 
to the security process. �ere’s a 
growing realization that technology 
alone can’t protect security if users 
don’t properly deploy and utilize 
it. Ultimately, it’s users who create 
passwords and choose whether to 
adhere to security procedures. 

�e National Academy of Engi-
neering (NAE) has recognized 
securing cyberspace as one of its 
“grand challenges for engineering,” 
and noted that “if security systems 
are burdensome, people may avoid 
using them, preferring convenience 
and functionality to security.”1 �e 
NAE recommended conducting 
psychology and human–computer 
interaction research to inform secure 
system design. In this article, we 
introduce some of the approaches 
researchers are taking to address the 
usable security challenge. 

Usability Research
Usable privacy and security 
researchers adhere to human 
activity–centered design to improve 
system security.2 �is involves 
conducting human subject experi-
ments to be�er understand user 
behaviors, cognition, and work-
�ows to improve system usability.3
Over the past decade, we’ve seen 
an increase in the number of secu-
rity and privacy papers published 

at human–computer interaction 
conferences as well as user stud-
ies published at security and pri-
vacy conferences. In addition, 
new conferences and workshops 
have emerged that focus explic-
itly on usable privacy and secu-
rity, including the Symposium 
on Usable Privacy and Security, 
which held its 10th annual con-
ference in July 2014 (h�p://cups
.cs.cmu.edu/soups).

Researchers who have ventured 
into this fundamentally multi-
disciplinary area have found that 
advancing usable security o�en 
requires simultaneous consider-
ation of knowledge from multiple 
�elds. Furthermore, usable secu-
rity research frequently bene�ts 
from studying user behavior in the 
presence of an adversary. �us, 
usable security researchers o�en 
use deception to study how users 
behave during a (simulated) cyber-
a�ack. For example, when studying 
a computer security warning, it isn’t 
su�cient to observe users respond-
ing to a warning under “normal” 
conditions. To understand the 
warning’s e�ectiveness, researchers 
must develop simulated cybera�ack 
scenarios and observe users who’ve 
been led to believe they’re actually 
at risk.4–6 �is approach is e�ective 
for not only studying users but also 
creating teachable moments that 
motivate users to pay a�ention to 
security training.7

An important goal in usable 
privacy and security research is 
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to �nd ways to reduce the burden 
that security tasks place on users, 
most of whom consider these tasks 
unwanted distractions. From a user 
perspective, the best security inter-
face would generally be no security 
interface: most users want their 
computer systems to “just work” 
and keep them secure. 

E�orts to enumerate the 
security- related tasks delegated to 
users and to �nd ways to eliminate 
or reduce these tasks can o�en lead 
to incremental interface improve-
ments. Sometimes it’s possible to 
automate security decision making 
or use information that a system 
has available to avoid prompting the 
user. However, many security tasks 
still require human interaction, for 
example, when authenticating a per-
son or making a decision based on 
user preferences or knowledge that 
only the user has.8 Indeed, security 
applications might need to more 

actively consider improving the 
types of interactions between sys-
tem and user. Future developments 
of usable security might require 
reversing the command relation-
ship from system-tasking-user to 
user-tasking-system. 

�ree cases illustrate the 
security–usability paradox in the 
areas of access control, password 
security, and antivirus so�ware.

More �an Skin Deep
When Robert W. Reeder and his 
colleagues set out to build a bet-
ter access control user interface for 
the Microso� Windows �le system, 
they initially focused on design-
ing a system that visualized access 
control rules, displayed the e�ec-
tive policy that results from these 
rules, and allowed policy authors to 
change policies by directly manip-
ulating interface elements in the 
visualization.9 Figure 1 shows their 

“expandable grid,” which displayed 
�le permissions in a matrix of col-
ored cells, with users and groups 
across the top and �les and folders on 
the le�. Policy authors would click a 
cell to toggle between its permission 
se�ings. However, the researchers 
discovered that implementing the 
ability to change permissions this 
way required not just creating a new 
user interface component but also 
changing the underlying semantics 
of how Windows NTFS resolves 
permission con�icts.9

Access control systems can have 
con�icting permission rules caused 
by a variety of circumstances; for 
example, permissions that apply 
to a particular �le might con�ict 
with those that apply to a particu-
lar folder. A common way to resolve 
such con�icts is with deny prece-
dence wherein deny rules always 
take precedence over allow rules. 
Another method is speci�city prece-
dence wherein the most speci�c rule 
takes precedence. 

So, imagine that user Riley is 
denied access to the folder “class-
grades” but is allowed access to the 
�le “rileys-grades.doc.” Under deny 
precedence, Riley can’t access the 
�le because of the overriding deny 
rule. However, with speci�city pre-
cedence, Riley has access to the �le 
because a rule for a �le is more spe-
ci�c than a rule for a folder.

Windows combined these two 
approaches and applies either deny 
or speci�city precedence depend-
ing on whether the con�ict is 
between rules about users or �les. 
�is made the implementation of 
a direct-manipulation permissions 
interface problematic, as changing 
the permissions on a particular �le 
for a particular user might require 
changing permissions for an entire 
group or folder, which could lead to 
errors or consequences that the pol-
icy author didn’t intend. �erefore, 
expandable grids use the speci�city 
precedence method to resolve con-
�icts in a manner that’s usually more 

Figure 1. Expandable grid. File permissions are displayed in a matrix of colored 
cells, with users and groups across the top and files and folders on the left. Policy 
authors can click a cell to toggle between its permission settings.
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intuitive to those changing access 
control rules. 

A user study found that the ex-
pandable grids interface had many 
advantages over the Windows 
�le system interface, but it wasn’t 
clear whether the advantage was 
a�ributable to the visual user in-
terface changes or the con�ict-res-
olution semantics. Reeder and his 
colleagues explored this question 
further in a follow-up user study and 
concluded that both contributed to 
the improvements they observed.10

Toward More Usable 
and Secure Passwords
Carnegie Mellon University’s pass-
words research team has been 
developing recommendations for 
password policies that lead to secure 
and usable passwords. �e team con-
ducted a series of online studies in 
which participants created 
passwords that complied 
with speci�c policies and 
returned two days later 
to recall their passwords 
and complete a survey.11

�e researchers used 
state-of-the-art cracking 
techniques to evaluate 
the created passwords’ strength and 
compared them across password 
policy conditions. �ey compared 
this approach to password data col-
lection with alternative approaches, 
for example, using the subset of a sto-
len password set that complies with a 
particular policy.11

�e team’s password studies 
demonstrated that the password 
data collection approach can make 
a di�erence. �e subset of stolen 
passwords that happen to comply 
with a policy o�en exhibit di�erent 
characteristics from passwords cre-
ated with that policy in mind. �us, 
the policy impacts user behavior.11

�ey also found that password 
meters can impact user behavior, 
but most password meters found 
in the wild have minimal impact 
because they praise users too soon. 

By requiring users to create a stron-
ger password before providing 
positive feedback, the researchers 
encouraged users to work harder 
and create stronger passwords.12

Because the team studied policies 
that require longer passwords, it 
had to adapt the password- cracking 
techniques to optimize them for lon-
ger passwords.13 As the team learns 
more about user password creation 
behavior, it applies this information 
to improve password-cracking tech-
niques and understand how a�ack-
ers are likely to respond. 

Although optimizing password 
policies for usability and security 
will likely help prevent account 
compromise, passwords su�er from 
the fundamental problem that to 
maintain security, users must cre-
ate passwords in an unpredictable 
way and remember a secret that is 

unpredictable. �us, good pass-
words are di�cult for users to cre-
ate and remember. �e problem is 
exacerbated by users’ need to create 
and remember unique passwords 
for all their numerous accounts. 

Joseph Bonneau and his col-
leagues evaluated 20 years’ worth 
of password replacement proposals, 
hoping to �nd a password alterna-
tive they could recommend.14 �ey 
developed a set of 25 metrics cover-
ing usability, security, and deploy-
ability and used it to evaluate a 
dozen authentication schemes. �ey 
concluded that none of the password 
alternatives came close to providing 
as many bene�ts as traditional pass-
words, and that most don’t address 
a “su�ciently wide range of real-
world constraints” to recommend as 
a password replacement.14

However, some password alter-
natives might be well-suited to par-
ticular applications with a more 
limited set of constraints or as a fac-
tor in a multifactor authentication 
scheme. Multifactor authentication 
schemes that combine passwords 
with hardware tokens, biometrics, or 
smartphone-based authentication 
can provide signi�cant security ben-
e�ts and are commonly required for 
high-security applications or made 
available to users who are willing to 
put up with some inconvenience for 
added security.

Going beyond 
“Beware of Malware”
Malicious code, known as malware, 
is a pressing Internet security threat. 
Malware is the underlying cause of 
many serious Internet problems, 
including denial of service a�acks, 

spam emails, and phish-
ing scams. A�er being 
infected with malware, 
compromised computers 
are o�en networked as 
a�acker-controlled bot-
nets. Many Internet at-
tacks are launched using 
massive botnets. 

Current security approaches 
require users to install, use, and 
update antivirus so�ware to detect 
and neutralize malware infections. 
Additional safeguards include fre-
quent patching, safe Web brows-
ing, popup blockers, and advanced 
alert systems such as anomaly 
detection tools. However, all these 
approaches require active manage-
ment of malware security so�ware. 
It’s evident that many users don’t 
want to manage malware security 
at all, let alone do so properly. A 
recent corporate security report 
found that only half of Microso�’s 
corporate network’s computers 
were antimalware compliant.15

Popular Web browsers provide 
users with phishing and malware 
protection to help keep them from 
accidentally visiting dangerous 

To achieve usability gains,  

researchers must go beyond adopting 

human-centered design principles 

and embrace user decision making.
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sites. �is protection feature works 
by checking the visited site against 
actively maintained lists of danger-
ous and suspected malware sites. 
Popups inform users that they’re 
visiting a suspected or unsafe web-
site. Yet, too o�en this is a case 
of crying wolf as these warnings 
are routinely ignored.4,5 In these 
cases, the system burdens users 
with having to respond to poten-
tial threats without helping them 
understand the risks or suggesting 
possible courses of action. 

Novel approaches are neces-
sary to be�er align users with the 
need to manage system security. For 
example, the system could conduct 
additional automated checks to 
ascertain the risk level, refrain from 
warning users in low-risk situations, 
and clearly explain the nature of the 
risk and possible courses of action.6

Solutions
�e essential question is whether 
security–usability tradeo�s are 
indeed necessary. A prevailing 
understanding is that usability must 
be sacri�ced to achieve meaningful 
gains in security, and vice versa. Our 
contention is that to achieve usabil-
ity gains without sacri�cing secu-
rity, researchers must go beyond 
adopting human-centered design 
principles and embrace user deci-
sion making. 

Users typically don’t want to 
actively manage the minutiae of 
security features. A basic approach 
is for system designers to adopt 
“smart defaults,” as users tend to 
stick to these.16 On the other hand, 
advanced users must also be able to 
easily manage and e�ectively under-
stand system security features. �is 
places an onus on system designers 
to actively consider which decision 
requirements are pushed onto users. 

From this perspective, system 
designers might want to consider 
the types of command relation-
ships between user and system. We 
propose three types: command by 

direction, command by plan, and 
command by intent. Most of us 
are familiar with both issuing and 
addressing direct commands, as this 
is not only explicit in our own lives 
but also fundamental to computer 
programming. Many so�ware sys-
tems require that users command 
by direction. �is is problematic in 
cases in which users might know 
li�le about system security or are 
actively avoid issuing directions to 
the system. 

Command by plan is more 
advanced as it requires a consider-
able amount of time to formulate 
and execute a planned approach, 
but it has considerable advantages 
in allowing ongoing and batch exe-
cution. Few, if any, so�ware systems 
support user planning in managing 
security, as this might require con-
siderable domain knowledge and 
experience that’s simply beyond the 
average user. 

�e most advanced approach 
is command by intent, in which 
users—as the decision-making 
authority—specify their inten-
tions as an overall goal. In this case, 
users might select an appropriate 
set of goals for system security and 
usability. �e subordinate system 
is then free to ful�ll users’ overall 
intentions without burdening them 
with needed directives or replan-
ning, although some feedback loops 
might be necessary. (For an agent-
based approach, see “�e War�ghter 
Associate: Decision-Support So�-
ware Agent for the Management 
of Intelligence, Surveillance, and 
Reconnaissance [ISR] Assets.”17) 
In this case, the system can infer and 
act on the basis of human intention. 

F uture developments in usable 
security might require evolving 

command relationships between 
user and system to maintain human 
agency while requiring only high-
level system inputs, such as user 
plans and intentions.  
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Tools and Products Editors: Lisa Avila 
and Mike Bailey

A Fresh Look at Monitors

Once upon a time, a discussion of moni-
tors would have been pretty bland. They 
were � at, monoscopic, and RGB, and all 

had 1,280 × 1,024 resolution. This is no longer 
the case. Recently, there has been an explosion of 
styles and functionality in monitor production. 
Our goal in this installment is to show some 
of the ways monitors have broken out of their 
mold. (Of course, there are many more moni-
tor vendors and models than we can show here. 
Our purpose is just to show examples of current 
monitor diversity.)

4K Monitors
Well, � rst of all, 4K doesn’t mean exactly 4,096—at 

least not yet. But it does mean 3,840 × 2,160 (a 16:9 
aspect ratio). A number of vendors now have moni-
tors at this resolution. For example, the Samsung 
U28D590D is a 28-in.-diagonal monitor (see Figure 
1). At this size, the pixel pitch is very small, giving 
a crispness we’re not used to seeing. This type of 
display would be useful, for example, when view-
ing ultraresolution photographs or renderings or 
highly detailed data displays.

Typically, these types of monitors are driven by 
either HDMI (High-De� nition Multimedia Inter-
face) or DisplayPort interfaces.

Caveat: At this point in time, not all graphics 
devices can drive all 4K monitors. Check before 
you buy.

Figure 1. The Samsung U28D590D is a 28-in.-diagonal monitor with 3,840 × 2,160 resolution. With this resolution, the pixel pitch 
is very small.
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For more information on the Samsung 
U28D590D, visit www.samsung.com/us/computer/
monitors/LU28D590DS/ZA.

Curved Monitors
For some time, the graphics world has used multi-
projector systems whose adjacent screens tilt in-
ward to give viewers a slight “surrounding” effect. 
That idea has spread to the world of monitors. For 
example, the LG 34UC97 is a curved 34-inch mon-
itor with a cinematic 21:9 aspect ratio and 3,440   
1,440 resolution (see Figure 2).

Why a curved monitor, you ask? When you sit 
closely enough to one, the curvature effectively 
cuts off your peripheral vision, giving a heightened 
sense of immersion. Applications that can exploit 
this include gaming, simulation, and scienti�c vi-
sualization. If you have an application for which 
you want the viewer to feel more a part of the 
synthetic world on the screen and less a part of the 
real world, this is an excellent technology.

Caveat: The lack of peripheral vision to show the 
stable world around us can induce motion sickness 
in some people.

For more on the LG curved monitor, visit www.
cnet.com/news/lg-�aunts-curved-219-monitor.

Enhanced Color Gamut
Since the beginning of the color display era, RGB 
has been the standard way to create the monitor’s 
color gamut. Different vendors have experimented 
with slightly different placements of those color 
components on the CIE chromaticity diagram. 
However, the monitor’s color gamut has always 
been an RGB triangle inside the horseshoe-shaped 
CIE human color perception envelope.

The Sharp 920 monitors use “Quad Pixel” tech-
nology, which adds a fourth color component, 
yellow, to the subpixel array. This makes the moni-
tor’s color gamut a quadrilateral and allows it to 
better �ll the CIE horseshoe, enabling more faith-
ful reproduction of colors in the orange-yellow-
green part of the spectrum.

For more information, visit www.tested.com/
tech/tvs/1004-rgb-vs-rgby-does-adding-yellow 
-really-improve-tv-image-quality.

Stereographics
Stereographic monitors have been a mainstay in 
the visualization world for the past 20 years, but 
they’ve employed lower-resolution, fuzzier CRTs. 
Today’s LCD color displays can produce interac-
tive stereographic imagery with a crispness only 
dreamed of in the past. The Samsung H7150 mon-
itors, for example, have 1,920 × 1,080 resolution, 

are up to 75 in. diagonal, and can refresh at 240 
Hz. This refresh rate is high enough to produce 
vivid, stable stereographic images. These images 
switch left-right-left-right on alternate refresh 
cycles, thus requiring active shutterglasses to view 
the stereo effect.

We know what you’re thinking. If you remember 
active stereoglasses as big, clunky, heavy, expensive 
monstrosities with a short battery life, think again. 
Today’s shutterglasses cost $20 or less, weigh less 
than an ounce, and have an in-use battery life of 
around 70 hours.

Caveat: Producing stereographic imagery in-
volves drawing the 3D scene twice: once from a 
left eye position and once from a right eye posi-
tion. This means you’ll likely get half the interac-
tive update rate that you did before you switched 
to stereographic mode.

For more information on the Samsung H7150 
monitors, visit www.samsung.com/us/video/tvs/
UN75H7150AFXZA. 

Selected CS articles and columns are also available 

for free at http://ComputingNow.computer.org.

Figure 2. The LG 34UC97 is a curved 34-inch monitor with a cinematic 
21:9 aspect ratio and 3,440 × 1,440 resolution. When you sit closely 
enough to a curved monitor, the curvature effectively cuts off your 
peripheral vision, giving a heightened sense of immersion.
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This article originally appeared in 
IEEE CG&A, vol. 34, no. 6, 2014.
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CAREER OPPORTUNITIES

PROGRAMMER ANALYST - design, 
develop, test, implement & integrate 
application s/w utilizing knowledge of 
ADF/JSF , ADFBC, ADF Taskfl ows/JSF 
PageFlows, Webcenter Framework, 
Webservices & exp with J2EE, Struts, 
Oracle SQL/PLSQL, WebSphere/JBoss/
WebLogic, WLST, Python scripts, Ma-
ven, JUnit, any version control system, 
Unix & Windows 00/NT; Must be willing 
to travel & reloc. Reqs MS in comp sci, 
eng or rel. Mail resumes to Strategic Re-
sources International, 777 Washington 
Rd, Ste 2, Parlin, NJ 08859

Engineer: BROADCOM CORPORA-
TION, the leading provider of highly 
integrated complete system-on-a-chip 
solutions for digital and satellite cable 
set-top boxes, cable and DSL modems, 
residential gateways, high speed trans-
mission area networking, home and 
wireless networking, cellular and ter-
restrial wireless communications, VoIP 
gateway and telephony systems, broad-
band network processors, and server 
solutions seeks all levels of Engineers/
Scientists in Irvine, CA, Santa Clara, CA, 
San Jose, CA, Sunnyvale, CA San Diego, 
CA, Matawan, NJ, Chandler, AZ,  Duluth, 

GA, Andover, MA, Edina, MA, Federal 
Way, WA and Austin, TX: Test (ENG472), 
Product Engineering (ENG476), RF/Wire-
less (ENG484), Hardware Development 
(ENG502), Electronic Design (ENG506), 
IC Design (ENG507), Software De-
velopment (ENG510), Software Appli-
cations (ENG514), Software Systems 
(ENG516), Software Quality Assurance 
(ENG518), Systems Design (ENG520), 
Firmware (ENG521), Product Applica-
tions/Systems Integration (ENG584), 
DSP (ENG509), Confi guration/Release 
(ENG519), Packaging (ENG524), Design 
(ENG537), Field Applications (ENGS87), 
Layout Design (ENG0313), Product/
Prod. Line Manager (ENG586), Systems/
Database Administrator (ENG641), Ap-
plications Programmer (ENG6555), and 
Process Development (ENG526), Sales/
Business Development (ENG567) and 
Product Development (ENG558). Edu-
cation/experience requirements vary 
by position/level. Some positions may 
require domestic and/or international 
travel. Must have unrestricted right 
to work in U.S. Mail all resumes to HR 
Ops Specialist, 5300 California Ave-
nue, Bldg. 2 #22108-B, Irvine, CA 92617.  
Must reference job code.

INFORMATION TECHNOLOGY IT 
Comp. in Upland, CA has job openings 
for Comp Analyst/Sr. Soft Eng, to work 
on a wide range of projects. Bache-
lor Engineering + 5 yrs exp. required. 
Travel/relocation to unanticipated job-
sites may be required, expenses paid by 
employer. Send resumes: Inent Inc 820 
N. Mountain Ave, Ste 105, Upland CA 
91786. Attn. Kiran Asola.

QUANTITATIVE STRATEGIST sought by 
investment advisor fi rm (NY, NY). Dsgn 
& dvlp advanced automated trade ex-
ecution s/ware systms & equity trading 
systems & reporting platform for mea-
suring & reporting performance metrics 
of trading  strategies. Dsgn & maintain 
s/ware & s/ware systms that fully au-
tomate processes listed above, using 
coding languages  such as Perl, Java & 
Visual Basic & dbase mgmt systms such 
as IBM DB2, MySQL, Oracle & MS SQL 
Server. Utilize  confi guration & release 
mgmt tools & languages, such as SVN 
& CVS. Must possess U.S. Master’s deg 
or foreign  deg equiv in Comp Sci or rltd 
fi eld & 3 yrs of exp in the job o¬ d. Exp 
must incl working in the fi n’l services in-
dustry w/  proprietary fi n’l data to dsgn & 
implmt applics for analytics & research 
used in trade execution systms; utiliz-
ing following  tools/technologies: J2EE, 
Python, Java messaging service, JavaS-
cript, UNIX scripting. Mail resume to: Er-
goteles LLC,  150 E 52nd St, Ste 26002, 
NY, NY 10022. 

BMC SOFTWARE INC. has an opening 
for Lead Platform Systems Admin in San 
Jose, CA to perform admin & mainte-
nance of the SAP Business Objects BI 
plaforms. Apply online at www.bmc.
com/careers and refer to Req#14003463 

CLOUDERA, INC. is recruiting for our 
Palo Alto, CA o®  ce:  Software Engineer 
(SE-RG): plan, design, develop, test, 
document & support new features, im-
provements to existing features & arti-
facts. Review the feedback from cus-
tomers & community, & work w/them 
to deliver fi xes to shipped products. 
Software Engineer (SE-MT): deliver 
ownership of company’s internal Con-
tinuous Integration infrastructure, and 
Build & Release Engineering delivera-
bles. Leverage tools like Maven, Ant, 
Jenkins, SCM tools, Scripting languages 
like Shell & programming languages like 
Java. Mail resume w/job code to:  Attn.: 
HR, Cloudera, 1001 Page Mill Rd., Bldg. 
2, Palo Alto, CA 94304.

ENGINEERING OpenX Technologies, 
Inc. is accepting resumes for the position 
of Senior Software Engineer. Engage in 

Department of Computer Science and Engineering 
LECTURER POSITION 

The State University of New York at Buffalo Department of Computer Science 
and Engineering (CSE) invites candidates to apply for a non-tenure track lecturer 
position beginning in the 2015-2016 academic year.  

Housed in the School of Engineering and Applied Sciences, the CSE department 
offers both BA and BS degrees in Computer Science and a BS in Computer Engi-
neering.   The department has 34 tenured and tenure-track faculty and 4 lecturers, 
approximately 640 undergraduate majors, 570 masters students, and 150 PhD 
students.

The department is strongly committed to hiring and retaining a lecturer for this 
career- oriented position, renewable for an unlimited number of 3-year terms.  Lec-
turers are eligible for the in-house titles of Teaching Assistant Professor, Teaching 
Associate Professor and Teaching Professor.

Applicants should have a PhD degree in computer science, computer engineering, 
or a related � eld, by August 15, 2015. The ability to teach at all levels of the un-
dergraduate curriculum is essential.   Also desirable is a background in computer 
science education, a commitment to K-12 outreach, and addressing the recruit-
ment and retention of underrepresented students.

Duties include teaching and development of undergraduate Computer Science and 
Computer Engineering courses (with an emphasis on lower-division), advising 
students, and participation in department and university service.  Contribution to 
research is encouraged but not required.

Review of applications will begin on January 15, 2015 and continue until the 
position is � lled. Applications must be submitted electronically via http://www.
ubjobs.buffalo.edu/  and must refer to posting number 1400806. The University at 
Buffalo is an Equal Opportunity Employer.
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CAREER OPPORTUNITIES

software development of web-based 
user interface components. Design and 
implement e�cient and highly usable 
user interfaces. Position is based out 
of company  headquarters but may be 
assigned to unanticipated job site in the 
U.S. as determined by management. 
Mail resume to: OpenX Technologies, 
Inc., Attn: HR Services, 888 E Walnut 
Street, Pasadena, CA 91101.  Must refer-
ence requisition number 9009V.

FUJITSU NETWORK COMMUNICA-
TIONS, INC. has a Support Engineer 
(Req. #FNC02671) job opportunity  
available in Richardson, TX. Plan and 
configure customer circuits on a DWDM 
and COE (Connection-Oriented Eth-
ernet) optical transport and data net-
work to deliver mobile backhaul service 
and double-play or triple-play services 
across an FTTX (Fiber to the Premise) 
network. Mail resume to Fujitsu Net-
work Communications, Inc., Sta�ng 
Department, 2801 Telecom Parkway, 
Richardson, TX 75082. Must reference 
Req. #.

HOTWIRE INC. currently has openings 
for the following opportunities in our 
San Francisco, CA o�ce (various/lev-
els/types:) • Software Engineers: (728.
SWE-HW). Design, implement, and de-
bug software for computers including 
algorithms and data structures. • Man-
agers, Test (728.965). Manage onsite 
QA test team responsible for functional 
testing of various Hotwire application 
verticals or decoupled products.

SIEMENS PLM SOFTWARE INC. has 
an opening in Milford, OH for Software 
Engineer to analyze reqs. of  assigned 
enhancements in NX routing app. Email 
resumes to PLMCareers@ugs.com & re-
fer to Job code UGS166. EOE 

CLOUDERA, INC. is recruiting for our 
Palo Alto, CA o�ce:  Software Engineer: 
contribute to the advancement of state 
of the art of Hadoop and related tech-
nologies. Mail resume w/job code SE-AS 
to:  Attn.: HR, Cloudera, 1001 Page Mill 
Rd., Bldg. 2, Palo Alto, CA 94304.

ENGINEERING, TOSHIBA AMERICA 
ELECTRONIC COMPONENTS, INC. is 
accepting resumes for  the position of 
Sr. Sta¨ Software Development Engi-
neer in San Jose, CA. Technically lead 
team of engineers resp for dsgn, dvlpm’t 
& implementat’n of kernel level SW & 
drivers that manage interactions  btwn 
apps & storage cache. Mail resume 
to TAEC, Sta�ng Dept, 2590 Orchard 
Pkwy, San Jose, CA 95131. Must ref Req. 
#4002.

Florida International University is recognized as a Carnegie engaged university. It is a public 
research university with colleges and schools that offers more than 180 bachelor’s, master’s 
and doctoral programs in �elds such as engineering, international relations, architecture, law 
and medicine. As one of South Florida’s anchor institutions, FIU contributes $9.8 billion each 
year to the local economy. FIU is Worlds Ahead in �nding solutions to the most challenging 
problems of our time. FIU emphasizes research as a major component of its mission. FIU has 
awarded over 200,000 degrees and enrolls more than 54,000 students in two campuses and 
three centers including FIU Downtown on Brickell, FIU@I-75, and the Miami Beach Urban Studi-
os. FIU also supports artistic and cultural engagement through its three museums: the Patricia 
& Phillip Frost Art Museum, the Wolfsonian-FIU, and the Jewish Museum of Florida-FIU. FIU is 
a member of Conference USA and has over 400 student-athletes participating in 18 sports. For 
more information about FIU, visit http://www.�u.edu/.

The School of Computing and Information Sciences (SCIS) seeks exceptionally quali�ed can-
didates for tenure-track and tenured faculty positions at all levels as well as non-tenure track 
faculty positions at the level of Instructor, including visiting instructor appointments. SCIS is a 
rapidly growing program of excellence at the University, with 30 tenure-track faculty members 
and over 1,800 students, including over 80 Ph.D. students. SCIS offers B.S., M.S., and Ph.D. 
degrees in Computer Science, an M.S. degree in Telecommunications and Networking, and 
B.S., B.A., and M.S. degrees in Information Technology. SCIS has received over $22M in the 
last four years in external research funding, has six research centers/clusters with �rst-class 
computing and support infrastructure, and enjoys broad and dynamic industry and interna-
tional partnerships.

OPEN-RANK TENURE TRACK/TENURED POSITIONS (JOB ID# 508676)
SCIS seeks exceptionally quali�ed candidates for tenure-track and tenured faculty positions 
at all levels. We seek well-quali�ed candidates in all areas; researchers in the areas of cyber-
security, cognitive modeling, compilers and programming languages, computer architecture, 
databases, information retrieval and big data, and biomedical systems are particularly encour-
aged to apply. Preference will be given to candidates who will enhance or complement our 
existing research strengths.  

Ideal candidates for junior positions should have a record of exceptional research in their early 
careers.  Candidates for senior positions must have an active and proven record of excellence 
in funded research, publications, and professional service, as well as a demonstrated ability 
to develop and lead collaborative research projects. In addition to developing or expanding a 
high-quality research program, all successful applicants must be committed to excellence in 
teaching at both the graduate and undergraduate levels. An earned Ph.D. in Computer Science 
or related disciplines is required.

NON-TENURE TRACK INSTRUCTOR POSITIONS (JOB OPENING 507474)
We seek well-quali�ed candidates in all areas of Computer Science and Information Technol-
ogy. Ideal candidates must be committed to excellence in teaching a variety of courses at the 
undergraduate level. A graduate degree in Computer Science or related disciplines is required; 
signi�cant prior teaching and industry experience and/or a Ph.D. in Computer Science is pre-
ferred.

HOW TO APPLY:
Quali�ed candidates for open- rank faculty positions are encouraged to apply to (Job Opening 
ID #508676); and candidates for instructor positions are encouraged to apply to (Job Opening 
ID # 507474). Submit applications at facultycareers.�u.edu and attach cover letter, curriculum 
vitae, statement of teaching philosophy, research statement, etc as individual attachments.  
Candidates will be required to provide names and contact information for at least three refer-
ences who will be contacted as determined by the search committee.  To receive full consider-
ation, applications and required materials should be received by December 31st, 2014.  Review 
will continue until position is �lled.

If you are interested in a visiting appointment please contact the department directly by email-
ing Dr. Mark Weiss at Weiss@cis.�u.edu. All other applicants should apply by going to facul-
tycareers.�u.edu.
FIU is a member of the State University System of Florida and an Equal Opportunity, Equal Access Af�rmative Action Employer. 
All quali�ed applicants will receive consideration for employment without regard to race, color, religion, sex, national origin, 
disability status, ptrotected veteran status, or any other characteristic protected by law.
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CAREER OPPORTUNITIES

PROGRAMMER ANALYST - design, 
develop, test, implement & integrate 
application s/w utilizing knowledge of 
ADF/JSF , ADFBC, ADF Taskfl ows/JSF 
PageFlows, Webcenter Framework, 
Webservices & exp with J2EE, Struts, 
Oracle SQL/PLSQL, WebSphere/JBoss/
WebLogic, WLST, Python scripts, Ma-
ven, JUnit, any version control system, 
Unix & Windows 00/NT; Must be willing 
to travel & reloc. Reqs MS in comp sci, 
eng or rel. Mail resumes to Strategic Re-
sources International, 777 Washington 
Rd, Ste 2, Parlin, NJ 08859

Engineer: BROADCOM CORPORA-
TION, the leading provider of highly 
integrated complete system-on-a-chip 
solutions for digital and satellite cable 
set-top boxes, cable and DSL modems, 
residential gateways, high speed trans-
mission area networking, home and 
wireless networking, cellular and ter-
restrial wireless communications, VoIP 
gateway and telephony systems, broad-
band network processors, and server 
solutions seeks all levels of Engineers/
Scientists in Irvine, CA, Santa Clara, CA, 
San Jose, CA, Sunnyvale, CA San Diego, 
CA, Matawan, NJ, Chandler, AZ,  Duluth, 

GA, Andover, MA, Edina, MA, Federal 
Way, WA and Austin, TX: Test (ENG472), 
Product Engineering (ENG476), RF/Wire-
less (ENG484), Hardware Development 
(ENG502), Electronic Design (ENG506), 
IC Design (ENG507), Software De-
velopment (ENG510), Software Appli-
cations (ENG514), Software Systems 
(ENG516), Software Quality Assurance 
(ENG518), Systems Design (ENG520), 
Firmware (ENG521), Product Applica-
tions/Systems Integration (ENG584), 
DSP (ENG509), Confi guration/Release 
(ENG519), Packaging (ENG524), Design 
(ENG537), Field Applications (ENGS87), 
Layout Design (ENG0313), Product/
Prod. Line Manager (ENG586), Systems/
Database Administrator (ENG641), Ap-
plications Programmer (ENG6555), and 
Process Development (ENG526), Sales/
Business Development (ENG567) and 
Product Development (ENG558). Edu-
cation/experience requirements vary 
by position/level. Some positions may 
require domestic and/or international 
travel. Must have unrestricted right 
to work in U.S. Mail all resumes to HR 
Ops Specialist, 5300 California Ave-
nue, Bldg. 2 #22108-B, Irvine, CA 92617.  
Must reference job code.

INFORMATION TECHNOLOGY IT 
Comp. in Upland, CA has job openings 
for Comp Analyst/Sr. Soft Eng, to work 
on a wide range of projects. Bache-
lor Engineering + 5 yrs exp. required. 
Travel/relocation to unanticipated job-
sites may be required, expenses paid by 
employer. Send resumes: Inent Inc 820 
N. Mountain Ave, Ste 105, Upland CA 
91786. Attn. Kiran Asola.

QUANTITATIVE STRATEGIST sought by 
investment advisor fi rm (NY, NY). Dsgn 
& dvlp advanced automated trade ex-
ecution s/ware systms & equity trading 
systems & reporting platform for mea-
suring & reporting performance metrics 
of trading  strategies. Dsgn & maintain 
s/ware & s/ware systms that fully au-
tomate processes listed above, using 
coding languages  such as Perl, Java & 
Visual Basic & dbase mgmt systms such 
as IBM DB2, MySQL, Oracle & MS SQL 
Server. Utilize  confi guration & release 
mgmt tools & languages, such as SVN 
& CVS. Must possess U.S. Master’s deg 
or foreign  deg equiv in Comp Sci or rltd 
fi eld & 3 yrs of exp in the job o¬ d. Exp 
must incl working in the fi n’l services in-
dustry w/  proprietary fi n’l data to dsgn & 
implmt applics for analytics & research 
used in trade execution systms; utiliz-
ing following  tools/technologies: J2EE, 
Python, Java messaging service, JavaS-
cript, UNIX scripting. Mail resume to: Er-
goteles LLC,  150 E 52nd St, Ste 26002, 
NY, NY 10022. 

BMC SOFTWARE INC. has an opening 
for Lead Platform Systems Admin in San 
Jose, CA to perform admin & mainte-
nance of the SAP Business Objects BI 
plaforms. Apply online at www.bmc.
com/careers and refer to Req#14003463 

CLOUDERA, INC. is recruiting for our 
Palo Alto, CA o®  ce:  Software Engineer 
(SE-RG): plan, design, develop, test, 
document & support new features, im-
provements to existing features & arti-
facts. Review the feedback from cus-
tomers & community, & work w/them 
to deliver fi xes to shipped products. 
Software Engineer (SE-MT): deliver 
ownership of company’s internal Con-
tinuous Integration infrastructure, and 
Build & Release Engineering delivera-
bles. Leverage tools like Maven, Ant, 
Jenkins, SCM tools, Scripting languages 
like Shell & programming languages like 
Java. Mail resume w/job code to:  Attn.: 
HR, Cloudera, 1001 Page Mill Rd., Bldg. 
2, Palo Alto, CA 94304.

ENGINEERING OpenX Technologies, 
Inc. is accepting resumes for the position 
of Senior Software Engineer. Engage in 

Department of Computer Science and Engineering 
LECTURER POSITION 

The State University of New York at Buffalo Department of Computer Science 
and Engineering (CSE) invites candidates to apply for a non-tenure track lecturer 
position beginning in the 2015-2016 academic year.  

Housed in the School of Engineering and Applied Sciences, the CSE department 
offers both BA and BS degrees in Computer Science and a BS in Computer Engi-
neering.   The department has 34 tenured and tenure-track faculty and 4 lecturers, 
approximately 640 undergraduate majors, 570 masters students, and 150 PhD 
students.

The department is strongly committed to hiring and retaining a lecturer for this 
career- oriented position, renewable for an unlimited number of 3-year terms.  Lec-
turers are eligible for the in-house titles of Teaching Assistant Professor, Teaching 
Associate Professor and Teaching Professor.

Applicants should have a PhD degree in computer science, computer engineering, 
or a related � eld, by August 15, 2015. The ability to teach at all levels of the un-
dergraduate curriculum is essential.   Also desirable is a background in computer 
science education, a commitment to K-12 outreach, and addressing the recruit-
ment and retention of underrepresented students.

Duties include teaching and development of undergraduate Computer Science and 
Computer Engineering courses (with an emphasis on lower-division), advising 
students, and participation in department and university service.  Contribution to 
research is encouraged but not required.

Review of applications will begin on January 15, 2015 and continue until the 
position is � lled. Applications must be submitted electronically via http://www.
ubjobs.buffalo.edu/  and must refer to posting number 1400806. The University at 
Buffalo is an Equal Opportunity Employer.
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SOFTWARE ENGINEERS 4 (SERVER) 
sought by Asurion, LLC in San Mateo, 
California to dvlp e�, maintbl code. BS 
in Cmptr Sci, Engrg, Math or rltd fld + 5 
yrs of sftwr dvlp exp & 3 yrs of dvlp exp 
usng Java sftwr. Exp in 3 of flwng areas: 
RESTful web serv, RDBMS skils, Multi-
threaded apln, Apln Serv (JBoss, Web-
Sphere, WebLogic, Tomcat, etc.), Cloud 
apln dvlp, Caching tech (redis, mem-
cached, hazelcast), Msg tech (ZeroMQ, 
RabbitMQ, Ka�a), NoSQL tech (Cassan-
dra, HBase), real-time streamng (apache 
storm). PERM US work auth. Aply @ www 
.jobpostingtoday.com (ref# 2058).

SR. SOFTWARE ENGINEERS: Design, 
develop & modify software applications; 
Code & debug applications in various 
software languages; Program Database 
& Develop using SQL Server, Oracle & 
MS Access; Develop & direct software 
system testing & validation procedures, 
programming, & documentation; Create 
technical design documents, Functional 
specification for the RPD Metadata 
& Dashboard development; Will use 
Siebel, Informatica, Oracle Business 
Intelligence. Bachelor in Comp. Sci., 
Engg (any), Science (any), MIS w/5 yrs 
of exp in related occupation is req’d. 

Any combination of education equal to 
Bachelors is acceptable.   Apply w/2 
copies of resume. Polar IT Services Inc. 
6095 Marshalee Dr. Suite 250, Elkridge, 
MD 21075.

SYSTEMS ANALYST: Design & develop 
web application using Java, PHP 5.x, 
Ajax & MySQL 5.x, Oracle 11g, MS-SQL, 
Apache, Zend and Symfony within MVC 
framework on Linux platform. Analyze 
and evaluate software & relational da-
tabases, test, troubleshoot and modify 
existing applications for improved per-
formance. Will work in unanticipated lo-
cations. Req. 2 yrs exp. Send resume to 
Vyzer Solutions Inc, 101 W. Renner Rd, 
#260, Richardson, TX 75082. 

MPHASIS CORP. has multi openings at 
various levels for the follow’g positions 
at its office in NY, NY & unanticipated 
client sites thr/o the US. 1. Info. Sys. 
Anyst* - Ana. & provide sys req & spec. 
2. SW Dvlper* - Design, dvlp & modify 
SW sys. 3. Sys. Architect Dvlper* - Dvlp 
IT architecture. 4. Graphic UI Desgr* - 
Design UI & perform UAT. 5. N/W Infra 
Eng* - Maintain & TRBL n/w, design, 
dvlp, install n/w infra appl. 6. Business 
Operation Anyst* - Ana bus process 

thru app of s/w sol. 7. IT Mgr* - Plan & 
manage the delivery of IT proj. 8. En-
terprise Svc Engagem’t Mgr* - E2E sale 
of IT svc/prod. 9. Eng Engagem’t Mgr* 
- Manage & direct business integration 
of proj activities. 10. Mkt Dvlpt Mgr* - 
Promote IT svc/prod. & impl bus plans. 
Must have a Bachelor/equiv and prior 
rel. exp, Master/equiv, or Master/equiv 
and prior rel. exp. Edu/exp req vary de-
pending on position level/type. *Lead 
positions in this occupation must have 
Master/equiv+2yr or Bach/equiv+5yr 
progressive exp. Travel/relo req. Send 
resume & applied position to: recruit-
mentus@mphasis.com or 460 Park 
Ave. S., Ste# 1101, New York, NY 10016 
Attn: Recruit.

ENGINEERING, AMERICAN HEALTH-
TECH INC. is accepting resumes for 
the position of Sr. Software Engineer 
in Franklin, TN. Work with Systems An-
alysts, Product  Managers and other 
Engineers to convert market require-
ments and functional specifications into 
technical specifications. Mail resume  
to American HealthTech Inc., Sta°ng 
Department, 1600 Utica Ave. S.  #300, 
Minneapolis, MN 55416. Must reference 
Ref. SSE-SK.

Samsung Research America, Inc. 
has the following opportunities (various levels) available in San Jose and Santa Clara, CA:

Specific requirements apply. All of these positions will involve developing technologies for company’s computer, digital television, 
mobile telephone, printer, or other electronic products.  Mail your resume referencing job title and Ref# to farhat.k@samsung.com 

Santa Clara:

Software Engineer (Ref# SC14L01)

Sr. Software Engineer (Ref# SC14L02)

Staff Software Engineer (Ref# SC14L03)

San Jose, CA:

Sr. UX Researcher (Ref# SJ14L01)

Software Engineer (Ref# SJ14L02)

Sr. Software Engineer (Ref# SJ14L03)

Sr. Graphics Driver Engineer (Ref# SJ14L04)

Staff Interaction Designer (Ref# SJ14L05)

Staff Engineer (Ref# SJ14L06)
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Infosys Public Services, Inc. has multiple, full-time openings in Rockville, Maryland and various and unanticipated locations 
throughout the U.S. Must be willing to work anywhere in the U.S. as the positions may involve relocation to various and unan-
ticipated client site locations; any relocation to be paid by employer pursuant to internal policy.  Equal Opportunity Employer 
M/F/D/V. Please apply online at:  http://www.infosys.com/ careers/apply-now/apply.asp. Select ‘Americas’ under ‘Job Opportuni-
ties’ and follow the link for ‘Experienced Professionals.’  Once a user account has been created, please follow the link for ‘Search 
Openings’ and enter the job # listed below in the ‘Auto Req ID’ box. Apply to each job # of interest.
Project Managers-U.S. needed in Rockville, Maryland, and various 
and unanticipated locations throughout the U.S. to help gather 
requirements, define architecture, and determine scope to deliver 
IT solutions for clients in the U.S. Healthcare sector. (Job# 6990BR)
Project Managers-U.S. (Enterprise Solutions) needed in Rockville, 
Maryland, and various and unanticipated locations throughout 
the U.S. to help gather requirements, define architecture, and 
determine scope to deliver IT solutions. (Job# 6991BR)
Project Managers-U.S. (Testing) needed in Rockville, Maryland, and 
various and unanticipated locations throughout the U.S. to perform 
activities to ensure that quality software work products are deliv-
ered on schedule, including coordination with clients in US Health-
care sector and internal teams across the globe. (Job# 6992BR)
Lead Consultants (Domain) - U.S. needed in Rockville, Maryland, 
and various and unanticipated locations throughout the U.S., to 
anchor different phases of IT engagement including business pro-
cess consulting, problem definition, discovery, solution generation, 
design, development, deployment and validation. (Job# 7030BR)
Technology Architects-U.S. needed in Rockville, Maryland, and 
various and unanticipated locations throughout the U.S., to 
provide inputs on solution architecture based on evaluation/un-
derstanding of solution alternatives, frameworks and products. 
(Job# 6989BR)

Technical Test Leads-U.S. needed in Rockville, Maryland, and 
various and unanticipated locations throughout the U.S. to test 
assigned modules for software products for U.S. Healthcare 
sector clients. (Job# 6863BR)
Technology Leads-U.S. (Open Systems) needed in Rockville, Mary-
land, and various and unanticipated locations throughout the U.S. 
to design, develop, test, and deploy specific modules for software 
products for clients in the U.S. Healthcare sector.  (Job# 6864BR)
Technology Leads-U.S. (Mainframe) needed in Rockville, Mary-
land, and various and unanticipated locations throughout the 
U.S. to design, develop, test, and deploy specific modules for 
software products for clients in the U.S. Healthcare sector. (Job# 
6867BR)
Technology Leads-U.S. (Enterprise Solutions) needed in Rockville, 
Maryland, and various and unanticipated locations throughout 
the U.S. to design, develop, test and deploy specific modules for 
software products. (Job # 6987BR)
Consultants (Domain) - U.S. needed in Rockville, Maryland, and 
various and unanticipated locations throughout the U.S., to help 
conduct IT requirements gathering, define problems, provide 
solution alternatives, create detailed computer system design 
documentation, implement deployment plan, and help conduct 
knowledge transfer with the objective of providing high-quality IT 
consulting solutions. (Job# 7025BR)

TECHNICAL
Cisco Systems, Inc. is accepting resumes for the following positions:

Austin, TX:  Software/QA Engineer (Ref# AUS11): Debug software 
products through the use of systematic tests to develop, apply, and 
maintain quality standards for company products.
Lawrenceville, GA: Network Consulting Engineer (Ref# LV12): 
Responsible for the support and delivery of Advanced Services to 
company’s major accounts.
St. Petersburg, FL: Network Consulting Engineer (Ref# SPF1):  
Responsible for the support and delivery of Advanced Services to 
company’s major accounts.
Pleasanton, CA:  Technical Solutions Architect (Ref# PL2): Overlay 
resource brought into an opportunity based on architectural spe-
cialization. Provide expertise on horizontal architectures for large 
opportunities.
Research Triangle Park, NC:  IT Service Lead (Ref# RTP21):  
Responsible for the day to day execution, support, developing 
continual improvement opportunities and analysis of an IT Service, 
while laying the foundation for production and operational support 
and delivery.
San Francisco, CA:  Inside System Engineer (CNG Staff) (Ref# 
SF5):  Responsible for conducting online product demonstrations, 
answering technical questions, contributing to proposals and an-

alyzing client needs and develop technical solutions in a pre-sales 
capacity. Travel may be required to various unanticipated locations 
throughout the United States.
San Jose/Milpitas/Santa Clara, CA:  Diagnostic Engineer (Ref# 
SJ168): Design and develop diagnostic software for verification 
and validation in engineering and manufacturing.  IT Manag-
er (Ref# SJ147): Lead a team responsible for leading strategy 
definition, planning, implementation, operation, optimization and 
stakeholder management of all Payroll, Stock, Travel, Webex Social 
and Mobile applications, rendering platform service and offerings. 
Systems Engineering Manager (Ref# SJ158): Provide business-lev-
el guidance to the account team or operation on technology trends 
and competitive threats, both at a technical and business level. 
Solutions Consultant (Ref# SJ128): Design and develop the appli-
cation features and framework modules. Work with the team using 
the agile methodologies. Scrum Master (Ref# SJ129): Coordinate 
and develop large engineering programs from concept to delivery. 
Deploy technical solutions to large cross functional groups.
Whippany, NJ:  Software Engineer (Ref# WHI1): Responsible 
for the definition, design, development, test, debugging, release, 
enhancement or maintenance of networking software.  

Please mail resumes with reference number to Cisco Systems, Inc., Attn: M51H, 170 W. Tasman Drive, Mail Stop: SJC 5/1/4, San 
Jose, CA 95134.  No phone calls please.  Must be legally authorized to work in the U.S. without sponsorship.  EOE.

www.cisco.com
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MULTIPLE ASSISTANT PROFESSOR 
POSITIONS:  UCF Center for Research 
in Computer Vision Ad: CRCV is look-
ing for multiple tenure-track faculty 
members in the Computer Vision area. 
Of particular interest are candidates 
with a strong track record of publica-
tions. CRCV will o�er competitive sala-
ries and start-up packages, along with 
a generous benefits package o�ered 
to employees at UCF. Faculty hired at 
CRCV will be tenured in the Electri-
cal Engineering & Computer Science 
department and will be required to 
teach a maximum of two courses per 
academic year and are expected to 
bring in substantial external research 
funding. In addition, Center faculty are 
expected to have a vigorous program 
of graduate student mentoring and are 
encouraged to involve undergradu-
ates in their research. Applicants must 
have a Ph.D. in an area appropriate to 
Computer Vision by the start of the ap-
pointment and a strong commitment to 
academic activities, including teaching, 
scholarly publications and sponsored 
research. Preferred applicants should 
have an exceptional record of schol-
arly research. In addition, successful 

candidates must be strongly e�ective 
teachers. To submit an application, 
please go to: http://www.jobswithucf.
com/postings/34681 Applicants must 
submit all required documents at the 
time of application which includes the 
following: Research Statement; Teach-
ing Statement; Curriculum Vitae; and 
a list of at least three references with 
address, phone numbers and email 
address. Applicants for this position 
will also be considered for position 
numbers 38406 and 37361. UCF is an 
Equal Opportunity/A�rmative Action 
employer. Women and minorities are 
particularly encouraged to apply.

SIEMENS PLM SOFTWARE INC. has 
an opening in Milford, OH  for Software 
Engineer to analyze reqs. of assigned 
enhancements in NX routing app. Email 
resumes to PLMCareers@ugs.com & re-
fer to Job code UGS166. EOE

SAP SOLUTIONS ARCHITECT: Archi-
tect & Design SAP solutions in collabo-
ration with business and SAP functional 
leads. Integrate multiple SAP core mod-
ules. Systems Integration with Non SAP 
applications using BAPI, BADI, ALE/

EDIs and IDOCs. Advanced configura-
tion skills with SAP R/3 Release 6.x, SAP 
ERP ECC6 (SAP FI-GL, CO, CO-PC, PS, 
AA, CO-PA, PCA, ML & SAP MDM). SAP 
FI/CO, CATT, SOLMAN, SAP-BI-Query 
Builder, BEx Query Designer. Must be 
willing to travel & reloc. Reqs MS in sci, 
comp sci, bus or rel. Mail resumes to 
Kaizen Technologies Inc, 1 Lincoln High-
way, Suite 10, Edison, NJ 08820.

PRECISION TECHNOLOGY. Plano 
TX, Team Lead/Process Engineer. 
Manage project team, mentor and 
oversee assigned projects, review 
process specification, Develop  new 
operation methods; implement con-
tinuous process improvement. IPC-A-
610D, KIC2000 Profiler, SPC analysis, 
AS9100C, MYDATA; BS+5yr(related) 
hr@ ptiassembly.com.

SIEMENS PLM SOFTWARE INC. has 
an opening in Milford, OH for Software 
Engineer Adv. to work in NX Nastran 
structural finite element software devel-
opment group. Email resumes to PLM-
Careers@ugs.com & refer to Job code 
UGS164. EOE

NWAMU, PC

Patent & Trademark  
Attorneys 

Computer Science/ 

Elec. Engineering

(866) 835-3540
info@Nwamu.com
www.Nwamu.com

STATE UNIVERSITY OF NEW YORK  
AT BINGHAMTON

Department of Computer Science
The Computer Science Department at Binghamton University has six ten-
ure-track positions beginning Fall 2015. Applicants should have a Ph.D. in 
Computer Science or related discipline, a strong research record, and a com-
mitment to teaching. Quali�ed applications are invited from candidates with 
specializations in any of these four areas: (1) portable device/system design & 
energy-aware systems design (two positions), (2) healthcare information sys-
tems & data analytics for healthcare (two positions), (3) cybersecurity (one 
position) and, (4) computer networks (Associate level will also be considered). 

The Department has established graduate and undergraduate programs, in-
cluding 60 full-time PhD students and 27 Faculty members. Junior faculty 
have a signi�cantly reduced teaching load for at least the �rst three years. 
Further details and application information are available at:

http://binghamton.interviewexchange.com/jobofferdetails.jsp?JOBID=53958

For the faculty positions in areas (1) and (2) above, the Department seeks a 
research scholar with research that will af�liate with the Binghamton Univer-
sity Transdisciplinary Areas of Excellence Initiative in Smart Energy (http://
www.binghamton.edu/tae/smart-energy/) and Healthcare systems (http://
www.binghamton.edu/tae/health-sciences/index.html) respectively.

Applications will be reviewed until positions are �lled. First consideration will 
be given to applications received by February 20, 2015.

We are an EE/AA employer.
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salesforce.com, inc. 
has the following positions open in Palo Alto, CA:

 

Senior Member of Technical Staff (REF #J14W59): Design, architect, develop and test large-scale distributed 
systems and data pipelines for near-real time cloud-based Relationship Management applications.
 
Senior Software Engineer in Test (REF #J14T60): Work with the development and test engineering teams to 
automate testing and bridge the gap with manual testing.
 
Lead Member Technical Staff (REF #J14T61): Design and architecture large scale data infrastructure, including 
real time data pipelines and batch processing such as Hadoop.

 
Mail resume to salesforce.com, inc., P.O. Box 192244, San Francisco, CA 94119. 

Resume must include Ref. #, full name, phone #, email address & mailing address. 
salesforce is an Equal Employment Opportunity & Affirmative Action Employer.

Linkedin Corp. has openings in our Mtn View, CA location for:

Software Engineer (All Levels/Types) (6597.613) (6597.752) (6597.727)  Design, develop & integrate cutting-edge software 
technologies; Senior Web Developer (6597.812) Design, create, & modify website components for company’s Recruiter product; 
Associate Web Developer (6597.603) Own the front-end development for Linkedin products, & collaborate with visual & interac-
tion designers, engineers, & product managers to launch new products, iterate on existing features, & build a world-class user experi-
ence; Web Developer (6597.421) Own the front-end development for products & collaborate with visual/interaction designers, 
engineers, & product managers to launch new products, iterate on existing features, & build a world-class user experience; Database 
Engineering Manager (6597.289) Contribute at a senior-level to the data warehouse design & data preparation batch processes by 
implementing a solid, robust, extensible design that supports key business flows;
 
Linkedin Corp. has openings in our Sunnyvale, CA location for Senior Oracle BI Developer (6597.834) Participate in all phases of 
implementation & continued support of Oracle Business Intelligence Enterprise Edition (OBIEE) for Oracle Financials Analytics & 
Procurement & Spend Analytics (OBIA);
 
Linkedin Corp. has openings in our New York, NY location for: Insights Analyst (6597.821) Leverage proprietary data set to discover 
insights to help field sales team serve their largest clients.

 
Please email resume to:  6597@linkedin.com. Must ref. job code above when applying.
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Apple Inc. has the following job opportunities in Cupertino, CA:
 
Hardware Development Engineer [Req#9E53CF] Des & dev mobile display elect that will sup liquid crystal dis develop in sys integ.
Software Development Engineer [Req #9BGQBQ]. Respon for WebKit browser engine develop, w/ focus on performance analysis & optimi-
zation.
Software Development Engineer [Req#9DPTA9]. Des, dev, impl, & debug the user interface of the Mail & Notes Apps for Mac Operating 
systems.
Reliability Engineer [Req#9CB299] Des & dev reliability tests, sum test results & analyze fail. Travel req.  15%.
Software Engineer, Applications [Req# 9CLP97]. Design and develop software for distributed processing modules.
Hardware Development Engineer [Req#9CWSFS]. Dev & ship the next gen of Human-Comp Interaction (HCI) HW (e.g. mice, trackpads, 
keyboards, remotes, etc.). Work on the design, implementation, integration & qualification of Human Int. Devices. Travel req’d 25%.
Software Development Engineer [Req #9G2NRP]. Respon for design, implement, & maintenance of sw for low-latency audio & video comm 
& data transfer.
IS&T Technical Project Analyst[Req#9GQ4CX]. Analyze SAP financials module for implementation and improvement of existing system. 
Design & configure systems SAP Fin. for modules.
Database Administrator [Req #99BT6N]. Provide develop & prod database admin srvcs for global apps.
Engineering Technician [Req#9HEVCA]. Respon for the testing and validation for battery systems.
Software Development Engineer [Req#9HEVKN]. Help improve how users view & nav the world using Maps test automation & assertion 
frmwrks.
Information Systems Engineer [Req#9KRS7T] Des, architect & dev backend SW apps & comp to support multi-mil fin transactions.
Software Engineer, Applications [Req#9C6UHW]. Des & dvlp web & mobile apps to be used by Apple employees & customers in the retail 
area.  Write SW code based on func specific & tech des, adhering to dvlpment tech & stdrds.
Software Development Engineer [Req#9EKUM6]. Des & impl device drivers for peripheral devices across all iOS HW platfrms. Travel req’d 
20%.
Software Engineer Applications [Req#9G8VLT]. Build Apple’s next generation Employee Systems platform, suite of products and service layer 
for HR systems. Travel req’d 25%.
Engineering Project Lead [Req# 9AE35B] Oversee planning, dvlpmnt, implmntation & maintnce of processes & ops for elect prdcts. Travel req’d 
25%.
Hardware Development Engineer [Req# 9JPN2T] Specify, dsgn & intgrate wireless hardware into Mac & iOS prdcts. Travel req’d 15%.
Software Engineer, Applications [Req#9JTUVS]. Des, architect, dvlp & maintain hi-perf SW systems to facilitate existing & new prod features.
Systems Design Engineer [Req#9F4V6G]. Perform multi-radio systems co-existence perfrmnce eval & data analysis on prjcts for wireless 
technologies incl WiFi, BT, GPS and Cellular. Travel req’d 25%.
Software Engineer Applications [Req#9AQW55]. Ensure availability, performance, maintenance & 3rd level support for enterprise Identity 
Management System.  Drive security incident monitoring & incident mgmt.
Hardware Development Engineer [Req #9CHTD4]. Respon for lead develop & qualification activities to design & develop innovative Flat Panel 
Displays for Mac products. Travel req 13%.
Operations Engineer Management [Req#9CLVQE]. Des & dvlp fixtures for electron assembly & measurements. Travel req’d 40%.
Network Engineer [Req#9HJ226]. Resp for delivery of LAN services w/in Apple netwrking environ.
Test Engineering Manager [Req#9E3RRJ]. Lead and oversee activities of the Acoustic Validation Team. Dev tests for acoustic functionality for 
new products.
Engineering Project/Program Manager [Req#9F4R32]. Analyze & improve the display problem for opto-electronic mobile devices. Travel 
req’d 40%.

Refer to Req# & mail resume to Apple Inc., ATTN: L.M., 1 Infinite Loop 104-1GM, Cupertino, CA 95014. Apple is an EOE/AA m/f/disability/vets. 

ENGINEERING
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Apple Inc. has the following job opportunities in Cupertino, CA:
 
Software Development Engineer [Req # 9K2SKU]. Respon for assist phases of assigned MES solutions, including reqs gathering, detailed 
design, develop, commission, doc, & user training.
Software Development Engineer [Req#9FUS5E] Des data models for store large amounts of data.
Software Development Engineer [Req#9DCQKV] Des & imple operate sys security SW mech for iPhone, iPad, Macs & Apple TV.
Hardware Development Engineer [Req #9D2UME]. Respon for design & develop of new tech for audio apps in Apple products.
IS&T Technical Project Lead (SAP Functional Analyst) [Req #9LTVSZ]. Respon for prep of func design documentation used for SAP config.
Information Systems Engineer [9CYL78].  Provide solutions for App to App (A2A), Business to Business (B2B), Service Oriented Architecture 
(SOA) & Enterprise Service Bus (ESB) Integrations.
Systems Engineer [Req#9EZ2FY].  Engineer Linux Systems on a large scale. Build computer server systems & troubleshoot problems.
Software Engineer, Applications [Req#9F6SZU]. Dev next gen of cloud support for Apple Ops Sys. Des, dev, & debug highly scalable server 
apps using Java.
Software Development Engineer [Req #98P22W]. Respon for the design & develop of sw for the Siri server platform.
Software Engineer, Applications [Req# 9GHU6N] Test software for iCloud prdcts & services. Collab w/ crss-fnctional eng teams that 
define & implmnt core backend pltfrm frmwrks & sys that pwr Apple web services.
Software Development Engineer [Req # 9HUVGZ]. Respon for design & develop of sw to deliver dynamic map data to clients.
Hardware Development Engineer [Req#9EP2X6]. Lead the tech management & support of all HW validation during eng development for 
new iPhone/iPod projects.
Business Systems Analyst [Req#99BSXT]. Des & dev SAP Retail solutions for Apple Retail Logistics.
Senior Software Development Engineer [Req#9GPR5M]. Define and implement Cocoa and UIKit applications for iTunes Store content 
providers.
Application Engineer [Req#98NW33]. Responsible for Apple’s Enterprise document archival & sw release system, PLM.
Software Development Engineer [Req#9F7U9M]. Design, develop & implement test tools & strateg for QA of telecomm systems, focusing 
on GNSS/Cell tech.
ASIC Design Engineer [Req#9J9U8F].  SI model, simulate & characterize all high speed serial interfaces.
Software Development Engineer [Req#9J3Q68]. Design & dev system sw apps &frameworks for Apple Watch.
Firmware Engineer [Req# 9LUTKE] Dsgn & dvlp embedded software/firmware for speakers, headsets & accessories.
Engineering Project Manager [Req#9M3NWT]. Study, construct, implement, & support SW solns for Apple’s reseller channel partners. 
Build & review SW source code to id defects, compliance, & perf issues.
Senior Acoustic Validation Engineer [Req#9A3QEH]. Perf acoustic valid of Apple Mac prod thru dvlpment &  implementation of tests & 
metrics.
Software Engineer, Applications[Req#9JELQP]. Dvlp, create, implement, & support web app dvlpment of Sales Training App using large 
scale & high perfrming, object oriented internet tech.
Software Development Engineer [Req#9BENL4]. Own, manage, & improve SW & data release processes. Bld processes & tools for cont 
bld, automated testing & SW release mgmt for big data sys for Apple Maps.
Product Design Engineer [REQ#9G5VM2]. Des & validate antenna/RF test instrumentation for mobile device prod lines & supply chain. 
Travel req’d 20%.

Refer to Req# & mail resume to Apple Inc., ATTN: L.M., 1 Infinite Loop 104-1GM, Cupertino, CA 95014.
Apple is an EOE/AA m/f/disability/vets. 
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C alled by one pundit 
“the sexiest job of the 
21st century,” data 

science combines knowledge 
from computer science, statis-
tics, and management, helping 
organizations incorporate ana-
lytics into business processes, 
sort and analyze structured and 
unstructured data, and monetize 
existing data for market growth.

As the volume of information 
that enterprises capture from 
multimedia, social media, and 
the Internet of Things grows, 
leaders in every sector must 
grapple with the implications of 
big data. The International Data 
Corporation reckons that the 
market for data science research 
reached $16.1 billion in 2014, 
growing six times faster than 
the overall IT market. 

Gartner reports the rise of 
big data has spawned a new job 
title―Chief Data Offi  cer―and 

that by end of 2015, one-quar-
ter of large global organizations 
will have appointed CDOs. 

The main concern? That the 
supply of big data professionals 
isn’t adequate to meet demand. 
Consulting fi rm McKinsey & 
Company predicts a shortfall of 
140,000 to 190,000 people with 
deep analytical skills in the US 
alone by 2018, with a need for 
an additional 1.5 million man-
agers and analysts having data 
analytics know-how.

New big data training and 
education programs are pop-
ping up almost daily―gradu-
ate, undergraduate, and online. 
Programs off ering an MS in 
business analytics or equivalent 
include ones at the University 
of Texas, North Carolina State, 
Northwestern, the University 
of Michigan-Dearborn, Austra-
lia’s Deacon University, and the 
Indian Institute of Technology. 

The IEEE Computer Society 
recently joined with the Teradata 
University Network to partner 
an international online com-
munity whose members share 
learning materials, knowledge, 
experiences, and job opportuni-
ties in the fi eld of analytics. 

Students and faculty mem-
bers can register for free access 
to the Teradata University Net-
work learning portal, which 
includes hundreds of e-learning 
resources on integrated data 
warehousing, big data analyt-
ics, and business applications; 
software packages from Tera-
data and other partners; and 
web-based training for popular 
Teradata certifi cations.

A s companies fi ne-
tune the skill sets 
needed to form big 

data teams, job-seekers and 
employees with such training 
will certainly have an edge. For 
more information go to www
.teradatauniversitynetwork
.com/Partners/IEEE-Computer
-Society.

Data Science and 
Analytics

72 January 2015 Published by the IEEE Computer Society  2376-113X/15/$31.00 © 2015 IEEE

CAREER FOCUSCAREER FOCUSCAREER FOCUSCAREER FOCUSCAREER FOCUSCAREER FOCUSCAREER FOCUSCAREER FOCUSCAREER FOCUSCAREER FOCUSCAREER FOCUSCAREER FOCUSCAREER FOCUSCAREER FOCUS



TTT hhh eee    111 666 ttt hhh    III EEE EEE EEE    III nnn ttt eee rrr nnn aaa ttt iii ooo nnn aaa lll    CCC ooo nnn fff eee rrr eee nnn ccc eee    
OOO nnn    III nnn fff ooo rrr mmm aaa ttt iii ooo nnn    RRR eee uuu sss eee    aaa nnn ddd    III nnn ttt eee ggg rrr aaa ttt iii ooo nnn      

 

August 13-15, 
2015 

Sofitel, Redwood city 
San Francisco, USA 

http://www.ieee-iri.org/ 
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Sponsored by:  

IEEE Computer Society 
Given the emerging global Information-centric IT landscape that has tremendous socio-economic implications, effectively 
processing and integrating very large volumes of information from diverse sources to enable effective decision making 
and knowledge generation have become one of the most significant challenges of current times. Information Reuse and 
Integration (IRI) seeks to maximize the reuse of information by creating simple, rich, and reusable knowledge 
representations and consequently explores strategies for integrating this knowledge into diverse areas including circuits 
design, devices, systems and applications, etc.. The conference includes, but is not limited to, the areas listed below: 

• Reuse and integration in VLSI/
SoC, and Computing architectures

• Large Scale System Integration
• Component-Based Design & Reuse
• Unifying Data Models (UML,

XML, etc.) and Ontologies
• Database Integration
• Structured/Semi-structured Data
• Reuse in Software Engineering
• Data Mining & BigData
• Sensory and Information Fusion

• Automation, Integration and
Reuse Across Applications

• Security, Privacy &
Survivability

• AI & Decision Support
Systems; Heuristic
Optimization and Search

• Knowledge Management
• Fuzzy and Neural Systems
• Soft Computing
• Mobile & Cloud Computing

• Case-Based Reasoning
• Natural Language Understanding
• Command & Control Systems
• Human-Machine Interaction
• Biomedical & Healthcare

Systems/Applications
• Manufacturing Systems &

Business Process  Engineering
• Reuse in Modeling & Simulation
• Space and Robotic Systems
• Service-Oriented Architectures

• Multimedia Systems/Application
• Autonomous Agents in Web-

based Systems
• Information Integration in Grid,

Mobile and Ubiquitous
Computing Environment

• Systems of Systems
• Semantic Web and Emerging

Applications
• Collaborative systems, networks

& applications
• Reuse in VLSI Design

Instructions for Authors: Papers reporting original and unpublished research results pertaining to the above and 
related topics are solicited. Full paper manuscripts must be in English of up to 8 pages (using the IEEE two-column 
template). The online submission site is: https://easychair.org/conferences/?conf=ieeeiri2015. Papers will be selected 
based on their originality, timeliness, significance, relevance, and clarity of presentation. 

Honorary General & Keynote Speaker: 
• Lotfi A. Zadeh,

University of California, Berkeley, USA 
General Co-Chairs  
• Stuart Rubin (stuart.rubin@navy.mil)

SPAWAR Systems Center Pacific, USA 
• Shu-Ching Chen (chens@cs.fiu.edu)

Florida International University, USA 

 

Program Co-Chairs 
• Elisa Bertino, Purdue University, USA
• Bhavani Thuraisingham, University of Texas

at Dallas, USA
• Ling Liu, Georgia Institute of Technology, USA
• Tao Li, Florida International University, USA
• James Joshi, University of Pittsburgh, USA

Key Features 
• Student Travel Grants Available
• Best Paper Awards,
• Several Workshops & Special Sessions
• Panels and Keynotes
• Several Journal Special Issues

Important Dates 

April 4, 2015  Paper submission deadline 
May 4, 2015  Notification of acceptance 

May 14, 2015  Camera-ready paper due 
May 14, 2015  Presenting author registration  

Confirmed Workshops (more to be added) 
The 4th IEEE International Workshop on Empirical Methods for Recognizing Inference in 

Text (IEEE EM-RITE 2015) 

The 4th IEEE International Workshop on Information and Reuse in Health Informatics  
(IRI-HI 2015) 

The 4th IEEE International Workshop on Data Integration and Mining  (DIM 2015) 

The 3rd IEEE International Workshop on Formal Methods Integration (FMi 2015) 

The 4th International Workshop on Issues and Challenges in Social Computing  
(WICSOC 2015) 

The 2nd International Workshop on Social Network Security (SocialSec 2015) 

The 2nd International Workshop on Information Integration in Cyber Physical Systems 
(IICPS 2015) 

The 2nd International Workshop on Advances in Nature-Inspired Cyber Security: Science, 
Engineering and Economics (NatSec'2015) 
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