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CS FOCUS

T he IEEE Computer 
Society’s lineup of 13 
peer-reviewed techni-

cal magazines covers cutting-
edge topics ranging from soft-
ware design and computer 
graphics to Internet comput-
ing and security, from scien-
tifi c applications and machine 
intelligence to cloud migration 
and microchip design. Here are 
highlights from recent issues.

Computer

Bringing Citizens and 
Policymakers Together 
Online: Imagining the 
Possibilities and Taking 
Stock of Privacy and 
Transparency Hazards
In this article from the June 
2018 issue of Computer, the 
authors make the case for cre-
ating a common architecture 

that interconnects otherwise 
disparate civic portals. They 
distinguish among core func-
tions, complementary tools, 
and future features that could 
go into such a system, as well 
as consider its potential to cre-
ate positive feedback loops that 
boost civic capacity and public 
legitimacy.

Computing in Science & 
Engineering

Simulating Stellar 
Hydrodynamics at Extreme 
Scale
This article, from the Sep-
tember/October 2018 issue of 
Computing in Science & Engi-
neering, discusses simulating 
the hydrogen ingestion fl ash in 

Magazine 
Roundup
Editor: Lori Cameron
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asymptotic giant branch stars as 
an illustration of a computational 
science research problem demand-
ing high-performance computation 
at scale. The project’s relationship 
to the National Strategic Comput-
ing Initiative’s objectives is also 
discussed.

IEEE Annals of the History 
of Computing

Rocappi: Computerizing the 
Publishing Industry
In 1963, John Seybold started the 
company Rocappi to use computer 
technology to produce and type-
set complex, high-quality books, 
catalogs, directories, manuals, 
magazines, and other typeset doc-
uments. Over the next seven years, 
with the participation of his son, 
Jonathan W. Seybold, Rocappi 
pioneered the use of computers for 
publishing. Read more in the July–
September 2018 issue of IEEE 
Annals of the History of Computing. 

IEEE Cloud Computing

Emergent Failures: 
Rethinking Cloud Reliability 
at Scale
Since the conception of cloud com-
puting, highly reliable service has 
been of the upmost importance 
to providers and their customers. 
Thus, considerable eff ort has been 
exerted toward enhancing the 
reliability of system components 
against various software and hard-
ware failures. However, as these 
systems have continued to grow 
in scale, with heterogeneity and 
complexity resulting in the mani-
festation of emergent behavior, so 

too have their respective failures. 
Recent studies of production cloud 
datacenters indicate the existence 
of complex failure manifestations 
that existing fault tolerance and 
recovery strategies are ill-equipped 
to eff ectively handle. These emer-
gent failures represent a signifi -
cant threat to designing reliable 
cloud systems. This article, which 
appears in the September/October 
2018 issue of IEEE Cloud Comput-
ing, identifi es the challenges of 
emergent failures in cloud data-
centers at scale and their impact 
on system resource management.

IEEE Computer Graphics 
and Applications

Mapping and Visualizing 
Deep-Learning Urban 
Beautifi cation
Information visualization has 
great potential to make sense of 
the increasing amount of data 
generated by complex machine-
learning algorithms. The authors 
of this article from the September/
October 2018 issue of IEEE Com-
puter Graphics and Applications
designed a set of visualizations 
for a new deep-learning algo-
rithm called FaceLift (goodcitylife.
org/facelift). This algorithm gen-
erates a beautifi ed version of a 
given urban image (such as from 
Google Street View), and the visu-
alizations compare pairs of origi-
nal and beautifi ed images. The 
visualizations help practitioners 
understand what happened dur-
ing the algorithmic beautifi ca-
tion without requiring them to be 
machine-learning experts. A prac-
titioner survey led to the derivation 

of general design guidelines for 
making complex machine-learning 
algorithms more understandable 
to a general audience with infor-
mation visualization.

IEEE Intelligent Systems

Camera Placement Based on 
Vehicle Traffi  c for Better City 
Security Surveillance
Security surveillance is impor-
tant in smart cities. Deploying 
numerous cameras is a common 
approach. Given the importance 
of vehicles in a metropolis, using 
vehicle traffi  c patterns to stra-
tegically place cameras could 
potentially facilitate security sur-
veillance. This article, from the 
July/August 2018 issue of IEEE 
Intelligent Systems, constitutes the 
fi rst eff ort toward building the link 
between vehicle traffi  c and cam-
era placement for better security 
surveillance.

IEEE Internet Computing

To Follow or Not to Follow: 
A Study of User Motivations 
around Cybersecurity Advice
Usable security researchers have 
long pondered what motivates 
some users to ignore advice and 
make decisions that appear to put 
their security and privacy at risk. 
This study, which appears in the 
September/October 2018 issue of 
IEEE Internet Computing, specifi -
cally investigates user motivations 
to follow or not follow computer 
security advice through a sur-
vey distributed through Amazon 
Mechanical Turk. The authors 
used a rational decision model to 
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guide the study design, as well as 
current thought on human moti-
vation. The data shows key gaps 
in perception between those who 
follow the tested pieces of advice 
(such as updating software, using 
a password manager, using two-
factor authentication, and chang-
ing passwords) and those who 
do not. It also helps explain par-
ticipants’ motivations behind their 
decisions. Notably, the results 
show that social considerations 
are broadly trumped by individual-
ized rationales.

IEEE Micro

DNPU: An Energy-Effi  cient 
Deep-Learning Processor 
with Heterogeneous Multi-
Core Architecture
In the September/October 2018 
issue of IEEE Micro, an energy-
effi  cient deep-learning processor 
called DNPU is proposed for the 
embedded processing of convolu-
tional neural networks (CNNs) and 

recurrent neural networks (RNNs) 
in mobile platforms. DNPU uses a 
heterogeneous multi-core architec-
ture to maximize energy effi  ciency 
in both CNNs and RNNs. In each 
core, a memory architecture, data 
paths, and processing elements 
are optimized depending on the 
characteristics of each network. 
Also, a mixed workload division 
method is proposed to minimize 
off -chip memory access in CNNs, 
and a quantization table-based 
matrix multiplier is proposed to 
remove duplicated multiplications 
in RNNs. 

IEEE MultiMedia

Integrating Vision and 
Language for First-
Impression Personality 
Analysis
Integration of visual and language 
data in decision-making plays an 
important role in many human–
robot and human–machine 
interaction systems. Video data 
multiprocessing is emerging as a 
promising application for analyz-
ing fi rst impressions of people. 
First impressions infl uence many 
everyday judgments—for example, 
in choosing a job candidate with 
the right professional skills. These 
skills can be assessed with a set of 
test assignments, but because it is 
time-consuming and requires con-
siderable resources to interview 
each candidate in person, research-
ers have explored automatic per-
sonality analysis using diff erent 
input data, such as human speech. 
Read more in the April–June 2018 
issue of IEEE MultiMedia.

IEEE Pervasive Computing

Personalized Privacy 
Assistants for the Internet of 
Things: Providing Users with 
Notice and Choice
As we interact with an increasingly 
diverse set of sensing technolo-
gies, it becomes diffi  cult to keep 
up with the many ways in which 
data about ourselves is collected 
and used. Study after study has 
shown that while people generally 
care about their privacy, they feel 
they have little awareness of—let 
alone control over—the collection 
and use of their data. This article, 
from the July–September 2018 
issue of IEEE Pervasive Comput-
ing, summarizes ongoing research 
to develop and fi eld privacy assis-
tants designed to empower people 
to regain control over their privacy 
in the Internet of Things (IoT) era. 
Specifi cally, the authors focus on 
the infrastructure needed to sup-
port privacy assistants for the IoT, 
which enables the assistants to 
discover IoT resources (sensors, 
apps, services, devices, and so 
on) in the vicinity of their users, 
selectively inform users about 
the data practices associated 
with these resources, and discover 
user-confi gurable settings (opt in, 
opt out, erase data, and so on) for 
the IoT resources if there are any.  

IEEE Security & Privacy

Cybersecurity in an Era with 
Quantum Computers: Will We 
Be Ready?
Organizations must understand 
their specifi c risks and plan for 
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their systems to be resilient to 
quantum attacks. Assessment 
is based on three quantities: the 
security shelf life of the informa-
tion assets, the migration time to 
systems designed to resist quan-
tum attacks, and the time remain-
ing before quantum computers 
break the security. Read more 
in the September/October 2018 
issue of IEEE Security & Privacy.

IEEE Software

Software Engineering 
for Machine-Learning 
Applications: The Road 
Ahead
The first Symposium on Software 

Engineering for Machine-Learning 
Applications (SEMLA) aimed to 
create a space in which machine 
learning (ML) and software engi-
neering (SE) experts could come 
together to discuss challenges, 
new insights, and practical ideas 
regarding the engineering of ML 
and AI-based systems. Key chal-
lenges discussed included the 
accuracy of systems built using 
ML and AI models, the testing of 
those systems, industrial applica-
tions of AI, and the rift between 
the ML and SE communities. This 
article is part of the September/
October 2018 issue of IEEE Soft-
ware on software engineering’s 
50th anniversary.

IT Professional

The 2018 Winter Olympics: A 
Showcase of Technological 
Advancement
The 2018 Winter Olympics in 
Pyeongchang was a showcase 
of South Korea’s technological 
advancement and sophistication. 
Read more in the March/April 2018 
issue of IT Professional. 
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EDITOR’S NOTEEDITOR’S NOTEEDITOR’S NOTEEDITOR’S NOTEEDITOR’S NOTEEDITOR’S NOTEEDITOR’S NOTEEDITOR’S NOTEEDITOR’S NOTEEDITOR’S NOTEEDITOR’S NOTEEDITOR’S NOTEEDITOR’S NOTEEDITOR’S NOTE

I n a software-dependent world, fi rst-rate pro-
gramming and products are highly valued. 
From usability and performance to main-

tenance and security, many factors contribute to 
software quality. Developing or leveraging high-
quality software is essential to the success of gov-
ernments, businesses, and individuals.   

This issue of ComputingEdge features two arti-
cles that discuss how diff erent organizations uti-
lize software and modernize their processes to 
adapt to an evolving software landscape. From 
IEEE Cloud Computing, “Digital Transformation 
through SaaS Multiclouds” reveals how compa-
nies are diversifying the cloud software they use 
with the goal of improving fl exibility and lowering 
IT costs. In Computing in Science & Engineering’s “A 
Software Epiphany by the US Defense Commu-
nity Might Provide an Unexpected Boost for Agile 
Software Development,” the authors describe how 
the massive US defense industry is embracing 
agile software development methods and the 
impact this will have on computer scientists in 
all industries. 

Organizations are also employing the latest 
software innovations to improve collaboration and 
education. One example is through gamifi cation. 
IEEE Software’s “Gamifi cation” highlights how 
businesses integrate game elements into their 
systems to foster knowledge sharing and meet 

training requirements. The author of Computer’s 
“Make Learning Fun and Get Out of the Way of 
the Smartphone Generation” argues that gamifi -
cation can improve technology and engineering 
education by motivating students to learn coding, 
robotics, and more. 

The pervasive presence of software in our 
society makes its security critically important. 
IEEE Security & Privacy’s “Hello, World!—Code 
Responsibly” makes the case for teaching secure 
coding techniques in introductory programming 
courses. IT Professional’s “Do Crypto-Currencies 
Fuel Ransomware?” shines a light on crypto-cur-
rency’s potential eff ect on the prevalence of ran-
somware attacks.  

Additional topics in this issue are healthcare 
and virtual/augmented reality. In IEEE Pervasive 
Computing’s “Semantic Activity Analytics for 
Healthy Aging: Challenges and Opportunities,” 
the authors posit that analyzing real-time mobility 
and activity data from elderly people can lead to 
insights on healthy aging. 

Finally, IEEE Computer Graphics and Applications’ 
“Experiencing the Sights, Smells, Sounds, and 
Climate of Southern Italy in VR” explores virtual 
reality in the tourism industry, focusing on a 
case study in which a multisensory, immersive 
system introduces tourists to the Italian region 
of Apulia.

Superior Software
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COLUMN: Cloud Economics 

Digital Transformation 
Through SaaS Multiclouds 

There are lots of big companies that would love to switch 

from their big legacy systems to avoid compromises in 

functionality, make them more agile, lower IT costs, and 

help them to become faster to market. This article 

describes how they can make the move. 

Many executives are frustrated by their rigid IT systems (ERP suites and packaged software) 
which can force compromises on functionality, may make them slow to respond to market 
changes, and can be expensive to support and maintain. In the 1990s and early 2000s, the golden 
age of ERP, many companies followed the conventional wisdom that they needed a “single 
source of truth.” They believed the only way to achieve that was to buy a big, comprehensive 
suite of software applications from one vendor, such as SAP, Oracle, JD Edwards, or PeopleSoft. 
Today, pioneering companies are choosing instead to free managers to choose multiple “best of 
breed” cloud applications to assemble a SaaS multicloud. These early adopters are typically 
more agile and have lower IT costs than their competitors.  

Cloud software has been around for a long time—for example, Salesforce, a pioneer of cloud 
software, is 20 years old. However, it’s only recently that leading companies are shifting from 
tactically acquiring one or two cloud services on a piecemeal basis to strategically exploiting a 
SaaS multicloud strategy: accessing most of their software from cloud providers, assembling 
them like Lego blocks, and swapping them in and out of their IT architecture as needed. Instead 
of having one monolithic database, when a manager needs information, the source for the rele-
vant data is clear, and a layer of reporting software seamlessly integrates heterogeneous data 
from the different sources. 

GETTING SOFTWARE FROM  
MULTIPLE CLOUD PROVIDERS  
CAN ENABLE DRAMATIC COST REDUCTION 
Allan Farrell, CIO at FCR Media Belgium, was being challenged by his new boss: Reduce an-
nual IT spending from €14M to €5M. In 2016, FCR had acquired Farrell’s company, Truvo, 
which had been based on the printed Yellow Pages directories that advertised small and medium 
businesses, and everyone could see that was a dying business model. Headcount in Belgium was 
slated to be reduced from 600 to 300. So, Farrell devised a strategy to achieve his aggressive IT 

Brad Power 
MAXOS 

Editor: 
Joe Weinman, 
joeweinman@gmail.com 

27
IEEE Cloud Computing Copublished by the IEEE CS and IEEE ComSoc

2325-6095/18/$33.00 USD ©2018 IEEEMay/June 2018



www.computer.org/computingedge 11

  

 CLOUD ECONOMICS

budget reduction target without degrading the company’s capabilities by relying on three princi-
ples: Cloud first; buy, don’t build; and configure, don’t customize. Software services were 
switched from a standard industry software package for billing, operations, and customer service, 
and another package for accounting and finance to 10 cloud applications acquired on the 
Salesforce AppExchange. In less than five months, he reduced IT costs from €14M to €6M and 
IT headcount from 75 to 20. Customer satisfaction improved by 50 percent. And in the latest list 
of the top digital marketing agencies in Belgium, FCR was ranked number two, even though it 
only launched in 2016. 

GETTING SOFTWARE FROM MULTIPLE CLOUD 
PROVIDERS CAN ENABLE GROWTH 
More than 30,000 small- and medium-sized businesses trust Paycor to deliver their payroll and 
human resources services. For its first 20 years, Paycor grew in the single digits every year, but 
about five years ago the company decided to accelerate its annual growth to 20-25 percent. To 
grow that fast, it needed to upgrade its systems for marketing, sales, and customer service. Brian 
Vass, vice president of sales and marketing technology, told me that its IT organization is good 
at building payroll and human resources systems, but “it isn’t good at these other systems, and 
even if they wanted to develop them, progress would move at a snail’s pace.” Paycor decided to 
make a fundamental shift from inhouse to SaaS for its new software. It selected two major cloud 
products—Salesforce and Marketo—and added 40 compatible apps from the app store of its ma-
jor provider—Salesforce AppExchange.  

Vass said, “We wouldn’t be able to move this fast without a SaaS model. We can find a product 
that meets our needs, and with one click we’re up and running in minutes.”  

And everything works together. Paycor is growing at a pace that would have been impossible 
without leveraging multiple cloud services. 

THE NEW MULTICLOUD ARCHITECTURE 
In my interviews with 10 companies that have chosen a “plug and play” applications architecture 
utilizing multiple cloud software providers, a few key design principles emerged: 

Process First  
Switch from being forced to follow the practices embedded in one big software package to shop-
ping for smaller software modules that fit your ideal process, and if none are available due to 
unique process requirements, then build your own. For example, Joe Cardella, senior vice presi-
dent of sales at waste removal company Cardella Waste Services, switched from a standard in-
dustry software package that didn’t quite fit the company’s needs to six cloud apps, including a 
real-time operations management system, to get software services that fit better with its unique 
business needs—tracking trucks and dumpsters. 

Multiple Databases 
Shift from a “single source of truth” in a monolithic database to multiple “master databases”, 
e.g., one each for customers, human resources, finance, and operations, sourced from clearly des-
ignated applications. For example, Erik den Ouden, the director of global IT for JF Hillebrand, a 
logistics company, pointed out that the company uses one cloud application as the source for 
customer management, sales, and marketing data; another for finance; and a third for human re-
sources. It also has a homegrown system for order management because no products meet the 
unique needs of its business. Each application is the source for data in that function (“system of 
record”). An integration layer facilitates customer and employee interactions. When a manager 
needs information, the source for the relevant data is clear, and a layer of reporting software 
brings the data together seamlessly from the different sources. 
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Experiment and Swap  
Continuously run experiments to find better solutions. For example, Charlie Merrow, CEO of 
Merrow Manufacturing, a high-tech sewing machine and soft goods manufacturer, told me they 
selected a shipping application that was the best on the market, then they switched to a UPS 
product, then, when their original provider upgraded, returned to the original application. This 
was made possible by having small, independent applications that easily communicate with the 
other applications. 

STRATEGIES FOR DIGITAL TRANSFORMATION  
TO SAAS MULTICLOUD 
There are lots of companies that would love to transition from their legacy, monolithic ERP sys-
tems to a SaaS multicloud approach to avoid compromises in functionality, increase business 
agility, lower IT costs, and reduce time to market. But there’s not much guidance on how to 
move from legacy suites to multiple cloud applications. However, key lessons have emerged to 
help manage such digital transformations: 

Starve the Beast 
Mike Gibbons, CIO of Aggregate Industries, a producer of asphalt, aggregates, and ready-mixed 
concrete, gradually replaced parts of its ERP solution with multiple cloud solutions. The ERP 
system was close to their needs with some customization, but as their business evolved and each 
set of new requirements emerged they first looked for a cloud solution that at least met their cus-
tom internal requirements. Over time, they introduced Anaplan for forecasting, ServiceNow for 
IT services, Salesforce for customer management, Workday for HR, Coupa for procurement, 
Qlik for business intelligence, and Google Enterprise for office productivity—which saved them 
thousands of dollars. While ERP implementations typically take years, these smaller cloud appli-
cation implementations were much faster. For example, the Coupa replacement of all the pro-
curement functionality took less than three months. They could do it that fast because they 
worked out the simplest process first, and it was in a bite-sized chunk. Gibbon said, “We got bet-
ter technology and better results.” 

Spin It up Fast, Throw It Away 
Merrow Manufacturing’s technology strategy is to be iterative, be fast, and eliminate things that 
don’t work. They leverage technology to grow and empower everyone to be more commercially 
successful. Sometimes they find a cloud application that meets their needs, but they also aren’t 
afraid to develop and implement their own technology to do what they need. For example, their 
phone system had issues, so they developed one themselves. It’s not just about cost savings: 
Merrow can now customize and tune it to meet their own requirements and align with their pro-
cesses. Adjusting technology to fit their processes is something they’ve become good at. They 
minimize the number of times that data needs to be entered, or that someone needs to remember 
something that needs to be done. Their software is running at a low cost and with little time in-
vested, so they can discard an application if it doesn’t fit and develop their own using platform 
services. For example, they needed an application for managing sewing machine repairs. There 
was nothing like this on the Salesforce AppExchange. So, they documented their requirements, 
including the reports they wanted to run. Then they built the system on the Lightning Platform 
and were up and running in two days. It wasn’t exactly right, but they used an agile approach and 
with business meetings every day providing feedback on reporting data and formats, they itera-
tively made it better. Then they moved to workloads. “What do we want to remind people about? 
How do we reduce the information flows to customers?” It fundamentally changed the way they 
delivered customer service around repairs. In very short order, this process went from taking too 
long to completely changing a part of their business that added net-new revenue. Gibbon said, “It 
didn’t take a big investment in software. But it warranted enough investment to do it well.” 
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Standardize Selectively 
Christine Ashton, Global Chief Digital Officer at SAP in the Digital Office ERP Cloud, pointed 
out that the kind of agile development that Charlie Merrow advocates has its place, yet some-
times commoditization and standardization can be useful. For example, payments and compli-
ance can be purchased from a provider of an industry standard, yielding services at competitive 
parity and making it easier for ecosystem partners to connect. For example, all the companies I 
interviewed had purchased software applications for finance and accounting, which represented 
up to 50 percent of their software. This selective use of commodity software requires a decompo-
sition of work into a services and data architecture and a “heat map” of what needs to be com-
modity vs. distinctive. 

THE ROLE OF SYSTEMS INTEGRATOR 
Despite the benefits, a multicloud architecture means that a company must be its own systems 
integrator, rather than relying on the monolithic software package provider. As described by Erik 
den Ouden of JF Hillebrand, a company with a multicloud architecture needs to integrate data 
across applications, often using middleware or reporting software, instead of having most of the 
data in one database. Dependencies need to be more closely watched to ensure that compatibility 
and compliance are maintained. Rather than negotiating with just one or two cloud infrastructure, 
platform, and/or service providers, there now may be dozens. Different interfaces may create 
challenges for user training or usage.  

Allan Farrell of FCR Media Belgium focuses his IT staff on architecture and vendor manage-
ment, while relying on high quality partners for the rest of their IT services, such as IT opera-
tions out of India, a big systems integrator for Salesforce configuration, and another partner for 
media content. One of his challenges was finding the right kind of business architect to work 
with the business. He found an excellent one who did a great job of solving the pain points on 
the customer journey by mapping to capabilities. It took some time to shift the business manag-
ers from seeing everything as an IT problem to start with business capabilities and business pro-
cesses. The business architect now reports to the CEO on strategy and innovation. 

CONCLUSION 
The multicloud software architectures of the companies profiled in this article using more, 
smaller applications have many advantages: lower cost, growth, and best-of-breed services. Yet 
these companies are a rare breed. Allan Farrell of FCR Media said that he hasn’t come across 
anybody else who has done what they’ve done in the time they’ve done it, and Salesforce and 
Deloitte haven’t either. Chris Meyerpeter, CIO at Ardent Mills, a $4 billion flour supplier, which 
has had a “Velcro” architecture of over 40 cloud applications for four years, said he hasn’t seen 
anyone else doing this at their scale. It is clear, however, that as companies in all industries un-
dergo digital transformation, a SaaS multicloud approach has numerous benefits. 
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A Software Epiphany by 
the US Defense 
Community Might Provide 
an Unexpected Boost for 
Agile Software 
Development 
 

Recent events in the US defense community hold the 
promise of a major boost in the use of agile software devel-
opment methods and a concomitant improvement in the ef-
fectiveness of defense software procurement and 
development. Software has become a critical component of 
major systems. Airplanes are being characterized as “flying 
computers.” Automotive systems have hundreds of thou-
sands of lines of code. Software for virtual prototyping is 

being used to design next-generation systems, reducing their development time, risks, and costs. 
Software is a major component of defense programs for autonomous vehicles, artificial intelli-
gence, and data analytics—including machine learning. 

The present defense procurement process starts with the prospective user community drafting a 
set of detailed, rigid requirements, and specifications for the product of interest. Proposals are 
then solicited and a contract awarded to the lowest credible bidder. The contractor next develops 
a detailed, long-term plan, executes the plan, tests the final product, and delivers it for final test-
ing to the user community. This is all closely supervised by a government contracting office. The 
same process is generally used for both software and hardware. Few CiSE readers will be sur-
prised to hear that this process doesn’t work very well for developing complex software. Fred 
Brooks pointed this out over 30 years ago in his classic paper, “No Silver Bullet.”1 It’s very hard 
for users to draft valid, detailed requirements for complex software, and harder yet to deliver 
software that meets them. If the first time the users see the software is when the final version is 
delivered to them, it’s highly likely that the software won’t meet their initial requirements. It’s 
virtually guaranteed that the software won’t meet their current needs, which will have evolved 
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during the contract in response to external events. The defense community needs software that 
enables rapid development of innovative products, and it’s not getting it. 

Recognizing this, the US defense community asked several advisory groups—including the De-
fense Science Board (DSB),2 the Defense Innovation Board (DIB)3,4 and the Intelligence and Na-
tional Security Alliance (INSA)5—to analyze the problems and recommend solutions. These 
advisory groups strongly engaged commercial high tech industries such as Google, Facebook, 
IBM, Microsoft, and others. The advice from the advisory groups is very similar. They all recog-
nized that software development is different from hardware procurement, and that software is 
never finished. They strongly recommend replacing the traditional software acquisition process 
with variants of disciplined agile6 methods that emphasize 

• requirements based on “goals and outcomes and use cases” rather than long lists of de-
tailed, rigid specifications; and 

• small development teams (~10–15 professionals), who develop and deliver workable 
software iteratively in short sessions (2–4 weeks), and continual or continuous software 
builds and tests. 

The DSB refers to development teams with these attributes as “software factories.” Senior gov-
ernment officials are now beating the drums to help accelerate the paradigm transition from rigid 
“waterfall” methodologies to agile methodologies.7,8 

Why should this be of interest to the computational science community? After all, almost anyone 
who isn’t being funded by the defense community, and who depends on developing working 
software for a living, probably is already using some type of agile process. At one level, agile 
methods are common sense because they involve continual evaluation of what has been accom-
plished and what next steps are needed to meet the project goals. The reason that this potential 
paradigm shift is important to the CiSE community is that the paradigm shift described above 
will affect a large portion of the scientists, engineers, and computer scientists engaged in compu-
ting of any kind in the US and abroad. The US defense budget is approximately $700 billion. If 
the defense community adopts agile methods, major parts of the rest of US government will 
likely follow, as will parts of the international computing community that look to the US defense 
community as a model system. The defense community supports a significant fraction of US sci-
entific research, engineering, and product development, with applications ranging from machine 
learning to engineering design. It’s one of the major supporters of commercial and academic 
computer science and software engineering. If agile methods are fully adopted by the defense 
community, a working knowledge of the new paradigm will be required by a significant portion 
of computational science, computational engineering, and computer science graduates and un-
dergraduates. They’ll need formal training and credentials in agile methodologies if they expect 
to work in the defense community. In addition, there will be research opportunities in computer 
science and computer engineering to improve software productivity. In the past, defense soft-
ware development methods were pretty inflexible. There wasn’t much room for developing soft-
ware except by the book (such as rigid waterfall methodologies). Now, a potential revolution is 
growing in a large portion of the federal software development community, and that can’t help 
but open up many new opportunities for innovation.  
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Gamifi cation
Dirk Basten

Games can help motivate people in otherwise nongame scenarios 
and engage users in high interaction. For decades, animated strategy 
games have helped introduce MBA students to complex economic 
scenarios. More recently, marketing has been using gami� cation to 
connect users with products and sales channels. Software teams use 
gami� cation for collaborative experiences, learning, and knowledge 
sharing. Here, Dirk Basten explores gami� cation applications 
and underlying technologies. I look forward to hearing from both 
readers and prospective column authors about this column and 
the technologies you want to know more about. —Christof Ebert

GAMIFICATION, which applies game-
related elements to nongame contexts,1 
has generated a high level of interest (see 
Figure 1) and is popular in many business 
domains. Examples include the star ratings 
for eBay sellers and buyers and progress 
bars that companies such as PayPal use to 
motivate users to complete their profi les. 
For repetitive, monotonous tasks, gamifi ca-
tion can be particularly benefi cial because 
playful experiences help make nongame 
scenarios more motivating and engaging.

By seeking to change how people 
behave, gamifi cation creates value for 
companies in diverse ways:

• Usability. Game levels of increasing 
diffi culty help new users of complex 
software platforms. As users com-
plete higher levels, they get to know 
more and more features.

• Trust. Badges that users achieve 
for conjointly solving a task cre-
ate a feeling of shared ownership. 
Enabling users to share or give 

virtual goods to others can fur-
ther increase social interaction. As 
interaction among users improves, a 
climate of trust will likely emerge.

• Motivation. Because intrinsic 
motivation is a central idea of 
gamifi cation, users will likely put 
considerable effort into gathering 
information and developing new 
ways to use the system.

Originating from the digital-media 
domain, gamifi cation has experienced 
widespread adoption2,3 (for some exam-
ples, see the sidebar “Real-World Gami-
fi cation”). Because of gamifi cation’s 
benefi ts, most organizations are likely to 
use it in the near future.4

Gamifi cation Design
Companies interested in gamifi cation 
should consider these questions:

• What systems and respective pro-
cesses should be gamifi ed?
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FIGURE 1. Google’s normalized trend data for the topic “gamification.” The percentage indicates the proportion of searches for that 

topic to all searches on all topics.

• What user behavior is desired?
• What game elements should be 

used?

Regarding the alignment of the 
desired behavior and game elements, 
companies can rely on a framework5 
that distinguishes between three 
aspects of gamification design:

• Mechanics. Game components 
concerning data representation 
and algorithms (for example, 
points and badges).

• Dynamics. Runtime behavior of 
mechanics concerning players’ 
inputs and outputs over time 
(for example, completion and 
choices).

• Aesthetics. The desirable 
emotional responses evoked 
in users when they interact 
with the gamified system (for 
example, the feeling of being 
challenged and the feeling of 
community).

Concerning mechanics, Table  1 
shows game elements commonly 
used for gamification of software 
systems. (The literature describes 
such elements in more detail.6) 
However, dynamics and aesthet-
ics are subject to the context and 

the company’s objectives and must 
be derived by key stakeholders. Fig-
ure 2 illustrates an example interac-
tion between a user and a gamified 
customer relationship management 
(CRM) system. It makes a difference 
whether M&Ms uses gamification 

TA
B

L
E

 1 Common game elements.3

Game element Definition

Feedback Immediate notification that keep users constantly aware of progress 
or failures

Goals Activity goals that are adapted as challenges for the user

Badges Optional rewards and goals outside the scope of a service’s core 
activities

Point system Reward for completing actions (that is, a numeric value that’s added 
to the total points)

Leaderboard Tracking and displaying desired actions to drive desired behavior 
through competition

User levels Indication of the user’s proficiency in the overall gaming experience 
over time
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for a marketing campaign7 or Ford 
aims to engage its staff in using a 
learning platform (see the sidebar 
“Real-World Gamification”).

Companies must be aware that a 
one-size-fits-all approach is unlikely 
to work. Users’ personalities affect 
how they perceive gamification. For 
instance, explorers strive to find hid-
den items they can likely collect by 
exploring a software system’s differ-
ent areas, whereas achievers are eager 
to complete the many challenges with 
which they’re confronted.

Also, organizations should be 
cautious in providing monetary 
or other concrete rewards. Such 
approaches conflict with the aim of 
fostering intrinsic rather than extrin-
sic motivation.

Available Technologies
Table 2 provides an overview of some 
prominent gamification technolo-
gies. Technologies come from both 
established software companies such 
as SAP and companies that focus on 
gamification, such as Bunchball. (A 

broader overview of gamification 
technologies is at technologyadvice 
.com/gamification/products.)

Gamification technologies work 
with software ranging from Micro-
soft Office to CRM systems and 
enterprise systems. Except for gami-
fication technology explicitly for 
Microsoft Office and SharePoint, 
these technologies are applicable 
across diverse platforms owing to 
their web-based accessibility. The 
technologies don’t differ regarding 
common game elements (see Table 1)  

REAL-WORLD GAMIFICATION

Here I discuss several companies that have successfully 
used gamification. I focus particularly on the Ford Profes-
sional Performance Program (p2p) Cup.1,2

Cisco uses gamification for social-media training. It 
provides courses for different business contexts and links 
training to three certification levels (specialist, strategist, 
and master). Thousands of courses have been taken.

Relying on Badgeville technology (see Table 2 in the main 
article), Deloitte gamified its executive training and obtained 
benefits such as faster course completion and easier identi-
fication of experts. The system includes missions with clear 
goals to guide users through various tutorials.

Cigna, an early adopter of gamification, reported a consid-
erable increase in the completion rate of its health assess-
ments after it gamified them. Users earn rewards by interact-
ing with the gamified app. In the healthcare industry, tracking 
activities with the help of wearables can support gamification.

The Ford p2p Cup is a platform for sales and service 
personnel that aims to increase content use, accelerate cer-
tification, and motivate learning. To implement the p2p Cup, 
Ford relied on the Nitro gamification platform (see Table 2 in 
the main article).

The p2p Cup uses a car-racing analogy and employs 
these elements:

 • Players receive points and badges for activities  
such as watching videos, consuming the latest 

product information, and participating in  
webinars.

 • Badges are issued in a virtual trophy cabinet.
 • Users with sufficient points rise to higher levels.
 • Leaderboards compare employees.
 • Team goals for car dealerships promote a sense of 

community and foster competition.

Gamifying the learning platform has provided several 
benefits.3 In the year after Ford introduced the p2p Cup, 
visits to the platform increased by more than 400 percent. 
More than 7,000 training plans were created, and almost 
175,000 web courses were completed. Furthermore, the 
share of staff members certified in areas such as sales and 
parts and service exceeded 80 percent; such growth typi-
cally leads to increased sales and more satisfied customers.
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and typically can be used by any 
size company. Free trials or demos 
are usually available. The tech-
nologies differ primarily in their 
application domain and pricing  
models.

Zurmo (zurmo.org) focuses on 
CRM and provides rewards for 
all types of actions in the system. 
It’s an open source technology that 
also can be obtained through sub-
scription. Zoho (www.zoho.eu/crm) 
also focuses on CRM; it’s available 
through subscription, and there’s 
a freemium version. As standalone 
solutions for gamified CRM, Zurmo 
and Zoho don’t offer APIs.

SAP Cloud Platform Gamification 
(cloudplatform.sap.com/capabilities 
/collaboration/gamification.html) 
offers diverse licensing models, an 
API for including gamification in 
existing enterprise applications, and 
SAP Single Sign-On. So, it can be 
applied in diverse contexts.

Badgeville Enterprise Plus  
(badgeville.com/products/badgeville 
-enterprise-plus) works in con-
texts such as online communities, 
sales, learning, training, and cus-
tomer support. It offers APIs for 
applications such as Salesforce, 
IBM Connections, and Microsoft 
SharePoint.

The CROWN SharePoint Learn-
ing Management System (www 
. m e s s a g e o p s . c o m / s h a r e p o i n t 
-gamification-learning-management 
-system) gamifies Microsoft Office 
and SharePoint. Through Active 
Directory, it can be linked to exist-
ing applications.

Nitro (www.bunchball.com 
/products/nitro) gamifies enterprise 
apps, websites, and social networks 
and is thus broadly applicable to 
different domains. It works with a 
variety of software systems such as 
Salesforce and SAP.

Jive’s Advanced Gamification 
Module (www.jivesoftware.com) 
focuses on social software and offers 
integration for Outlook, Office, 
SharePoint, Salesforce, and others.

Hints for Practitioners
Critics say that gamification is a 
buzzword organizations use as a 
mere marketing tool to which many 
people won’t respond. They also 
argue that gamification might induce 
unwanted behavior if game ele-
ments become more important than 
the core function. However, gami-
fication can help organizations seek 
desired behavior when they use it 
as a supporting feature rather than 

building their business exclusively 
on gamified processes. To reduce the 
likelihood of gamification failure, 
companies must be aware of the fol-
lowing risks.

If gamified elements distract users 
from the task’s main purpose, the 
quality of work tasks might suffer 
and productivity might decrease. 
So, software systems must provide 
appropriate levels of gamification.

Also, productivity will likely 
decrease if users feel a disadvantage 
due to other users cheating the sys-
tem. If users can easily gain rewards 
by cheating (for example, owing 
to unclear rules), some users might 
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FIGURE 2. Interaction between a user and a gamified customer relationship 

management (CRM) system. The interplay of mechanics and dynamics during system 

use is meant to evoke the desired aesthetics.
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for a marketing campaign7 or Ford 
aims to engage its staff in using a 
learning platform (see the sidebar 
“Real-World Gamification”).

Companies must be aware that a 
one-size-fits-all approach is unlikely 
to work. Users’ personalities affect 
how they perceive gamification. For 
instance, explorers strive to find hid-
den items they can likely collect by 
exploring a software system’s differ-
ent areas, whereas achievers are eager 
to complete the many challenges with 
which they’re confronted.

Also, organizations should be 
cautious in providing monetary 
or other concrete rewards. Such 
approaches conflict with the aim of 
fostering intrinsic rather than extrin-
sic motivation.

Available Technologies
Table 2 provides an overview of some 
prominent gamification technolo-
gies. Technologies come from both 
established software companies such 
as SAP and companies that focus on 
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technologies is at technologyadvice 
.com/gamification/products.)
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with software ranging from Micro-
soft Office to CRM systems and 
enterprise systems. Except for gami-
fication technology explicitly for 
Microsoft Office and SharePoint, 
these technologies are applicable 
across diverse platforms owing to 
their web-based accessibility. The 
technologies don’t differ regarding 
common game elements (see Table 1)  
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Here I discuss several companies that have successfully 
used gamification. I focus particularly on the Ford Profes-
sional Performance Program (p2p) Cup.1,2

Cisco uses gamification for social-media training. It 
provides courses for different business contexts and links 
training to three certification levels (specialist, strategist, 
and master). Thousands of courses have been taken.

Relying on Badgeville technology (see Table 2 in the main 
article), Deloitte gamified its executive training and obtained 
benefits such as faster course completion and easier identi-
fication of experts. The system includes missions with clear 
goals to guide users through various tutorials.

Cigna, an early adopter of gamification, reported a consid-
erable increase in the completion rate of its health assess-
ments after it gamified them. Users earn rewards by interact-
ing with the gamified app. In the healthcare industry, tracking 
activities with the help of wearables can support gamification.

The Ford p2p Cup is a platform for sales and service 
personnel that aims to increase content use, accelerate cer-
tification, and motivate learning. To implement the p2p Cup, 
Ford relied on the Nitro gamification platform (see Table 2 in 
the main article).

The p2p Cup uses a car-racing analogy and employs 
these elements:

 • Players receive points and badges for activities  
such as watching videos, consuming the latest 

product information, and participating in  
webinars.

 • Badges are issued in a virtual trophy cabinet.
 • Users with sufficient points rise to higher levels.
 • Leaderboards compare employees.
 • Team goals for car dealerships promote a sense of 

community and foster competition.

Gamifying the learning platform has provided several 
benefits.3 In the year after Ford introduced the p2p Cup, 
visits to the platform increased by more than 400 percent. 
More than 7,000 training plans were created, and almost 
175,000 web courses were completed. Furthermore, the 
share of staff members certified in areas such as sales and 
parts and service exceeded 80 percent; such growth typi-
cally leads to increased sales and more satisfied customers.
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 2 Selected gamification technologies.

Technology

Zurmo Zoho CRM*

SAP Cloud 
Platform 
Gamification

Badgeville 
Enterprise 
Plus

CROWN 
SharePoint 
LMS* Nitro

Advanced 
Gamification 
Module

Provider Zurmo Zoho SAP Badgeville CROWN 
SharePoint

Bunchball Jive

Domains CRM CRM SAP Enterprise 
Platform

•  Online 
community 
engagement

•  Sales 
performance

•  Learning 
management

•  Compliance 
training

•  Customer 
support

•  Office 365
•  SharePoint

•  Enterprise 
apps

•  Websites
•  Social 

networks

Social software

Enterprises Small to large Small to large Medium to large Small to large Small to large Small to large Small to large

Platforms •  Web-based
•  Mobile

•  Web-based
•  Mobile

Web-based •  Web-based
•  Mobile

Web-based •  Web-based
•  Mobile

•  Web-based
•  Mobile

Profiles Yes Yes Yes Yes Yes Yes Yes

Feedback Yes Yes Yes Yes Yes Yes Yes

Goals Yes Yes Yes Yes Yes Yes Yes

Badges Yes Yes Yes Yes Yes Yes Yes

Point system Yes Yes Yes Yes Yes Yes Yes

Leaderboards Yes Yes Yes Yes Yes Yes Yes

User levels Yes Yes Yes Yes Yes Yes Yes

Analytics Yes Yes Yes Yes Yes Yes Yes

Free trial or 
demo

Yes Yes Yes No Yes Yes Yes

Pricing •  Open source 
(AGPL ver. 3*)

•  Subscription

•  Freemium
•  Subscription

•  License
•  Subscription

Upon request Upon request Subscription Upon request

API N/A N/A •  Gamification 
service API

•  SAP Single 
Sign-On

Feature 
connectors for 
Jive, Jammer, 
Salesforce, 
SharePoint, 
IBM 
Connections, 
and other APIs

Microsoft 
ActiveDirectory

•  Salesforce
•  BMC 

Remedyforce
•  IBM 

Connections
•  Jive
•  NICE Systems
•  SAP
•  Others

Integration for 
selected apps 
(for example, 
Outlook, Office, 
SharePoint, 
Salesforce, Box, 
and Evernote)

* CRM = customer relationship management, LMS = learning management system, and AGPL = GNU Affero General Public License.
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In addition, applying gamifica-
tion to systems to make system usage 
more enjoyable requires a mean-
ingful design. Organizations must 
avoid reducing gamification to sim-
ple “pointification” (the awarding of 
points only) and seeing gamification 
as a magic bullet for increasing user 
acceptance.

Privacy must also be consid-
ered because electronic monitoring 
and surveillance accompany gami-
fication. Data can be collected for 
both the activity performed and the 
user performing it. Gamification 
thus requires clear differentiation 
between private and public data, and 
users should be allowed to decide 
whether to publish private data. 
To avoid a feeling of heavy-handed 
organizational control and lack of 
trust, data should be used only in an 
aggregated form.

Gamification’s positive effects 
can decrease when its novelty has 
worn off. In the long term, gamifi-
cation requires expenditures—for 
instance, to create new challenges. 
Otherwise, users might perceive 
tasks as too simple when their skills 
improve. Also, if game elements are 
removed, user performance might 
decline, even below the level before 
gamification was introduced.

Gamification is more than  
a buzzword (for further 
information on its applica-

bility and potential, see the sidebar 
“Resources”). As a way to engage 
users, it will likely become even 
more important for future genera-
tions, who will likely have an 
increased affinity with video games. 
With the main focus on the support-
ing business processes (and with the 
core business processes being less of 
a focus), organizations seem to favor 

gamification of less critical areas. 
Although gamification’s success 
depends on several design choices, 
gamifying software systems is a 
promising way to more productive 
sociotechnical systems. 
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RESOURCES

To keep updated on gamification of software systems, access these resources:

 • Bunchball is a provider of cloud-based software-as-a-service gamifica-
tion. Its website (www.bunchball.com) includes a blog with news, case 
studies, and more.

 • The Gamification Research Network (gamification-research.org) is a com-
munication hub that includes information about ongoing research activities 
and conferences.

 • The Gameworks Blog (www.gameffective.com/blog) discusses workplace 
applications of gamification.
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CHALLENGE-BASED LEARNING

Do you remember when you wrote your � rst 
computer program? I was in the eighth grade, 
at the Radio Shack in the mall. At the back of 
the store, TRS-80 computers, as well as books 

on BASIC programming, had been made available for 
customers to tinker with. And I was hooked. My par-
ents didn’t understand my obsession with computers at 
the time, and I must admit that today, as the parent of a 
teenager, I often � nd it hard to accept the amount of time 

my son spends on his smartphone 
using social media. The di� erence 
is that, in the 80s, if you wanted to 
do something fun on a computer, 
you had to write code. Today, smart-
phone apps and video games have 
perfected the art of entertainment 
to the point that all free technology 
time is spent having fun—you can’t 
program on a smartphone, Xbox, or 
PlayStation. In fact, most teenag-
ers have no idea what a commend 
prompt is or what “IDE” stands for. 
But the smartphone generation is 
poised to become expert at commu-
nicating and sharing with others.

Minecraft, which became a huge 
hit 10 years ago, was bought by Mi-
crosoft for $2.5 billion in 2014. The 

game’s developers recognized that users would have just 
as much fun building their worlds as they did interacting 
with others. Minecraft o� ers an in-game programming 
experience through Redstone that allows using visual 
components for player interaction. Minecraft also has a 
Lua programming language plug-in to interact with game 
elements via an in-game command prompt. For the typi-
cal Minecrafter, game building is why you play; very little 
time is spent on programming. At TechGarage, the large 

Make Learning 
Fun and Get Out 
of the Way of 
the Smartphone 
Generation
Scooter Willis, TechGarage

Students are ready to embrace the technology-

driven 21st century. If we make learning fun 

and challenging—and then get out of the way—

they will readily learn the skills needed to 

succeed in the future.
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after-school robotics program I run, 
the quickest way to � nd out whether 
fourth graders are going to love build-
ing robots is by asking whether they 
play Minecraft and seeing if they smile. 
Minecraft will be responsible for an in-
creased number of architects and civil 
and mechanical engineers, because 
building a virtual city in the fourth 
grade puts a young mind on the path 
toward a love of building. 

TechGarage o� ers a comprehensive 
four-week summer camp program in 
which we’re constantly looking for 
ways to make learning core engineer-
ing skills fun. By helping students � nd 
their technology passion at a young 
enough age, we hope to make a posi-
tive impact on their schooling by giv-
ing learning a purpose. 

Five years ago, we introduced Rob-
oCode , a Java-based tank game devel-
oped by IBM in 2001 to teach program-
ming (Figure 1). The game consists of 
a Java-based tank API that controls all 

elements of the tank and a collection 
of tanks with a range of features. The 
tanks—with names such as Crazy, 
Corner, Fire, and Walls—come com-
plete with source code, which facili-
tates student learning because they 
have to study the code for each robot. 
Each week, a new group of 15 stu-
dents was tasked with writing code 
for their tank, which would compete 
against the tanks in the game and, 
more importantly, the tanks of other 
students in the class. There was no in-
struction in Java—we simply directed 
students to the “video game” and let 
them � gure out how to program. Over 
the years, we introduced hundreds 
of students to Java by using Robo-
Code, and were consistently amazed 
at how quickly they learned to pro-
gram when faced with the knowl-
edge that they had a competition at 
3:00 against their peers. The � nal 
double-elimination tournament be-
tween student tanks often resembled 

a Superbowl-watching party, with 
everyone cheering for their favorite 
team. If you make learning fun, all 
you need to do is get out of the way 
and let the fun begin.

Two years ago, we started using 
CodeCombat.com, a multilevel video 
game that doesn’t require a keyboard 
and mouse to compete; instead, play-
ers are required to write code in either 
Python or Java Script to navigate their 
characters through increasingly com-
plex game levels. These novice pro-
grammers are challenged to install 
and write their � rst program without 
a system administrator. CodeCombat
.com is web-browser-based, and the 
only di�  culty is when parents try 
to set up accounts for their sons or 
daughters. The solution is to have par-
ents let their sons or daughters sign 
up for the account. CodeCombat.com 
o� ers six levels of computer science, 
game development, and website de-
sign, and is recognized by the College 

Figure 1. RoboCode, a Java-based tank game developed by IBM in 2001 to teach programming (https://sourceforge.net/projects/
robocode).
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the time, and I must admit that today, as the parent of a 
teenager, I often � nd it hard to accept the amount of time 

my son spends on his smartphone 
using social media. The di� erence 
is that, in the 80s, if you wanted to 
do something fun on a computer, 
you had to write code. Today, smart-
phone apps and video games have 
perfected the art of entertainment 
to the point that all free technology 
time is spent having fun—you can’t 
program on a smartphone, Xbox, or 
PlayStation. In fact, most teenag-
ers have no idea what a commend 
prompt is or what “IDE” stands for. 
But the smartphone generation is 
poised to become expert at commu-
nicating and sharing with others.

Minecraft, which became a huge 
hit 10 years ago, was bought by Mi-
crosoft for $2.5 billion in 2014. The 

game’s developers recognized that users would have just 
as much fun building their worlds as they did interacting 
with others. Minecraft o� ers an in-game programming 
experience through Redstone that allows using visual 
components for player interaction. Minecraft also has a 
Lua programming language plug-in to interact with game 
elements via an in-game command prompt. For the typi-
cal Minecrafter, game building is why you play; very little 
time is spent on programming. At TechGarage, the large 
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Board as an endorsed provider of 
curriculum and professional develop-
ment for AP Computer Science Princi-
ples (AP CSP). It epitomizes the idea of 
making learning fun and getting out 
of the way.

Technology is causing evolution-
ary change in all aspects of society. 
Discovering optimal ways to edu-
cate and prepare our children for a  
technology-driven future is para-
mount. Of potential concern is how 
to enable students from varying so-
cioeconomic backgrounds to par-
ticipate and work in an increasingly 
technology-driven world. At Tech-
Garage, we’ve been working on at-risk 
engagement models to bridge the dig-
ital divide by partnering with commu-
nity centers that support after-school 
and summer camp programs in at-risk 
neighborhoods. 

At the end of the 2018 school year, 
TechGarage, together with its com-
munity center partners, hosted three 
2-week robotics summer camp pro-
grams to expose elementary and mid-
dle school students to challenge-based 
learning and robotics. Before and after 
these camps, a STEM assessment sur-
vey was given to 40 students with no 
prior participation in the TechGarage 
program. 

In the informal survey results 
from the Boys and Girls Club of Riv-
iera Beach and the Delray Achieve-
ment Center, where the self-selected 
students were new to the TechGarage 
program, 90 percent of students re-
ported that they liked figuring out 
why something didn’t work and fix-
ing it—which are core attributes for 
engineers. Eighty-eight percent said 
that they like electronics, which was 
most likely driven by their exposure 
to smartphones at a young age. It’s 
our assessment that a smartphone 
represents a small learning box that 
presents problems to be solved on a 
daily basis. In the survey at the start 
of camp, 30 percent of the participants 
said they were interested in what 
makes machines work, and 50 percent 
responded that they were sometimes 

interested in this. After two weeks 
of robotics camp, 70 percent re-
sponded that they were interested 
in what makes machines work; this 
significant increase drew from the 
“sometimes interested” group, which 
dropped to 15 percent, and the “not in-
terested” group, which dropped from 
20 to 12 percent. A similar response 
was seen for soldering circuit boards: 
wherein, in the initial survey, 30 per-
cent said that they liked soldering 
circuit boards, this number jumped 
to 62 percent after the students were 
given electronic circuit board proj-
ect kits to solder/make during the 
two-week robotics camp. Clearly, the 
additional exposure to technology us-
ing an engaging, challenge-based ap-
proach generated significant interest 
in learning more. 

For survey questions that focused 
on interest in programming, we did not 
expect strong initial interest. Thirty 
percent of students responded “yes” 
when asked whether they wanted to 
program and develop video games. An-
other 30 percent responded “yes” when 
asked whether they wanted to become 
robotics engineers; in the post-survey, 
this increased to 45 percent. When 
initially asked whether they wanted a 
job that makes lots of money, 95 per-
cent responded “yes,” and 5 percent 
“maybe.” Students were also asked 
whether they liked programming in 
Python: 30 percent responded “yes,” 
despite the fact that informal ques-
tioning of the groups found no prior 
experience programming in Python. 
More importantly, “yes” responses 
jumped to 62 percent after two weeks 
of exposure to CodeCombat.com (which 
teaches Python in a video game frame-
work), with the change coming from a 
drop—from 42 to 14 percent—in those 
initially responding “no.” Similarly, in 
the pre-survey, 62 percent responded 
affirmatively to the question “I like 
programming a robot”; this group 
increased to 78 percent in the post- 
survey. These results largely sup-
port the premise that students have a 
strong interest in technology and that 

exposure to technology learning mod-
els increases their enthusiasm and 
interest.

Teacher-centric methods that 
emphasize rote learning and 
memorization run the risk of 

marginalizing students who don’t per-
form well in traditional schools, set-
ting them on the path to a minimum- 
wage future. With the recent passage 
of the Carl D. Perkins Career and Tech-
nical Education Improvement Act of 
2018, which received near-unanimous 
support from Congress and $1.8 billion 
in funding, we must take a hard look at 
the optimal ways to prepare students 
for technology careers. 

At TechGarage, we’re convinced 
that the smartphone generation knows 
no socioeconomic boundaries—the 
playing field has been effectively lev-
eled. Students are hooked on technol-
ogy: they are conditioned to fail early 
and often from playing video games, 
learn quickly by watching YouTube 
videos, and have very little interest in 
memorizing their way to straight As. 
Challenge-based learning in the con-
text of technology education presents 
real-world challenges through collab-
orative and hands-on programs that 
develop much-needed skills. Students 
are ready to embrace the technology- 
driven 21st century, whereas many 
schools are still using teaching mod-
els developed for 20th-century re-
quirements. If we can make learning 
fun and challenging—and then get 
out of the way—students will readily 
embrace their future. 
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EDUCATION

T he digital landscape has 
changed dramatically since 

the first “hello, world” program. 
With software pervasive to every 
facet of our lives, writing secure 
code has never been more impor-
tant. Many security exploits target 
vulnerabilities that are a result of 
poorly designed and implemented 
software. Despite its critical impor-
tance, secure coding is primarily 
taught in upper-level elective com-
puter science (CS) classes. As a 
result, most students graduate with 
little or no exposure to secure cod-
ing techniques. We believe that it 
is important to teach responsible 
coding early, starting in the first 
programming course, and often, by 
repeating and reinforcing security 
concepts in advanced courses.

Towards this end, some schools 
are working to incorporate secure 
coding into the CS curriculum. 
Researchers at Stanford University 
and Purdue University have devel-
oped a game for teaching secure 
coding;1 faculty at the University of 
North Carolina, Charlotte (UNCC) 
have built an interactive integrated 
development environment (IDE) 
to detect vulnerabilities;2 and the 
University of California, Davis, has 
teamed up with researchers at Pur-
due to create a secure programming 
clinic to assist programming stu-
dents in writing robust programs.3 
At Towson University, we have 
developed modules that teach stu-
dents to code securely and respon-
sibly from the first class.

The Security Injections 
@Towson Project
Started in 2006, the Security Injec-
tions @Towson project includes  

over 50 learning objects (Table 1).  
The Security Injection nano- 
modules target important security 
concepts that can be addressed effec-
tively in introductory CS courses 
(CS0, CS1, CS2), including integer 
error, buffer overflow, input valida-
tion, and data hiding. Individual mod-
ules were developed for languages 
commonly used in these courses— 
C11, Java, and Python. Each 
module requires minimal instructor 
intervention, is auto-graded, and has 
been shown to be effective in both 
classroom and online courses.4–6 

Due to the nature of the field, 
many CS and cybersecurity labs are 
developed rapidly in an ad hoc fash-
ion and lead to a “run-and-submit”  
mentality in students without 
encouraging reflection. The Security 
Injection nano-modules (Figure 1) 
follow a consistent format grounded 
in the learning sciences and include 
the following sections:

 ■ Background—This section pro-
vides context for the security  
vulnerability, activates back-
ground knowledge, and stimu-
lates learning.

 ■ Code Responsibly—This section 
contains strategies that program-
mers should employ to avoid 
these vulnerabilities. At the end 
of both this section and the Back-
ground, we pose multiple-choice 
comprehension questions to 
encourage students to thoroughly 
read the material and to think 
about what they have just learned.

 ■ Lab Assignment—In this sec-
tion, students write programs that 
demonstrate the vulnerabilities 
and apply the strategies from the 
previous section.

 ■ Security Checklist—This section 
encourages students to analyze 
blocks of code, allowing them 
to interactively trace the source 
of vulnerabilities and highlight 
potential areas of concern (see 
Figure 2). Our project’s approach 
is to reinforce concepts at increas-
ing levels of learning; for instance, 
the checklists teach students to 
identify buffer overflows in CS1 
and techniques for mitigation in 
CS2. In addition, repeated expo-
sure to the checklists or code 
reviews allows students to become 
skilled in self-checking their code.

 ■ Discussion—This section includes 
questions that require further 
research and reflection. The ques-
tions are open-ended, and their 
answers are recorded on a comple-
tion certificate.

It Takes a Village
The Security Injections project has 
been collaborative since the start, 
including faculty from community 
colleges and an HBCU (Historically 
Black College or University) to design, 
pilot, develop, and assess the learning 
objects. This allowed a continuous 
improvement process based on faculty 
feedback. Involving faculty through-
out the process also increased instruc-
tor buy-in and adoption of materials.

Building effective materials is 
not enough; outreach is crucial 
to sustainability. We conducted 
over 50 faculty workshops, pan-
els and birds-of-a-feather groups, 
a Build-A-Lab program, and a  
Security Ambassador program reach-
ing over 400 faculty across 221 
institutions, including more than 
90 community colleges and several 
high schools (Figure 3). The goal 
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of each workshop was to increase 
faculty interest in our project and 
encourage them to include the Secu-
rity Injections in their classes. The 
agenda included open discussions 
and breakout groups to promote 
feedback, reflection, and sharing of 
teaching strategies. Our workshops 
are designed to be as modular as our 
Security Injections: flexible enough 
to fit into various time allotments and 
comprehensive enough to be easily 
shared. We have a growing base of 
“security ambassadors” who conduct 
workshops on Security Injections at 
conferences and at local institutions 
across the country.

Tips to Introduce 
Responsible Coding in 
Your First Course
 ■ Emphasize the importance of 

security in the software develop-
ment lifecycle. Instead of using 
the traditional “hello, world!,” try 
the following as your first pro-
gramming lab:

print (‘The Software 
Development Lifecycle’)
print (‘1: Analysis: Define 
the problem’)
print (‘2: Design: Plan the 
solution’)
print (‘3: Implement: Code 
the solution’)
print (‘4: Test and debug’)
print (‘5: Maintain and 
document’)
print (‘6: Add security 
features’)

As a follow-up, students must 
remove step 6 and integrate secu-
rity into each step. It’s a very simple 
exercise—not much harder than 
printing “hello world”—that intro-
duces responsible coding.
 ■ Include secure programming as a 

course objective in your syllabus. 
Including objectives and learn-
ing outcomes like those in the  
ACM/IEEE CS 2013 (https://www 
.acm.org/education/curricula 

-recommendations), NSA/DHS 
Center of Academic Excellence 
(CAE) knowledge units (https://
www.nsa.gov/resources/educators 
/centers-academic-excellence 
/cyber-defense), and Joint Task 
Force on Cybersecurity Edu cation 
guidelines (https://www.csec2017 
.org) will facilitate accreditation and 
designation processes. To reiterate 
the importance of secure coding, 
include the Code Responsibly icon 

(Figure 4), or a similar mantra, on 
the syllabus.

 ■ Capitalize on students’ interest in 
security. Our experience indicates 
that most students, including 
females and minorities, have high 
interest in cybersecurity. This 
inherent interest in security can 
be used to motivate students to 
learn, for example, teaching binary 
in the context of integer errors. 
Think outside the box for your 

Table 1. Security Injections @Towson—learning object taxonomy.

Learning object Completion time

Nano-module Less than 1 hour

Micro-module 1 to 4 hours

Module Between 4 hours and two weeks (6 hours)

Unit Between 2 weeks and 15 weeks (45 hours)

Course 15 weeks (45 hours)

Figure 1. The Integer-error nano-module in Java for CS0.
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facet of our lives, writing secure 
code has never been more impor-
tant. Many security exploits target 
vulnerabilities that are a result of 
poorly designed and implemented 
software. Despite its critical impor-
tance, secure coding is primarily 
taught in upper-level elective com-
puter science (CS) classes. As a 
result, most students graduate with 
little or no exposure to secure cod-
ing techniques. We believe that it 
is important to teach responsible 
coding early, starting in the first 
programming course, and often, by 
repeating and reinforcing security 
concepts in advanced courses.

Towards this end, some schools 
are working to incorporate secure 
coding into the CS curriculum. 
Researchers at Stanford University 
and Purdue University have devel-
oped a game for teaching secure 
coding;1 faculty at the University of 
North Carolina, Charlotte (UNCC) 
have built an interactive integrated 
development environment (IDE) 
to detect vulnerabilities;2 and the 
University of California, Davis, has 
teamed up with researchers at Pur-
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developed modules that teach stu-
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ules were developed for languages 
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module requires minimal instructor 
intervention, is auto-graded, and has 
been shown to be effective in both 
classroom and online courses.4–6 
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ion and lead to a “run-and-submit”  
mentality in students without 
encouraging reflection. The Security 
Injection nano-modules (Figure 1) 
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in the learning sciences and include 
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 ■ Background—This section pro-
vides context for the security  
vulnerability, activates back-
ground knowledge, and stimu-
lates learning.

 ■ Code Responsibly—This section 
contains strategies that program-
mers should employ to avoid 
these vulnerabilities. At the end 
of both this section and the Back-
ground, we pose multiple-choice 
comprehension questions to 
encourage students to thoroughly 
read the material and to think 
about what they have just learned.

 ■ Lab Assignment—In this sec-
tion, students write programs that 
demonstrate the vulnerabilities 
and apply the strategies from the 
previous section.

 ■ Security Checklist—This section 
encourages students to analyze 
blocks of code, allowing them 
to interactively trace the source 
of vulnerabilities and highlight 
potential areas of concern (see 
Figure 2). Our project’s approach 
is to reinforce concepts at increas-
ing levels of learning; for instance, 
the checklists teach students to 
identify buffer overflows in CS1 
and techniques for mitigation in 
CS2. In addition, repeated expo-
sure to the checklists or code 
reviews allows students to become 
skilled in self-checking their code.

 ■ Discussion—This section includes 
questions that require further 
research and reflection. The ques-
tions are open-ended, and their 
answers are recorded on a comple-
tion certificate.

It Takes a Village
The Security Injections project has 
been collaborative since the start, 
including faculty from community 
colleges and an HBCU (Historically 
Black College or University) to design, 
pilot, develop, and assess the learning 
objects. This allowed a continuous 
improvement process based on faculty 
feedback. Involving faculty through-
out the process also increased instruc-
tor buy-in and adoption of materials.

Building effective materials is 
not enough; outreach is crucial 
to sustainability. We conducted 
over 50 faculty workshops, pan-
els and birds-of-a-feather groups, 
a Build-A-Lab program, and a  
Security Ambassador program reach-
ing over 400 faculty across 221 
institutions, including more than 
90 community colleges and several 
high schools (Figure 3). The goal 
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assignments—a creative project  
can effectively demonstrate stu-
dent knowledge. Below is the final 
stanza from a poem written by a 
CS0 student:

When I fixed my program, a 
thought came to me,

Input Validation is all about security,

If used correctly it makes my pro-
grams robust,

So I can be a programmer you trust.

T he Security Injections learn-
ing objects are interactive, 

auto-graded, and freely available at 
www.towson.edu/securityinjections.

Code responsibly! 
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A
s ransomware spreads, 
victimization rates es-
calate. A Finnish cyber-
security firm’s F-Secure 

State of Cyber Security 2017 report 
stated that there was only one ran-
somware “variant” in 2012. This 
increased to 35 in 2015 and 193 in 
2016.1 Individuals, corporations, 
banks, educational establishments, 
hospitals, and government agen-
cies have all been held hostage by 
ransomware and blackmailed into 
paying out in crypto-currency— 
typically, bitcoin—to retrieve their 
data.2

As a recent example, the Wanna-
Cry ransomware started on  
12 May 2017. It infected about 
300,000 computers in 150 coun-
tries3 and cost computer users 
thousands of dollars in ransom 
money and billions in lost pro-
ductivity.4 Hospitals in the UK’s 
National Health Service were 
forced to cancel surgeries. Ambu-
lances were diverted, and patient  
records were inaccessible. Wanna-
Cry used 28 languages to release 
ransom messages, including Eu-
ropean and Asian dialects.5 The 

extortionists demanded that vic-
tims pay US$300–$600 in bitcoin 
(about 0.17–0.34 BTC based on 
the price of bitcoin at that time). 
WannaCry extortionists relied 
on three bitcoin wallet addresses, 
yet they still needed to perform 
manual decryption of victims’ 
files after receiving payment. In 
other attacks, more sophisticated 
ransomware programs were em-
ployed. These attacks dynamical-
ly generated a new bitcoin address 
for each infected machine, and a 
smart contract governed the pro-
cess of decrypting victims’ com-
puters: if ransom money is paid to 
X address, the files in victim Y’s 
computers get decrypted.6

The escalation of ransomware 
could be fueled in part by the 
diffusion of crypto-currencies. 
Without crypto-currencies, the 
creation of ransomware such as 
WannaCry would not be as de-
sirable because other forms of 
payment have greater “criminal” 
traceability. Surveys have revealed 
that some companies hold sup-
plies of bitcoins so that they can 
pay extortionists if ever necessary.7 

In this article, we examine crypto-
currencies’ effects on ransomware 
and look at what might influence a 
victim’s decision to pay.

Crypto-Currency 
Ransomware: How It 
Works
Before crypto-currencies, extor-
tionists usually asked victims to 
send money via money transfer 
agencies or deposit directly to 
bank accounts. However, such 
transfers had more traceability 
if law enforcement got involved. 
Crypto-currencies are somewhat 
of an online extortionists’ dream 
come true. For instance, it is al-
most impossible to pinpoint the 
perpetrators based on bitcoin 
addresses.

Bitcoins can be converted into 
cash secretively through third 
parties. Pinpointing the extor-
tionist is of little value if that per-
son is in a jurisdiction that does 
not cooperate in detection. For in-
stance, cybersecurity researchers 
at Google, Symantec, FireEye, and 
others reportedly found evidence 
linking WannaCry ransomware 
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attacks to North Korea.8 Given 
that North Korea maintains few 
diplomatic ties, it is difficult to 
take actions against such an iso-
lated country.

Ransomware involving crypto-
currencies might increase because 
such currencies are becoming 
more widely adopted. According 
to the World Economic Forum 
(WEF), 10 percent of global GDP 
will be stored on blockchain by 
20279 compared to 0.025 percent 
in 2016.10

While bitcoin transactions are 
difficult to track, they are not 
completely anonymous. All trans-
actions are recorded in a per-
manent public ledger. After the 
bitcoins are moved from that ad-
dress, financial movements can 
be traced. Users can be traced 
through IP addresses and money 
flows. Elliptic, a blockchain intel-
ligence company, uses artificial in-
telligence to scan and analyze the 
bitcoin network to identify suspi-
cious behavior patterns in bitcoin 
transactions. It can trace transac-
tions to individuals or groups. El-
liptic’s services are used by online 
exchanges and law enforcement 
to detect money laundering.11

Extortionists can further reduce 
the probability of detection using 
next-generation crypto-currencies 

such as Monero, Dash, and 
Z-Cash. These have built-in ano-
nymity features. For instance, 
Monero is arguably the most 
anonymous crypto-currency. In 
2016, AlphaBay, which might be 
the most widely used darknet mar-
ket, started accepting Monero.12 
Monero is less widespread than 
bitcoin—for instance, as of May 
2017, Monero’s total value was 
around $425 million, or about 
1 percent of bitcoin’s.13 Moreover, 
converting Monero into real-world 
cash is more difficult than with bit-
coin. However, this problem might 
not be as significant in the future if 
there is more diffusion and compe-
tition in crypto-currencies.

Factors Affecting the 
Propensity to Pay Ransom
According to Elliptic, as of 16 
May 2017, four days after Wanna-
Cry spread, the amount of ran-
som paid out by victims to the 
bitcoin wallet addresses was about 
$86,000 (46.4 BTC). If everyone 
infected had paid, the criminals 
would have received at least $60 
million. What they did receive 
translated to a payout rate of 
about 0.14 percent.14 Even after 
more than a week, the amount 
paid out did not increase much. 
Data from Elliptic indicated that, 

as of 23 May 2017, WannaCry vic-
tims had paid less than $120,000 
to three bitcoin wallets (www 
.elliptic.co/wannacry).

Another estimate of the Wanna-
Cry impact suggested that as of 
15 May 2017, payments had been 
made by about 190 computers 
out of approximately 300,000 
computers that were believed to 
be infected.15 This put the num-
ber of computers complying with 
the extortionists’ demands at 
0.06 percent.

So, what factors are associated 
with this low payout ratio? We 
summarize some of these key fac-
tors in Table 1 and discuss them 
in detail next.

Complexity of Complying 
with Extortionists’ Demands
First, the amount of money the 
WannaCry extortionists asked 
their victims to pay—$300 to 
$600—is not high. Rather, one 
key reason why victims do not 
pay is that complying with the 
extortionists’ demands can be 
complicated. This is because the 
idea of crypto-currency is a new 
concept for many victims. Fur-
thermore, attaining bitcoins is 
not easy. It can take days to cre-
ate an account by registering with 
a bitcoin brokerage or exchange. 

Table 1. Victim characteristics and situational factors affecting propensity to pay ransom.

Gravity and urgency of the problem (relative to the ransom demanded)

Low High

Complexity 
of 
complying 
with 
demands or 
perceived 
degree of 
uncertainty 
about 
outcome

Low 1

Likely to have backup and data-retrieval plans in 
place

More likely to use available fixes

Unaffordable ransom (as with students in China)

2

High degree of readiness to pay 
ransom (mission-critical digital data 
is threatened)

High 4

Often new users

Might use older technologies and pirated software 
(for example, most computer users in India and 
China)

Low degree of digitization of values and economic 
activities

3

Follow detailed step-by-step 
instructions provided by extortionists

Consult with cybersecurity firms and 
experts regarding the process and 
appropriateness of complying with 
extortionists demands
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Users are required to go through 
a verification process. The ac-
count then needs to be connected 
to a bank account able to receive  
bitcoins.16

Second, consider this problem 
for non-US countries. In some 
countries, exchanges that handle 
bitcoin transactions are licensed 
and regulated like traditional 
money transfer businesses. It is 
reported that as of May 2016, 
there were around 44 exchanges 
worldwide for bitcoins.17 The first 
Malaysian Bitcoin Exchange, Xbit 
Asia, was opened in September 
2016 (bit.ly/2v8clcs). Before that, 
most Malaysians who wanted bit-
coins got them through exchanges 
in Singapore.17 Likewise, to pur-
chase bitcoins in India, a buyer 
needed to provide a permanent  
account number (or PAN, a 
unique, 10-digit alphanumeric 
identity assigned to a taxpayer 
by the Income Tax Department) 
and know-your-customer (KYC)  
details.18 Loading a bitcoin wallet 
through startups such as Zebpay, 
Coinsecure, and Unocoin can take 
48 hours. Bitcoin transactions are 
currently a regulatory grey area of 
economic activity in India and are 
also considered taboo. The three-
day deadline for the WannaCry 
ransom payments was thus too 
short for most Indian victims.

Countries that do not have bit-
coin brokerages or exchanges add 
further complexity. As was the 
case with Malaysian consum-
ers before 2016, money had to be 
converted into another currency 
before being deposited into a bit-
coin wallet.

Still another source of com-
plexity is that victims lack control 
over the extortionists’ guarantees. 
There is no guarantee of data 
unlock even if victims pay.19 Ac-
cording to a 2016 Fortinet report, 
about a quarter of organizations 
that paid ransoms were not able 

to recover their data.18 Recent 
WannaCry victims are believed to 
be in a worse situation. According 
to the Israeli computer security 
consultancy Check Point, due to 
a fault in WannaCry’s encryption 
software, it is almost impossible 
to decrypt a user’s data after pay-
ment has been made.20

A further complexity arises 
from the fact that most cyber-
liability insurance policies have 
exclusion and cooperation clauses 
that prohibit businesses from pay-
ing ransoms without pre-approval.  
If a victim fails to comply and pays 
the ransom, insurers might cancel 
the insurance coverage, includ-
ing the costs of disruptions to the 
business, remediation expenses, 
and costs associated with notify-
ing customers.21

Gravity of the Problem
Extortionists might threaten that if 
victims fail to pay after a specified 
time interval, their files will be per-
manently locked—that is, the data 
is not coming back. This becomes 
a terrible problem for those who do 
not back up their data. If one victim 
faces more severe consequences 
than others, they might be more 
likely to pay out. For instance, it 
was reported that extortionists 
held an Austrian hotel network for 
ransom, demanding $1,800 in bit-
coin. The gravity of the situation 
became clearer when the guests 
could not check in and out and 
were locked out of their rooms. 
The hotel complied, and paid.22

Combined Factors
We now look at each of Table 1’s 
four cells in detail.

Cell 1. Larger organizations will 
likely have data retrieval plans 
in place.23 Ransomware attacks 
should have smaller impacts on 
them, so ransom payments might 
not occur. Furthermore, follow-
ing the WannaCry ransomware 
attack, Microsoft published a 
patch for operating systems for 
which it was no longer providing 
support. They included Windows 
XP, Windows Server 2003, and 
Windows 8.24 Larger organiza-
tions should be technically savvy 
enough to implement these avail-
able fixes quickly.

Cell 2. If critical data is at risk, 
organizations in this situation 
should realize that they require 
a higher degree of immediate re-
sponse. One study reported that 

33 percent of UK corporations 
had bought bitcoins so that they 
would be prepared to pay ran-
soms. More than 35 percent of 
large firms (with more than 2,000 
employees) were willing to pay as 
much as £50,000 (US$65,000) to 
unlock files containing critical 
data, such as intellectual prop-
erty.25 And a university in the 
US reportedly created an account 
to be prepared for ransomware 
attacks.7

Cell 3. Extortionists might oper-
ate call centers to offer technical 
support to simplify the payout 
process for victims.2 There are 
reports that when victims call, 
extortionists will walk them 
through the process of getting 
their files back.20 Criminals can 
provide detailed explanations 

Another source of complexity is that victims lack 
control over the extortionists’ guarantees.

12 IT Pro  September/October 2017

IT TRENDS

attacks to North Korea.8 Given 
that North Korea maintains few 
diplomatic ties, it is difficult to 
take actions against such an iso-
lated country.

Ransomware involving crypto-
currencies might increase because 
such currencies are becoming 
more widely adopted. According 
to the World Economic Forum 
(WEF), 10 percent of global GDP 
will be stored on blockchain by 
20279 compared to 0.025 percent 
in 2016.10

While bitcoin transactions are 
difficult to track, they are not 
completely anonymous. All trans-
actions are recorded in a per-
manent public ledger. After the 
bitcoins are moved from that ad-
dress, financial movements can 
be traced. Users can be traced 
through IP addresses and money 
flows. Elliptic, a blockchain intel-
ligence company, uses artificial in-
telligence to scan and analyze the 
bitcoin network to identify suspi-
cious behavior patterns in bitcoin 
transactions. It can trace transac-
tions to individuals or groups. El-
liptic’s services are used by online 
exchanges and law enforcement 
to detect money laundering.11

Extortionists can further reduce 
the probability of detection using 
next-generation crypto-currencies 

such as Monero, Dash, and 
Z-Cash. These have built-in ano-
nymity features. For instance, 
Monero is arguably the most 
anonymous crypto-currency. In 
2016, AlphaBay, which might be 
the most widely used darknet mar-
ket, started accepting Monero.12 
Monero is less widespread than 
bitcoin—for instance, as of May 
2017, Monero’s total value was 
around $425 million, or about 
1 percent of bitcoin’s.13 Moreover, 
converting Monero into real-world 
cash is more difficult than with bit-
coin. However, this problem might 
not be as significant in the future if 
there is more diffusion and compe-
tition in crypto-currencies.

Factors Affecting the 
Propensity to Pay Ransom
According to Elliptic, as of 16 
May 2017, four days after Wanna-
Cry spread, the amount of ran-
som paid out by victims to the 
bitcoin wallet addresses was about 
$86,000 (46.4 BTC). If everyone 
infected had paid, the criminals 
would have received at least $60 
million. What they did receive 
translated to a payout rate of 
about 0.14 percent.14 Even after 
more than a week, the amount 
paid out did not increase much. 
Data from Elliptic indicated that, 

as of 23 May 2017, WannaCry vic-
tims had paid less than $120,000 
to three bitcoin wallets (www 
.elliptic.co/wannacry).

Another estimate of the Wanna-
Cry impact suggested that as of 
15 May 2017, payments had been 
made by about 190 computers 
out of approximately 300,000 
computers that were believed to 
be infected.15 This put the num-
ber of computers complying with 
the extortionists’ demands at 
0.06 percent.

So, what factors are associated 
with this low payout ratio? We 
summarize some of these key fac-
tors in Table 1 and discuss them 
in detail next.

Complexity of Complying 
with Extortionists’ Demands
First, the amount of money the 
WannaCry extortionists asked 
their victims to pay—$300 to 
$600—is not high. Rather, one 
key reason why victims do not 
pay is that complying with the 
extortionists’ demands can be 
complicated. This is because the 
idea of crypto-currency is a new 
concept for many victims. Fur-
thermore, attaining bitcoins is 
not easy. It can take days to cre-
ate an account by registering with 
a bitcoin brokerage or exchange. 

Table 1. Victim characteristics and situational factors affecting propensity to pay ransom.

Gravity and urgency of the problem (relative to the ransom demanded)

Low High

Complexity 
of 
complying 
with 
demands or 
perceived 
degree of 
uncertainty 
about 
outcome

Low 1

Likely to have backup and data-retrieval plans in 
place

More likely to use available fixes

Unaffordable ransom (as with students in China)

2

High degree of readiness to pay 
ransom (mission-critical digital data 
is threatened)

High 4

Often new users

Might use older technologies and pirated software 
(for example, most computer users in India and 
China)

Low degree of digitization of values and economic 
activities

3

Follow detailed step-by-step 
instructions provided by extortionists

Consult with cybersecurity firms and 
experts regarding the process and 
appropriateness of complying with 
extortionists demands
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about attaining bitcoins and then 
transferring them. From the ex-
tortionists’ standpoint, such ser-
vices are likely to be effective for 
situations represented by cell 3, 
which have both high complexity 
and high gravity.

However, some organizations 
might lack cybersecurity expertise 
and experience in dealing with cy-
berattacks such as those involving 
ransomware. It is suggested that 
85 percent of US medical institu-
tions lack qualified personnel to 
perform basic cybersecurity tasks, 
such as patching software and 
monitoring threats.26

Cell 4. Most users from developing 
countries belong to cell 4. Pirated 
software in developing countries 
arguably accelerates the spread 
of ransomware.27 About 4,000 of 
the 40,000 institutions affected by 
WannaCry in China were univer-
sities. Concerns were raised about 
students being unable to access 
their work.19 However, the amount 
asked by the extortionists—$300 
to $600—was too expensive for 
most students.23

A t the time of this writing, 
another attack, known as 
Petya, occurred, impacting 

the Ukraine government’s banks 
and electricity grid, as well as other 
countries and corporations (bit 
.ly/2uec6t0). One frightening as-
pect here is that these attacks are 
mainly on computers, not devices. 
It is not far-fetched to imagine fu-
ture scenarios in which devices 
such as pacemakers and infusion 
pumps become targets—for exam-
ple, pay now, or your insulin pump 
will be turned off.

The growth in ransomware is 
one of the “darker” activities cre-
ated by the diffusion of crypto-
currencies. Crypto-currency is too 
complicated for many computer 

users to understand. And even 
if they are willing to pay, victims 
might not know where to start 
or how to navigate the process. 
However, IT professionals need to 
learn about crypto-currencies and 
blockchain. Crypto-currencies 
and ransomware are not going 
away. By employing more sophis-
ticated modus operandi, more 
resourceful and skilled extortion-
ists will increase their success 
rates. IT professionals need to 
understand this space and how to 
help their organizations address it 
when it occurs.
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about attaining bitcoins and then 
transferring them. From the ex-
tortionists’ standpoint, such ser-
vices are likely to be effective for 
situations represented by cell 3, 
which have both high complexity 
and high gravity.

However, some organizations 
might lack cybersecurity expertise 
and experience in dealing with cy-
berattacks such as those involving 
ransomware. It is suggested that 
85 percent of US medical institu-
tions lack qualified personnel to 
perform basic cybersecurity tasks, 
such as patching software and 
monitoring threats.26

Cell 4. Most users from developing 
countries belong to cell 4. Pirated 
software in developing countries 
arguably accelerates the spread 
of ransomware.27 About 4,000 of 
the 40,000 institutions affected by 
WannaCry in China were univer-
sities. Concerns were raised about 
students being unable to access 
their work.19 However, the amount 
asked by the extortionists—$300 
to $600—was too expensive for 
most students.23

A t the time of this writing, 
another attack, known as 
Petya, occurred, impacting 

the Ukraine government’s banks 
and electricity grid, as well as other 
countries and corporations (bit 
.ly/2uec6t0). One frightening as-
pect here is that these attacks are 
mainly on computers, not devices. 
It is not far-fetched to imagine fu-
ture scenarios in which devices 
such as pacemakers and infusion 
pumps become targets—for exam-
ple, pay now, or your insulin pump 
will be turned off.

The growth in ransomware is 
one of the “darker” activities cre-
ated by the diffusion of crypto-
currencies. Crypto-currency is too 
complicated for many computer 

users to understand. And even 
if they are willing to pay, victims 
might not know where to start 
or how to navigate the process. 
However, IT professionals need to 
learn about crypto-currencies and 
blockchain. Crypto-currencies 
and ransomware are not going 
away. By employing more sophis-
ticated modus operandi, more 
resourceful and skilled extortion-
ists will increase their success 
rates. IT professionals need to 
understand this space and how to 
help their organizations address it 
when it occurs.
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DEPARTMENT: PERVASIVE HEALTHCARE 

Semantic Activity Analytics 
for Healthy Aging 
Challenges and Opportunities 

As real-life activity data from many aging individuals 

become available, insights gleaned from such data 

could be leveraged to foster healthy aging. The 

emerging field of semantic activity analytics is 

addressing this challenge.  

The World Health Organization (WHO) and its member 
states are actively promoting a global paradigm shift in 
healthy aging research from a disease focus to a contextu-
alized person focus.1 WHO’s new Healthy Aging defini-
tion is, in effect, a dynamic system model and requires 
understanding how—within individual persons and over 
time—brain structures, physiology, skills, personality 
traits, impairments, activities, and environmental contexts 
interact to allow the optimization and stabilization of 

health and wellbeing.  To study these complex relationships and inform older individuals and 
healthcare providers about actions needed to improve healthy aging requires new ways of captur-
ing and analytically integrating high-density, within-person activity and context data from large 
groups of individuals.  

Advances in measurement technology now make it is feasible to combine the acquisition and 
analysis of high-density data on real-life activity outcomes with individual data on multiple 
psychological and biological functions, skills, impairments, and contexts, perhaps for millions of 
older individuals. Research investments to establish an individualized evidence architecture that 
integrates data on abilities, traits, impairments, activities, and environmental exposures into 
reliably and validly measurable health outcomes on the individual and population level will help 
support the new healthy aging paradigm. This evidence architecture would harness the benefits 
afforded by these integrated data, leading toward the optimization of older adults’ health and 
wellbeing around the world. The rapid build-up of analytical capacities for developing and test-
ing causal dynamic health models will allow researchers to upscale analytical models from one 
person to large populations. 
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SEMANTIC ACTIVITY ANALYTICS 
The key to leveraging high-density multiscale health activity data is semantic activity analytics, 
which automatically interprets real-life data streams with respect to their health value in given 
contexts. In fact, semantic activity analytics is at the core of a new understanding of “contextual-
ized health.” Real-life activity data will be useful if the health- and aging-related information can 
be extracted easily, quickly, affordably, safely, and comprehensively. One important aspect of 
semantic activity analysis is creating visual or numerical representations of the activity data and 
making these accessible to the individuals who collected them, healthcare providers, and gov-
ernments to better inform their decisions. Examples include the step count at the end of a day, 
heat maps of locations frequently visited, or barcodes representing a 
sequence of physical or social activities.2,3  

Experimentally controlled cross-sectional and longitudinal studies 
have characterized old age by declines in physical abilities, general 
physical fitness, or maximum motor performance. These studies have 
demonstrated the association between levels of physical fitness and 
levels of cognitive abilities and wellbeing. In addition, many experi-
mentally controlled studies have shown that physical ability training 
improves physical and cognitive abilities in older adults.4 It can also 
be demonstrated that enriched environments allowing engagement in 
activities that activate physical skills are beneficial for the longitudinal 
maintenance of physical fitness and wellbeing of older individuals. 
Thus, physical activities and mobility that allow individuals to achieve 
desired outcomes, such as functional mobility, are clearly of central 
importance to the health of older persons. Interestingly, the existing 
literature has mostly examined physical abilities and a number of 
physical activity indicators to predict health impairments on a population level, but it has not 
often integrated the full range of other real-life activities in all domains of life, such as cognitive, 
social, and mobility activities, to predict health stabilization on an individual level. However, the 
range, intensity, frequency, regularity, duration, variation, and contexts of real-life physical 
activities differ enormously among persons and could be uncorrelated with the maximum ability 
of an individual. Thus, due to a lack of instruments to measure real-life mobility activities in 
older persons, there is a large gap in our knowledge about older adults’ mobility in real-life 
environments. 

EXTRACTING USEFUL HEALTH PARAMETERS 
FROM HIGH-DENSITY ACTIVITY MEASUREMENTS  
In line with WHO guidelines,6 we recommend establishing a research initiative for the develop-
ment and validation of healthy-aging-related indicators from core activity domains such as phys-
ical activity, social activity, and cognitive activity that provide quick information on the health of 
individuals and populations.  

As an example of data that can be used to quickly learn about health-relevant aspects of behav-
ior, consider physical activity barcodes. In one study,2 researchers used three body-mounted 
sensors to assess 16 different states of physical activities of 80-year-olds with and without severe 
chronic pain each second for five days, amounting to 120,000 measurements of physical states in 
each person. After translating these data into a barcode-like pattern, the researchers extracted 
several parameters: the number of different activities, the intensity of physical activities over any 
given interval of time, and the range from lowest to highest intensity over the observation period. 
These were typical activity parameters with the added value of 97 percent accurate determination 
of what individuals actually did (versus 50–80 percent for typical self-reported data). But there 
was an additional advantage: the sequences themselves could be examined. For instance, the 
randomness or entropy of the sequence of activities over the five days could be calculated and 
validated for health-related meaning. The study reported that 80-year-olds with severe pain have 
a highly predictable, regular, nonrandom pattern of physical activities, whereas nonpain individ-
uals have a much more random pattern of physical activities. This is because individuals with 
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severe pain try to be physically active despite the pain but also purposefully rest at specific 
times, whereas individuals unlimited by pain can respond to the randomly occurring activity 
opportunities in their environment.  

With inexpensive sensor technology for data acquisition and the entropy parameter applied to 
physical activity barcodes, there is an affordable measure of physical health activities that can be 
used to detect increases and decreases in desired physical activity patterns person by person and 
for large groups of individuals. It could potentially also be used to assess the action opportunities 
in a given environment; with few action opportunities, even pain-free persons will show a less 
random pattern of activities. 

EXTRACTING USEFUL HEALTH INDICATORS IN 
PARTICULAR DOMAINS  
A similar approach can be used for a wide range of real-life mobility data. Applying geographic 
information system (GIS) methods and the highly frequent measurement of space use and motor 
activities, one can derive health-relevant parameters. Potentially relevant space use constructs 
include probability maps, buffer zones, deviations from predicted paths, points of interest and 
frequency of visits, roaming entropy, and sequence analyses.5 One can derive space use and 
macro mobility from GPS tracks, and motor activities and micro mobility from accelerometer 
data. Comparing actual space use with the potential path area will indicate the extent to which 
available environments are used. The GPS tracks can be segmented and related to points of 
interest (home, amenities, and so on) to extract frequently (or rarely) visited places. Based on the 
detected features of interest, it is possible to evaluate the use of roaming entropy to measure the 
extent of exploratory behavior. Combining such parameters derived from real-life activity data 
with existing laboratory measurements and well-established measurements of health-related 
abilities, traits, or impairments will validate the usefulness of particular parameters as popula-
tion-level indicators of healthy aging. 

With increasing availability of affordable sensor technology and storage and computational 
power, the acquisition of real-life activity data and their rapid preprocessing and parameteriza-
tion can be applied in large numbers of individuals. For instance, physical activity barcoding 
entropy parameters applied to physical activity measurements of thousands of individuals could 
be a highly affordable way of assessing the effects of interventions on real-life activities. 

A similar approach could be applied to other types of activity sequences, including social activi-
ties, cognitive activities, or a combination of different activities. It has to be stressed that the 
search for regularities or regular patterns that correlate with health outcomes does not suffice, 
because this step is about extracting information that is causally linked to healthy aging—thus 
the term “semantic analytics.” As high-density, real-life activity data can only be semantically 
interpreted in relation to environments and opportunities provided in the environments, and the 
theoretical models needed cannot be derived from the associations or grouping of data alone, the 
development of meaningful parameters is practically a new science. It combines engineering 
approaches with interdisciplinary expertise, and high levels of methodological skills with theo-
retical causal thinking.  

To know what parameters could potentially be useful and to test their usefulness in real-life 
environments requires the development of interpretation and analytical models for health-related 
activities. As activities have rarely been empirically studied in healthy aging research so far, we 
recommend building computational capacity for such research through the development of these 
parameters; this is best done with research groups combining expertise from users, engineering, 
information science, health sciences, longitudinal multilevel analysis methodology, and particu-
lar fields of application such as pain or multimorbidity in older adults.  

FUNCTIONAL ABILITY PROFILES 
Semantic activity analytics could be integrated in functional ability profiles including all ele-
ments of WHO’s 2015 Healthy Aging definition—for example, a functional mobility ability 
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profile, a functional social ability profile, or a functional cognitive ability profile. On the indi-
vidual level, these profiles would typically combine standard assessment tools of abilities, traits, 
impairments, contexts, and their interactions with new standard, real-life activity and activity 
context parameters. In addition, they can be combined with individual-specific information in a 
standardized way, including individual health priorities or particular idiosyncratic activity and 
context parameters. This is the prerequisite for systematically individualizing interventions. 
Coordinated research involving stakeholders will lead to the development and validation of core 
functional ability profiles usable in the whole population of old adults. Jointly developing proce-
dures on how to use them would ensure understanding, acceptability, and establishment as 
standard assessment tools for healthcare in the aging population. 

An example of such an individualized intervention, based on skills or traits, comes from new 
work on trait-based targeting and tailoring. Using personality traits as an example, we can build 
practical tools to improve patient outcomes by creating risk models based on prior studies of 
personality traits predicting patient and health outcomes. These form the basis of a risk-scoring 
algorithm indexing the likelihood of these outcomes in new sets of patients. Risk scores can 
inform physicians and other health providers of the chances of a given outcome, allowing en-
hanced resources (for example, medication reminders, follow-up calls, and more frequent doctor 
visits) to be directed toward higher-risk patients. This individualization or personalization of 
health interventions can be done electronically, with mobile health (mHealth) or electronic health 
(eHealth) applications such as healthcare software and health apps for smartphones or tablets. 
Moreover, such individualized interventions can be based on any of the variables mentioned 
above:  personality traits, skills, physiology or biomarkers, activities, impairments, or individual 
differences in contextual variables.  

Ultimately, the functional ability profiles allow fingerprinting of individual-level healthy aging 
on a population scale. This can be achieved by measuring and combining in each individual in a 
population three types of core elements: internationally useable core elements, country- or 
group-specific core elements, and individual-specific core elements. Developing and providing 
measurement tools to reliably and rapidly assess core functional ability profiles on a population 
level is required to assess healthy aging and the effects of interventions on it. 

CONCLUSION 
For diagnosticians, clinicians, researchers, and older adults, their relatives, or their healthcare 
providers, reliable information on real-life physical and mobility activity patterns and their inter-
pretation has the potential of adding highly valuable information to existing clinical and labora-
tory-based ability and impairment measures. Combining these types of information in individual 
mobility profiles improves the basis for health-related decisions about what to do in order to 
maintain an individual’s wellbeing. The activity measurement also has the potential of being 
used as an outcome measure to determine the effectiveness of interventions targeting the mobili-
ty of individuals. 
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severe pain try to be physically active despite the pain but also purposefully rest at specific 
times, whereas individuals unlimited by pain can respond to the randomly occurring activity 
opportunities in their environment.  

With inexpensive sensor technology for data acquisition and the entropy parameter applied to 
physical activity barcodes, there is an affordable measure of physical health activities that can be 
used to detect increases and decreases in desired physical activity patterns person by person and 
for large groups of individuals. It could potentially also be used to assess the action opportunities 
in a given environment; with few action opportunities, even pain-free persons will show a less 
random pattern of activities. 

EXTRACTING USEFUL HEALTH INDICATORS IN 
PARTICULAR DOMAINS  
A similar approach can be used for a wide range of real-life mobility data. Applying geographic 
information system (GIS) methods and the highly frequent measurement of space use and motor 
activities, one can derive health-relevant parameters. Potentially relevant space use constructs 
include probability maps, buffer zones, deviations from predicted paths, points of interest and 
frequency of visits, roaming entropy, and sequence analyses.5 One can derive space use and 
macro mobility from GPS tracks, and motor activities and micro mobility from accelerometer 
data. Comparing actual space use with the potential path area will indicate the extent to which 
available environments are used. The GPS tracks can be segmented and related to points of 
interest (home, amenities, and so on) to extract frequently (or rarely) visited places. Based on the 
detected features of interest, it is possible to evaluate the use of roaming entropy to measure the 
extent of exploratory behavior. Combining such parameters derived from real-life activity data 
with existing laboratory measurements and well-established measurements of health-related 
abilities, traits, or impairments will validate the usefulness of particular parameters as popula-
tion-level indicators of healthy aging. 

With increasing availability of affordable sensor technology and storage and computational 
power, the acquisition of real-life activity data and their rapid preprocessing and parameteriza-
tion can be applied in large numbers of individuals. For instance, physical activity barcoding 
entropy parameters applied to physical activity measurements of thousands of individuals could 
be a highly affordable way of assessing the effects of interventions on real-life activities. 

A similar approach could be applied to other types of activity sequences, including social activi-
ties, cognitive activities, or a combination of different activities. It has to be stressed that the 
search for regularities or regular patterns that correlate with health outcomes does not suffice, 
because this step is about extracting information that is causally linked to healthy aging—thus 
the term “semantic analytics.” As high-density, real-life activity data can only be semantically 
interpreted in relation to environments and opportunities provided in the environments, and the 
theoretical models needed cannot be derived from the associations or grouping of data alone, the 
development of meaningful parameters is practically a new science. It combines engineering 
approaches with interdisciplinary expertise, and high levels of methodological skills with theo-
retical causal thinking.  

To know what parameters could potentially be useful and to test their usefulness in real-life 
environments requires the development of interpretation and analytical models for health-related 
activities. As activities have rarely been empirically studied in healthy aging research so far, we 
recommend building computational capacity for such research through the development of these 
parameters; this is best done with research groups combining expertise from users, engineering, 
information science, health sciences, longitudinal multilevel analysis methodology, and particu-
lar fields of application such as pain or multimorbidity in older adults.  

FUNCTIONAL ABILITY PROFILES 
Semantic activity analytics could be integrated in functional ability profiles including all ele-
ments of WHO’s 2015 Healthy Aging definition—for example, a functional mobility ability 
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Experiencing the Sights, Smells, Sounds, and 
Climate of Southern Italy in VR
Vito M. Manghisi, Michele Fiorentino, Michele Gattullo, Antonio Boccaccio, 
Vitoantonio Bevilacqua, Giuseppe L. Cascella, Michele Dassisti, and Antonio E. Uva
Polytechnic University of Bari

In many regions tourism is an important, if not 
the most important, driver for employment. 
As long-distance travel has become more af-

fordable, such regions have increasingly competed 
against one another to attract tourists. Histori-
cally, countries and regions have used TV and 
magazine advertisements to increase tourism. As 
VR devices become less expensive and more com-
monplace, VR promotions that showcase a region’s 
various attractions will have greater impact.

This article explores what it takes to make in-
teractive computer graphics and VR attractive as 
a promotional vehicle, from the points of view of 
the tourism agencies and the tourists themselves. 
Speci� cally, in response to a call from local au-
thorities seeking to increase the tourism appeal 
of the Apulia region in southern Italy, we pro-
posed an alternative approach to traditional tour-
ism marketing and advertising efforts—a physical 
stand containing only videos looping on a screen, 
lea� ets, and local personnel. Our ambition was to 
exploit current VR and human-machine interface 
(HMI) technologies to design and provide an in-
teractive, innovative, and attractive user experi-
ence that we call the Multisensory Apulia Touristic 
Experience (MATE). 

Why the Apulia Region Needs VR
Apulia is a charming region located in the far 
southeast area of Italy. A narrow peninsula re-
ferred as the “heel” of Italy’s “boot,” it is sur-
rounded by sea and has a population of about 4 
million inhabitants. Thanks to its extraordinary 
culture, history, and natural landscapes, this 
land has great tourism potential. However, Apu-
lia’s economy is weak compared to the rest of It-
aly (17.70K Euros gross domestic product [GDP] 
per inhabitant versus 32.20K Euros in northwest 

Italy in 2014).1 Regional authorities have recently 
promoted tourist activities and obtained positive 
results: a 4.5 percent increase in Italian tourists 
and a 13 percent increase in international visi-
tors in 2016.

Despite this success, the region is still far less 
known than other Italian destinations. The local 
authorities are exploring new ways to promote it 
and have agreed to invest in application-oriented 
VR research.

Therefore, our main objective is to design and 
develop an innovative system able to share Apulia’s 
cultural heritage in an engaging and multisensory 
experience. We began by implementing a test case 
that follows a scenic trip through the Apulia’s 
Murgia territory to showcase its hidden cultural 
treasures, local scents, and mild climate.

Inspirations and Ambitions
Studies have shown that virtual environment (VE) 
applications can effectively promote tourism.2,3

These applications create a sense of presence, and 
this sense of “being there” is known to be the re-
sult of two psychological states: immersion and in-
volvement.4 Related literature has proven that the 
sense of presence in VEs grows with the number of 
senses engaged5–7 and with the level of agreement 
among them. 

We drew our inspiration from Sensorama,8 a 
multisensory VE system invented in the 1960s by 
Mort Heilig (see Figure 1). Sensorama is a motor-
bike simulator that allows the user to sit on a real 
saddle and experience an interactive ride with 
stereo scopic vision, 3D sound, vibrations, wind, 
and smells. This extremely innovative idea failed 
when it was developed because of the technical 
immaturity of the technologies involved and � -
nancial issues.
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As VR systems evolved, the number of senses 
embraced by VEs increased. The Multimodal Floor9 
produces a virtual walk in which users walk on 
a real mobile floor that mimics a natural surface, 
such as snow or ice, with visual, audio, and hap-
tic feedback. Yasushi Ikei and his colleagues later 
developed the FiveStar,10 an interactive personal 
display consisting of a stereo visual, 3D audio, 
haptic/tactile, wind/scent, and vestibular display. 
Jorge Freitas and his colleagues proposed a multi-
sensory management and visualization system for 
multisensory content.11 It provides visual, auditory, 
haptic, and olfactory feedback as well as an inter-
face that lets users author the virtual experience 
by defining the timestamps that indicate when to 
stimulate each sense. 

MATE Design
We designed MATE as a virtual tour in collabo-
ration with industrial partners and local tourism 
authorities, who played an active part in defining 
the system’s requirements and features. One of the 
main design requests was to build a mobile plat-
form that could be relocated to various promotional 
events all over Europe, such as public exhibitions 
and fairs. Also, to minimize the operating costs, the 
system needed to be simple enough that it could be 
run by a small number of unqualified staff.

Therefore, we installed the system inside a 20-
foot container that is divided into two main areas: 
the control room and the user experience zone (see 
Figure 2). The control room hosts the main PC, 
the ambient control unit (ACU), and the power 

(a) (b)

Figure 1. 
Sensorama: 
(a) illustration 
from the patent 
(US 3050870) 
by Morton 
Heilig and (b) 
the product 
advertisement 
from the 1960s. 
(Courtesy of 
Scott Fisher’s 
Telepresence)

Odor diffusers

Entrance

(a) (b)

3D audio

Container

Control room

Display wall

Kinect v2

Power management
system

User experience area3D audio

Infrared heater
panels

Air conditioning

Water nebulization
system

Figure 2. Multisensory Apulia Touristic Experience (MATE) mobile container configuration: (a) installed systems in the user 
experience zone and the control room and (b) a photo of the control room.
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management. The user experience area is about 
12 square meters and can host four to six visitors 
simultaneously. 

To allow MATE visitors to see, hear, feel, and 
smell the real Apulia, we asked ourselves what 
could be added to the visual feed to deliver a 
unique, surprising experience. Our goal was to 
trigger a memorable event for the users.

To do so, MATE enhances the user experience by 
providing olfactory and climatic stimuli. As users 
take the tour and enter a new scene, the humidity, 
lighting, and ambient scents change accordingly. 
To convey the olfactory stimuli, we used an ar-
ray of odor diffusers using the Solid Fragrance Re-
lease (SFR) system from Oikos Fragrances. Odors 
are delivered using a ventilation fan in the mobile 
container. 

Unlike traditional technologies based on evap-
oration, combustion, or spraying processes, the 
diffusion is based on solid-state activation. This 
process lets us modulate and control the release of 
the olfactory note, keeping the original qualitative 
characteristics of the fragrance while maintaining 
the transmission of the desired olfactory message.

To control the climate conditions, we used an 
oversized air conditioning system (Daikin SARARA 
FTXZ50N/RXZ50N KLIC-DD KNX FTXZ50NV1B, 
5.8 kW cooling, 9.2 kW max heating power), 
a 400 W infrared heating panel (Infrapower 
IPW400), a water nebulization system, and an as-
pirator (EVVOK1 mod. 250 by Erre.Gi. srl). The 
climate condition system allows for rapid temper-
ature and humidity changes, ranging from 15°C 
to 30°C and from 40 to 60 percent, respectively. 
We implemented the water nebulization system to 
simulate rain and fog using six mini-drop emitters 
mounted on the ceiling and an 800 W pump. The 
aspirator (with a flow rate of 500 cubic meters per 
hour) rapidly cleans the air to allow for fast scent 
and climate changes. Furthermore, an intensity 
and RGB-color-controlled lighting system provides 
variable lighting conditions.

For the visual stimuli, we chose 2D rather than 
3D footage for the virtual tour. There were many 
reasons for this choice, but the most important was 
to avoid the cyber-sickness effect.12 Cyber-sickness 
can cause discomfort and even vertigo when the 
users are standing in a restricted environment, 
which could cause visitors to fall or cause other 
potentially dangerous situations. In our tests, we 
encountered a high rate of cyber-sickness among 
casual users with short or no training time and 
when the point of view could not be controlled 
individually. As a second consideration, the added 
value enabled by 3D depth perception is limited in 

virtual tours consisting of mostly landscapes and 
confined places.

Other solutions, such as the currently available 
autostereoscopic displays, may diminish the visual 
quality. In addition, 3D goggles or head-mounted 
displays (HMDs) lead to practical problems, such 
as the time to fit and adjust the devices (especially 
if the users wear glasses), eye distance calibration, 
device sensitivity to the moisture introduced by 
our climate condition system, risk of theft, hy-
giene, and user isolation. 

Ultimately, we mounted a professional 85-inch 
ultra-high definition (UHD) LED monitor (Sam-
sung QM85D) to the wall at one end of the visi-
tor area. The screen is connected to a desktop PC 
hidden in the control room and is able to render 
4K resolution tours at approximately 120 Hz and 
to generate 3D stereo sound. The audio is provided 
by a 5.1 channel surround system (Logitech Z906). 

Because MATE must work with people of all ages 
who are unfamiliar with VR, and even IT technol-
ogy in general, the user interface design should 
also be easy to use with minimal training. We 
wanted to provide a shared group experience for 
up to six users, in accordance with the commu-
nal, familial experience of the visiting site. For 
reasons similar to those for the goggles (theft and 
hygiene), we decided not to use physical control-
lers such as a joystick, glove, or mouse. 

We implemented a natural gesture-based inter-
face (see Figure 3). The gesture-detection system is 
based on the Microsoft Kinect v2 RGB-D, mounted 
under the screen. Users’ gestures are detected by 
proper heuristics using the joint data obtained 
from the Microsoft skeleton tracking as input. The 
interaction is controlled by the “dominant user,” 
who is detected among the group of visitors as the 
closest to the sensor. 

Zoom out

Zoom in

Move the pointer

Gaze control

Select elements

Point at the item to select

Figure 3. MATE gesture-based interface controls. The user closest to the 
sensor can navigate the virtual tour with five possible commands: gaze 
direction control, zoom in, zoom out, select hotspot/item, and move to 
the point of interest.
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developed the FiveStar,10 an interactive personal 
display consisting of a stereo visual, 3D audio, 
haptic/tactile, wind/scent, and vestibular display. 
Jorge Freitas and his colleagues proposed a multi-
sensory management and visualization system for 
multisensory content.11 It provides visual, auditory, 
haptic, and olfactory feedback as well as an inter-
face that lets users author the virtual experience 
by defining the timestamps that indicate when to 
stimulate each sense. 

MATE Design
We designed MATE as a virtual tour in collabo-
ration with industrial partners and local tourism 
authorities, who played an active part in defining 
the system’s requirements and features. One of the 
main design requests was to build a mobile plat-
form that could be relocated to various promotional 
events all over Europe, such as public exhibitions 
and fairs. Also, to minimize the operating costs, the 
system needed to be simple enough that it could be 
run by a small number of unqualified staff.

Therefore, we installed the system inside a 20-
foot container that is divided into two main areas: 
the control room and the user experience zone (see 
Figure 2). The control room hosts the main PC, 
the ambient control unit (ACU), and the power 
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from the patent 
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(Courtesy of 
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Figure 2. Multisensory Apulia Touristic Experience (MATE) mobile container configuration: (a) installed systems in the user 
experience zone and the control room and (b) a photo of the control room.
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The users can interact one at a time and take the 
lead by simply moving forward. To ensure a play-
ful and easy-to-learn experience, we limited the 
interface to five possible commands: gaze direction 
control, zoom in, zoom out, select hotspot/item, 
and move to the point of interest. Our interface is 
bimanual so it can be operated by both right- and 
left-handed users. The system detects the “control 
hand” in real time as the one kept at the highest 
height. Users can switch their control hand in real 
time, which has the advantage of unconsciously 
reducing fatigue and the “gorilla arm effect.”13 

The Apulia tour consists of a set of scenes, each 
of which is a spherical image of the real site an-
notated with multimedia content and linked to 
the others by hotspots. Using the five gesture 
controls, MATE visitors can interactively navigate 
360-degree 2D images during their virtual tour 
experience.

Authoring System
The MATE system integrates three modules: the 
display system, the user interface, and the envi-
ronmental module (see Figure 4). We used the 
krpano suite (www.krpano.com) as the main 
framework for implementing the tour. Each vir-
tual scene includes krpano basic functionalities, 
such as multimedia content (videos and sounds) 
and static or animated hotspots (active areas to 
trigger tour events).

One of our main successes was the design of the 
MATE authoring methodology and a set of utility 
applications that allow users without program-
ming expertise (such as historians and marketing 
personnel) to create tours autonomously.

The process starts with a high-level description 
of the tour that determines the objectives and the 
targeted users. The next step is media creation 
and processing, where image and video process-
ing lead to the final digital media content. To help 
users create spherical scenes, we developed cus-
tom scripts using the ImageMagick library (www.
imagemagick.org). They can start from different 
media types: static images (such as overlapped 
panorama pictures, 360-degree spherical im-
ages, or single flat images) and videos (including 
360-degree videos). Traditional 2D images and 
videos can be visualized in a scene of the tour in-
side pop-up windows, and the author can adjust 
the sizes. This feature was required because some 
of the existing media could not be recaptured spe-
cifically for this project.

The next step is to define the climate and smell 
control with a custom XML file using a visual edi-
tor. In the final phase, the author links the scenes 
using hotspots and sets up the transition effects. 
Smooth transitions are important both to reduce 
cyber-sickness and improve the overall user experi-
ence. An Apache server running on the desktop PC 
hosts the virtual tour.
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Figure 4. Functional scheme of the MATE system. The three modules include the display system, the user interface, and the 
environmental module.
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All the ambient condition changes are triggered 
by the tour events and are controlled by a dedi-
cated XML configuration file. The file stores all the 
parameter settings related to the scene’s climate 
conditions and scents. To enable communication 
between the tour and the environmental control 
system, we developed a custom JavaScript function 
that implements a WebSocket client. It is embed-
ded in the HTML pages of the tour and exchanges 
messages with a WebSocket server that runs on 
the environmental control side in a climate con-
trol unit (developed by the authors). For each scene 
transition event, the client sends a message with a 
payload containing information related to the new 
scene and the dominant user’s position. The con-
trol unit decodes the payload and delivers it to the 
specific actuators of the environmental changes. To 
guarantee coherence among stimuli, we calibrated 
the visual transition between scenes by using auto-
matic timers to anticipate the emissions that have 
higher latency (such as odors and climate changes).

Case Study: The Murgia Experience
Apulia offers a range of attractions, from the 
unique and remarkable trulli in Alberobello and 
the magnificent Castel del Monte in Andria (both 
UNESCO World Heritage Sites) to the crystal-
clear waters surrounding the Tremiti Islands and 
the outdoor adventures that await in the Murgia 
National Park. The region is soaked in tradition 
and folklore, and its food and wine specialties are 
known all over the world. Our effort was to convey 
all these experiences to MATE visitors.

In particular, as a test case, we chose the Murgia 
countryside, which suffers from limited public 
awareness despite its tourism potential. The tour 

simulates a trip through the Murgia territory to 
discover its “hidden treasures” (see Figure 5). 
The natural landscapes portion of the tour sur-
rounds visitors with typical Apulian scents such 
as the countryside’s native vegetation: thyme, wild 
gooseberry, and wild fennel. The Murgia territory’s 
highest elevation is Monte Caccia, at 679 meters 
above sea level. The rocks are mostly composed 
of Cretacic limestone, so that karst landscapes 
prevail in the area, with doline fields, sinkholes, 
and caves. The ancient Appian Way, one of the 
earliest and strategically most important Roman 
roads of the ancient republic dating back to 312 
BC, crosses these territories. The tour also shows 
visitors the Masseria Jesce, an ancient manor farm 
dating back to the 16th century. Visitors will see 
the farm’s architectural features and can admire 
a rock settlement surrounding it, which consists 
of amphitheater caves, including a frescoed crypt 
dedicated to the Archangel St. Michael dating 
from the mid-14th century that contains a deesis 
(see Figure 5).

Most of the sites included in the tour are nor-
mally not accessible to the public for safety and 
conservation reasons. However, the high-resolution 
images and display, the possibility to zoom in, and 
the textual descriptions provide a useful and excit-
ing experience.

During the tour, users also visit a traditional 
bakery and experience the production of bread 
from the Altamura region, with the related scents. 

We implemented a simple authoring method 
to develop the test case scenario of Murgia’s 
countryside. We then carried out a preliminary 
within-subject design user test with 16 voluntary 
participants (average age 28, 80 percent male). 

Figure 5. Murgia Experience case study. The tour simulates a trip through the Murgia territory, showing its 
“hidden treasures,” including natural landscapes (as seen by the user inside MATE in the container) and a 
frescoed crypt dedicated to the Archangel St. Michael. 
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The users can interact one at a time and take the 
lead by simply moving forward. To ensure a play-
ful and easy-to-learn experience, we limited the 
interface to five possible commands: gaze direction 
control, zoom in, zoom out, select hotspot/item, 
and move to the point of interest. Our interface is 
bimanual so it can be operated by both right- and 
left-handed users. The system detects the “control 
hand” in real time as the one kept at the highest 
height. Users can switch their control hand in real 
time, which has the advantage of unconsciously 
reducing fatigue and the “gorilla arm effect.”13 

The Apulia tour consists of a set of scenes, each 
of which is a spherical image of the real site an-
notated with multimedia content and linked to 
the others by hotspots. Using the five gesture 
controls, MATE visitors can interactively navigate 
360-degree 2D images during their virtual tour 
experience.

Authoring System
The MATE system integrates three modules: the 
display system, the user interface, and the envi-
ronmental module (see Figure 4). We used the 
krpano suite (www.krpano.com) as the main 
framework for implementing the tour. Each vir-
tual scene includes krpano basic functionalities, 
such as multimedia content (videos and sounds) 
and static or animated hotspots (active areas to 
trigger tour events).

One of our main successes was the design of the 
MATE authoring methodology and a set of utility 
applications that allow users without program-
ming expertise (such as historians and marketing 
personnel) to create tours autonomously.

The process starts with a high-level description 
of the tour that determines the objectives and the 
targeted users. The next step is media creation 
and processing, where image and video process-
ing lead to the final digital media content. To help 
users create spherical scenes, we developed cus-
tom scripts using the ImageMagick library (www.
imagemagick.org). They can start from different 
media types: static images (such as overlapped 
panorama pictures, 360-degree spherical im-
ages, or single flat images) and videos (including 
360-degree videos). Traditional 2D images and 
videos can be visualized in a scene of the tour in-
side pop-up windows, and the author can adjust 
the sizes. This feature was required because some 
of the existing media could not be recaptured spe-
cifically for this project.

The next step is to define the climate and smell 
control with a custom XML file using a visual edi-
tor. In the final phase, the author links the scenes 
using hotspots and sets up the transition effects. 
Smooth transitions are important both to reduce 
cyber-sickness and improve the overall user experi-
ence. An Apache server running on the desktop PC 
hosts the virtual tour.
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Graphically Speaking

We asked them to navigate the virtual tour in 
two separate sessions (in counterbalanced order): 
one on a simple desktop PC with a mouse and 
the other inside MATE. Figure 6 shows a picture 
from the gesture interaction tests performed in 
the laboratory.

At the end, we interviewed users using a ques-
tionnaire. Our participants indicated that their 
enjoyment was significantly higher in the MATE 
as opposed to using the PC with mouse interface 
(p = 0.015).

Currently, the MATE system is being integrated 
into a full-scale prototype demonstrator that 

will be carried all around Europe. Based on our 
experience and feedback, we think that the use of 
360-degree videos can further increase the wow 
effect and fun factor. Another suggestion from our 
case study participants was to use source images 
for the 360-degree panoramas, with as high a res-
olution as possible, so users can enjoy the zoom-in 
function to discover new details.

In the future, we plan to evaluate MATE in fur-
ther tests to measure its usability, enjoyment and 
engagement, and user satisfaction. We believe that 
the versatility of MATE’s authoring system will 
make reusable it so other regions can use it for 
promotions as well.  
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Graphically Speaking

We asked them to navigate the virtual tour in 
two separate sessions (in counterbalanced order): 
one on a simple desktop PC with a mouse and 
the other inside MATE. Figure 6 shows a picture 
from the gesture interaction tests performed in 
the laboratory.

At the end, we interviewed users using a ques-
tionnaire. Our participants indicated that their 
enjoyment was significantly higher in the MATE 
as opposed to using the PC with mouse interface 
(p = 0.015).

Currently, the MATE system is being integrated 
into a full-scale prototype demonstrator that 

will be carried all around Europe. Based on our 
experience and feedback, we think that the use of 
360-degree videos can further increase the wow 
effect and fun factor. Another suggestion from our 
case study participants was to use source images 
for the 360-degree panoramas, with as high a res-
olution as possible, so users can enjoy the zoom-in 
function to discover new details.

In the future, we plan to evaluate MATE in fur-
ther tests to measure its usability, enjoyment and 
engagement, and user satisfaction. We believe that 
the versatility of MATE’s authoring system will 
make reusable it so other regions can use it for 
promotions as well.  
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This article originally appeared in 
IEEE Computer Graphics and Applications, 
vol. 37, no. 6, 2017.
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