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• CISO / Risk Based Security 

• OSVDB / DataLossDB 

• Founder of RVAsec conference 

• Yearly Conference in June hosted at VCU (June 7-8, 2018)  

• James Madison University – MBA Information Security 

• Spoke at Black Hat, DEF CON, RSA, FIRST, and many more! 

• Spoke at DHS & Pentagon about Cyber Insurance 

 

 

Why Should You Listen? 
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Are You Tired Of Hearing About Cyber Yet? 

 

 

 Cyber, 
Cyber 
Cyber…… 



 

Markel Confidential 4 

cyber 
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Looking Back At The Last Five Years 



2017 YTD Data Breaches 
Statistics 
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2017 YTD - Breach Types 
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Skimmers 
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Skimmers 
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Skimmers 
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2017 YTD - Skimming 

Watch The Installation! 

https://www.youtube.com/watch?v=y83ZgzuFBSE
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2017 YTD Analysis – Data Family 

• 93.18% of all incidents involved electronic data 
• Nearly 100% of the exposed records were in electronic 

form.  
• This is a constant theme year over year.  



N O T   J U S T   S E C U R I T Y  ,    T H E   R I G H T   S E C U R I T Y  

2017 YTD – Data Types 
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2017 YTD – Threat Vector 



70 breaches exposed at least 
 

 

 

 

 

 

 

 

 

 

ONE MILLION RECORDS 
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2016 Analysis Of Records Per Breach 

 

43.5% of incidents exposed between 1 and 1000 
records (50.4% in 2016)  
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Data Breaches All Time 

 

 

 

 



What’s The New Problem? 





Internet of Things – Definition (Techopedia.com) 

 

“The Internet of Things (IoT) is a computing concept that 
describes a future where everyday physical objects will be 
connected to the Internet and be able to identify themselves 
to other devices. The term is closely identified with RFID as 
the method of communication, although it also may include 
other sensor technologies, wireless technologies or QR codes. 
The IoT is significant because an object that can represent 
itself digitally becomes something greater than the object by 
itself. No longer does the object relate just to you, but is now 
connected to surrounding objects and database data. When 
many objects act in unison, they are known as having 
"ambient intelligence.“” 
”The Internet of Things is a difficult concept to  
define precisely.” 

- Techopedia.com 





Internet of Things – Definition 
 

1. Needs to be networked / connected 

2. Some capability of sensing and decision 
making without human interaction/control 

 

Many products have the word ”Smart” in their 
name or to describe its function 



Internet of Things – Examples  
(Everyday Life) 



Internet of Things – Examples  
(Just because we can...)  

 



Internet of Things - Definition 

Looking past all the hype, IoT does not just 
pertain to consumers. 

 

From a business perspective, it can:  

• Help to cut costs 

• Save time 

• Improve productivity and efficiency. 



Internet of Things – Examples (Retail) 



Internet of Things – Examples (Environmental) 



Internet of Things – Examples 
(Your Home & Company Network) 



Internet of Things – Examples 
(Your Home & Company Network) 



Internet of Things – Why Should You Care? 
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BI/PD (Bodily Injury, Property Damage) –  

People can get hurt, and property can be 

damaged 
 

Real world impact - no longer 1s and 0s 

Internet of Things – How Is This Different? 



Internet of Things – Is There An Impact? 



Internet of Things – IoT Vulns So Far? 
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Internet Of Things - Medical 
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Internet of Things – What’s In The News? 
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Internet of Things – What’s In The News? 
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Internet Of Things - Cars 
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Internet Of Things - Cars 
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Internet of Things – What’s In The News? 
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Internet of Things – IoT Connected 





Connected / Smart Cities 



Connected / Smart Cities 
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Areas That Must Be Considered 
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Areas That Must Be Considered 



N O T   J U S T   S E C U R I T Y  ,    T H E   R I G H T   S E C U R I T Y  

Areas That Must Be Considered 



Critical Infrastructure 



Liability – FTC Expanding Role 



Liability – FTC “concerned” 



Repeat Breach = Big Fine 
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Bitcoin – Trading @ $16,609 – 12/11/2017 
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Bitcoin – Trading @ $16,609 – 12/11/2017 
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Ransomware 
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Ransomware 
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Ransomware 
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Ransomware 
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Ransomware – Not Just Hospitals! 
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Ransomware 
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WannaCry Estimated Costs 
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Ransomware 
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Petya Estimated Costs 
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Large Scale Outages 



N O T   J U S T   S E C U R I T Y  ,    T H E   R I G H T   S E C U R I T Y  

Cyber Impacting Financials? 
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Cyber Impacting Financials? 
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Cyber Impacting Financials – Only $350M 
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Cyber Impacting Financials – Equifax 
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Cyber Impacting Financials – Equifax 
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Cyber Impacting Financials – Equifax 
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Cyber Impacting Financials – Deloitte 
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Cyber Impacting Financials – Deloitte 



2017 YTD Vulnerabilities 
Statistics 



N O T   J U S T   S E C U R I T Y  ,    T H E   R I G H T   S E C U R I T Y  

2017 YTD - Vulnerabilities 
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2017 YTD - Vulnerabilities 
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2017 YTD - Vulnerabilities 
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2017 YTD - Vulnerabilities 



N O T   J U S T   S E C U R I T Y  ,    T H E   R I G H T   S E C U R I T Y  

2017 YTD - Vulnerabilities 



Vulnerability and Timeline 

Exposure Metrics (VTEM) 
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Vulnerability Timeline and Exposure Metrics (VTEM)  
  
A framework that defines and provides guidance for 

vulnerability timeline tracking and metric calculations   
to assist in the evaluation of Vendors and Products  
as well as understand an organization’s exposure. 

 
 
 

 

VTEM 
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Why should you care? 
 

1) The metrics will help you evaluate and select vendors to 
work with that care about security! 
• In turn, forcing vendors to focus on actually producing 

secure products! 
 

2) It will help you truly understand your organization’s 
exposure and which products are the biggest offenders. 
 

 
 

 

VTEM 
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What Do We Want To Accomplish With VTEM? 
 

• Define timeline and exposure terminology that allows 
consistent usage for: 
• For Organizations 
• For Researcher 
• For Software Vendors 

• Define expectations from CERTs, Software Vendors and 
Researchers on what must be included in vulnerability 
disclosure 

VTEM 
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What Do We Want To Accomplish With VTEM? 
 

• Provide a framework to assist organizations with: 
• Understanding their own time of exposure 
• Identify vendors and products that are contributing to 

an organization's time of exposure 
• Create a scorecard to allow the monitoring of how 

vendors are performing 
• Assist organizations with understanding exposure 

metrics that will enable better decision making to 
choose secure products 

VTEM 
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Date Description 

Introduced Date The date the vulnerability was introduced into a product, or 
website.  

Discovery Date The date the vulnerability was actually discovered, if available. 

Vendor Informed Date The date the vendor was notified of vulnerability, if available. 

Vendor Acknowledge Date The date the vendor acknowledged the report or vulnerability, if 
available. 

Vendor Solution Date The date the vendor provided an actionable solution to resolve the 
vulnerability, if available. 

Disclosure Date The date the vulnerability was publicly disclosed. 

Third-Party Solution Date The date a third-party, not the vendor, provided an actionable 
solution to resolve the issue, if available. 

Exploit Publish Date The date a functional exploit was publicly disclosed, if available. 

Solution Implemented 
Date 

The date the vulnerability has been resolved at an organization, 
either with a workaround or a patch. 

VTEM - Dates 
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Vendor Response Time 
• To demonstrate the vendors response time from being informed to 

responding to a researcher.  This is only the initial response, but not 
an automated response. 

• <Vendor Acknowledge Date> – <Vendor Informed Date> 
 

EXAMPLE 
• Netscreen ScreenOS Malicioius-URL Bypass (CVE-2002-2234) 

 
 

Vendor Informed Vuln Discovered Disclosed Vendor Acknowledge 

2002-10-06 2002-10-08 2002-11-14 2002-11-25 

VTEM 
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Time To Patch 
• To demonstrate the vendors response time from being informed of 

a vulnerability until to having a working fix published for customers. 
• <Vendor Solution Date> – <Vendor Informed Date> 

 
EXAMPLE 
• Netscreen ScreenOS Malicioius-URL Bypass (CVE-2002-2234) 

 

Vendor Informed Vuln Discovered Disclosed Vendor Solution 

2002-10-08 2002-11-25 2002-11-25 2002-10-06 

VTEM 
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Total Time To Patch 
• To demonstrate the total time from a vulnerability is discovered 

until a working fix is published for customers. 
• <Vendor Solution Date> – <Vulnerability Discovery Date> 
 
EXAMPLE 
• Netscreen ScreenOS Malicioius-URL Bypass (CVE-2002-2234) 
 

Vendor Informed Vuln Discovered Disclosed Vendor Solution 

2002-10-06 2002-10-08 2002-11-25 2002-11-25 

VTEM 
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Time of Exposure 
• To demonstrate the time of exposure an organization is vulnerable  

from when a working fix is published for customers until the 
solution is implemented. 

• <Solution Implemented Date> - <Vendor Solution Date>   
 
EXAMPLE 
• Netscreen ScreenOS Malicioius-URL Bypass (CVE-2002-2234) 
• Assume Evil Corp patches next quarterly maintenance window 
 

Vendor Solution Vuln Discovered Solution Implemented Disclosed 

2002-10-06 2002-11-25 2002-11-25 2003-02-14 

VTEM 
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Total Time of Exposure 
• To demonstrate the total time of exposure an organization is 

vulnerable from when the issues is discovered until the solution is 
implemented.  

• <Solution Implemented Date> - <Vulnerability Discovery Date>   
 
EXAMPLE 
• Netscreen ScreenOS Malicioius-URL Bypass (CVE-2002-2234) 
• Assume Evil Corp patches next quarterly maintenance window 
 

Vendor Solution Vuln Discovered Solution Implemented Disclosed 

2002-10-06 2002-11-25 2002-11-25 2003-02-14 

VTEM 
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Netscreen ScreenOS Malicioius-URL Bypass  
(CVE-2002-2234) 

 
 
 

VTEM Metric Number Of Days 

Vendor Response Time 37 Days 

Time To Patch 48 Days 

Total Time To Patch 50 Days 

Time Of Exposure 81 Days 

Total Time Of Exposure 131 Days 

VTEM 
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Vendor Response Time 
EXAMPLE 
• Seagate NAS Remote Code Execution Vulnerability (CVE-2014-8687) 
• Vendor responses were timely but ineffectual; created 2.5 month 

delay 
• Researcher ultimately identified vendor security engineers via 

LinkedIn to report issue 
 
 

Vendor  
Contact 

Vuln Discovered Disclosed Vendor  
Acknowledge 

2014-10-07 2014-10-18 2015-01-09 2015-03-01 2015-01-01 

New Vendor  
Contact 

Vendor  
Solution 

2015-04-01 

VTEM 
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Seagate NAS Remote Code Execution Vulnerability 
(CVE-2014-8687) 

 
(CVE-2002-2234) 

 
 
 

VTEM Metric Number Of Days 

Vendor Response Time 83 Days 

Time To Patch 164 Days 

Total Time To Patch 175 Days 

Time Of Exposure 90 Days 

Total Time Of Exposure 265 Days 

VTEM 
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VTEM 
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What is 0 Day? 
 

• “A zero day vulnerability refers to a hole in 
software that is unknown to the vendor. “ 

 
• “A zero-day (also known as zero-hour or 0-day) 

vulnerability is an undisclosed and 
uncorrected computer application vulnerability” 
 

• So many more! 
 

 

VTEM 
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0 DAY 
 

• Can we finally define what 0 day really means based on dates? 
• In VTEM framework, we have a few points in time that can assist: 

• Vendor Informed Date 
• Disclosure Date 

• 0 Day is when a vendor doesn't know about the Vulnerability and/or 
it has not been publically disclosed 

 
 

Vendor Informed 
Vuln Discovered Disclosed or 

Zero Day NOT Zero Day 

Vendor Solution Exploit Published 

VTEM 
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MORE TO VTEM! 
 

• Time to Exploit Availability 
• Time of Exploit Exposure 
• Research into other variations including: 
• Vulnerability Introduction 
• Third Party Solutions 

• Rollup calculations for products and vendors 
• Names and calculations argued to death! 
• More! 
 

VTEM 
 



SCADA Time Of 

Exposure Analysis 
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2013/01/05: RCE vulnerability discovered in ModBus Serial Driver 
                        Used by 11 different products from Schneider Electric 
2013/01/08: Vulnerability reported to ICS-CERT 
2013/01/24: Schneider Electric confirms vulnerability 
2013/03/11: Schneider Electric published security notification with no patch 
2013/03/13: ICS-CERT provides status update 
2013/04/10: Details published to RBS VulnDB customers 
                        Other vulnerability databases follow suit shortly after 
2013/05/06: Publication of detailed vulnerability report by RBS 

 

2013/01/08 

2013/01/24 2013/01/05 

2013/03/11 

2013/03/13 

2013/04/10 

2013/05/06 

VTEM 
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ICS-CERT provided a warning on April 1, 2014 

 

Until this time there was.... 

 

No CVE assigned,  anyone relying on NVD was in the dark... 

 

Incorrect information in vendor advisory 

(refers to issue as ‘local’ + incorrect CVSSv2 score) 

 

No patch – or rather one was developed, 

but the vendor didn’t release it. 

VTEM 
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• Time to Patch and Total Time To Patch are metrics 
defined in VTEM. 
• They can be used to evaluate not the security of 

a piece of software, but the vendors 
vulnerability response capabilities. 

• Unfortunately, not many provide date information 
required to do these calculations 
• Why not?   
• Why doesn’t ICS-CERT provide the date the 

vendors were informed of the issue? 
 

VTEM 
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• As with everything, the amount of time 
appropriate to spend on addressing an issue 
depends on: 
• The type of vulnerability (i.e. a simple buffer 

overflow fix is quicker than something that may 
require architectural changes) 

• Number of products impacted. 
• General consensus is that the vast majority of 

vulnerabilities should easily be fixed within 180 
days (many believe it should be 90 days or less).  

VTEM 
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• We decided to evaluate SCADA vulnerabilities over 
a two year period, where we would calculate Total 
Time to Patch. 

– 25 Vulnerabilities Analyzed 

– 14 Different Vendors 

• Total Time to Patch Calculations: 

– Average: 155.52 Days 

– Mean: 107 Days 

– Max: 451 Days 

VTEM 
 



Actions 



How Do We Solve These ”cyber” Issues? 
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• We need to have proper asset management in 
place! 

• We need to know what software we are 
running as well as 3rd Party Libraries in order 
to secure them! 

– You can collect this manually or there are vendor 
products that can assist! 

• Admin or Developer reported documentation 
is prone to omissions, errors, and lack of 
updating 

• Your legal and ITIL teams are your friends here 

Vulnerability Intelligence – What Do We Use? 
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• “Whack A Mole” fixing of 
vulnerabilities is critical, not just 
in your own code! 

• How will you be notified of new 
issues? 

• Why does the cadence of 
release cycle matter? 
– Too few? Leaves you open to 

risks, compromise and liability 

– Too many? Huge cost of 
ownership and potentially not 
possible 

– Need the porridge to be JUST 
right and prefer secure coding 
from the beginning 

 

Vulnerability Intelligence – Alerting 
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• Based on the issues, companies should evaluate software including 

OSS prior to usage! 

– Companies need to determine if they think the OSS project is mature 

enough to rely on 

• Is the product/project End of Life?  Or still seeing regular updates? 

• Determine if there are known vulnerabilities that are not fixed 

• Does the company or project work with researchers? 

• Determine the true Cost of Ownership 

– Initial free usage looks amazing 

– But are they hidden costs to maintain that are not factored in 

properly? 

• Vulnerability Timeline Metrics can help! 

– How long does it take for researchers to get a response? 

– How long does it take to provide a patch? 

Vulnerability Intelligence – What Should We Use? 
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5 Star Ratings 
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VulnDB Ratings 
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VulnDB Ratings 
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VulnDB Ratings 
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• Vulnerability Scanners are what most 

organizations use for managing 

vulnerabilities 

• Much longer Time of Exposure, than if you 

truly know your environment (assets) and 

map to know vulnerabilities as primary 

–Use scanners as a catch all and to help uncover 

config issues 

– Focus on being adaptive with assets inventory 

and mapping to vulnerability intelligence 

Vulnerability Intelligence – Not Scanners! 
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Vulnerability Scanning – Timeline Examples 

Day 1 • New Vulnerability Disclosed 

Day ? • Hope Scanning Vendor Writes a Signature / Update 

Day ? • Submit a Change Control 

Day ? • Receive Change Control Approval 

Day ? • Start Scanning Network 

Day ? • Analyze Scan Results 

Day ? • Send Report to Teams for Remediation 

Day ? • Confirm Vulnerability Resolved 

This approach misses critical issues & can take days, weeks or months! 
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Vulnerability Intelligence – Timeline Examples 

Day 1 

• New Vulnerability Disclosed 

• Immediately Map Affected Assets 

• Prioritize Assets for Remediation  

• Send Report to Teams for Remediation 

Day ? 
• Confirm Vulnerabilities Resolved 

This approach is non-intrusive and provides instant threat modeling! 
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Regulation Might Be Required 

When the product is 
marketed to be secure 
and it isn’t how do 
software vendors 
handle it? 
 
 

No more security 
patches of fixes for 
the product?  
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Data Breach – Ticking Time Bomb?  

Only a matter of when for most organizations? 
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Data Breach – Cost Money? 

Data Breaches cost organizations money? 
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Reality of Risk 

Risk 

Accept 

Transfer 

Avoid 

Mitigate 
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Cyber Liability – DHS 
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• Basic information security program is a must! 

• Understand your exposures 

• Understand your data and number of records 

• Evaluate software prior to usage 

– Make sure you understand 3rd Party Libraries 

usage 

– Companies make buying decisions based on 

security and not new features 

– Vendor lose a few deals due to lack of security it 

will change their focus 

Starts With Us! 



Internet of Things – Questions Remain! 
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Questions? 


